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Explanation 

The Code of Federal Regulations is a codification of the general and permanent 

rules published in the Federal Register by the Executive departments and agen-

cies of the Federal Government. The Code is divided into 50 titles which represent 

broad areas subject to Federal regulation. Each title is divided into chapters 

which usually bear the name of the issuing agency. Each chapter is further sub-

divided into parts covering specific regulatory areas. 

Each volume of the Code is revised at least once each calendar year and issued 

on a quarterly basis approximately as follows: 

Title 1 through Title 16..............................................................as of January 1 

Title 17 through Title 27 .................................................................as of April 1 

Title 28 through Title 41 ..................................................................as of July 1 

Title 42 through Title 50.............................................................as of October 1 

The appropriate revision date is printed on the cover of each volume. 

LEGAL STATUS 

The contents of the Federal Register are required to be judicially noticed (44 

U.S.C. 1507). The Code of Federal Regulations is prima facie evidence of the text 

of the original documents (44 U.S.C. 1510). 

HOW TO USE THE CODE OF FEDERAL REGULATIONS 

The Code of Federal Regulations is kept up to date by the individual issues 

of the Federal Register. These two publications must be used together to deter-

mine the latest version of any given rule. 

To determine whether a Code volume has been amended since its revision date 

(in this case, January 1, 2023), consult the ‘‘List of CFR Sections Affected (LSA),’’ 

which is issued monthly, and the ‘‘Cumulative List of Parts Affected,’’ which 

appears in the Reader Aids section of the daily Federal Register. These two lists 

will identify the Federal Register page number of the latest amendment of any 

given rule. 

EFFECTIVE AND EXPIRATION DATES 

Each volume of the Code contains amendments published in the Federal Reg-

ister since the last revision of that volume of the Code. Source citations for 

the regulations are referred to by volume number and page number of the Federal 

Register and date of publication. Publication dates and effective dates are usu-

ally not the same and care must be exercised by the user in determining the 

actual effective date. In instances where the effective date is beyond the cut- 

off date for the Code a note has been inserted to reflect the future effective 

date. In those instances where a regulation published in the Federal Register 

states a date certain for expiration, an appropriate note will be inserted following 

the text. 

OMB CONTROL NUMBERS 

The Paperwork Reduction Act of 1980 (Pub. L. 96–511) requires Federal agencies 

to display an OMB control number with their information collection request. 
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Many agencies have begun publishing numerous OMB control numbers as amend-

ments to existing regulations in the CFR. These OMB numbers are placed as 

close as possible to the applicable recordkeeping or reporting requirements. 

PAST PROVISIONS OF THE CODE 

Provisions of the Code that are no longer in force and effect as of the revision 

date stated on the cover of each volume are not carried. Code users may find 

the text of provisions in effect on any given date in the past by using the appro-

priate List of CFR Sections Affected (LSA). For the convenience of the reader, 

a ‘‘List of CFR Sections Affected’’ is published at the end of each CFR volume. 

For changes to the Code prior to the LSA listings at the end of the volume, 

consult previous annual editions of the LSA. For changes to the Code prior to 

2001, consult the List of CFR Sections Affected compilations, published for 1949- 

1963, 1964-1972, 1973-1985, and 1986-2000. 

‘‘[RESERVED]’’ TERMINOLOGY 

The term ‘‘[Reserved]’’ is used as a place holder within the Code of Federal 

Regulations. An agency may add regulatory information at a ‘‘[Reserved]’’ loca-

tion at any time. Occasionally ‘‘[Reserved]’’ is used editorially to indicate that 

a portion of the CFR was left vacant and not dropped in error. 

INCORPORATION BY REFERENCE 

What is incorporation by reference? Incorporation by reference was established 

by statute and allows Federal agencies to meet the requirement to publish regu-

lations in the Federal Register by referring to materials already published else-

where. For an incorporation to be valid, the Director of the Federal Register 

must approve it. The legal effect of incorporation by reference is that the mate-

rial is treated as if it were published in full in the Federal Register (5 U.S.C. 

552(a)). This material, like any other properly issued regulation, has the force 

of law. 

What is a proper incorporation by reference? The Director of the Federal Register 

will approve an incorporation by reference only when the requirements of 1 CFR 

part 51 are met. Some of the elements on which approval is based are: 

(a) The incorporation will substantially reduce the volume of material pub-

lished in the Federal Register. 

(b) The matter incorporated is in fact available to the extent necessary to 

afford fairness and uniformity in the administrative process. 

(c) The incorporating document is drafted and submitted for publication in 

accordance with 1 CFR part 51. 

What if the material incorporated by reference cannot be found? If you have any 

problem locating or obtaining a copy of material listed as an approved incorpora-

tion by reference, please contact the agency that issued the regulation containing 

that incorporation. If, after contacting the agency, you find the material is not 

available, please notify the Director of the Federal Register, National Archives 

and Records Administration, 8601 Adelphi Road, College Park, MD 20740-6001, or 

call 202-741-6010. 

CFR INDEXES AND TABULAR GUIDES 

A subject index to the Code of Federal Regulations is contained in a separate 

volume, revised annually as of January 1, entitled CFR INDEX AND FINDING AIDS. 

This volume contains the Parallel Table of Authorities and Rules. A list of CFR 

titles, chapters, subchapters, and parts and an alphabetical list of agencies pub-

lishing in the CFR are also included in this volume. 

An index to the text of ‘‘Title 3—The President’’ is carried within that volume. 
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The Federal Register Index is issued monthly in cumulative form. This index 

is based on a consolidation of the ‘‘Contents’’ entries in the daily Federal Reg-

ister. 

A List of CFR Sections Affected (LSA) is published monthly, keyed to the 

revision dates of the 50 CFR titles. 

REPUBLICATION OF MATERIAL 

There are no restrictions on the republication of material appearing in the 

Code of Federal Regulations. 

INQUIRIES 

For a legal interpretation or explanation of any regulation in this volume, 

contact the issuing agency. The issuing agency’s name appears at the top of 

odd-numbered pages. 

For inquiries concerning CFR reference assistance, call 202–741–6000 or write 

to the Director, Office of the Federal Register, National Archives and Records 

Administration, 8601 Adelphi Road, College Park, MD 20740-6001 or e-mail 

fedreg.info@nara.gov. 

SALES 

The Government Publishing Office (GPO) processes all sales and distribution 

of the CFR. For payment by credit card, call toll-free, 866-512-1800, or DC area, 

202-512-1800, M-F 8 a.m. to 4 p.m. e.s.t. or fax your order to 202-512-2104, 24 hours 

a day. For payment by check, write to: US Government Publishing Office – New 

Orders, P.O. Box 979050, St. Louis, MO 63197-9000. 

ELECTRONIC SERVICES 

The full text of the Code of Federal Regulations, the LSA (List of CFR Sections 

Affected), The United States Government Manual, the Federal Register, Public 

Laws, Public Papers of the Presidents of the United States, Compilation of Presi-

dential Documents and the Privacy Act Compilation are available in electronic 

format via www.govinfo.gov. For more information, contact the GPO Customer 

Contact Center, U.S. Government Publishing Office. Phone 202-512-1800, or 866- 

512-1800 (toll-free). E-mail, ContactCenter@gpo.gov. 

The Office of the Federal Register also offers a free service on the National 

Archives and Records Administration’s (NARA) website for public law numbers, 

Federal Register finding aids, and related information. Connect to NARA’s 

website at www.archives.gov/federal-register. 

The eCFR is a regularly updated, unofficial editorial compilation of CFR mate-

rial and Federal Register amendments, produced by the Office of the Federal 

Register and the Government Publishing Office. It is available at www.ecfr.gov. 

OLIVER A. POTTS, 

Director, 

Office of the Federal Register 

January 1, 2023 
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THIS TITLE 

Title 6—DOMESTIC SECURITY is composed of one volume. This volume contains 

Chapter I—Department of Homeland Security, Office of the Secretary and Chap-

ter X—Privacy and Civil Liberties Oversight Board. The contents of this volume 

represent all current regulations codified under this title of the CFR as of Janu-

ary 1, 2023. 

For this volume, Gabrielle E. Burns was Chief Editor. The Code of Federal 

Regulations publication program is under the direction of John Hyrum Martinez, 

assisted by Stephen J. Frattini. 
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PARTS 1–2 [RESERVED] 

PART 3—PETITIONS FOR 
RULEMAKING 

Sec. 

3.1 Definitions. 

3.3 Applicability. 

3.5 Format and mailing instructions. 

3.7 Content of a rulemaking petition. 

3.9 Responding to a rulemaking petition. 

AUTHORITY: 5 U.S.C. 301, 553(e); 6 U.S.C. 112. 

SOURCE: 81 FR 47286, July 21, 2016, unless 
otherwise noted. 

§ 3.1 Definitions. 

As used in this part: 

Component means each separate orga-
nizational entity within the U.S. De-
partment of Homeland Security (DHS) 
that reports directly to the Office of 
the Secretary. 

DHS means the U.S. Department of 
Homeland Security, including its com-
ponents. 

Rulemaking petition means a petition 
to issue, amend, or repeal a rule, as de-
scribed at 5 U.S.C. 553(e). 

§ 3.3 Applicability. 

(a) General requirement. Except as pro-
vided in paragraph (b) of this section, 
this part prescribes the exclusive proc-
ess for interested persons to submit a 
rulemaking petition on a matter with-
in DHS’s jurisdiction. 

(b) Exceptions—(1) U.S. Coast Guard. 
This part does not apply to any peti-
tion for rulemaking directed to the 
U.S. Coast Guard. Such petitions are 
governed by 33 CFR 1.05–20. 

(2) Federal Emergency Management 
Agency. This part does not apply to any 
petition for rulemaking directed to the 
Federal Emergency Management Agen-
cy. Such petitions are governed by 44 
CFR 1.18. 

§ 3.5 Format and mailing instructions. 

(a) Format. A rulemaking petition 
must include in a prominent location— 

(1) The words ‘‘Petition for Rule-
making’’ or ‘‘Rulemaking Petition;’’ 
and 

(2) The petitioner’s name and a mail-
ing address, in addition to any other 
contact information (such as telephone 

number or email) that the petitioner 

chooses to include. 

(b) Mailing instructions—(1) General 

mailing address. Any interested person 

may submit a rulemaking petition by 

sending it to the following address: 

U.S. Department of Homeland Secu-

rity, Office of the General Counsel, 

Mail Stop 0485, Attn: Regulatory Af-

fairs Law Division, 245 Murray Lane 

SW., Washington, DC 20528–0485. 

(2) Transportation Security Administra-

tion mailing address. Any interested per-

son may submit a rulemaking petition 

regarding a Transportation Security 

Administration program or authority 

directly to the Transportation Secu-

rity Administration by sending it to 

the following address: Transportation 

Security Administration, Office of the 

Chief Counsel, TSA–2, Attn: Regula-

tions and Security Standards Division, 

601 South 12th Street, Arlington, VA 

20598–6002. 

(3) DHS does not accept rulemaking 

petitions delivered by courier. 

§ 3.7 Content of a rulemaking petition. 

(a) DHS will be better positioned to 

understand and respond to a rule-

making petition if the petition de-

scribes with reasonable particularity 

the rule that the petitioner is asking 

DHS to issue, amend, or repeal, and the 

factual and legal basis for the petition. 

For instance, DHS would be better able 

to understand and respond to a petition 

that includes— 

(1) A description of the specific prob-

lem that the requested rulemaking 

would address; 

(2) An explanation of how the re-

quested rulemaking would resolve this 

problem; 

(3) Data and other information that 

would be relevant to DHS’s consider-

ation of the petition; 

(4) A description of the substance of 

the requested rulemaking; and 

(5) Citation to the pertinent existing 

regulations provisions (if any) and per-

tinent DHS legal authority for taking 

action. 

(b) [Reserved] 
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§ 3.9 Responding to a rulemaking peti-
tion. 

(a) Public procedure. DHS may, in its 
discretion, seek broader public com-
ment on a rulemaking petition prior to 
its disposition under this section. 

(b) Disposition. DHS may respond to 
the petition by letter or by FEDERAL 
REGISTER publication. DHS may grant 
or deny the petition, in whole or in 
part. 

(c) Grounds for denial. DHS may deny 
the petition for any reason consistent 
with law, including, but not limited to, 
the following reasons: The petition has 
no merit, the petition is contrary to 
pertinent statutory authority, the pe-
tition is not supported by the relevant 
information or data, or the petition 
cannot be addressed because of other 
priorities or resource constraints. 

(d) Summary disposition. DHS may, by 
written letter, deny or summarily dis-
miss without prejudice any petition 
that is moot, premature, repetitive, or 
frivolous, or that plainly does not war-
rant further consideration. 

PART 4 [RESERVED] 

PART 5—DISCLOSURE OF RECORDS 
AND INFORMATION 

Subpart A—Procedures for Disclosure of 
Records Under the Freedom of Infor-
mation Act 

Sec. 
5.1 General provisions. 
5.2 Proactive disclosures of DHS records. 
5.3 Requirements for making requests. 
5.4 Responsibility for responding to re-

quests. 
5.5 Timing of responses to requests. 
5.6 Responses to requests. 
5.7 Confidential commercial information. 
5.8 Administrative appeals. 
5.9 Preservation of records. 
5.10 FOIA requests for information con-

tained in a Privacy Act system of 
records. 

5.11 Fees. 
5.12 Confidential commercial information; 

CBP procedures. 
5.13 Other rights and services. 

Subpart B—Privacy Act 

5.20 General provisions. 
5.21 Requests for access to records. 
5.22 Responsibility for responding to re-

quests for access to records. 

5.23 Responses to requests for access to 

records. 

5.24 Classified information. 

5.25 Administrative appeals for access re-

quests. 

5.26 Requests for amendment or correction 

of records. 

5.27 Requests for an accounting of record 

disclosures. 

5.28 Preservation of records. 

5.29 Fees. 

5.30 Notice of court-ordered and emergency 

disclosures. 

5.31 Security of systems of records. 

5.32 Contracts for the operation of systems 

of records. 

5.33 Use and collection of Social Security 

numbers. 

5.34 Standards of conduct for administra-

tion of the Privacy Act. 

5.35 Sanctions and penalties. 

5.36 Other rights and services. 

Subpart C—Disclosure of Information in 
Litigation 

5.41 Purpose and scope; definitions. 

5.42 Service of summonses and complaints. 

5.43 Service of subpoenas, court orders, and 

other demands or requests for official in-

formation or action. 

5.44 Testimony and production of docu-

ments prohibited unless approved by ap-

propriate Department officials. 

5.45 Procedure when testimony or produc-
tion of documents is sought; general. 

5.46 Procedure when response to demand is 
required prior to receiving instructions. 

5.47 Procedure in the event of an adverse 
ruling. 

5.48 Considerations in determining whether 
the Department will comply with a de-
mand or request. 

5.49 Prohibition on providing expert or 
opinion testimony. 

APPENDIX A TO SUBPART C OF PART 5—SERV-
ICE OF PROCESS OF SUMMONSES, COM-
PLAINTS, AND SUBPOENAS 

APPENDIX A TO PART 5—FOIA/PRIVACY ACT 
OFFICES OF THE DEPARTMENT OF HOME-
LAND SECURITY 

APPENDIX B TO PART 5 [RESERVED] 

APPENDIX C TO PART 5—DHS SYSTEMS OF 
RECORDS EXEMPT FROM THE PRIVACY ACT 

AUTHORITY: 6 U.S.C. 101 et seq.; Pub. L. 107– 
296, 116 Stat. 2135; 5 U.S.C. 301; 6 U.S.C. 142; 
DHS Del. No. 13001, Rev. 01 (June 2, 2020). 

Subpart A also issued under 5 U.S.C. 552. 

Subpart B also issued under 5 U.S.C. 552a 
and 552 note. 

SOURCE: 68 FR 4056, Jan. 27, 2003, unless 
otherwise noted. 
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Subpart A—Procedures for Disclo-
sure of Records Under the 
Freedom of Information Act 

SOURCE: 81 FR 83632, Nov. 22, 2016, unless 

otherwise noted. 

§ 5.1 General provisions. 

(a)(1) This subpart contains the rules 

that the Department of Homeland Se-

curity follows in processing requests 

for records under the Freedom of Infor-

mation Act (FOIA), 5 U.S.C. 552 as 

amended. 

(2) The rules in this subpart should 

be read in conjunction with the text of 

the FOIA and the Uniform Freedom of 

Information Fee Schedule and Guide-

lines published by the Office of Man-

agement and Budget at 52 FR 10012 

(March 27, 1987) (hereinafter ‘‘OMB 

Guidelines’’). Additionally, DHS has 

additional policies and procedures rel-

evant to the FOIA process. These re-

sources are available at http:// 
www.dhs.gov/freedom-information-act- 
foia. Requests made by individuals for 

records about themselves under the 

Privacy Act of 1974, 5 U.S.C. 552a, are 

processed under subpart B of part 5 as 

well as under this subpart. 

(b) As referenced in this subpart, 

component means the FOIA office of 

each separate organizational entity 

within DHS that reports directly to the 

Office of the Secretary. 

(c) DHS has a decentralized system 

for processing requests, with each com-

ponent handling requests for its 

records. 

(d) Unofficial release of DHS informa-
tion. The disclosure of exempt records, 

without authorization by the appro-

priate DHS official, is not an official 

release of information; accordingly, it 

is not a FOIA release. Such a release 

does not waive the authority of the De-

partment of Homeland Security to as-

sert FOIA exemptions to withhold the 

same records in response to a FOIA re-

quest. In addition, while the authority 

may exist to disclose records to indi-

viduals in their official capacity, the 

provisions of this part apply if the 

same individual seeks the records in a 

private or personal capacity. 

§ 5.2 Proactive disclosure of DHS 
records. 

Records that are required by the 
FOIA to be made available for public 
inspection in an electronic format are 
accessible on DHS’s Web site, http:// 
www.dhs.gov/freedom-information-act- 
foia-and-privacy-act. Each component is 
responsible for determining which of 
its records are required to be made 
publicly available, as well as identi-
fying additional records of interest to 
the public that are appropriate for pub-
lic disclosure, and for posting and in-
dexing such records. Each component 
shall ensure that posted records and in-
dices are updated on an ongoing basis. 
Each component has a FOIA Public Li-
aison who can assist individuals in lo-
cating records particular to a compo-
nent. A list of DHS’s FOIA Public Liai-
sons is available at http://www.dhs.gov/ 
foia-contact-information and in appendix 
A to this part. Requesters who do not 
have access to the internet may con-
tact the Public Liaison for the compo-
nent from which they seek records for 
assistance with publicly available 
records. 

[81 FR 83632, Nov. 22, 2016, as amended at 87 
FR 68601, Nov. 16, 2022] 

§ 5.3 Requirements for making re-
quests. 

(a) General information. (1) DHS has a 
decentralized system for responding to 
FOIA requests, with each component 
designating a FOIA office to process 
records from that component. All com-
ponents have the capability to receive 
requests electronically, either through 
email or a web portal. To make a re-
quest for DHS records, a requester 
should write directly to the FOIA of-
fice of the component that maintains 
the records being sought. A request 
will receive the quickest possible re-
sponse if it is addressed to the FOIA of-
fice of the component that maintains 
the records sought. DHS’s FOIA Ref-
erence Guide contains or refers the 
reader to descriptions of the functions 
of each component and provides other 
information that is helpful in deter-
mining where to make a request. Each 
component’s FOIA office and any addi-
tional requirements for submitting a 
request to a given component are listed 
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in appendix A to this part. These ref-
erences can all be used by requesters to 
determine where to send their requests 
within DHS. 

(2) A requester may also send his or 
her request to the Privacy Office, U.S. 
Department of Homeland Security, 245 
Murray Lane SW STOP–0655, or via the 
internet at http://www.dhs.gov/dhs-foia- 
request-submission-form, or via fax to 
(202) 343–4011. The Privacy Office will 
forward the request to the compo-
nent(s) that it determines to be most 
likely to maintain the records that are 
sought. 

(3) A requester who is making a re-
quest for records about him or herself 
must comply with the verification of 
identity provision set forth in subpart 
B of this part. 

(4) Where a request for records per-
tains to a third party, a requester may 
receive greater access by submitting 
either a notarized authorization signed 
by that individual, in compliance with 
the verification of identity provision 
set forth in subpart B of this part, or a 
declaration made in compliance with 
the requirements set forth in 28 U.S.C. 
1746 by that individual, authorizing dis-
closure of the records to the requester, 
or by submitting proof that the indi-
vidual is deceased (e.g., a copy of a 
death certificate or an obituary). As an 
exercise of its administrative discre-
tion, each component can require a re-
quester to supply additional informa-
tion if necessary in order to verify that 
a particular individual has consented 
to disclosure. 

(b) Description of records sought. Re-
questers must describe the records 
sought in sufficient detail to enable 
DHS personnel to locate them with a 
reasonable amount of effort. A reason-
able description contains sufficient in-
formation to permit an organized, non- 
random search for the record based on 
the component’s filing arrangements 
and existing retrieval systems. To the 
extent possible, requesters should in-
clude specific information that may as-
sist a component in identifying the re-
quested records, such as the date, title 
or name, author, recipient, subject 
matter of the record, case number, file 
designation, or reference number. Re-
questers should refer to appendix A to 
this part for additional component-spe-

cific requirements. In general, request-

ers should include as much detail as 

possible about the specific records or 

the types of records that they are seek-

ing. Before submitting their requests, 

requesters may contact the compo-

nent’s FOIA Officer or FOIA public li-

aison to discuss the records they are 

seeking and to receive assistance in de-

scribing the records. If after receiving 

a request, a component determines 

that it does not reasonably describe 

the records sought, the component 

should inform the requester what addi-

tional information is needed or why 

the request is otherwise insufficient. 

Requesters who are attempting to re-

formulate or modify such a request 

may discuss their request with the 

component’s designated FOIA Officer, 

its FOIA Public Liaison, or a rep-

resentative of the DHS Privacy Office, 

each of whom is available to assist the 

requester in reasonably describing the 

records sought. 

(c) If a request does not adequately 

describe the records sought, DHS may 

at its discretion either administra-
tively close the request or seek addi-
tional information from the requester. 
Requests for clarification or more in-
formation will be made in writing (ei-
ther via U.S. mail or electronic mail 
whenever possible). Requesters may re-
spond by U.S. Mail or by electronic 
mail regardless of the method used by 
DHS to transmit the request for addi-
tional information. In order to be con-
sidered timely, responses to requests 
for additional information must be 
postmarked or received by electronic 
mail within 30 working days of the 
postmark date or date of the electronic 
mail request for additional information 
or received by electronic mail by 
11:59:59 p.m. ET on the 30th working 
day. If the requester does not respond 
to a request for additional information 
within thirty (30) working days, the re-
quest may be administratively closed 
at DHS’s discretion. This administra-
tive closure does not prejudice the re-
quester’s ability to submit a new re-
quest for further consideration with 
additional information. 

[81 FR 83632, Nov. 22, 2016, as amended at 87 

FR 68601, Nov. 16, 2022] 
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§ 5.4 Responsibility for responding to 
requests. 

(a) In general. Except in the instances 
described in paragraphs (c) and (d) of 
this section, the component that first 
receives a request for a record and 
maintains that record is the compo-
nent responsible for responding to the 
request. In determining which records 
are responsive to a request, a compo-
nent ordinarily will include only 
records in its possession as of the date 
that it begins its search. If any other 
date is used, the component shall in-
form the requester of that date. A 
record that is excluded from the re-
quirements of the FOIA pursuant to 5 
U.S.C. 552(c), shall not be considered 
responsive to a request. 

(b) Authority to grant or deny requests. 
The head of a component, or designee, 
is authorized to grant or to deny any 
requests for records that are main-
tained by that component. 

(c) Re-routing of misdirected requests. 
Where a component’s FOIA office de-
termines that a request was mis-
directed within DHS, the receiving 
component’s FOIA office shall route 
the request to the FOIA office of the 
proper component(s). 

(d) Consultations, coordination and re-
ferrals. When a component determines 
that it maintains responsive records 
that either originated with another 
component or agency, or which con-
tains information provided by, or of 
substantial interest to, another compo-
nent or agency, then it shall proceed in 
accordance with either paragraph 
(d)(1), (2), or (3) of this section, as ap-
propriate: 

(1) The component may respond to 
the request, after consulting with the 
component or the agency that origi-
nated or has a substantial interest in 
the records involved. 

(2) The component may respond to 
the request after coordinating with the 
other components or agencies that 
originated the record. This may in-
clude situations where the standard re-
ferral procedure is not appropriate 
where disclosure of the identity of the 
component or agency to which the re-
ferral would be made could harm an in-
terest protected by an applicable ex-
emption, such as the exemptions that 
protect personal privacy or national se-

curity interests. For example, if a non- 
law enforcement component respond-
ing to a request for records on a living 
third party locates records within its 
files originating with a law enforce-
ment agency, and if the existence of 
that law enforcement interest in the 
third party was not publicly known, 
then to disclose that law enforcement 
interest could cause an unwarranted 
invasion of the personal privacy of the 
third party. Similarly, if a component 
locates material within its files origi-
nating with an Intelligence Commu-
nity agency, and the involvement of 
that agency in the matter is classified 
and not publicly acknowledged, then to 
disclose or give attribution to the in-
volvement of that Intelligence Commu-
nity agency could cause national secu-
rity harms. In such instances, in order 
to avoid harm to an interest protected 
by an applicable exemption, the com-
ponent that received the request 
should coordinate with the originating 
component or agency to seek its views 
on the disclosability of the record. The 
release determination for the record 
that is the subject of the coordination 
should then be conveyed to the re-
quester by the component that origi-
nally received the request. 

(3) The component may refer the re-
sponsibility for responding to the re-
quest or portion of the request to the 
component or agency best able to de-
termine whether to disclose the rel-
evant records, or to the agency that 
created or initially acquired the record 
as long as that agency is subject to the 
FOIA. Ordinarily, the component or 
agency that created or initially ac-
quired the record will be presumed to 
be best able to make the disclosure de-
termination. The referring component 
shall document the referral and main-
tain a copy of the records that it re-
fers. 

(e) Classified information. On receipt 
of any request involving classified in-
formation, the component shall deter-
mine whether information is currently 
and properly classified and take appro-
priate action to ensure compliance 
with 6 CFR part 7. Whenever a request 
involves a record containing informa-
tion that has been classified or may be 
appropriate for classification by an-
other component or agency under any 
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applicable executive order concerning 
the classification of records, the re-
ceiving component shall refer the re-
sponsibility for responding to the re-
quest regarding that information to 
the component or agency that classi-
fied the information, or should con-
sider the information for classification. 
Whenever a component’s record con-
tains information classified by another 
component or agency, the component 
shall coordinate with or refer the re-
sponsibility for responding to that por-
tion of the request to the component or 
agency that classified the underlying 
information. 

(f) Notice of referral. Whenever a com-
ponent refers any part of the responsi-
bility for responding to a request to an-
other component or agency, it will no-
tify the requester of the referral and 
inform the requester of the name of 
each component or agency to which the 
records were referred, unless disclosure 
of the identity of the component or 
agency would harm an interest pro-
tected by an applicable exemption, in 
which case the component should co-
ordinate with the other component or 
agency, rather than refer the records. 

(g) Timing of responses to consultations 
and referrals. All consultations and re-
ferrals received by DHS will be handled 
according to the date that the FOIA re-
quest initially was received by the first 
component or agency, not any later 
date. 

(h) Agreements regarding consultations 
and referrals. Components may estab-
lish agreements with other components 
or agencies to eliminate the need for 
consultations or referrals with respect 
to particular types of records. 

(i) Electronic records and searches—(1) 
Significant interference. The FOIA al-
lows components to not conduct a 
search for responsive documents if the 
search would cause significant inter-
ference with the operation of the com-
ponent’s automated information sys-
tem. 

(2) Business as usual approach. A 
‘‘business as usual’’ approach exists 
when the component has the capability 
to process a FOIA request for elec-
tronic records without a significant ex-
penditure of monetary or personnel re-
sources. Components are not required 

to conduct a search that does not meet 
this business as usual criterion. 

(i) Creating computer programs or 
purchasing additional hardware to ex-
tract email that has been archived for 
emergency retrieval usually are not 
considered business as usual if exten-
sive monetary or personnel resources 
are needed to complete the project. 

(ii) Creating a computer program 
that produces specific requested fields 
or records contained within a well-de-
fined database structure usually is con-
sidered business as usual. The time to 
create this program is considered as 
programmer or operator search time 
for fee assessment purposes and the 
FOIA requester may be assessed fees in 
accordance with § 5.11(c)(1)(iii). How-
ever, creating a computer program to 
merge files with disparate data formats 
and extract specific elements from the 
resultant file is not considered business 
as usual, but a special service, for 
which additional fees may be imposed 
as specified in § 5.11. Components are 
not required to perform special serv-
ices and creation of a computer pro-
gram for a fee is up to the discretion of 
the component and is dependent on 
component resources and expertise. 

(3) Data links. Components are not re-
quired to expend DHS funds to estab-
lish data links that provide real time 
or near-real-time data to a FOIA re-
quester. 

§ 5.5 Timing of responses to requests. 

(a) In general. Components ordinarily 
will respond to requests according to 
their order of receipt. Appendix A to 
this part contains the list of compo-
nents that are designated to accept re-
quests. In instances involving mis-
directed requests that are re-routed 
pursuant to § 5.4(c), the response time 
will commence on the date that the re-
quest is received by the proper compo-
nent, but in any event not later than 
ten working days after the request is 
first received by any DHS component 
designated in appendix A to this part. 

(b) Multitrack processing. All compo-
nents must designate a specific track 
for requests that are granted expedited 
processing, in accordance with the 
standards set forth in paragraph (e) of 
this section. A component may also 
designate additional processing tracks 
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that distinguish between simple and 
more complex requests based on the es-
timated amount of work or time need-
ed to process the request. Among the 
factors a component may consider are 
the number of pages involved in proc-
essing the request or the need for con-
sultations or referrals. Components 
shall advise requesters of the track 
into which their request falls, and 
when appropriate, shall offer request-
ers an opportunity to narrow their re-
quest so that the request can be placed 
in a different processing track. 

(c) Unusual circumstances. Whenever 
the statutory time limits for proc-
essing a request cannot be met because 
of ‘‘unusual circumstances,’’ as defined 
in the FOIA, and the component ex-
tends the time limits on that basis, the 
component shall, before expiration of 
the twenty-day period to respond, no-
tify the requester in writing of the un-
usual circumstances involved and of 
the date by which processing of the re-
quest can be expected to be completed. 
Where the extension exceeds ten work-
ing days, the component shall, as de-
scribed by the FOIA, provide the re-
quester with an opportunity to modify 
the request or agree to an alternative 
time period for processing. The compo-
nent shall make available its des-
ignated FOIA Officer and its FOIA Pub-
lic Liaison for this purpose. The com-
ponent shall also alert requesters to 
the availability of the Office of Govern-
ment Information Services (OGIS) to 
provide dispute resolution services. 

(d) Aggregating requests. For the pur-
poses of satisfying unusual cir-
cumstances under the FOIA, compo-
nents may aggregate requests in cases 
where it reasonably appears that mul-
tiple requests, submitted either by a 
requester or by a group of requesters 
acting in concert, constitute a single 
request that would otherwise involve 
unusual circumstances. Components 
will not aggregate multiple requests 
that involve unrelated matters. 

(e) Expedited processing. (1) Requests 
and appeals will be processed on an ex-
pedited basis whenever the component 
determines that they involve: 

(i) Circumstances in which the lack 
of expedited processing could reason-
ably be expected to pose an imminent 

threat to the life or physical safety of 
an individual; 

(ii) An urgency to inform the public 
about an actual or alleged federal gov-
ernment activity, if made by a person 
who is primarily engaged in dissemi-
nating information; 

(iii) The loss of substantial due proc-
ess rights; or 

(iv) A matter of widespread and ex-
ceptional media interest in which there 
exist possible questions about the gov-
ernment’s integrity which affect public 
confidence. 

(2) A request for expedited processing 
may be made at any time. Requests 
based on paragraphs (e)(1)(i), (ii), and 
(iii) of this section must be submitted 
to the component that maintains the 
records requested. When making a re-
quest for expedited processing of an ad-
ministrative appeal, the request should 
be submitted to the DHS Office of Gen-
eral Counsel or the component Appeals 
Officer. Address information is avail-
able at the DHS Web site, http:// 
www.dhs.gov/freedom-information-act- 
foia, or by contacting the component 
FOIA officers via the information list-
ed in appendix A to part 5. Requests for 
expedited processing that are based on 
paragraph (e)(1)(iv) of this section 
must be submitted to the Senior Direc-
tor of FOIA Operations, the Privacy Of-
fice, U.S. Department of Homeland Se-
curity, 245 Murray Lane SW STOP–0655, 
Washington, DC 20598–0655. A compo-
nent that receives a misdirected re-
quest for expedited processing under 
the standard set forth in paragraph 
(e)(1)(iv) of this section shall forward it 
immediately to the DHS Senior Direc-
tor of FOIA Operations, the Privacy Of-
fice, for determination. The time pe-
riod for making the determination on 
the request for expedited processing 
under paragraph (e)(1)(iv) of this sec-
tion shall commence on the date that 
the Privacy Office receives the request, 
provided that it is routed within ten 
working days, but in no event shall the 
time period for making a determina-
tion on the request commence any 
later than the eleventh working day 
after the request is received by any 
component designated in appendix A to 
part 5. 

(3) A requester who seeks expedited 
processing must submit a statement, 
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certified to be true and correct, ex-
plaining in detail the basis for making 
the request for expedited processing. 
For example, under paragraph (e)(1)(ii) 
of this section, a requester who is not 
a full-time member of the news media 
must establish that he or she is a per-
son who primarily engages in informa-
tion dissemination, though it need not 
be his or her sole occupation. Such a 
requester also must establish a par-
ticular urgency to inform the public 
about the government activity in-
volved in the request—one that extends 
beyond the public’s right to know 
about government activity generally. 
The existence of numerous articles 
published on a given subject can be 
helpful to establishing the requirement 
that there be an ‘‘urgency to inform’’ 
the public on the topic. As a matter of 
administrative discretion, a component 
may waive the formal certification re-
quirement. 

(4) A component shall notify the re-
quester within ten calendar days of the 
receipt of a request for expedited proc-
essing of its decision whether to grant 
or deny expedited processing. If expe-
dited processing is granted, the request 
shall be given priority, placed in the 
processing track for expedited re-
quests, and shall be processed as soon 
as practicable. If a request for expe-
dited processing is denied, any appeal 
of that decision shall be acted on expe-
ditiously. 

[81 FR 83632, Nov. 22, 2016, as amended at 87 
FR 68601, Nov. 16, 2022] 

§ 5.6 Responses to requests. 

(a) In general. Components should, to 
the extent practicable, communicate 
with requesters having access to the 
Internet using electronic means, such 
as email or web portal. 

(b) Acknowledgments of requests. A 
component shall acknowledge the re-
quest and assign it an individualized 
tracking number if it will take longer 
than ten working days to process. Com-
ponents shall include in the acknowl-
edgment a brief description of the 
records sought to allow requesters to 
more easily keep track of their re-
quests. 

(c) Grants of requests. Ordinarily, a 
component shall have twenty (20) 
working days from when a request is 

received to determine whether to grant 

or deny the request unless there are 

unusual or exceptional circumstances. 

Once a component makes a determina-

tion to grant a request in full or in 

part, it shall notify the requester in 

writing. The component also shall in-

form the requester of any fees charged 

under § 5.11 and shall disclose the re-

quested records to the requester 

promptly upon payment of any applica-

ble fees. The component shall inform 

the requester of the availability of its 

FOIA Public Liaison to offer assist-

ance. 

(d) Adverse determinations of requests. 

A component making an adverse deter-

mination denying a request in any re-

spect shall notify the requester of that 

determination in writing. Adverse de-

terminations, or denials of requests, in-

clude decisions that the requested 

record is exempt, in whole or in part; 

the request does not reasonably de-

scribe the records sought; the informa-

tion requested is not a record subject 

to the FOIA; the requested record does 

not exist, cannot be located, or has 

been destroyed; or the requested record 

is not readily reproducible in the form 

or format sought by the requester. Ad-

verse determinations also include deni-

als involving fees, including requester 

categories or fee waiver matters, or de-

nials of requests for expedited proc-

essing. 

(e) Content of denial. The denial shall 

be signed by the head of the compo-

nent, or designee, and shall include: 

(1) The name and title or position of 

the person responsible for the denial; 

(2) A brief statement of the reasons 

for the denial, including any FOIA ex-

emption applied by the component in 

denying the request; 

(3) An estimate of the volume of any 

records or information withheld, for 

example, by providing the number of 

pages or some other reasonable form of 

estimation. This estimation is not re-

quired if the volume is otherwise indi-

cated by deletions marked on records 

that are disclosed in part, or if pro-

viding an estimate would harm an in-

terest protected by an applicable ex-

emption; and 
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(4) A statement that the denial may 
be appealed under § 5.8(a), and a de-
scription of the requirements set forth 
therein. 

(5) A statement notifying the re-
quester of the assistance available 
from the agency’s FOIA Public Liaison 
and the dispute resolution services of-
fered by OGIS. 

(f) Markings on released documents. 
Markings on released documents must 
be clearly visible to the requester. 
Records disclosed in part shall be 
marked to show the amount of infor-
mation deleted and the exemption 
under which the deletion was made un-
less doing so would harm an interest 
protected by an applicable exemption. 
The location of the information deleted 
also shall be indicated on the record, if 
technically feasible. 

(g) Use of record exclusions. (1) In the 
event that a component identifies 
records that may be subject to exclu-
sion from the requirements of the 
FOIA pursuant to 5 U.S.C. 552(c), the 
head of the FOIA office of that compo-
nent must confer with Department of 
Justice’s Office of Information Policy 
(OIP) to obtain approval to apply the 
exclusion. 

(2) Any component invoking an ex-
clusion shall maintain an administra-
tive record of the process of invocation 
and approval of the exclusion by OIP. 

§ 5.7 Confidential commercial informa-
tion. 

(a) Definitions—(1) Confidential com-
mercial information means commercial 
or financial information obtained by 
DHS from a submitter that may be pro-
tected from disclosure under Exemp-
tion 4 of the FOIA. 

(2) Submitter means any person or en-
tity from whom DHS obtains confiden-
tial commercial information, directly 
or indirectly. 

(b) Designation of confidential commer-
cial information. A submitter of con-
fidential commercial information must 
use good faith efforts to designate by 
appropriate markings, either at the 
time of submission or within a reason-
able time thereafter, any portion of its 
submission that it considers to be pro-
tected from disclosure under Exemp-
tion 4. These designations will expire 
ten years after the date of the submis-

sion unless the submitter requests and 

provides justification for a longer des-

ignation period. 

(c) When notice to submitters is re-
quired. (1) A component shall promptly 

provide written notice to a submitter 

whenever records containing such in-

formation are requested under the 

FOIA if, after reviewing the request, 

the responsive records, and any appeal 

by the requester, the component deter-

mines that it may be required to dis-

close the records, provided: 

(i) The requested information has 

been designated in good faith by the 

submitter as information considered 

protected from disclosure under Ex-
emption 4; or 

(ii) The component has a reason to 
believe that the requested information 
may be protected from disclosure under 
Exemption 4. 

(2) The notice shall either describe 
the commercial information requested 
or include a copy of the requested 
records or portions of records con-
taining the information. In cases in-
volving a voluminous number of sub-
mitters, notice may be made by post-
ing or publishing the notice in a place 
or manner reasonably likely to accom-
plish it. 

(d) Exceptions to submitter notice re-
quirements. The notice requirements of 
paragraphs (c) and (g) of this section 
shall not apply if: 

(1) The component determines that 
the information is exempt under the 
FOIA; 

(2) The information lawfully has been 
published or has been officially made 
available to the public; 

(3) Disclosure of the information is 
required by a statute other than the 
FOIA or by a regulation issued in ac-
cordance with the requirements of Ex-
ecutive Order 12600 of June 23, 1987; or 

(4) The designation made by the sub-
mitter under paragraph (b) of this sec-
tion appears obviously frivolous, ex-
cept that, in such a case, the compo-
nent shall give the submitter written 
notice of any final decision to disclose 
the information and must provide that 
notice within a reasonable number of 
days prior to a specified disclosure 
date. 
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(e) Opportunity to object to disclosure. 
(1) A component will specify a reason-
able time period, but no fewer than 10 
working days, within which the sub-
mitter must respond to the notice ref-
erenced above. If a submitter has any 
objections to disclosure, it should pro-
vide the component a detailed written 
statement that specifies all grounds for 
withholding the particular information 
under any exemption of the FOIA. In 
order to rely on Exemption 4 as basis 
for nondisclosure, the submitter must 
explain why the information con-
stitutes a trade secret, or commercial 
or financial information that is privi-
leged or confidential. 

(2) A submitter who fails to respond 
within the time period specified in the 
notice shall be considered to have no 
objection to disclosure of the informa-
tion. Information received by the com-
ponent after the date of any disclosure 
decision will not be considered by the 
component. Any information provided 
by a submitter under this subpart may 
itself be subject to disclosure under the 
FOIA. 

(f) Analysis of objections. A component 
shall consider a submitter’s objections 
and specific grounds for nondisclosure 
in deciding whether to disclose the re-
quested information. 

(g) Notice of intent to disclose. When-
ever a component decides to disclose 
information over the objection of a 
submitter, the component shall provide 
the submitter written notice, which 
shall include: 

(1) A statement of the reasons why 
each of the submitter’s disclosure ob-
jections was not sustained; 

(2) A description of the information 
to be disclosed; and 

(3) A specified disclosure date, which 
shall be a reasonable time subsequent 
to the notice, but no fewer than 10 
working days. 

(h) Notice of FOIA lawsuit. Whenever a 
requester files a lawsuit seeking to 
compel the disclosure of confidential 
commercial information, the compo-
nent shall promptly notify the sub-
mitter. 

(i) Requester notification. The compo-
nent shall notify a requester whenever 
it provides the submitter with notice 
and an opportunity to object to disclo-
sure; whenever it notifies the sub-

mitter of its intent to disclose the re-
quested information; and whenever a 
submitter files a lawsuit to prevent the 
disclosure of the information. 

(j) Scope. This section shall not apply 
to any confidential commercial infor-
mation provided to CBP by a business 
submitter. Section 5.12 applies to such 
information. Section 5.12 also defines 
‘‘confidential commercial information’’ 
as used in this paragraph. 

§ 5.8 Administrative appeals. 

(a) Requirements for filing an appeal. 
(1) A requester may appeal adverse de-
terminations denying his or her re-
quest or any part of the request to the 
appropriate Appeals Officer. A re-
quester may also appeal if he or she 
questions the adequacy of the compo-
nent’s search for responsive records, or 
believes the component either mis-
interpreted the request or did not ad-
dress all aspects of the request (i.e., it 
issued an incomplete response), or if 
the requester believes there is a proce-
dural deficiency (e.g., fees were improp-
erly calculated). For the address of the 
appropriate component Appeals Offi-
cer, contact the applicable component 
FOIA liaison using the information in 
appendix A to this part, visit 
www.dhs.gov/foia, or call 1–866–431–0486. 
An appeal must be in writing, and to be 
considered timely it must be post-
marked or, in the case of electronic 
submissions, transmitted to the Ap-
peals Officer within 90 working days 
after the date of the component’s re-
sponse. An electronically filed appeal 
will be considered timely if trans-
mitted to the Appeals Officer by 
11:59:59 p.m. ET or EDT on the 90th 
working day. The appeal should clearly 
identify the component determination 
(including the assigned request number 
if the requester knows it) that is being 
appealed and should contain the rea-
sons the requester believes the deter-
mination was erroneous. To facilitate 
handling, the requester should mark 
both the letter and the envelope, or the 
transmittal line in the case of elec-
tronic transmissions ‘‘Freedom of In-
formation Act Appeal.’’ 

(2) An adverse determination by the 
component appeals officer will be the 
final action of DHS. 
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(b) Adjudication of appeals. (1) The 
DHS Office of the General Counsel or 
its designee (e.g., component Appeals 
Officers) is the authorized appeals au-
thority for DHS; 

(2) On receipt of any appeal involving 
classified information, the Appeals Of-
ficer shall consult with the Chief Secu-
rity Officer, and take appropriate ac-
tion to ensure compliance with 6 CFR 
part 7; 

(3) If the appeal becomes the subject 
of a lawsuit, the Appeals Officer is not 
required to act further on the appeal. 

(c) Appeal decisions. The decision on 
the appeal will be made in writing. A 
decision that upholds a component’s 
determination will contain a statement 
that identifies the reasons for the af-
firmance, including any FOIA exemp-
tions applied. The decision will provide 
the requester with notification of the 
statutory right to file a lawsuit and 
will inform the requester of the medi-
ation services offered by the Office of 
Government Information Services, of 
the National Archives and Records Ad-
ministration, as a non-exclusive alter-
native to litigation. Should the re-
quester elect to mediate any dispute 
related to the FOIA request with the 
Office of Government Information 
Services, DHS and its components will 
participate in the mediation process in 
good faith. If the adverse decision is re-
versed or modified on appeal, in whole 
or in part, the requester will be noti-
fied in a written decision and the re-
quest will be thereafter be further 
processed in accordance with that ap-
peal decision. 

(d) Time limit for issuing appeal deci-
sion. The statutory time limit for re-
sponding to appeals is generally 20 
working days after receipt. However, 
the Appeals Officer may extend the 
time limit for responding to an appeal 
provided the circumstances set forth in 
5 U.S.C. 552(a)(6)(B)(i) are met. 

(e) Appeal necessary before seeking 
court review. If a requester wishes to 
seek court review of a component’s ad-
verse determination on a matter ap-
pealable under paragraph (a)(1) of this 
section, the requester must generally 
first appeal it under this subpart. How-
ever, a requester is not required to first 
file an appeal of an adverse determina-

tion of a request for expedited proc-
essing prior to seeking court review. 

[81 FR 83632, Nov. 22, 2016, as amended at 87 
FR 68601, Nov. 16, 2022] 

§ 5.9 Preservation of records. 

Each component shall preserve all 
correspondence pertaining to the re-
quests that it receives under this sub-
part, as well as copies of all requested 
records, until disposition or destruc-
tion is authorized pursuant to title 44 
of the United States Code or the Gen-
eral Records Schedule 4.2 and/or 14 of 
the National Archives and Records Ad-
ministration. Records will not be dis-
posed of or destroyed while they are 
the subject of a pending request, ap-
peal, or lawsuit under the FOIA. 

§ 5.10 FOIA requests for information 
contained in a Privacy Act system 
of records. 

(a) Information subject to Privacy Act. 
(1) If a requester submits a FOIA re-
quest for information about him or 
herself that is contained in a Privacy 
Act system of records applicable to the 
requester (i.e., the information con-
tained in the system of records is re-
trieved by the component using the re-
quester’s name or other personal iden-
tifier, and the information pertains to 
an individual covered by the Privacy 
Act) the request will be processed 
under both the FOIA and the Privacy 
Act. 

(2) If the information the requester is 
seeking is not subject to the Privacy 
Act (e.g., the information is filed under 
another subject, such as an organiza-
tion, activity, event, or an investiga-
tion not retrievable by the requester’s 
name or personal identifier), the re-
quest, if otherwise properly made, will 
be treated only as a FOIA request. In 
addition, if the information is covered 
by the Privacy Act and the requester 
does not provide proper verification of 
the requester’s identity, the request, if 
otherwise properly made, will be proc-
essed only under the FOIA. 

(b) When both Privacy Act and FOIA 
exemptions apply. Only if both a Privacy 
Act exemption and a FOIA exemption 
apply can DHS withhold information 
from a requester if the information 
sought by the requester is about him or 
herself and is contained in a Privacy 
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Act system of records applicable to the 
requester. 

(c) Conditions for release of Privacy Act 
information to third parties in response to 
a FOIA request. If a requester submits a 
FOIA request for Privacy Act informa-
tion about another individual, the in-
formation will not be disclosed without 
that person’s prior written consent 
that provides the same verification in-
formation that the person would have 
been required to submit for informa-
tion about him or herself, unless— 

(1) The information is required to be 
released under the FOIA, as provided 
by 5 U.S.C. 552a (b)(2); or 

(2) In most circumstances, if the indi-
vidual is deceased. 

(d) Privacy Act requirements. See 
DHS’s Privacy Act regulations in 5 
CFR part 5, subpart B for additional in-
formation regarding the requirements 
of the Privacy Act. 

§ 5.11 Fees. 

(a) In general. Components shall 
charge for processing requests under 
the FOIA in accordance with the provi-
sions of this section and with the OMB 
Guidelines. Components will ordinarily 
use the most efficient and least expen-
sive method for processing requested 
records. In order to resolve any fee 
issues that arise under this section, a 
component may contact a requester for 
additional information. A component 
ordinarily will collect all applicable 
fees before sending copies of records to 
a requester. If you make a FOIA re-
quest, it shall be considered a firm 
commitment to pay all applicable fees 
charged under § 5.11, up to $25.00, unless 
you seek a waiver of fees. Requesters 
must pay fees by check or money order 
made payable to the Treasury of the 
United States. 

(b) Definitions. Generally, ‘‘requester 
category’’ means one of the three cat-
egories in which agencies place re-
questers for the purpose of determining 
whether a requester will be charged 
fees for search, review and duplication; 
categories include commercial request-
ers, noncommercial scientific or edu-
cational institutions or news media re-
questers, and all other requesters. The 
term ‘‘fee waiver’’ means that proc-
essing fees will be waived, or reduced, 
if a requester can demonstrate that 

certain statutory standards are satis-

fied including that the information is 

in the public interest and is not re-

quested for a primarily commercial in-

terest. For purposes of this section: 

(1) Commercial use request is a request 

that asks for information for a use or a 

purpose that furthers a commercial, 

trade, or profit interest, which can in-

clude furthering those interests 

through litigation. A component’s deci-

sion to place a requester in the com-

mercial use category will be made on a 

case-by-case basis based on the re-

quester’s intended use of the informa-

tion. 

(2) Direct costs are those expenses 

that an agency expends in searching 

for and duplicating (and, in the case of 

commercial use requests, reviewing) 

records in order to respond to a FOIA 

request. For example, direct costs in-

clude the salary of the employee per-

forming the work (i.e., the basic rate of 

pay for the employee, plus 16 percent of 

that rate to cover benefits) and the 

cost of operating computers and other 

electronic equipment, such as photo-

copiers and scanners. Direct costs do 

not include overhead expenses such as 

the costs of space, and of heating or 

lighting a facility. 

(3) Duplication is reproducing a copy 

of a record or of the information con-

tained in it, necessary to respond to a 

FOIA request. Copies can take the form 

of paper, audiovisual materials, or 

electronic records, among others. 

(4) Educational institution is any 

school that operates a program of 

scholarly research. A requester in this 

fee category must show that the re-

quest is made in connection with his or 

her role at the educational institution. 

Components may seek verification 

from the requester that the request is 

in furtherance of scholarly research. 

Example 1. A request from a professor of ge-

ology at a university for records relating to 

soil erosion, written on letterhead of the De-

partment of Geology, would be presumed to 

be from an educational institution if the re-

quest adequately describes how the re-

quested information would further a specific 

research goal of the educational institution. 
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Example 2. A request from the same pro-
fessor of geology seeking immigration infor-
mation from the U.S. Immigration and Cus-
toms Enforcement in furtherance of a mur-
der mystery he is writing would not be pre-
sumed to be an institutional request, regard-
less of whether it was written on institu-
tional stationery. 

Example 3. A student who makes a request 
in furtherance of their coursework or other 
school-sponsored activities and provides a 
copy of a course syllabus or other reasonable 
documentation to indicate the research pur-
pose for the request, would qualify as part of 
this fee category. 

NOTE: These examples are provided for 
guidance purposes only. Each individual re-
quest will be evaluated under the particular 
facts, circumstances, and information pro-
vided by the requester. 

(5) Noncommercial scientific institution 
is an institution that is not operated 
on a ‘‘commercial’’ basis, as defined in 
paragraph (b)(1) of this section, and 
that is operated solely for the purpose 
of conducting scientific research the 
results of which are not intended to 
promote any particular product or in-
dustry. A requester in this category 
must show that the request is author-
ized by and is made under the auspices 
of a qualifying institution and that the 
records are sought to further scientific 
research and not for a commercial use. 

(6) Representative of the news media is 
any person or entity that actively 
gathers information of potential inter-
est to a segment of the public, uses its 
editorial skills to turn the raw mate-
rials into a distinct work, and distrib-
utes that work to an audience. The 
term ‘‘news’’ means information that 
is about current events or that would 
be of current interest to the public. Ex-
amples of news media entities include 
television or radio stations that broad-
cast ‘‘news’’ to the public at large and 
publishers of periodicals that dissemi-
nate ‘‘news’’ and make their products 
available through a variety of means to 
the general public, including but not 
limited to, news organizations that dis-
seminate solely on the Internet. A re-
quest for records that supports the 
news-dissemination function of the re-
quester shall not be considered to be 
for a commercial use. In contrast, data 
brokers or others who merely compile 
and market government information 
for direct economic return shall not be 
presumed to be news media entities. 

‘‘Freelance’’ journalists must dem-
onstrate a solid basis for expecting 
publication through a news media enti-
ty in order to be considered as working 
for a news media entity. A publication 
contract would provide the clearest 
evidence that publication is expected; 
however, components shall also con-
sider a requester’s past publication 
record in making this determination. 

(7) Review is the page-by-page, line- 
by-line examination of a record located 
in response to a request in order to de-
termine whether any portion of it is 
exempt from disclosure. Review time 
includes processing any record for dis-
closure, such as doing all that is nec-
essary to prepare the record for disclo-
sure, including the process of redacting 
the record and marking the appro-
priate exemptions. Review costs are 
properly charged even if a record ulti-
mately is not disclosed. Review time 
also includes time spent both obtaining 
and considering any formal objection 
to disclosure made by a confidential 
commercial information submitter 
under § 5.7 or § 5.12, but it does not in-
clude time spent resolving general 
legal or policy issues regarding the ap-
plication of exemptions. 

(8) Search is the process of looking for 
and retrieving records or information 
responsive to a request. Search time 
includes page-by-page or line-by-line 
identification of information within 
records; and the reasonable efforts ex-
pended to locate and retrieve informa-
tion from electronic records. Compo-
nents shall ensure that searches are 
done in the most efficient and least ex-
pensive manner reasonably possible by 
readily available means. 

(c) Charging fees. In responding to 
FOIA requests, components shall 
charge the following fees unless a waiv-
er or reduction of fees has been granted 
under paragraph (k) of this section. Be-
cause the fee amounts provided below 
already account for the direct costs as-
sociated with a given fee type, unless 
otherwise stated in § 5.11, components 
should not add any additional costs to 
those charges. 

(1) Search. (i) Search fees shall be 
charged for all requests subject to the 
restrictions of paragraph (d) of this 
section. Components may properly 
charge for time spent searching even if 
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they do not locate any responsive 
records or if they determine that the 
records are entirely exempt from dis-
closure. 

(ii) For each quarter hour spent by 
personnel searching for requested 
records, including electronic searches 
that do not require new programming, 
the fees will be as follows: Manage-
rial—$10.25; professional—$7.00; and 
clerical/administrative—$4.00. 

(iii) Requesters will be charged the 
direct costs associated with conducting 
any search that requires the creation 
of a new computer program, as ref-
erenced in section 5.4, to locate the re-
quested records. Requesters shall be 
notified of the costs associated with 
creating such a program and must 
agree to pay the associated costs before 
the costs may be incurred. 

(iv) For requests that require the re-
trieval of records stored by an agency 
at a federal records center operated by 
the National Archives and Records Ad-
ministration (NARA), additional costs 
shall be charged in accordance with the 
Transactional Billing Rate Schedule 
established by NARA. 

(2) Duplication. Duplication fees will 
be charged to all requesters, subject to 
the restrictions of paragraph (d) of this 
section. A component shall honor a re-
quester’s preference for receiving a 
record in a particular form or format 
where it is readily reproducible by the 
component in the form or format re-
quested. Where photocopies are sup-
plied, the component will provide one 
copy per request at a cost of ten cents 
per page. For copies of records pro-
duced on tapes, disks, or other media, 
components will charge the direct 
costs of producing the copy, including 
operator time. Where paper documents 
must be scanned in order to comply 
with a requester’s preference to receive 
the records in an electronic format, the 
requester shall pay the direct costs as-
sociated with scanning those mate-
rials. For other forms of duplication, 
components will charge the direct 
costs. 

(3) Review. Review fees will be 
charged to requesters who make com-
mercial use requests. Review fees will 
be assessed in connection with the ini-
tial review of the record, i.e., the re-
view conducted by a component to de-

termine whether an exemption applies 
to a particular record or portion of a 
record. No charge will be made for re-
view at the administrative appeal stage 
of exemptions applied at the initial re-
view stage. However, when the appel-
late authority determines that a par-
ticular exemption no longer applies, 
any costs associated with a compo-
nent’s re-review of the records in order 
to consider the use of other exemptions 
may be assessed as review fees. Review 
fees will be charged at the same rates 
as those charged for a search under 
paragraph (c)(1)(ii) of this section. 

(d) Restrictions on charging fees. (1) No 
search fees will be charged for requests 
by educational institutions, non-
commercial scientific institutions, or 
representatives of the news media, un-
less the records are sought for a com-
mercial use. 

(2) If a component fails to comply 
with the FOIA’s time limits in which 
to respond to a request, it may not 
charge search fees, or, in the instances 
of requests from requesters described 
in paragraph (d)(1) of this section, may 
not charge duplication fees, except as 
described in (d)(2)(i) through (iii). 

(i) If a component has determined 
that unusual circumstances as defined 
by the FOIA apply and the component 
provided timely written notice to the 
requester in accordance with the FOIA, 
a failure to comply with the time limit 
shall be excused for an additional 10 
days. 

(ii) If a component has determined 
that unusual circumstances, as defined 
by the FOIA, apply and more than 5,000 
pages are necessary to respond to the 
request, a component may charge 
search fees, or, in the case of request-
ers described in paragraph (d)(1) of this 
section, may charge duplication fees, if 
the following steps are taken. The com-
ponent must have provided timely 
written notice of unusual cir-
cumstances to the requester in accord-
ance with the FOIA and the component 
must have discussed with the requester 
via written mail, email, or telephone 
(or made not less than three good-faith 
attempts to do so) how the requester 
could effectively limit the scope of the 
request in accordance with 5. U.S.C. 
552(a)(6)(B)(ii). If this exception is sat-
isfied, the component may charge all 
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applicable fees incurred in the proc-
essing of the request. 

(iii) If a court has determined that 
exceptional circumstances exist, as de-
fined by the FOIA, a failure to comply 
with the time limits shall be excused 
for the length of time provided by the 
court order. 

(3) No search or review fees will be 
charged for a quarter-hour period un-
less more than half of that period is re-
quired for search or review. 

(4) Except for requesters seeking 
records for a commercial use, compo-
nents will provide without charge: 

(i) The first 100 pages of duplication 
(or the cost equivalent for other 
media); and 

(ii) The first two hours of search. 
(5) When, after first deducting the 100 

free pages (or its cost equivalent) and 
the first two hours of search, a total 
fee calculated under paragraph (c) of 
this section is $14.00 or less for any re-
quest, no fee will be charged. 

(e) Notice of anticipated fees in excess 
of $25.00. (1) When a component deter-
mines or estimates that the fees to be 
assessed in accordance with this sec-
tion will exceed $25.00, the component 
shall notify the requester of the actual 
or estimated amount of the fees, in-
cluding a breakdown of the fees for 
search, review and/or duplication, un-
less the requester has indicated a will-
ingness to pay fees as high as those an-
ticipated. If only a portion of the fee 
can be estimated readily, the compo-
nent shall advise the requester accord-
ingly. If the requester is a noncommer-
cial use requester, the notice will 
specify that the requester is entitled to 
his or her statutory entitlements of 100 
pages of duplication at no charge and, 
if the requester is charged search fees, 
two hours of search time at no charge, 
and will advise the requester whether 
those entitlements have been provided. 
Two hours of search time will be pro-
vided free of charge to non-commercial 
requesters regardless of whether they 
agree to pay estimated fees. 

(2) In cases in which a requester has 
been notified that the actual or esti-
mated fees are in excess of $25.00, the 
request shall not be considered re-
ceived and further work will not be 
completed until the requester commits 
in writing to pay the actual or esti-

mated total fee, or designates some 
amount of fees he or she is willing to 
pay, or in the case of a noncommercial 
use requester who has not yet been pro-
vided with his or her statutory entitle-
ments, designates that he or she seeks 
only that which can be provided by the 
statutory entitlements. The requester 
must provide the commitment or des-
ignation in writing, and must, when 
applicable, designate an exact dollar 
amount the requester is willing to pay. 
Components are not required to accept 
payments in installments. 

(3) If the requester has indicated a 
willingness to pay some designated 
amount of fees, but the component es-
timates that the total fee will exceed 
that amount, the component will toll 
the processing of the request while it 
notifies the requester of the estimated 
fees in excess of the amount the re-
quester has indicated a willingness to 
pay. The component shall inquire 
whether the requester wishes to revise 
the amount of fees he or she is willing 
to pay and/or modify the request. Once 
the requester responds, the time to re-
spond will resume from where it was at 
the date of the notification. 

(4) Components will make available 
their FOIA Public Liaison or other 
FOIA professional to assist any re-
quester in reformulating a request to 
meet the requester’s needs at a lower 
cost. 

(f) Charges for other services. Although 
not required to provide special serv-
ices, if a component chooses to do so as 
a matter of administrative discretion, 
the direct costs of providing the service 
will be charged. Examples of such serv-
ices include certifying that records are 
true copies, providing multiple copies 
of the same document, or sending 
records by means other than first class 
mail. 

(g) Charging interest. Components 
may charge interest on any unpaid bill 
starting on the 31st day following the 
date of billing the requester. Interest 
charges will be assessed at the rate 
provided in 31 U.S.C. 3717 and will ac-
crue from the billing date until pay-
ment is received by the component. 
Components will follow the provisions 
of the Debt Collection Act of 1982 (Pub. 
L. 97–365, 96 Stat. 1749), as amended, 
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and its administrative procedures, in-
cluding the use of consumer reporting 
agencies, collection agencies, and off-
set. 

(h) Aggregating requests. When a com-
ponent reasonably believes that a re-
quester or a group of requesters acting 
in concert is attempting to divide a 
single request into a series of requests 
for the purpose of avoiding fees, the 
component may aggregate those re-
quests and charge accordingly. Compo-
nents may presume that multiple re-
quests of this type made within a 30- 
day period have been made in order to 
avoid fees. For requests separated by a 
longer period, components will aggre-
gate them only where there is a reason-
able basis for determining that aggre-
gation is warranted in view of all the 
circumstances involved. Multiple re-
quests involving unrelated matters will 
not be aggregated. 

(i) Advance payments. (1) For requests 
other than those described in para-
graphs (i)(2) and (3) of this section, a 
component shall not require the re-
quester to make an advance payment 
before work is commenced or contin-
ued on a request. Payment owed for 
work already completed (i.e., payment 
before copies are sent to a requester) is 
not an advance payment. 

(2) When a component determines or 
estimates that a total fee to be charged 
under this section will exceed $250.00, it 
may require that the requester make 
an advance payment up to the amount 
of the entire anticipated fee before be-
ginning to process the request. A com-
ponent may elect to process the re-
quest prior to collecting fees when it 
receives a satisfactory assurance of full 
payment from a requester with a his-
tory of prompt payment. 

(3) Where a requester has previously 
failed to pay a properly charged FOIA 
fee to any component or agency within 
30 calendar days of the billing date, a 
component may require that the re-
quester pay the full amount due, plus 
any applicable interest on that prior 
request and the component may re-
quire that the requester make an ad-
vance payment of the full amount of 
any anticipated fee, before the compo-
nent begins to process a new request or 
continues to process a pending request 
or any pending appeal. Where a compo-

nent has a reasonable basis to believe 
that a requester has misrepresented his 
or her identity in order to avoid paying 
outstanding fees, it may require that 
the requester provide proof of identity. 

(4) In cases in which a component re-
quires advance payment, the request 
shall not be considered received and 
further work will not be completed 
until the required payment is received. 
If the requester does not pay the ad-
vance payment within 30 calendar days 
after the date of the component’s fee 
determination, the request will be 
closed. 

(j) Other statutes specifically providing 
for fees. The fee schedule of this section 
does not apply to fees charged under 
any statute that specifically requires 
an agency to set and collect fees for 
particular types of records. In in-
stances where records responsive to a 
request are subject to a statutorily- 
based fee schedule program, the compo-
nent will inform the requester of the 
contact information for that source. 

(k) Requirements for waiver or reduc-
tion of fees. (1) Records responsive to a 
request shall be furnished without 
charge or at a reduced rate below that 
established under paragraph (c) of this 
section, where a component deter-
mines, on a case-by-case basis, based 
on all available information, that the 
requester has demonstrated that: 

(i) Disclosure of the requested infor-
mation is in the public interest because 
it is likely to contribute significantly 
to public understanding of the oper-
ations or activities of the government; 
and 

(ii) Disclosure of the information is 
not primarily in the commercial inter-
est of the requester. 

(2) In deciding whether disclosure of 
the requested information is in the 
public interest because it is likely to 
contribute significantly to public un-
derstanding of operations or activities 
of the government, components will 
consider the following factors: 

(i) The subject of the request must 
concern identifiable operations or ac-
tivities of the federal government, with 
a connection that is direct and clear, 
not remote or attenuated. 

(ii) Disclosure of the requested 
records must be meaningfully inform-
ative about government operations or 
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activities in order to be ‘‘likely to con-
tribute’’ to an increased public under-
standing of those operations or activi-
ties. The disclosure of information that 
already is in the public domain, in ei-
ther the same or a substantially iden-
tical form, would not contribute to 
such understanding where nothing new 
would be added to the public’s under-
standing. 

(iii) The disclosure must contribute 
to the understanding of a reasonably 
broad audience of persons interested in 
the subject, as opposed to the indi-
vidual understanding of the requester. 
A requester’s expertise in the subject 
area as well as his or her ability and 
intention to effectively convey infor-
mation to the public shall be consid-
ered. It shall be presumed that a rep-
resentative of the news media will sat-
isfy this consideration. 

(iv) The public’s understanding of the 
subject in question must be enhanced 
by the disclosure to a significant ex-
tent. However, components shall not 
make value judgments about whether 
the information at issue is ‘‘impor-
tant’’ enough to be made public. 

(3) To determine whether disclosure 
of the requested information is pri-
marily in the commercial interest of 
the requester, components will con-
sider the following factors: 

(i) Components shall identify any 
commercial interest of the requester, 
as defined in paragraph (b)(1) of this 
section, that would be furthered by the 
requested disclosure. Requesters shall 
be given an opportunity to provide ex-

planatory information regarding this 
consideration. 

(ii) A waiver or reduction of fees is 
justified where the public interest is 
greater than any identified commercial 
interest in disclosure. Components or-
dinarily shall presume that where a 
news media requester has satisfied the 
public interest standard, the public in-
terest will be the interest primarily 
served by disclosure to that requester. 
Disclosure to data brokers or others 
who merely compile and market gov-
ernment information for direct eco-
nomic return shall not be presumed to 
primarily serve the public interest. 

(4) Where only some of the records to 
be released satisfy the requirements for 
a waiver of fees, a waiver shall be 
granted for those records. 

(5) Requests for a waiver or reduction 
of fees should be made when the re-
quest is first submitted to the compo-
nent and should address the criteria 
referenced above. A requester may sub-
mit a fee waiver request at a later time 
so long as the underlying record re-
quest is pending or on administrative 
appeal. When a requester who has com-
mitted to pay fees subsequently asks 
for a waiver of those fees and that 
waiver is denied, the requester will be 
required to pay any costs incurred up 
to the date the fee waiver request was 
received. 

(6) Summary of fees. The following 
table summarizes the chargeable fees 
(excluding direct fees identified in 
§ 5.11) for each requester category. 

Category Search fees Review fees Duplication fees 

Commercial-use .................. Yes .................................................... Yes ...................... Yes. 
Educational or Non-Com-

mercial Scientific Institu-
tion.

No ...................................................... No ........................ Yes (100 pages free). 

News Media ......................... No ...................................................... No ........................ Yes (100 pages free). 
Other requesters ................. Yes (2 hours free) ............................. No ........................ Yes (100 pages free). 

§ 5.12 Confidential commercial infor-
mation; CBP procedures. 

(a) In general. For purposes of this 

section, ‘‘commercial information’’ is 

defined as trade secret, commercial, or 

financial information obtained from a 

person. Commercial information pro-

vided to CBP by a business submitter 

and that CBP determines is privileged 

or confidential commercial or financial 

information will be treated as privi-

leged or confidential and will not be 

disclosed pursuant to a Freedom of In-

formation Act request or otherwise 

made known in any manner except as 

provided in this section. 

(b) Notice to business submitters of 

FOIA requests for disclosure. Except as 
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provided in paragraph (b)(2) of this sec-
tion, CBP will provide business submit-
ters with prompt written notice of re-
ceipt of FOIA requests or appeals that 
encompass their commercial informa-
tion. The written notice will describe 
either the exact nature of the commer-
cial information requested, or enclose 
copies of the records or those portions 
of the records that contain the com-
mercial information. The written no-
tice also will advise the business sub-
mitter of its right to file a disclosure 
objection statement as provided under 
paragraph (c)(1) of this section. CBP 
will provide notice to business submit-
ters of FOIA requests for the business 
submitter’s commercial information 
for a period of not more than 10 years 
after the date the business submitter 
provides CBP with the information, un-
less the business submitter requests, 
and provides acceptable justification 
for, a specific notice period of greater 
duration. 

(1) When notice is required. CBP will 
provide business submitters with no-
tice of receipt of a FOIA request or ap-
peal whenever: 

(i) The business submitter has in 
good faith designated the information 
as commercially- or financially-sen-
sitive information. The business sub-
mitter’s claim of confidentiality 
should be supported by a statement by 
an authorized representative of the 
business entity providing specific jus-
tification that the information in ques-
tion is considered confidential com-
mercial or financial information and 
that the information has not been dis-
closed to the public; or 

(ii) CBP has reason to believe that 
disclosure of the commercial informa-
tion could reasonably be expected to 
cause substantial competitive harm. 

(2) When notice is not required. The no-
tice requirements of this section will 
not apply if: 

(i) CBP determines that the commer-
cial information will not be disclosed; 

(ii) The commercial information has 
been lawfully published or otherwise 
made available to the public; or 

(iii) Disclosure of the information is 
required by law (other than 5 U.S.C. 
552). 

(c) Procedure when notice given—(1) 
Opportunity for business submitter to ob-

ject to disclosure. A business submitter 
receiving written notice from CBP of 
receipt of a FOIA request or appeal en-
compassing its commercial informa-
tion may object to any disclosure of 
the commercial information by pro-
viding CBP with a detailed statement 
of reasons within 10 days of the date of 
the notice (exclusive of Saturdays, 
Sundays, and legal public holidays). 
The statement should specify all the 
grounds for withholding any of the 
commercial information under any ex-
emption of the FOIA and, in the case of 
Exemption 4, should demonstrate why 
the information is considered to be a 
trade secret or commercial or financial 
information that is privileged or con-
fidential. The disclosure objection in-
formation provided by a person pursu-
ant to this paragraph may be subject 
to disclosure under the FOIA. 

(2) Notice to FOIA requester. When no-
tice is given to a business submitter 
under paragraph (b)(1) of this section, 
notice will also be given to the FOIA 
requester that the business submitter 
has been given an opportunity to ob-
ject to any disclosure of the requested 
commercial information. 

(d) Notice of intent to disclose. CBP 
will consider carefully a business sub-
mitter’s objections and specific 
grounds for nondisclosure prior to de-
termining whether to disclose commer-
cial information. Whenever CBP de-
cides to disclose the requested com-
mercial information over the objection 
of the business submitter, CBP will 
provide written notice to the business 
submitter of CBP’s intent to disclose, 
which will include: 

(1) A statement of the reasons for 
which the business submitter’s disclo-
sure objections were not sustained; 

(2) A description of the commercial 
information to be disclosed; and 

(3) A specified disclosure date which 
will not be less than 10 days (exclusive 
of Saturdays, Sundays, and legal public 
holidays) after the notice of intent to 
disclose the requested information has 
been issued to the business submitter. 
Except as otherwise prohibited by law, 
CBP will also provide a copy of the no-
tice of intent to disclose to the FOIA 
requester at the same time. 

(e) Notice of FOIA lawsuit. Whenever a 
FOIA requester brings suit seeking to 
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compel the disclosure of commercial 
information covered by paragraph 
(b)(1) of this section, CBP will prompt-
ly notify the business submitter in 
writing. 

§ 5.13 Other rights and services. 

Nothing in this subpart shall be con-
strued to entitle any person, as of 
right, to any service or to the disclo-
sure of any record to which such person 
is not entitled under the FOIA. 

Subpart B—Privacy Act 

SOURCE: 87 FR 68601, Nov. 16, 2022, unless 
otherwise noted. 

§ 5.20 General provisions. 

(a) Purpose and scope. (1) This subpart 
contains the rules that the Department 
of Homeland Security (Department or 
DHS) follows in processing records 
under the Privacy Act of 1974 (Privacy 
Act) (5 U.S.C. 552a) and under the Judi-
cial Redress Act of 2015 (JRA) (5 U.S.C. 
552a note). 

(2) The rules in this subpart should 
be read in conjunction with the text of 
the Privacy Act and the JRA, 5 U.S.C. 
552a and 5 U.S.C. 552a note, respec-
tively (which provide additional infor-
mation abo ut records maintained on 
individuals and covered persons), and 
JRA designations issued in the FED-
ERAL REGISTER. The rules in this sub-
part apply to all records in systems of 
records maintained by the Department. 
These rules also apply to all records 
containing Social Security Numbers 
regardless of whether such records are 
covered by an applicable system of 
records maintained by the Department. 
They describe the procedures by which 
individuals may request access to 
records about themselves, request 
amendment or correction of those 
records, and request an accounting of 
disclosures by Department personnel 
and contractors. In addition, the De-
partment processes all Privacy Act and 
JRA requests for access to records 
under the Freedom of Information Act 
(FOIA) (5 U.S.C. 552), following the 
rules contained in subpart A of this 
part, which gives requesters the benefit 
of both statutes. 

(3) The provisions established by this 
subpart apply to all Department Com-

ponents, as defined in paragraph (b)(1) 
of this section. 

(4) DHS has a decentralized system 
for processing requests, with each com-
ponent handling requests for its 
records. 

(b) Definitions. As used in this sub-
part: 

(1) Component means the office that 
processes Privacy Act and JRA re-
quests for each separate organizational 
entity within DHS that reports di-
rectly to the Office of the Secretary. 

(2) Request for access to a record means 
a request made under Privacy Act sub-
section (d)(1). 

(3) Request for amendment or correction 
of a record means a request made under 
Privacy Act subsection (d)(2). 

(4) Request for an accounting means a 
request made under Privacy Act sub-
section (c)(3). 

(5) Requester means an individual who 
makes a request for access, a request 
for amendment or correction, or a re-
quest for an accounting under the Pri-
vacy Act. 

(6) Individual means, as defined by 
the Privacy Act, 5 U.S.C. 552a(a)(2), a 
citizen of the United States or an alien 
lawfully admitted for permanent resi-
dence. Also, an individual, for purposes 
of this subpart, but limited to the ex-
clusive rights and civil remedies pro-
vided in the JRA, includes covered per-
sons, as defined by the JRA, as a nat-
ural person (other than an individual) 
who is a citizen of a covered country, 
as designated by the Attorney General, 
with the concurrence of the Secretary 
of State, the Secretary of the Treas-
ury, and the Secretary of Homeland Se-
curity. 

(7) Record has the same meaning as 
contained in the Privacy Act, 5 U.S.C. 
552a(a)(4), except that in cases covered 
by the JRA, the term ‘‘record’’ has the 
same meaning as ‘‘covered record’’ in 
the JRA, 5 U.S.C. 552a note. 

(c) Authority to request records for a 
law enforcement purpose. The head of a 
component or designee thereof is au-
thorized to make written requests 
under subsection 552a(b)(7) of the Pri-
vacy Act for records maintained by 
other agencies that are necessary to 
carry out an authorized law enforce-
ment activity. 
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(d) Notice on Departmental use of (b)(1) 
exception. As a general matter, when 
applying the Privacy Act (b)(1) excep-
tion for authorized disclosures within 
an agency on a need to know basis, the 
Department will consider itself a single 
entity, meaning that information may 
be disclosed between components of the 
Department under the (b)(1) exception. 

§ 5.21 Requests for access to records. 

(a) How made and addressed. (1) DHS 
has a decentralized system for respond-
ing to Privacy Act and JRA requests, 
with each component designating an 
office to process records from that 
component. 

(2) An individual may make a request 
for access to a Department of Home-
land Security record about that indi-
vidual covered by a DHS or Component 
system of records notice (SORN) by 
writing directly to the Department 
component that maintains the record 
at the address listed in appendix A to 
this part or via the internet at http:// 
www.dhs.gov/dhs-foia-request-submission- 
form. A description of all DHS-wide and 
component SORNs may be found here: 
https://www.dhs.gov/system-records-no-
tices-sorns. 

(3) In most cases, a component’s cen-
tral FOIA office, as indicated in appen-
dix A to this part, is the place to send 
a Privacy Act request. For records held 
by a field office of U.S. Customs and 
Border Protection, the U.S. Coast 
Guard, or other Department compo-
nents with field offices other than the 
U.S. Secret Service and Transportation 
Security Administration, the requester 
must write directly to that U.S. Cus-
toms and Border Protection, Coast 
Guard, or other field office address, 
which can be found by calling the com-
ponent’s central FOIA office. Requests 
for U.S. Secret Service records should 
be sent only to the U.S. Secret Service 
central FOIA office, and requests for 
Transportation Security Administra-
tion records should be sent only to the 
Transportation Security Administra-
tion central FOIA office. 

(4) Requests for records held by the 
Cybersecurity and Infrastructure Secu-
rity Agency (CISA) should be sent to 
the DHS Privacy Office. 

(5) DHS’s FOIA website refers the 
reader to descriptions of the functions 

of each component and provides other 
information that is helpful in deter-
mining where to make a request. Each 
component’s FOIA office and any addi-
tional requirements for submitting a 
request to a given component are listed 
in appendix A to this part. These ref-
erences can all be used by requesters to 
determine where to send their requests 
within DHS. 

(6) An individual may also send a re-
quest to the Privacy Office, Mail Stop 
0655, U.S. Department of Homeland Se-
curity, 2707 Martin Luther King Jr. 
Ave. SE, Washington DC 20528–0655, or 
via the internet at http://www.dhs.gov/ 
dhs-foia-request-submission-form, or via 
fax to (202) 343–4011. The Privacy Office 
will forward the request to the compo-
nent(s) that it determines to be most 
likely to maintain the records that are 
sought. For the quickest possible han-
dling, the requester should mark both 
the request letter and the envelope 
‘‘Privacy Act Request’’ or ‘‘Judicial 
Redress Act Request.’’ 

(b) Government-wide SORNs. A govern-
ment-wide system of records is a sys-
tem of records where one agency has 
regulatory authority over records in 
the custody of multiple agencies, and 
the agency with regulatory authority 
publishes a SORN that applies to all of 
the records regardless of their custo-
dial location. If records are sought that 
are covered by a Government-wide 
SORN and requested of DHS, DHS will 
consult or refer such request, only as 
applicable and necessary, to the cor-
responding agency having authority 
over such records for further proc-
essing. DHS will acknowledge to the 
requester that it is referring the re-
quest to another agency or consulting 
with that agency when processing the 
request. 

(c) Description of records sought. A re-
quester must describe the records 
sought in sufficient detail to enable 
Department personnel to locate the 
system of records covering them with a 
reasonable amount of effort. Whenever 
possible, the request should describe 
the records sought, the time periods in 
which the requester believes they were 
compiled, the office or location in 
which the requester believes the 
records are kept, and the name or iden-
tifying number of each system of 
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records in which the requester believes 
they are kept. The Department pub-
lishes notices in the FEDERAL REGISTER 
that describe its components’ systems 
of records. These notices can be found 
on the Department’s website here: 
https://www.dhs.gov/system-records-no-
tices-sorns. If a request does not ade-
quately describe the records sought, 
DHS may at its discretion either ad-
ministratively close the request or 
seek additional information from the 
requester. Requests for clarification or 
more information will be made in writ-
ing (either via U.S. mail or electronic 
mail whenever possible). Requesters 
may respond by U.S. Mail or by elec-
tronic mail regardless of the method 
used by DHS to transmit the request 
for additional information. To be con-
sidered timely, responses to requests 
for additional information must be 
postmarked or received by electronic 
mail within 30 working days of the 
postmark date or date of the electronic 
mail request for additional informa-
tion. If the requester does not respond 
timely, the request may be administra-
tively closed at DHS’s discretion. This 
administrative closure does not preju-
dice the requester’s ability to submit a 
new request for further consideration 
with additional information. 

(d) Agreement to pay fees. DHS and 
components shall charge for processing 
requests under the Privacy Act or JRA. 
DHS and components will ordinarily 
use the most efficient and least expen-
sive method for processing requested 
records. DHS may contact a requester 
for additional information in order to 
resolve any fee issues that arise under 
this section. DHS ordinarily will col-
lect all applicable fees before sending 
copies of records to a requester. If one 
makes a Privacy Act or JRA request 
for access to records, it will be consid-
ered a firm commitment to pay all ap-
plicable fees charged under § 5.29, up to 
$25.00. The component responsible for 
responding to a request ordinarily will 
confirm this agreement in an acknowl-
edgement letter. When making a re-
quest, an individual may specify a will-
ingness to pay a greater or lesser 
amount. Requesters must pay fees by 
check or money order made payable to 
the Treasury of the United States. 

(e) Verification of identity. When an in-
dividual makes a request for access to 
their own records, their identity must 
be verified. The individual must pro-
vide their full name, current address, 
date and place of birth, and country of 
citizenship or residency. The individual 
must sign the request and provide a 
signature that must either be notarized 
or submitted by the requester under 28 
U.S.C. 1746, a law that permits state-
ments to be made under penalty of per-
jury, as a substitute for notarization. 
An individual may obtain more infor-
mation about this process at http:// 
www.dhs.gov/foia or 1–866–431–0486. In 
order to help the identification and lo-
cation of requested records, an indi-
vidual may also voluntarily include 
other identifying information that are 
relevant to the request (e.g., passport 
number, Alien Registration Number 
(A-Number)). 

(f) Verification of guardianship. When 
making a request as the parent or 
guardian of a minor or as the guardian 
of someone determined by a court of 
competent jurisdiction to be incom-
petent due to physical or mental inca-
pacity or age, for access to records 
about that individual, the individual 
submitting a request must establish: 

(1) The identity of the individual who 
is the subject of the record, by stating 
the name, current address, date and 
place of birth, and country of citizen-
ship or residency of the individual; 

(2) The submitting individual’s own 
identity, in the same manner as re-
quired in paragraph (e) of this section; 

(3) That the submitting individual is 
the parent or guardian of the subject of 
the record, which may be proven by 
providing a copy of the subject of the 
record’s birth certificate showing par-
entage or by providing a court order es-
tablishing guardianship; and 

(4) That the submitting individual is 
acting on behalf of that individual that 
is the subject of the record. 

(g) Verification in the case of third- 
party information requests. Outside of re-
quests made pursuant to paragraph (f) 
of this section, if a third party requests 
records about a subject individual, the 
third party requester must provide 
verification of the subject individual’s 
identity in the manner provided in 
paragraph (e) of this section along with 
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the subject individual’s written con-
sent authorizing disclosure of the 
records to the third party requester, or 
by submitting proof by the requester 
that the subject individual is deceased 
(e.g., a copy of a death certificate or an 
obituary). As an exercise of its admin-
istrative discretion, each component 
can require a third-party requester to 
supply additional information to verify 
that the subject individual has con-
sented to disclosure or is deceased. 

§ 5.22 Responsibility for responding to 
requests for access to records. 

(a) In general. Except as stated in 
paragraphs (c), (d), and (e) of this sec-
tion, the component that first receives 
a request for access to a record, and 
has possession of that record, is the 
component responsible for responding 
to the request. In determining which 
records are responsive to a request, a 
component ordinarily will include only 
those records in its possession as of the 
date the component begins its search 
for them. If any other date is used, the 
component will inform the requester of 
that date. 

(b) Authority to grant or deny requests. 
The head of a component, or the com-
ponent head’s designee, is authorized 
to grant or deny any request for access 
or amendment to a record of that com-
ponent. 

(c) Consultations, coordination, and re-
ferrals. All consultations, coordination, 
and referrals for requests of records 
subject to the Privacy Act or JRA will 
follow the same process and procedures 
as described in § 5.4(d), including how to 
handle those requests that pertain to 
law enforcement information, as speci-
fied in § 5.4(d)(2), and classified infor-
mation, as specified in § 5.4(d)(2) and 
(e). Further, whenever a request is 
made for access to a record containing 
information that has been classified by 
or may be appropriate for classifica-
tion by another component or agency 
under any relevant executive order 
concerning the classification of 
records, the receiving component will 
refer to § 5.24 for processing. 

(d) Release of medical records. (1) Gen-
erally, an individual has the right to 
access their medical records main-
tained by the Department. Special pro-
cedures for requests from an individual 

requesting medical records that in-

clude psychological records for which 

direct release may cause harm to the 

individual requesting access are set 

forth in paragraph (d)(2) of this section. 

(2) If a request is made for access to 

medical records that include psycho-

logical records, and a component med-

ical practitioner or qualified designee 

determines that direct release is likely 

to adversely affect the individual who 

is requesting access, the component 

will request the individual to provide 

the name and contact information of a 

representative who is capable of ame-

liorating the potential adverse effect. 

The representative may be a physician 

or other health professional who will 

be willing to review the record and in-

form the requester of its contents. 

Once provided, the component FOIA of-

fice or designated component official 

will send the medical records to the in-

dividual’s designated representative. 

The component will inform the subject 

individual in writing (either via U.S. 

mail or electronic mail whenever pos-

sible) that the record has been sent to 

that individual’s chosen representa-

tive. The representative does not have 

the discretion to withhold any part of 

the individual’s record. If the subject 

individual does not comply with the 

procedural requirement to designate a 

representative, the component may de-

cline to release the requested informa-

tion. 

(3) Paragraph (d)(2) of this section 

does not apply to Coast Guard records 

held by another agency. 

(e) Notice of referral. Whenever a com-

ponent refers all or any part of the re-

sponsibility for responding to a request 

to another component or agency, it or-

dinarily will notify the requester of the 

referral and inform the requester of the 

name of each component or agency to 

which the request has been referred 
and of the part of the request that has 
been referred. 

(f) Timing of responses to consultations 
and referrals. All consultations and re-
ferrals received by DHS will be handled 
according to the date the Privacy Act 
or JRA access request was initially re-
ceived by the first component or agen-
cy, not any later date. 
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(g) Agreements regarding consultations 
and referrals. Components may estab-
lish agreements with other components 
or agencies to eliminate the need for 
consultations or referrals with respect 
to types of records. 

§ 5.23 Responses to requests for access 
to records. 

(a) In general. Components should, to 
the extent practicable, communicate 
with requesters having access to the 
internet using electronic means, such 
as email or web portal. 

(b) Acknowledgements of requests. Con-
sistent with the procedures in subpart 
A of this part, a component will ac-
knowledge the request and assign it an 
individualized tracking number if it 
will take longer than ten (10) working 
days to process. Components will in-
clude in the acknowledgement letter a 
brief description of the records sought 
to allow requesters to more easily keep 
track of their requests. Further, in the 
acknowledgment letter, the component 
will confirm the requester’s agreement 
to pay fees under §§ 5.21(d) and 5.29. 

(c) Grants of requests for access. Con-
sistent with the procedures in subpart 
A to this part, a component will have 
twenty (20) working days from when a 
request is received to determine wheth-
er to grant or deny the request unless 
there are unusual or exceptional cir-
cumstances as defined by the FOIA and 
set out in § 5.5(c). Once a component de-
cides to grant a request for access to 
record(s) in whole or in part, it will no-
tify the requester in writing. The com-
ponent will inform the requester in the 
notice of any fee charged under 
§§ 5.21(d) and 5.29 and will disclose 
records to the requester promptly upon 
payment of any applicable fee. The 
component will inform the requester of 
the availability of its FOIA Liaison to 
offer assistance. 

(d) Adverse determinations of requests 
for access. A component making an ad-
verse determination denying a request 
for access in any respect will notify the 
requester of that determination in 
writing. Adverse determinations, or de-
nials of requests, include decisions 
that: the requested record is exempt, in 
whole or in part; the requested record 
does not exist or cannot be located; or 
the record requested is not subject to 

the Privacy Act or JRA. Further, ad-
verse determinations also include dis-
putes regarding fees, or denials of a re-
quest for expedited processing. The de-
nial letter will be signed by the head of 
the component, or the component 
head’s designee, and will include: 

(1) The name and title or position of 
the person responsible for the denial; 

(2) A brief statement of the reason(s) 
for the denial, including any Privacy 
Act exemption(s) applied by the com-
ponent in denying the request; and 

(3) A statement that the denial may 
be appealed under § 5.25(a) and a de-
scription of the requirements of 
§ 5.25(a). 

(e) JRA access requests. For purposes 
of responding to a JRA access request, 
a covered person is subject to the same 
limitations, including exemptions and 
exceptions, as an individual is subject 
to under section 552a of title 5, United 
States Code, when pursuing access to 
records. The implementing regulations 
and reasons provided for exemptions 
can be found in appendix C to this part. 

§ 5.24 Classified information. 

On receipt of any request involving 
classified information, the component 
will determine whether information is 
currently and properly classified and 
take appropriate action to ensure com-
pliance with 6 CFR part 7. Whenever a 
request is made for access to a record 
that is covered by a system of records 
containing information that has been 
classified by or may be appropriate for 
classification by another component or 
agency under any applicable executive 
order, the receiving component will 
consult the component or agency that 
classified the information. Whenever a 
record contains information that has 
been derivatively classified by a com-
ponent or agency because it contains 
information classified by another com-
ponent or agency, the component will 
consult the component or agency that 
classified the underlying information. 
Information determined to no longer 
require classification will not be with-
held from a requester based on exemp-
tion (k)(1) of the Privacy Act. On re-
ceipt of any appeal involving classified 
information, the DHS Office of the 
General Counsel, or its designee, shall 
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take appropriate action to ensure com-
pliance with 6 CFR part 7. 

§ 5.25 Administrative appeals for ac-
cess requests. 

(a) Requirements for filing an appeal. 
An individual may appeal an adverse 
determination denying the individual’s 
request for access in any respect to the 
appropriate Appeals Officer. For the 
address of the appropriate component 
Appeals Officer, an individual may con-
tact the applicable component FOIA 
Liaison using the information in ap-
pendix A to this part, visit 
www.dhs.gov/foia, or call 1–866–431–0486. 
An appeal must be in writing, and to be 
considered timely it must be post-
marked or, in the case of electronic 
submissions, transmitted to the Ap-
peals Officer within 90 working days, 
consistent with the procedures in sub-
part A to this part, after the date of 
the component’s response. An elec-
tronically filed appeal will be consid-
ered timely if transmitted to the Ap-
peals Officer by 11:59:59 p.m. EST or 
EDT on the 90th working day. The ap-
peal should clearly identify the compo-
nent determination (including the as-
signed request number if the requester 
knows it) that is being appealed and 
should contain the reasons the re-
quester believes the determination was 
erroneous. For the quickest possible 
handling, an individual should mark 
both the appeal letter and the envelope 
‘‘Privacy Act Appeal’’ or ‘‘Judicial Re-
dress Act Appeal.’’ 

(b) Adjudication of appeals. The DHS 
Office of the General Counsel, or its 
designee, (e.g., Component Appeals Of-
ficer) is the authorized appeals author-
ity for DHS. On receipt of any appeal 
involving classified information, the 
Appeals Officer will consult with the 
Chief Security Officer and take appro-
priate action to ensure compliance 
with 6 CFR part 7. If the appeal be-
comes the subject of a lawsuit, the Ap-
peals Officer is not required to act fur-
ther on the appeal. 

(c) Appeal decisions. Consistent with 
the procedures in subpart A to this 
part, the decision on an appeal will be 
made in writing generally twenty (20) 
working days after receipt. However, 
consistent with the procedures in sub-
part A to this part, the time limit for 

responding to an appeal may be ex-
tended provided the circumstances set 
forth in 5 U.S.C. 552(a)(6)(B)(i) are met. 
A decision affirming an adverse deter-
mination in whole or in part will in-
clude a brief statement of the reason(s) 
for the affirmance, including any Pri-
vacy Act exemption applied, and will 
inform the requester of the Privacy 
Act provisions for court review of the 
decision. If the adverse determination 
is reversed or modified on appeal in 
whole or in part, the requester will be 
notified in a written decision and the 
request will be reprocessed in accord-
ance with that appeal decision. An ad-
verse determination by the DHS Office 
of the General Counsel or its designee 
or Component Appeals Officer will be 
the final action of the Department. 

(d) Appeal necessary before seeking 
court review. If an individual wishes to 
seek review by a court of any adverse 
determination or denial of a request by 
DHS within the allotted 20 working 
days to respond unless there are un-
usual or exceptional circumstances, 
that individual must first appeal it 
under this subpart. An appeal will not 
be acted on if the request becomes a 
matter of litigation. 

§ 5.26 Requests for amendment or cor-
rection of records. 

(a) How made and addressed. Unless 
the record is not subject to amendment 
or correction as stated in paragraph (f) 
of this section, an individual may 
make a request for amendment or cor-
rection of a record of the Department 
about that individual by writing di-
rectly to the component that main-
tains the record, following the proce-
dures in § 5.21. The request should iden-
tify each record in question, state the 
amendment or correction requested, 
and state the reason why the requester 
believes that the record is not accu-
rate, relevant, timely, or complete. 
The requester may submit any docu-
mentation that the requester thinks 
would support the request. If the indi-
vidual believes that the same record is 
in more than one system of records, 
the requester should state that and ad-
dress the request to each component 
that maintains a system of records 
containing the record. 
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(b) Component responses. Within ten 
working days of receiving a request for 
amendment or correction of records, a 
component will send the requester a 
written acknowledgment of its receipt 
of the request, and it will promptly no-
tify the requester whether the request 
is granted or denied. If the component 
grants the request in whole or in part, 
it will describe the amendment or cor-
rection made and will advise the re-
quester of the right to obtain a copy of 
the corrected or amended record, in 
disclosable form. If the component de-
nies the request in whole or in part, it 
will send the requester a letter signed 
by the head of the component, or the 
component head’s designee, that will 
state: 

(1) The reason(s) for the denial; and 
(2) The procedure for appeal of the 

denial under paragraph (c) of this sec-
tion, including the name and business 
address of the official who will act on 
the appeal. 

(c) Appeals. Within 90 working days 
after the date of the component’s re-
sponse, the requester may appeal a de-
nial of a request for amendment or cor-
rection to the Component Appeals Offi-
cer or the DHS Office of the General 
Counsel or its designee. The Compo-
nent Appeals Officer or the DHS Office 
of the General Counsel or its designee 
must complete its review and make a 
final determination on the requester’s 
appeal no later than 30 days (excluding 
Saturdays, Sundays, and legal public 
holidays) from the date on which the 
individual requests such review unless 
good cause is shown, and commu-
nicated to the individual, for which the 
30-day period may be extended for an 
additional 30 days. If the appeal is de-
nied, the requester will be advised of 
the right to file a Statement of Dis-
agreement as described in paragraph 
(d) of this section and of the right 
under the Privacy Act, 5 U.S.C. 
552a(d)(3), for court review of the deci-
sion. If an individual wishes to seek re-
view by a court of any adverse deter-
mination or denial of a request, that 
individual must first appeal it under 
this subpart. For purposes of respond-
ing to a JRA amendment request, a 
covered person is subject to the same 
limitations, including exemptions and 
exceptions, as an individual is subject 

to under section 552a of title 5, United 
States Code, when pursuing amend-
ment to records. The implementing 
regulations and reasons provided for 
exemptions can be found in appendix C 
to this part, titled DHS Systems of 
Records Exempt from the Privacy Act. 

(d) Statements of Disagreement. If an 
individual’s appeal under this section 
is denied in whole or in part, that indi-
vidual has the right to file a Statement 
of Disagreement, unless exempt, that 
states the individual’s reason(s) for dis-
agreeing with the Department’s denial 
of the request for amendment or cor-
rection. Statements of Disagreement 
must be concise, must clearly identify 
each part of any record that is dis-
puted, and should be no longer than 
one typed page for each fact disputed. 
The individual’s Statement of Dis-
agreement must be sent to the compo-
nent involved, which will place it in 
the system of records in which the dis-
puted record is maintained and will 
mark the disputed record to indicate 
that a Statement of Disagreement has 
been filed and where in the system of 
records it may be found. 

(e) Notification of amendment/correction 
or disagreement. Within 30 working days 
of the amendment or correction of a 
record, the component that maintains 
the record will, unless exempt, notify 
all persons, organizations, or agencies 
to which it previously disclosed the 
record, if an accounting of that disclo-
sure was made or should have been 
made, that the record has been amend-
ed or corrected. If an individual has 
filed a Statement of Disagreement, the 
component will append a copy of it to 
the disputed record whenever the 
record is disclosed and may also append 
a concise statement of its reason(s) for 
denying the request to amend or cor-
rect the record. 

(f) Records not subject to amendment or 
correction. The following records are 
not subject to amendment or correc-
tion: 

(1) Transcripts of testimony given 
under oath or written statements made 
under oath; 

(2) Transcripts of grand jury pro-
ceedings, judicial proceedings, or 
quasi-judicial proceedings, which are 
the official record of those proceedings; 
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(3) Presentence records that origi-
nated with the courts; and 

(4) Records in systems of records that 
have been exempted from amendment 
and correction under the Privacy Act 
(5 U.S.C. 552a(j) or (k)) pursuant to a 
final rule published in the FEDERAL 
REGISTER. 

§ 5.27 Requests for an accounting of 
record disclosures. 

(a) How made and addressed. Except 
where accountings of disclosures are 
not required to be kept (as stated in 
paragraph (b)(1) of this section), an in-
dividual may make a request for an ac-
counting of any disclosure that has 
been made by the Department to an-
other person, organization, or agency 
of any record about the requester. This 
accounting contains the date, nature, 
and purpose of each disclosure, as well 
as the name and address of the person, 
organization, or agency to which the 
disclosure was made. A request for an 
accounting should identify each record 
in question and should be made by 
writing directly to the Department 
component that maintains the record, 
following the procedures in § 5.21. 

(b) Where accountings are not required. 
Components are not required to pro-
vide accountings to the requester 
where they relate to: 

(1) Disclosures for which accountings 
are, by statute (5 U.S.C. 552a(c)(1)), not 
required to be kept, such as disclosures 
that are made to officers and employ-
ees within the agency and disclosures 
that are required to be made under the 
FOIA, or for records covered by the 
JRA; 

(2) Disclosures made to law enforce-
ment agencies for authorized law en-
forcement activities in response to 
written requests from those law en-
forcement agencies specifying the law 
enforcement activities for which the 
disclosures are sought; or 

(3) Disclosures made from systems of 
records that have been exempted from 
accounting requirements by a rule-
making pursuant to 5 U.S.C. 552a(j) or 
(k). 

(c) Appeals. A requester may appeal a 
denial of a request for an accounting to 
the Component Appeals Officer or the 
DHS Office of the General Counsel or 
its designee in the same manner as a 

denial of a request for access to records 
(see § 5.25) and the same procedures will 
be followed. 

§ 5.28 Preservation of records. 

Each component will preserve all 
correspondence pertaining to the re-
quests that it receives under this sub-
part, as well as copies of all requested 
records, until disposition or destruc-
tion is authorized by title 44 of the 
United States Code or the National Ar-
chives and Records Administration’s 
General Records Schedule 4.2. Records 
will not be disposed of while they are 
the subject of a pending request, ap-
peal, lawsuit, or litigation or audit 
hold under the Act. 

§ 5.29 Fees. 

(a) Fees for access requests granted 
in full under the Privacy Act are lim-
ited to duplication fees, which are 
chargeable to the same extent that fees 
are chargeable under subpart A of this 
part. An access request not granted in 
full under the Privacy Act will be proc-
essed under the FOIA and will be sub-
ject to all fees chargeable under the ap-
plicable FOIA regulations. Fees are not 
charged for processing amendment and 
accounting requests. 

(b) DHS will not process a request 
under the Privacy Act or JRA from 
persons with an unpaid fee from any 
previous Privacy Act or JRA request to 
any Federal agency until that out-
standing fee has been paid in full to the 
agency. 

§ 5.30 Notice of court-ordered and 
emergency disclosures. 

(a) Court-ordered disclosures. When the 
component discloses an individual’s in-
formation covered by a system of 
records pursuant to an order from a 
court of competent jurisdiction, and 
the order is a matter of public record, 
the Privacy Act requires the compo-
nent to send a notice of the disclosure 
to the last known address of the person 
whose record was disclosed. Notice will 
be given within a reasonable time after 
the component’s receipt of the order, 
except that in a case in which the order 
is not a matter of public record, the no-
tice will be given only after the order 
becomes public. This notice will be 
mailed to the individual’s last known 
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address and will contain a copy of the 
order and a description of the informa-
tion disclosed. Notice will not be given 
if disclosure is made from a criminal 
law enforcement system of records that 
has been exempted from the notice re-
quirement. 

(b) Court. For purposes of this sec-
tion, a court is an institution of the ju-
dicial branch of the U.S. Federal Gov-
ernment consisting of one or more 
judges who seek to adjudicate disputes 
and administer justice. Entities not in 
the judicial branch of the Federal Gov-
ernment are not courts for purposes of 
this section. 

(c) Court order. For purposes of this 
section, a court order is any legal proc-
ess which satisfies all the following 
conditions: 

(1) It is issued under the authority of 
a Federal court; 

(2) A judge or a magistrate judge of 
that court signs it; 

(3) It commands or permits DHS to 
disclose the Privacy Act protected in-
formation at issue; and 

(4) The court is a court of competent 
jurisdiction. 

(d) Court of competent jurisdiction. It is 
the view of DHS that under the Pri-
vacy Act the Federal Government has 
not waived sovereign immunity, which 
precludes state court jurisdiction over 
a Federal agency or official. Therefore, 
DHS will not honor state court orders 
as a basis for disclosure, unless DHS 
does so under its own discretion. 

(e) Conditions for disclosure under a 
court order of competent jurisdiction. The 
component may disclose information 
in compliance with an order of a court 
of competent jurisdiction if— 

(1) Another section of this part spe-
cifically allows such disclosure, or 

(2) DHS, the Secretary, or any officer 
or employee of DHS in their official ca-
pacity is properly a party in the pro-
ceeding, or 

(3) Disclosure of the information is 
necessary to ensure that an individual 
who is accused of criminal activity re-
ceives due process of law in a criminal 
proceeding under the jurisdiction of 
the judicial branch of the Federal Gov-
ernment. 

(f) In other circumstances. DHS may 
disclose information to a court of com-
petent jurisdiction in circumstances 

other than those stated in paragraph 
(e) of this section. DHS will make its 
decision regarding disclosure by bal-
ancing the needs of a court while pre-
serving the confidentiality of informa-
tion. For example, DHS may disclose 
information under a court order that 
restricts the use and redisclosure of the 
information by the participants in the 
proceeding; DHS may offer the infor-
mation for inspection by the court in 
camera and under seal; or DHS may ar-
range for the court to exclude informa-
tion identifying individuals from that 
portion of the record of the proceedings 
that is available to the public. 

(g) Emergency disclosures. Upon dis-
closing a record pertaining to an indi-
vidual made under compelling cir-
cumstances affecting the health or 
safety of an individual, the component 
will notify the individual to whom the 
record pertains of the disclosure. This 
notice will be mailed to the individ-
ual’s last known address and will state 
the nature of the information dis-
closed; the person, organization, or 
agency to which it was disclosed; the 
date of disclosure; and the compelling 
circumstances justifying the disclo-
sure. 

(h) Other regulations on disclosure of 
information in litigation. See subpart C 
to this part for additional rules cov-
ering disclosure of information and 
records governed by this part and re-
quested in connection with legal pro-
ceedings. 

§ 5.31 Security of systems of records. 

(a) In general. Each component will 
establish administrative and physical 
controls to prevent unauthorized ac-
cess to its systems of records, to pre-
vent unauthorized disclosure of 
records, and to prevent physical dam-
age to or destruction of records. The 
stringency of these controls will cor-
respond to the sensitivity of the 
records that the controls protect. At a 
minimum, each component’s adminis-
trative and physical controls will en-
sure that: 

(1) Records are protected from public 
view; 

(2) The area in which records are 
kept is supervised during business 
hours to prevent unauthorized persons 
from having access to them; 
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(3) Records are inaccessible to unau-
thorized persons outside of business 
hours; and 

(4) Records are not disclosed to unau-
thorized persons or under unauthorized 
circumstances in either oral or written 
form. 

(b) Procedures required. Each compo-
nent will have procedures that restrict 
access to records to only those individ-
uals within the Department who must 
have access to those records to perform 
their duties and that prevent inad-
vertent disclosure of records. 

§ 5.32 Contracts for the operation of 
systems of records. 

As required by 5 U.S.C. 552a(m), any 
approved contract for the operation of 
a system of records to accomplish an 
agency function will contain the stand-
ard contract requirements issued by 
the General Services Administration to 
ensure compliance with the require-
ments of the Privacy Act for that sys-
tem. The contracting component will 
be responsible for ensuring that the 
contractor complies with these con-
tract requirements. 

§ 5.33 Use and collection of Social Se-
curity numbers. 

Each component will ensure that em-
ployees authorized to collect informa-
tion are aware: 

(a) That individuals may not be de-
nied any right, benefit, or privilege be-
cause of refusing to provide their So-
cial Security numbers, unless the col-
lection is authorized either by a stat-
ute or by a regulation issued prior to 
1975; and 

(b) That individuals requested to pro-
vide their Social Security numbers 
must be informed of: 

(1) Whether providing Social Secu-
rity numbers is mandatory or vol-
untary; 

(2) Any statutory or regulatory au-
thority that authorizes the collection 
of Social Security numbers; and 

(3) The uses that will be made of the 
numbers. 

(c) Including Social Security num-
bers of an individual on any document 
sent by mail is not permitted unless 
the Secretary determines that the in-
clusion of the number on the document 
is necessary. 

§ 5.34 Standards of conduct for admin-
istration of the Privacy Act. 

Each component will inform its em-
ployees of the provisions of the Privacy 
Act, including the Act’s civil liability 
and criminal penalty provisions ref-
erenced in § 5.35. Unless otherwise per-
mitted by law, the Department will: 

(a) Maintain only such information 
about an individual as is relevant and 
necessary to accomplish a purpose of 
the Component or the Department that 
is required to be accomplished by stat-
ute or by Executive order of the Presi-
dent; 

(b) Collect information about an indi-
vidual directly from that individual 
whenever practicable and when the in-
formation may result in adverse deter-
minations about an individual’s rights, 
benefits, and privileges under federal 
programs; 

(c) Inform each individual from 
whom information is collected of: 

(1) The legal authority to collect the 
information and whether providing it 
is mandatory or voluntary; 

(2) The principal purpose for which 
the Department intends to use the in-
formation; 

(3) The routine uses the Department 
may make of the information; and 

(4) The effects on the individual, if 
any, of not providing the information; 

(d) Ensure that the component main-
tains no system of records without 
public notice and that it notifies appro-
priate Department officials of the ex-
istence or development of any system 
of records that is not the subject of a 
current or planned public notice; 

(e) Maintain all records that are used 
by the Department in making any de-
termination about an individual with 
such accuracy, relevance, timeliness, 
and completeness as is reasonably nec-
essary to ensure fairness to the indi-
vidual in the determination; 

(f) Except as to disclosures made to 
an agency or made under the FOIA, 
make reasonable efforts, prior to dis-
seminating any record about an indi-
vidual, to ensure that the record is ac-
curate, relevant, timely, and complete; 

(g) Maintain no record describing 
how an individual exercises their First 
Amendment rights, unless it is ex-
pressly authorized by statute or by the 
individual about whom the record is 
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maintained, or is pertinent to and 
within the scope of an authorized law 
enforcement activity; 

(h) When required by the Act, main-
tain an accounting in the specified 
form of all disclosures of records by the 
Department to persons, organizations, 
or agencies; 

(i) Maintain and use records with 
care to prevent the unauthorized or in-
advertent disclosure of a record to any-
one; and 

(j) Disclose Privacy Act or JRA 
records only as permitted by 5 U.S.C. 
552a(b). 

§ 5.35 Sanctions and penalties. 

Each component will inform its em-
ployees and contractors of the Privacy 
Act’s civil liability provisions (5 U.S.C. 
552a(g)) and criminal penalty provi-
sions (5 U.S.C. 552a(i)) as they apply to 
Privacy Act and JRA complaints. 

§ 5.36 Other rights and services. 

Nothing in this subpart will be con-
strued to entitle any person, as of 
right, to any service or to the disclo-
sure of any record to which such person 
is not entitled under the Privacy Act 
or JRA. 

Subpart C—Disclosure of 
Information in Litigation 

SOURCE: 68 FR 4070, Jan. 27, 2003, unless 
otherwise noted. 

§ 5.41 Purpose and scope; definitions. 

(a) This subpart C sets forth the pro-
cedures to be followed with respect to: 

(1) Service of summonses and com-
plaints or other requests or demands 
directed to the Department of Home-
land Security (Department) or to any 
Department employee or former em-
ployee in connection with federal or 
state litigation arising out of or in-
volving the performance of official ac-
tivities of the Department; and 

(2) The oral or written disclosure, in 
response to subpoenas, orders, or other 
requests or demands of federal or state 
judicial or quasi-judicial or adminis-
trative authority as well as state legis-
lative authorities (collectively, ‘‘de-
mands’’), whether civil or criminal in 
nature, or in response to requests for 

depositions, affidavits, admissions, re-
sponses to interrogatories, document 
production, interviews, or other litiga-
tion-related matters, including pursu-
ant to the Federal Rules of Civil Proce-
dure, the Federal Rules of Criminal 
Procedure, or applicable state rules 
(collectively, ‘‘requests’’), of any mate-
rial contained in the files of the De-
partment, any information relating to 
material contained in the files of the 
Department, or any information ac-
quired while the subject of the demand 
or request is or was employed by the 
Department, or served as Secretary of 
the Department, as part of the per-
formance of that person’s duties or by 
virtue of that person’s official status. 

(b) The provisions established by this 
subpart shall apply to all Department 
components that are transferred to the 
Department. Except to the extent a De-
partment component has adopted sepa-
rate guidance governing the subject 
matter of a provision of this subpart, 
the provisions of this subpart shall 
apply to each component of the Depart-
ment. Departmental components may 
issue their own guidance under this 
subpart subject to the approval of the 
General Counsel of the Department. 

(c) For purposes of this subpart, and 
except as the Department may other-
wise determine in a particular case, the 
term employee includes all former Sec-
retaries of Homeland Security and all 
employees of the Department of Home-
land Security or other federal agencies 
who are or were appointed by, or sub-
ject to the supervision, jurisdiction, or 
control of the Secretary of Homeland 
Security, whether residing or working 
in the United States or abroad, includ-
ing United States nationals, foreign 
nationals, and contractors. The proce-
dures established within this subpart 
also apply to former employees of the 
Department where specifically noted. 

(d) For purposes of this subpart, the 
term litigation encompasses all pre- 
trial, trial, and post-trial stages of all 
judicial or administrative actions, 
hearings, investigations, or similar 
proceedings before courts, commis-
sions, boards (including the Board of 
Appellate Review), grand juries, or 
other judicial or quasi-judicial bodies 
or tribunals, whether criminal, civil, or 
administrative in nature. This subpart 
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governs, inter alia, responses to dis-
covery requests, depositions, and other 
pre-trial, trial, or post-trial pro-
ceedings, as well as responses to infor-
mal requests by attorneys or others in 
situations involving litigation. How-
ever, this subpart shall not apply to 
any claims against the Department by 
Department of Homeland Security em-
ployees (present or former), or appli-
cants for Department employment, for 
which jurisdiction resides with the U.S. 
Equal Employment Opportunity Com-
mission; the U.S. Merit Systems Pro-
tection Board; the Office of Special 
Counsel; the Federal Labor Relations 
Authority; the Foreign Service Labor 
Relations Board; the Foreign Service 
Grievance Board; or a labor arbitrator 
operating under a collective bargaining 
agreement between the Department 
and a labor organization representing 
Department employees; or their suc-
cessor agencies or entities. 

(e) For purposes of this subpart, offi-
cial information means all information 
of any kind, however stored, that is in 
the custody and control of the Depart-
ment, relates to information in the 
custody and control of the Department, 
or was acquired by Department em-
ployees, or former employees, as part 
of their official duties or because of 
their official status within the Depart-
ment while such individuals were em-
ployed by or served on behalf of the De-
partment. 

(f) Nothing in this subpart affects 
disclosure of information under the 
Freedom of Information Act (FOIA), 5 
U.S.C. 552, the Privacy Act, 5 U.S.C. 
552a, Executive Order 12958 on national 
security information (3 CFR, 1995 
Comp., p. 333), the Government in the 
Sunshine Act, 5 U.S.C. 552b, the De-
partment’s implementing regulations 
or pursuant to congressional subpoena. 
Nothing in this subpart permits disclo-
sure of information by the Department, 
its present and former employees, or 
the Secretary, that is protected or pro-
hibited by statute or other applicable 
law. 

(g) This subpart is intended only to 
inform the public about Department 
procedures concerning the service of 
process and responses to demands or 
requests and is not intended to and 
does not create, and may not be relied 

upon to create any right or benefit, 
substantive or procedural, enforceable 
at law by a party against the Depart-
ment or the United States. 

(h) Nothing in this subpart affects 
the rules and procedures, under appli-
cable U.S. law and international con-
ventions, governing diplomatic and 
consular immunity. 

(i) Nothing in this subpart affects the 
disclosure of official information to 
other federal agencies or Department 
of Justice attorneys in connection with 
litigation conducted on behalf or in de-
fense of the United States, its agencies, 
officers, and employees, or litigation in 
which the United States has an inter-
est; or to federal, state, local, or for-
eign prosecuting and law enforcement 
authorities in conjunction with crimi-
nal law enforcement investigations, 
prosecutions, or other proceedings, 
e.g., extradition, deportation. 

§ 5.42 Service of summonses and com-
plaints. 

(a) Only the Office of the General 
Counsel is authorized to receive and ac-
cept on behalf of the Department sum-
monses or complaints sought to be 
served upon the Department, the Sec-
retary, or Department employees. All 
such documents must be sent by reg-
istered or certified mail, to the appro-
priate address as indicated in appendix 
A to this subpart. The Office of the 
General Counsel may also in its discre-
tion accept service of process in person 
or by registered or certified mail to 
other addresses, as announced on the 
DHS website as indicated in appendix A 
to this subpart. The authorization for 
receipt shall in no way affect the re-
quirements of service elsewhere pro-
vided in applicable rules and regula-
tions. 

(b) In the event any summons or 
complaint described in § 5.41(a) is deliv-
ered to an employee of the Department 
other than in the manner specified in 
this part, the recipient thereof shall 
decline to accept the proffered service 
and may notify the person attempting 
to make service of the Departmental 
regulations set forth herein. 

(c) Except as otherwise provided 
§§ 5.42(d) and 5.43(c), the Department is 
not an authorized agent for service of 
process with respect to civil litigation 
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against Department employees purely 
in their personal, non-official capacity. 
Copies of summonses or complaints di-
rected to Department employees in 
connection with legal proceedings aris-
ing out of the performance of official 
duties may, however, be served upon 
the Office of the General Counsel. 

(d) Although the Department is not 
an agent for the service of process upon 
its employees with respect to purely 
personal, non-official litigation, the 
Department recognizes that its em-
ployees should not use their official po-
sitions to evade their personal obliga-
tions and will, therefore, counsel and 
encourage Department employees to 
accept service of process in appropriate 
cases. 

(e) Documents for which the Office of 
the General Counsel accepts service in 
official capacity only shall be stamped 
‘‘Service Accepted in Official Capacity 
Only’’. Acceptance of service shall not 
constitute an admission or waiver with 
respect to jurisdiction, propriety of 
service, improper venue, or any other 
defense in law or equity available 
under applicable laws or rules. 

[68 FR 4070, Jan. 27, 2003, as amended at 85 
FR 22582, Apr. 23, 2020] 

§ 5.43 Service of subpoenas, court or-
ders, and other demands or re-
quests for official information or 
action. 

(a) Except in cases in which the De-
partment is represented by legal coun-
sel who have entered an appearance or 
otherwise given notice of their rep-
resentation, only the Office of the Gen-
eral Counsel is authorized to receive 
and accept subpoenas (consistent with 
paragraph (g) of this section) or other 
demands or requests directed to the 
Secretary, the Department, or any 
component thereof, or its employees, 
whether civil or criminal in nature, 
for: 

(1) Material, including documents, 
contained in the files of the Depart-
ment; 

(2) Information, including testimony, 
affidavits, declarations, admissions, re-
sponses to interrogatories, or informal 
statements, relating to material con-
tained in the files of the Department or 
which any Department employee ac-

quired in the course and scope of the 
performance of his official duties; 

(3) Garnishment or attachment of 
compensation of current or former em-
ployees; or 

(4) The performance or non-perform-
ance of any official Department duty. 

(b) In the event that any subpoena, 
demand, or request is sought to be de-
livered to a Department employee 
other than in the manner prescribed in 
paragraph (a) of this section, such em-
ployee shall, after consultation with 
the Office of the General Counsel, de-
cline service and direct the server of 
process to the Departmental regula-
tions. If the subpoena, demand, or 
other request is nonetheless delivered 
to the employee, the employee shall 
immediately forward a copy of that 
document to the Office of the General 
Counsel. 

(c) Except as otherwise provided in 
this subpart, the Department is not an 
agent for service, or otherwise author-
ized to accept on behalf of its employ-
ees, any subpoenas, show-cause orders, 
or similar compulsory process of fed-
eral or state courts, or requests from 
private individuals or attorneys, which 
are not related to the employees’ offi-
cial duties except upon the express, 
written authorization of the individual 
Department employee to whom such 
demand or request is directed. 

(d) Acceptance of such documents by 
the Office of the General Counsel does 
not constitute a waiver of any defenses 
that might otherwise exist with re-
spect to service under the Federal 
Rules of Civil or Criminal Procedure or 
other applicable rules. 

(e) Copies of any subpoenas, show 
cause orders, or similar compulsory 
process of federal or state courts, or re-
quests from private individuals or at-
torneys, directed to former employees 
of the Department in connection with 
legal proceedings arising out of the 
performance of official duties shall also 
be served upon the Office of the Gen-
eral Counsel. The Department shall 
not, however, serve as an agent for 
service for the former employee, nor is 
the Department otherwise authorized 
to accept service on behalf of its 
former employees. If the demand in-
volves their official duties, former em-
ployees who receive subpoenas, show 
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cause orders, or similar compulsory 

process of federal or state courts 

should also notify in the component of 

the Department in which they were 

employed if the service involves their 

official duties while so employed. 

(f) If the subpoena, demand, or other 

request is nonetheless delivered to the 

employee, the employee shall imme-

diately forward a copy of that docu-

ment to the Office of the General Coun-

sel. 

(g) Subpoenas must be delivered by 

personal service at the appropriate ad-

dress as indicated in appendix A to this 

subpart, consistent with the Federal 

Rules of Civil Procedure, unless DHS 

has specified alternative means of serv-

ice, in its discretion, on the DHS 

website as indicated in appendix A to 

this subpart. This paragraph (g) does 

not apply to other demands or requests 

for information under paragraph (a) of 

this section. 

[68 FR 4070, Jan. 27, 2003, as amended at 85 

FR 22582, Apr. 23, 2020] 

§ 5.44 Testimony and production of 
documents prohibited unless ap-
proved by appropriate Department 
officials. 

(a) No employee, or former employee, 

of the Department shall, in response to 

a demand or request, including in con-

nection with any litigation, provide 

oral or written testimony by deposi-

tion, declaration, affidavit, or other-

wise concerning any information ac-

quired while such person is or was an 

employee of the Department as part of 

the performance of that person’s offi-

cial duties or by virtue of that person’s 

official status, unless authorized to do 

so by the Office of the General Counsel, 

or as authorized in § 5.44(b). 

(b) No employee, or former employee, 

shall, in response to a demand or re-

quest, including in connection with 

any litigation, produce any document 

or any material acquired as part of the 

performance of that employee’s duties 

or by virtue of that employee’s official 

status, unless authorized to do so by 

the Office of the General Counsel or the 

delegates thereof, as appropriate. 

§ 5.45 Procedure when testimony or 
production of documents is sought; 
general. 

(a) If official information is sought, 

through testimony or otherwise, by a 

request or demand, the party seeking 

such release or testimony must (except 

as otherwise required by federal law or 

authorized by the Office of the General 

Counsel) set forth in writing, and with 

as much specificity as possible, the na-

ture and relevance of the official infor-

mation sought. Where documents or 

other materials are sought, the party 

should provide a description using the 

types of identifying information sug-

gested in § 5.3(b). Subject to § 5.47, De-

partment employees may only produce, 

disclose, release, comment upon, or 

testify concerning those matters which 

were specified in writing and properly 

approved by the appropriate Depart-

ment official designated in § 5.44. See 

United States ex rel. Touhy v. Ragen, 340 

U.S. 462 (1951). The Office of the Gen-

eral Counsel may waive the require-

ment of this subsection in appropriate 

circumstances. 

(b) To the extent it deems necessary 

or appropriate, the Department may 

also require from the party seeking 

such testimony or documents a plan of 

all reasonably foreseeable demands, in-

cluding but not limited to the names of 

all employees and former employees 

from whom discovery will be sought, 

areas of inquiry, expected duration of 

proceedings requiring oral testimony, 

and identification of potentially rel-

evant documents. 

(c) The appropriate Department offi-

cial designated in § 5.42 will notify the 

Department employee and such other 

persons as circumstances may warrant 

of its decision regarding compliance 

with the request or demand. 

(d) The Office of the General Counsel 

will consult with the Department of 

Justice regarding legal representation 

for Department employees in appro-

priate cases. 
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§ 5.46 Procedure when response to de-
mand is required prior to receiving 
instructions. 

(a) If a response to a demand is re-
quired before the appropriate Depart-
ment official designated in § 5.44 ren-
ders a decision, the Department, if nec-
essary, will request that the Depart-
ment of Justice or the appropriate De-
partment attorney take appropriate 
steps to stay, postpone, or obtain relief 
from the demand pending decision. If 
necessary, the attorney will: 

(1) Appear with the employee upon 
whom the demand has been made; 

(2) Furnish the court or other author-
ity with a copy of the regulations con-
tained in this subpart; 

(3) Inform the court or other author-
ity that the demand has been, or is 
being, as the case may be, referred for 
the prompt consideration of the appro-
priate Department official; and 

(4) Respectfully request the court or 
authority to stay the demand pending 
receipt of the requested instructions. 

(b) In the event that an immediate 
demand for production or disclosure is 
made in circumstances which would 
preclude the proper designation or ap-
pearance of a Department of Justice or 
appropriate Department attorney on 
the employee’s behalf, the employee, if 
necessary, shall respectfully request 
from the demanding court or authority 
for a reasonable stay of proceedings for 
the purpose of obtaining instructions 
from the Department. 

§ 5.47 Procedure in the event of an ad-
verse ruling. 

If a stay of, or other relief from, the 
effect of the demand in response to a 
request made pursuant to § 5.46 is de-
clined or not obtained, or if the court 
or other judicial or quasi-judicial au-
thority declines to stay the effect of 
the demand in response to a request 
made pursuant to § 5.46, or if the court 
or other authority rules that the de-
mand must be complied with irrespec-
tive of the Department’s instructions 
not to produce the material or disclose 
the information sought, the employee 
upon whom the demand has been made 
shall respectfully decline to comply 
with the demand, citing this subpart 
and United States ex rel. Touhy v. Ragen, 
340 U.S. 462 (1951). 

§ 5.48 Considerations in determining 
whether the Department will com-
ply with a demand or request. 

(a) In deciding whether to comply 
with a demand or request, Department 
officials and attorneys shall consider, 
among any other pertinent consider-
ations: 

(1) Whether such compliance would 
be unduly burdensome or otherwise in-
appropriate under the applicable rules 
of discovery or the rules of procedure 
governing the case or matter in which 
the demand arose; 

(2) Whether compliance is appro-
priate under the relevant substantive 
law concerning privilege or disclosure 
of information; 

(3) The public interest; 

(4) The need to conserve the time of 
Department employees for the conduct 
of official business; 

(5) The need to avoid spending the 
time and money of the United States 
for private purposes; 

(6) The need to maintain impartiality 
between private litigants in cases 
where a substantial government inter-
est is not implicated; 

(7) Whether compliance would have 
an adverse effect on performance by 
the Department of its mission and du-
ties; and 

(8) The need to avoid involving the 
Department in controversial issues not 
related to its mission. 

(b) Among those demands and re-
quests in response to which compliance 
will not ordinarily be authorized are 
those with respect to which any of the 
following factors, inter alia, exist: 

(1) Compliance would violate a stat-
ute or a rule of procedure; 

(2) Compliance would violate a spe-
cific regulation or Executive order; 

(3) Compliance would reveal informa-
tion properly classified in the interest 
of national security; 

(4) Compliance would reveal con-
fidential commercial or financial infor-
mation or trade secrets without the 
owner’s consent; 

(5) Compliance would reveal the in-
ternal deliberative processes of the Ex-
ecutive Branch; or 

(6) Compliance would potentially im-
pede or prejudice an on-going law en-
forcement investigation. 
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§ 5.49 Prohibition on providing expert 
or opinion testimony. 

(a) Except as provided in this section, 
and subject to 5 CFR 2635.805, Depart-
ment employees shall not provide opin-
ion or expert testimony based upon in-
formation which they acquired in the 
scope and performance of their official 
Department duties, except on behalf of 
the United States or a party rep-
resented by the Department of Justice. 

(b) Any expert or opinion testimony 
by a former employee of the Depart-
ment shall be excepted from 5.49(a) 
where the testimony involves only gen-
eral expertise gained while employed 
at the Department. 

(c) Upon a showing by the requestor 
of exceptional need or unique cir-
cumstances and that the anticipated 
testimony will not be adverse to the in-
terests of the United States, the appro-
priate Department official designated 
in § 5.44 may, consistent with 5 CFR 
2635.805, in their discretion and with 
the concurrence of the Office of the 
General Counsel, grant special, written 
authorization for Department employ-
ees, or former employees, to appear and 
testify as expert witnesses at no ex-
pense to the United States. 

(d) If, despite the final determination 
of the appropriate Department official 
designated in § 5.44, a court of com-
petent jurisdiction or other appro-
priate authority orders the appearance 
and expert or opinion testimony of a 
current or former Department em-
ployee, that person shall immediately 
inform the Office of the General Coun-
sel of such order. If the Office of the 
General Counsel determines that no 
further legal review of or challenge to 
the court’s order will be made, the De-
partment employee, or former em-
ployee, shall comply with the order. If 
so directed by the Office of the General 
Counsel, however, the employee, or 
former employee, shall respectfully de-
cline to testify. 

APPENDIX A TO SUBPART C OF PART 5— 
SERVICE OF PROCESS OF SUMMONSES, 
COMPLAINTS, AND SUBPOENAS 

1. OFFICE OF THE GENERAL COUNSEL— 
HEADQUARTERS 

(a) In general. Pursuant to § 5.42, the Office 
of the General Counsel Headquarters may ac-
cept service of process on behalf of the De-

partment, including each of its components, 
regardless of whether such components are 
otherwise listed in this appendix. 

(b) Service of Process of Summonses and Com-
plaints. Pursuant to § 5.42, unless an alter-
native means of service is specified at https:// 
www.dhs.gov/office-general-counsel, mail sum-
monses and complaints against the Depart-
ment or its personnel in their official capac-
ity by registered or certified mail to Office 
of the General Counsel, U.S. Department of 
Homeland Security, 2707 Martin Luther King 
Jr. Ave SE, Washington, DC 20528–0485. To 
aid in prompt handling of any summons and 
complaint, parties are encouraged to also 
email a copy to OGC@hq.dhs.gov. 

(c) Service of Process for Subpoenas. Pursu-
ant to § 5.43, unless an alternative means of 
service is specified at https://www.dhs.gov/of-
fice-general-counsel, deliver service of process 
to the following address: Office of the Gen-
eral Counsel, U.S. Department of Homeland 
Security, 2707 Martin Luther King Jr. Ave 
SE, Gate 1, Washington, DC 20016. 

2. U.S. CUSTOMS & BORDER PROTECTION (CBP) 

(a) Service of Process of Summonses and Com-
plaints. Pursuant to § 5.42, unless an alter-
native means of service is specified at https:// 
www.cbp.gov/service-of-process, mail sum-
monses and complaints against CBP or its 
personnel in their official capacity by reg-
istered or certified mail to the following ad-
dress: Office of Chief Counsel, U.S. Customs 
and Border Protection, 1300 Pennsylvania 
Avenue, Suite 4.4–B, Washington, DC 20229. 
To aid in prompt handling of any summons 
and complaint, parties are encouraged to 
also email a copy to CBP-Service- 
Intake@cbp.dhs.gov. 

(b) Service of Process for Subpoenas. Pursu-
ant to § 5.43, unless an alternative means of 
service is specified at https://www.cbp.gov/ 
service-of-process, deliver service of process to 
the following address: Office of Chief Coun-
sel, U.S. Customs and Border Protection, 
1300 Pennsylvania Avenue, Suite 4.4–B, 
Washington, DC 20229. To aid in prompt han-
dling of any subpoena, parties are encour-
aged to also email a copy to CBP-Service- 
Intake@cbp.dhs.gov. 

(c) Field Counsel. CBP field counsel may 
also accept service of process at their normal 
duty station, in their discretion. 

3. CYBERSECURITY AND INFRASTRUCTURE 
SECURITY AGENCY (CISA) 

(a) Service of Process of Summonses and Com-
plaints. Pursuant to § 5.42, unless an alter-
native means of service is specified at https:// 
www.cisa.gov/contact-us, mail summonses and 
complaints against CISA or its personnel in 
their official capacity by registered or cer-
tified mail to the following address: Office of 
the Chief Counsel, Cybersecurity and Infra-
structure Security Agency, 1616 Fort Myer 
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Drive, Arlington, VA 22209. To aid in prompt 
handling, parties are encouraged to also 
email a copy to CISA.OCC@cisa.dhs.gov. 

(b) Service of Process for Subpoenas. Pursu-
ant to § 5.43, unless an alternative means of 
service is specified at https://www.cisa.gov/ 
contact-us, deliver service of process to the 
following address: Office of the Chief Coun-
sel, Cybersecurity and Infrastructure Secu-
rity Agency, 1616 Fort Myer Drive, Arling-
ton, VA 22209. To aid in prompt handling, 
parties are encouraged to also email a copy 
to CISA.OCC@cisa.dhs.gov. 

4. FEDERAL EMERGENCY MANAGEMENT AGENCY 
(FEMA) 

(a) Service of Process of Summonses and Com-
plaints. Pursuant to § 5.42, mail summonses 
and complaints against FEMA or its per-
sonnel in their official capacity by registered 
or certified mail to the following address: Of-
fice of the Chief Counsel, Federal Emergency 
Management Agency, 500 C Street SW, Wash-
ington, DC 20472. To aid in prompt handling 
of any summons and complaint, parties are 
encouraged to also email a copy to FEMA- 
ActionOffice-OCC@fema.dhs.gov. 

(b) Service of Process for Subpoenas. Pursu-
ant to § 5.43, deliver service of process to the 
address indicated at 44 CFR 5.83. To aid in 
prompt handling of any summons and com-
plaint, parties are encouraged to also email 
a copy to FEMA-ActionOffice- 
OCC@fema.dhs.gov. 

5. FEDERAL LAW ENFORCEMENT TRAINING 
CENTERS (FLETCS) 

(a) Service of Process of Summonses and Com-
plaints. Pursuant to § 5.42, unless an alter-
native means of service is specified at https:// 
www.fletc.gov/about/contact-us, mail sum-
monses and complaints against FLETC or its 
personnel in their official capacity by reg-
istered or certified mail to the following ad-
dress: Office of Chief Counsel, Federal Law 
Enforcement Training Centers, 1131 Chapel 
Crossing Rd., Bldg. 93, Glynco, GA 31524. 

(b) Service of Process for Subpoenas. Pursu-
ant to § 5.43, unless an alternative means of 
service is specified at https://www.fletc.gov/ 
about/contact-us, deliver service of process to 
the following address: Office of Chief Coun-
sel, Federal Law Enforcement Training Cen-
ters, 1131 Chapel Crossing Rd., Bldg. 93, 
Glynco, GA 31524. 

6. UNITED STATES IMMIGRATION & CUSTOMS 
ENFORCEMENT (ICE) 

(a) Service of Process of Summonses and Com-
plaints. Pursuant to § 5.42, mail summonses 
and complaints against ICE or its personnel 
in their official capacity by registered or 
certified mail to the following address: U.S. 
Immigration and Customs Enforcement, Of-
fice of the Principal Legal Advisor, 500 12th 
St. SW, Mail Stop 5900, Washington, DC 

20536–5900. To aid in prompt handling, parties 

are encouraged to email a courtesy copy of a 

summons or complaint properly served in ac-

cordance with local rules and this guidance 

to OPLAServiceIntake@ice.dhs.gov. 

(b) Service of Process for Subpoenas. Pursu-

ant to § 5.43, deliver service of process to the 

following address: U.S. Immigration and Cus-

toms Enforcement, Office of the Principal 

Legal Advisor, 500 12th St. SW, Mail Stop 

5900, Washington, DC 20536–5900. To aid in 

prompt handling, parties are encouraged to 

email a courtesy copy to 

OPLAServiceIntake@ice.dhs.gov. 

7. OFFICE OF INSPECTOR GENERAL (OIG) 

(a) Service of Process of Summonses and Com-

plaints. Pursuant to § 5.42, unless an alter-

native means of service is specified at https:// 

www.oig.dhs.gov/about/contact, mail sum-

monses and complaints against OIG or its 

personnel in their official capacity by reg-

istered or certified mail to the following ad-

dress: Office of Inspector General, 245 Murray 

Lane SW, Stop 0305, Washington, DC 20528. 

(b) Service of Process for Subpoenas. Pursu-

ant to § 5.43, unless an alternative means of 

service is specified at https://www.oig.dhs.gov/ 

about/contact, deliver service of process to 

the following address: Office of Inspector 

General, 245 Murray Lane SW, Stop 0305, 

Washington, DC 20528. 

8. TRANSPORTATION SECURITY 

ADMINISTRATION (TSA) 

(a) Service of Process of Summonses and Com-

plaints. Pursuant to § 5.42, unless an alter-

native means of service is specified at https:// 

www.TSA.gov/contacts, mail summonses and 

complaints against TSA or its personnel in 

their official capacity by registered or cer-

tified mail to the following address: TSA- Of-

fice of Chief Counsel (TSA–2), 601 S 12th 

Street, Arlington, VA 20598–6002. To aid in 

prompt handling of any summons and com-

plaint, parties are encouraged to also email 

a copy to OCCCommunications@tsa.dhs.gov. 

(b) Service of Process for Subpoenas. Pursu-

ant to § 5.43, unless an alternative means of 

service is specified at https://www.TSA.gov/ 

contacts, deliver service of process to the fol-

lowing address: TSA- Office of Chief Counsel 

(TSA–2), 601 S 12th Street, Arlington, VA 

20598–6002. Subpoenas or other judicial proc-

ess directed to TSA or its officers/employees 

in an official capacity (not addressed in 

paragraph (a) of item 7 of this appendix) may 

also be sent by email to 

OCCCommunications@tsa.dhs.gov. 

(c) Field counsel. TSA field counsel may 

also accept service of process at their normal 

duty station, in their discretion. 
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9. U.S. CITIZENSHIP & IMMIGRATION SERVICES 
(USCIS) 

(a) Service of Process of Summonses and Com-
plaints. Pursuant to § 5.42, unless an alter-
native means of service is specified at https:// 
www.uscis.gov/about-us/contact-us, mail sum-
monses and complaints against USCIS or its 
personnel in their official capacity by reg-
istered or certified mail to the following ad-
dress: USCIS, Office of the Chief Counsel, 20 
Massachusetts Ave. NW, Room 4210, Wash-
ington, DC 20529. To aid in prompt handling 
of any summons and complaint, parties are 
encouraged to also email a copy to 
uscis.serviceofprocess@uscis.dhs.gov. 

(b) Service of Process for Subpoenas. Pursu-
ant to § 5.43, unless an alternative means of 
service is specified at https://www.uscis.gov/ 
about-us/contact-us, deliver service of process 
to the following address: USCIS, Office of the 
Chief Counsel, 20 Massachusetts Ave. NW, 
Room 4210, Washington, DC 20529. To aid in 
prompt handling of subpoenas, parties are 
encouraged to also email a copy to 
uscis.serviceofprocess@uscis.dhs.gov. 

10. U.S. COAST GUARD (USCG) 

(a) Service of Process of Summonses and Com-
plaints. Pursuant to § 5.42, unless an alter-
native means of service is specified at https:// 
www.uscg.mil/Resources/Legal/, mail sum-
monses and complaints against USCG or its 
personnel in their official capacity by reg-
istered or certified mail to the following ad-
dress: Commandant CG–LCL, US Coast 
Guard HQ, 2703 Martin Luther King Jr. Ave. 
SE, Stop 7213, Washington, DC 20593–7213. 

(b) Service of Process for Subpoenas. Pursu-
ant to § 5.43, unless an alternative means of 
service is specified at https://www.uscg.mil/Re-
sources/Legal/, deliver service of process to 
the following address: Commandant CG–LCL, 
US Coast Guard HQ Visitor Center, Gate 4, 
1790 Ash St. SE, Washington, DC 20032. 

11. UNITED STATES SECRET SERVICE (USSS) 

(a) Service of Process of Summonses and Com-
plaints. Pursuant to § 5.42, unless an alter-
native means of service is specified at https:// 
www.secretservice.gov/contact/, mail sum-
monses and complaints against USSS or its 
personnel in their official capacity by reg-
istered or certified mail to the following ad-
dress: Communications Center, 245 Murray 
Lane SW, Building T5, Washington, DC 20223, 
Attn: Office of Chief Counsel. 

(b) Service of Process for Subpoenas. Pursu-
ant to § 5.43, unless an alternative means of 
service is specified at https:// 
www.secretservice.gov/contact/, deliver service 
of process to the following address: Commu-
nications Center, 245 Murray Lane SW, 
Building T5, Washington, DC 20223, Attn: Of-
fice of Chief Counsel. 

[85 FR 22582, Apr. 23, 2020] 

APPENDIX A TO PART 5—FOIA/PRIVACY 
ACT OFFICES OF THE DEPARTMENT 
OF HOMELAND SECURITY 

I. For the following Headquarters Offices of 
the Department of Homeland Security, FOIA 
and Privacy Act requests should either be 
mailed to the Department’s Privacy Office, 
Mail Stop 0655, U.S. Department of Home-
land Security, 2707 Martin Luther King Jr. 
Ave. SE, Washington, DC 20528–0655, or sub-
mitted electronically through https:// 
foiarequest.dhs.gov/. To respond to your FOIA 
or Privacy Act request as quickly as pos-
sible, we strongly encourage you to submit 
your request electronically. Additional con-
tact information for questions: Phone: 202– 
343–1743 or 866–431–0486, Fax: 202–343–4011, or 
Email: foia@hq.dhs.gov. The Public Liaison 
may also be contacted using this informa-
tion. 

The Headquarters Offices are: 

Office of the Secretary 
Office of the Deputy Secretary 
Office of the General Counsel (OGC) 
Office of the Executive Secretary (ESEC) 
Office of Intelligence and Analysis (I&A) 
Office of Legislative Affairs (OLA) 
Office of Operations Coordination (OPS) 
Office of Partnership and Engagement (OPE) 
Office of Public Affairs (OPA) 
Office of Strategy, Policy, and Plans (PLCY) 
Citizenship and Immigration Services Om-

budsman (CISOMB) 
Civil Rights and Civil Liberties (CRCL) 

Countering Weapons of Mass Destruction 
Office (CWMD) 

Federal Protective Service (FPS) 
Management Directorate (MGMT), including 

the Office of Biometric Identity Manage-
ment (OBIM) 

Military Advisor’s Office (MIL) 
Privacy Office (PRIV) 
Science and Technology Directorate (S&T) 

II. For the following components and of-
fices of the Department of Homeland Secu-
rity, FOIA and Privacy Act requests should 
be sent to the component’s FOIA Office, un-
less otherwise noted below. For each compo-
nent, the Public Liaison may also be con-
tacted using the information below. The 
components are: 

Cybersecurity and Infrastructure Security 
Agency (CISA) 

All requests should be either be mailed to 
the Department’s Privacy Office, Mail Stop 
0655, U.S. Department of Homeland Security, 
2707 Martin Luther King Jr. Ave. SE, Wash-
ington, DC 20528–0655, or submitted electroni-
cally through https://foiarequest.dhs.gov/. To 
respond to your FOIA or Privacy Act request 
as quickly as possible, we strongly encourage 
you to submit your request electronically. 
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Additional contact information for ques-
tions: Phone: 202–343–1743 or 866–431–0486, 
Fax: 202–343–4011, or Email: 
CISAFOIA@hq.dhs.gov. 

U.S. Customs and Border Protection (CBP) 

All requests should be mailed to U.S. Cus-
toms and Border Protection, Office of Pri-
vacy and Diversity Office, 90 K Street NE, 
Mail Stop 1181, 9th Floor, or submitted elec-
tronically at https://foiaonline.gov/foiaonline/ 
action/public/home or 
cbpfoiapublicliaison@cbp.dhs.gov. Electronic 
requests should be made to https:// 
foiarequest.dhs.gov/ once CBP is no longer 
listed as an agency on https://foiaonline.gov/ 
foiaonline/action/public/home. To respond to 
your FOIA or Privacy Act request as quickly 
as possible, we strongly encourage you to 
submit your request electronically. Addi-
tional contact information for questions: 
Phone: 202–325–0150. 

Federal Emergency Management Agency 
(FEMA) 

All requests should be mailed to FOIA Offi-
cer, 500 C Street SW, Room 840, Washington, 
DC 20472, or submitted electronically 
through https://foiarequest.dhs.gov/. To re-
spond to your FOIA or Privacy Act request 
as quickly as possible, we strongly encourage 
you to submit your request electronically. 
Additional contact information for ques-
tions: Phone: 202–646–3323, Fax: 202–646–3347, 
or Email: fema-foia@fema.dhs.gov. 

Federal Law Enforcement Training Center 
(FLETC) 

All requests should be mailed to Freedom 
of Information Act Officer, Building #681, 
Suite B187, 1131 Chapel Crossing Road, Glico, 
GA 31524, or submitted electronically to 
https://foiarequest.dhs.gov/. To respond to your 
FOIA or Privacy Act request as quickly as 
possible, we strongly encourage you to sub-
mit your request electronically. Additional 
contact information for questions: Phone: 
912–267–3103, Fax: 912–267–3113, or Email: fletc- 
foia@dhs.gov. 

Immigration and Customs Enforcement (ICE) 

All requests should be mailed to Freedom 
of Information Act Office, 500 12th Street 
SW, Stop 5009, Washington, DC 20536–5009, or 
submitted electronically through https:// 
foiarequest.dhs.gov/. To respond to your FOIA 
or Privacy Act request as quickly as pos-
sible, we strongly encourage you to submit 
your request electronically. Additional con-
tact information for questions: Phone: 866– 
633–1182, Fax: 202–732–4265, or Email: ice- 
foia@ice.dhs.gov. 

Office of Inspector General 

All requests should be mailed to the OIG 
Office of Counsel, 245 Murray Lane SW, Mail 

Stop—0305, Washington, DC 20528–0305, or 
submitted electronically through https:// 
foiarequest.dhs.gov/. To respond to your FOIA 
or Privacy Act request as quickly as pos-
sible, we strongly encourage you to submit 
your request electronically. Additional con-
tact information for questions: Phone: 202– 
981–6100, Fax: 202–245–5217, or Email: 
foia.oig@oig.dhs.gov. 

Transportation Security Administration (TSA) 

All requests should be mailed to Freedom 
of Information Act Branch, 6595 Springfield 
Center Drive, Springfield, VA 20598–6020, or 
submitted electronically through https:// 
foiarequest.dhs.gov/. To respond to your FOIA 
or Privacy Act request as quickly as pos-
sible, we strongly encourage you to submit 
your request electronically. Additional con-
tact information for questions: Phone: 1–866– 
FOIA–TSA or 571–227–2300, Fax: 571–227–1406, 
or Email: foia@tsa.dhs.gov. 

U.S. Citizenship and Immigration Services 
(USCIS) 

All requests should be mailed to National 
Records Center, FOIA/PA Office, P. O. Box 
648010, Lee’s Summit, MO. 64064–8010 or sub-
mitted electronically through the USCIS 
FOIA Portal: https://first.uscis.gov/. To re-
spond to your FOIA or Privacy Act request 
as quickly as possible, we strongly encourage 
you to submit your request electronically. 
Additional contact information for ques-
tions: Phone: 1–800–375–5283, USCIS Contact 
Center, or Email: 
FOIAPAQuestions@uscis.dhs.gov. 

U.S. Coast Guard (USCG) 

All requests should be mailed to Com-
mandant (CG–6P), 2703 Martin Luther King 
Jr. Ave. SE, Stop 7710, Washington, DC 20593– 
7710, or submitted electronically through 
https://foiarequest.dhs.gov/. To respond to your 
FOIA or Privacy Act request as quickly as 
possible, we strongly encourage you to sub-
mit your request electronically. Additional 
contact information for questions: Phone: 
202–475–3522, Fax: 202–372–8413, or Email: 
efoia@uscg.mil. 

U.S. Secret Service (USSS) 

All requests should be mailed to Freedom 
of Information Act and Privacy Act Branch, 
245 Murray Lane SW, Building T–5, Wash-
ington, DC 20223, or submitted electronically 
to FOIA@usss.dhs.gov. To respond to your 
FOIA or Privacy Act request as quickly as 
possible, we strongly encourage you to sub-
mit your request electronically. Additional 
contact information for questions: Phone: 
202–406–6370, Fax: 202–406–5586, or Email: 
FOIA@usss.dhs.gov. 

[87 FR 68607, Nov. 16, 2022] 
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APPENDIX B TO PART 5 [RESERVED] 

APPENDIX C TO PART 5—DHS SYSTEMS 
OF RECORDS EXEMPT FROM THE PRI-
VACY ACT 

This appendix implements provisions of 
the Privacy Act of 1974 that permit the De-
partment of Homeland Security (DHS) to ex-
empt its systems of records from provisions 
of the Act. During the course of normal 
agency operations, exempt materials from 
other systems of records may become part of 
the records in these and other DHS systems. 
To the extent that copies of records from 
other exempt systems of records are entered 
into any DHS system, DHS hereby claims 
the same exemptions for those records that 
are claimed for the original primary systems 
of records from which they originated and 
claims any additional exemptions in accord-
ance with this rule. 

Portions of the following DHS systems of 
records are exempt from certain provisions 
of the Privacy Act pursuant to 5 U.S.C. 552(j) 
and (k): 

1. The DHS/ALL—001 Freedom of Informa-
tion Act and Privacy Act Records System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/ALL—001 Freedom of In-
formation Act and Privacy Act Records Sys-
tem of Records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings there under; national secu-
rity and intelligence activities; and protec-
tion of the President of the United States or 
other individuals pursuant to section 3056 
and 3056A of Title 18. The DHS/ALL—001 
Freedom of Information Act and Privacy Act 
Records System of Records contains infor-
mation that is collected by, on behalf of, in 
support of, or in cooperation with DHS and 
its components and may contain personally 
identifiable information collected by other 
federal, state, local, tribal, foreign, or inter-
national government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3) and (4): (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), 
(e)(5), (e)(8), (e)(12); (f); (g)(1); and (h) pursu-
ant to 5 U.S.C. 552a(j)(2). Additionally, the 
Secretary of Homeland Security has exempt-
ed this system from the following provisions 
of the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3): (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pursuant 
to 5 U.S.C. § 552a(k)(1), (k)(2), (k)(3), (k)(5), 
and (k)(6). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
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(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (e)(12) (Computer 
Matching) if the agency is a recipient agency 
or a source agency in a matching program 
with a non-Federal agency, with respect to 
any establishment or revision of a matching 
program, at least 30 days prior to conducting 
such program, publish in the FEDERAL REG-
ISTER notice of such establishment or revi-
sion. 

(j) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

(k) From subsection (h) (Legal Guardians) 
the parent of any minor, or the legal guard-
ian of any individual who has been declared 
to be incompetent due to physical or mental 
incapacity or age by a court of competent ju-
risdiction, may act on behalf of the indi-
vidual. 

2. The DHS/ALL–029 Civil Rights and Civil 
Liberties Records System of Records con-
sists of electronic and paper records and will 
be used by DHS and its components. The 
DHS/ALL–029 Civil Rights and Civil Liberties 
Records System of Records is a repository of 
information held by DHS in connection with 
its several and varied missions and func-
tions, including, but not limited to the en-
forcement of civil and criminal laws; inves-
tigations, inquiries, and proceedings there-
under; national security and intelligence ac-
tivities; and protection of the President of 
the United States or other individuals pursu-
ant to Section 3056 and 3056A of Title 18. The 

DHS/ALL–029 Civil Rights and Civil Liberties 
Records System of Records contains infor-
mation that is collected by, on behalf of, in 
support of, or in cooperation with DHS and 
its components and may contain personally 
identifiable information collected by other 
Federal, state, local, Tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pursuant 
to 5 U.S.C. § 552a(k)(1), (k)(2), (k)(3), and 
(k)(5). Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the individual 
who is the subject of an investigation of an 
actual or potential criminal, civil, or regu-
latory violation to the existence of that in-
vestigation and reveal investigative interest 
on the part of DHS as well as the recipient 
agency. Disclosure of the accounting would, 
therefore, present a serious impediment to 
law enforcement efforts and/or efforts to pre-
serve national security. Disclosure of the ac-
counting would also permit the individual 
who is the subject of a record to impede the 
investigation, to tamper with witnesses or 
evidence, and to avoid detection or appre-
hension, which would undermine the entire 
investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the indi-
vidual who is the subject of an investigation 
of an actual or potential criminal, civil, or 
regulatory violation to the existence of that 
investigation and reveal investigative inter-
est on the part of DHS or another agency. 
Access to the records could permit the indi-
vidual who is the subject of a record to im-
pede the investigation, to tamper with wit-
nesses or evidence, and to avoid detection or 
apprehension. Amendment of the records 
could interfere with ongoing investigations 
and law enforcement activities and would 
impose an unreasonable administrative bur-
den by requiring investigations to be contin-
ually reinvestigated. In addition, permitting 
access and amendment to such information 
could disclose security-sensitive information 
that could be detrimental to homeland secu-
rity. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
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all information that may aid in establishing 

patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 

and (e)(4)(I) (Agency Requirements) and (f) 

(Agency Rules), because portions of this sys-

tem are exempt from the individual access 

provisions of subsection (d) for the reasons 

noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

3. DHS–ALL–005, Redress and Response 
Records System. A portion of the following 
system of records is exempt from 5 U.S.C. 
552a(c)(3) and (4); (d)(1), (2), (3), and (4); (e)(1), 
(2), (3), (4)(G) through (I), (5), and (8); (f), and 
(g); however, these exemptions apply only to 
the extent that information in this system 
records is recompiled or is created from in-
formation contained in other systems of 
records subject to such exemptions pursuant 
to 5 U.S.C. 552a(j)(2), (k)(1), (k)(2), and (k)(5). 
Further, no exemption shall be asserted with 
respect to information submitted by and col-
lected from the individual or the individual’s 
representative in the course of any redress 
process associated with this system of 
records. After conferring with the appro-
priate component or agency, DHS may waive 
applicable exemptions in appropriate cir-
cumstances and where it would not appear to 
interfere with or adversely affect the law en-
forcement or national security purposes of 
the systems from which the information is 
recompiled or in which it is contained. Ex-
emptions from the above particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, when information in this system 
records is recompiled or is created from in-
formation contained in other systems of 
records subject to exemptions for the fol-
lowing reasons: 

(a) From subsection (c)(3) because making 
available to a record subject the accounting 
of disclosures from records concerning him 
or her would specifically reveal any inves-
tigative interest in the individual. Revealing 
this information could reasonably be ex-
pected to compromise ongoing efforts to in-
vestigate a known or suspected terrorist by 
notifying the record subject that he or she is 
under investigation. This information could 
also permit the record subject to take meas-
ures to impede the investigation, e.g., de-
stroy evidence, intimidate potential wit-
nesses, or flee the area to avoid or impede 
the investigation. 

(b) From subsection (c)(4) because portions 
of this system are exempt from the access 
and amendment provisions of subsection (d). 

(c) From subsections (d)(1), (2), (3), and (4) 
because these provisions concern individual 
access to and amendment of certain records 
contained in this system, including law en-
forcement counterterrorism, investigatory, 
and intelligence records. Compliance with 
these provisions could alert the subject of an 
investigation of the fact and nature of the 
investigation, and/or the investigative inter-
est of intelligence or law enforcement agen-
cies; compromise sensitive information re-
lated to national security; interfere with the 
overall law enforcement process by leading 
to the destruction of evidence, improper in-
fluencing of witnesses, fabrication of testi-
mony, and/or flight of the subject; could 
identify a confidential source or disclose in-
formation which would constitute an unwar-
ranted invasion of another’s personal pri-
vacy; reveal a sensitive investigative or in-
telligence technique; or constitute a poten-
tial danger to the health or safety of law en-
forcement personnel, confidential inform-
ants, and witnesses. Amendment of these 
records would interfere with ongoing 
counterterrorism, law enforcement, or intel-
ligence investigations and analysis activities 
and impose an impossible administrative 
burden by requiring investigations, analyses, 
and reports to be continuously reinves-
tigated and revised. 

(d) From subsection (e)(1) because it is not 
always possible for DHS or other agencies to 
know in advance what information is rel-
evant and necessary for it to complete an 
identity comparison between the individual 
seeking redress and a known or suspected 
terrorist. Also, because DHS and other agen-
cies may not always know what information 
about an encounter with a known or sus-
pected terrorist will be relevant to law en-
forcement for the purpose of conducting an 
operational response. 

(e) From subsection (e)(2) because applica-
tion of this provision could present a serious 
impediment to counterterrorism, law en-
forcement, or intelligence efforts in that it 
would put the subject of an investigation, 
study, or analysis on notice of that fact, 
thereby permitting the subject to engage in 
conduct designed to frustrate or impede that 
activity. The nature of counterterrorism, 
law enforcement, or intelligence investiga-
tions is such that vital information about an 
individual frequently can be obtained only 
from other persons who are familiar with 
such individual and his/her activities. In 
such investigations it is not feasible to rely 
upon information furnished by the individual 
concerning his own activities. 

(f) From subsection (e)(3), to the extent 
that this subsection is interpreted to require 
DHS to provide notice to an individual if 
DHS or another agency receives or collects 
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information about that individual during an 
investigation or from a third party. Should 
the subsection be so interpreted, exemption 
from this provision is necessary to avoid im-
peding counterterrorism, law enforcement, 
or intelligence efforts by putting the subject 
of an investigation, study, or analysis on no-
tice of that fact, thereby permitting the sub-
ject to engage in conduct intended to frus-
trate or impede that activity. 

(g) From subsections (e)(4)(G), (H) and (I) 
(Agency Requirements) because portions of 
this system are exempt from the access and 
amendment provisions of subsection (d). 

(h) From subsection (e)(5) because many of 
the records in this system coming from other 
system of records are derived from other do-
mestic and foreign agency record systems 
and therefore it is not possible for DHS to 
vouch for their compliance with this provi-
sion; however, the DHS has implemented in-
ternal quality assurance procedures to en-
sure that data used in the redress process is 
as thorough, accurate, and current as pos-
sible. In addition, in the collection of infor-
mation for law enforcement, counterter-
rorism, and intelligence purposes, it is im-
possible to determine in advance what infor-
mation is accurate, relevant, timely, and 
complete. With the passage of time, seem-
ingly irrelevant or untimely information 
may acquire new significance as further in-
vestigation brings new details to light. The 
restrictions imposed by (e)(5) would limit the 
ability of those agencies’ trained investiga-
tors and intelligence analysts to exercise 
their judgment in conducting investigations 
and impede the development of intelligence 
necessary for effective law enforcement and 
counterterrorism efforts. The DHS has, how-
ever, implemented internal quality assur-
ance procedures to ensure that the data used 
in the redress process is as thorough, accu-
rate, and current as possible. 

(i) From subsection (e)(8) because to re-
quire individual notice of disclosure of infor-
mation due to compulsory legal process 
would pose an impossible administrative 
burden on DHS and other agencies and could 
alert the subjects of counterterrorism, law 
enforcement, or intelligence investigations 
to the fact of those investigations when not 
previously known. 

(j) From subsection (f) (Agency Rules) be-
cause portions of this system are exempt 
from the access and amendment provisions 
of subsection (d). 

(k) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act. 

4. The Department of Homeland Security 
Automated Biometric Identification System 
(IDENT) consists of electronic and paper 
records and will be used by DHS and its com-
ponents. IDENT is the primary repository of 
biometric information held by DHS in con-
nection with its several and varied missions 

and functions, including, but not limited to: 
The enforcement of civil and criminal laws 
(including the immigration law); investiga-
tions, inquiries, and proceedings thereunder; 
and national security and intelligence ac-
tivities. IDENT is a centralized and dynamic 
DHS-wide biometric database that also con-
tains limited biographic and encounter his-
tory information needed to place the biomet-
ric information in proper context. The infor-
mation is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
Federal, State, local, tribal, foreign, or 
international government agencies. 

Pursuant to exemptions 5 U.S.C. 552a(j)(2) 
of the Privacy Act, portions of this system 
are exempt from 5 U.S.C. 552a(c)(3) and (4); 
(d); (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(5) and (e)(8); (f)(2) through (5); and (g). 
Pursuant to 5 U.S.C. 552a(k)(2), this system 
is exempt from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in those subsections: 5 U.S.C. 552a 
(c)(3), (d), (e)(1), (e)(4)(G), and (e)(4)(H). Ex-
emptions from these particular subsections 
are justified, on a case-by-case basis to be 
determined at the time a request is made, for 
the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation; 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
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disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise the existence of a 
confidential investigation or reveal the iden-
tity of witnesses or confidential informants. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f)(2 through 5) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) and thereby 
would not require DHS to establish require-
ments or rules for records which are exempt-
ed from access. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act. 

5. The DHS/OIG–002 Investigative Records 
System of Records consists of electronic and 
paper records and will be used by DHS and 
its components. The DHS/OIG–002 Investiga-
tive Records System of Records is a reposi-
tory of information held by DHS in connec-
tion with its several and varied missions and 
functions, including, but not limited to the 
enforcement of civil and criminal laws; in-
vestigations, inquiries, and proceedings 
there under; national security and intel-

ligence activities; and protection of the 
President of the U.S. or other individuals 
pursuant to Section 3056 and 3056A of Title 
18. The DHS/OIG–002 Investigative Records 
System of Records contains information that 
is collected by, on behalf of, in support of, or 
in cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security, pursuant to 5 U.S.C. 552a(j)(2), 
has exempted this system from the following 
provisions of the Privacy Act: 5 U.S.C. 
552a(c)(3), (c)(4); (d); (e)(1), (e)(2), (e)(3), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5), (e)(8), (f); 
and (g)(1). Additionally, the Secretary of 
Homeland Security, pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), and (k)(5), has exempted 
this system from the following provisions of 
the Privacy Act, 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), and (f). Exemp-
tions from these particular subsections are 
justified, on a case-by-case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and efforts to preserve national 
security. Disclosure of the accounting would 
also permit the individual who is the subject 
of a record to impede the investigation, to 
tamper with witnesses or evidence, and to 
avoid detection or apprehension, which 
would undermine the entire investigative 
process. When an investigation has been 
completed, information on disclosures made 
may continue to be exempted if the fact that 
an investigation occurred remains sensitive 
after completion. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities 
and would impose an unreasonable adminis-
trative burden by requiring investigations to 
be continually reinvestigated. In addition, 
permitting access and amendment to such 
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information could disclose security-sensitive 
information that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements) and (f) (Agency 
Rules), because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(j) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

6. The Immigration and Customs Enforce-

ment (ICE) Pattern Analysis and Informa-

tion Collection (ICEPIC) System consists of 

electronic and paper records and will be used 

by DHS and its components. ICEPIC is a re-

pository of information held by DHS in con-

nection with its several and varied missions 
and functions, including, but not limited to: 
The enforcement of civil and criminal laws 
(including the immigration law); investiga-
tions, inquiries, and proceedings there under; 
and national security and intelligence ac-
tivities. ICEPIC contains information that is 
collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. 

Pursuant to exemption 5 U.S.C. 552a(j)(2) of 
the Privacy Act, portions of this system are 
exempt from 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(5) 
and (e)(8); (f), and (g). Pursuant to 5 U.S.C. 
552a(k)(2), this system is exempt from the 
following provisions of the Privacy Act, sub-
ject to the limitations set forth in those sub-
sections: 5 U.S.C. 552a(c)(3), (d), (e)(1), 
(e)(4)(G), (e)(4)(H), and (f). Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
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impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 

impossible to determine in advance what in-

formation is accurate, relevant, timely, and 

complete. Compliance with (e)(5) would pre-

clude DHS agents from using their investiga-

tive training and exercise of good judgment 

to both conduct and report on investiga-

tions. 

(h) From subsection (e)(8) (Notice on Indi-

viduals) because compliance would interfere 

with DHS’ ability to obtain, serve, and issue 

subpoenas, warrants, and other law enforce-

ment mechanisms that may be filed under 

seal, and could result in disclosure of inves-

tigative techniques, procedures, and evi-

dence. 

(i) From subsection (g) to the extent that 

the system is exempt from other specific 

subsections of the Privacy Act relating to in-

dividuals’ rights to access and amend their 

records contained in the system. Therefore 

DHS is not required to establish rules or pro-

cedures pursuant to which individuals may 

seek a civil remedy for the agency’s: Refusal 

to amend a record; Refusal to comply with a 

request for access to records; failure to 

maintain accurate, relevant timely and com-

plete records; or failure to otherwise comply 

with an individual’s right to access or amend 

records. 

7. The Office of Intelligence and Analysis 

(I&A) Enterprise Records System (ERS) con-

sists of records including intelligence infor-

mation and other properly acquired informa-

tion received from agencies and components 

of the federal government, foreign govern-

ments, organizations or entities, inter-

national organizations, state and local gov-

ernment agencies (including law enforce-

ment agencies), and private sector entities, 

as well as information provided by individ-

uals, regardless of the medium used to sub-

mit the information or the agency to which 

it was submitted. This system also contains: 

Information regarding persons on watch lists 

with known or suspected links to terrorism; 

the results of intelligence analysis and re-

porting; ongoing law enforcement investiga-

tive information, information systems secu-

rity analysis and reporting; active immigra-

tion, customs, border and transportation, se-

curity related records; historical law en-

forcement, operational, immigration, cus-

toms, border and transportation security, 

and other administrative records; relevant 

and appropriately acquired financial infor-

mation; and public-source data such as that 

contained in media reports and commer-

cially available databases, as appropriate. 

Data about the providers of information, in-

cluding the means of transmission of the 

data, is also retained. 

(a) Pursuant to 5 U.S.C. 552a(k)(1), (2), (3), 

and (5), this system of records is exempt 

from 5 U.S.C. 552a(c)(3), (d)(1), (2), (3), (4), and 

(5), (e)(1), (e)(4)(G), (H), and (I), and (f). These 
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exemptions apply only to the extent that in-
formation in this system is subject to ex-
emption. Where compliance would not ap-
pear to interfere with or adversely affect the 
intelligence, counterterrorism, homeland se-
curity, and related law enforcement purposes 
of this system, the applicable exemption 
may be waived by DHS. 

(b) Exemptions from the particular sub-
sections are justified for the following rea-
sons: 

(1) From subsection (c)(3) (Accounting for 
Disclosures) because making available to a 
record subject the accounting of disclosures 
from records concerning him/her would spe-
cifically reveal any interest in the individual 
of an intelligence, counterterrorism, home-
land security, or related investigative na-
ture. Revealing this information could rea-
sonably be expected to compromise ongoing 
efforts of the Department to identify, under-
stand, analyze, investigate, and counter the 
activities of: 

(i) Known or suspected terrorists and ter-
rorist groups; 

(ii) Groups or individuals known or be-
lieved to be assisting or associated with 
known or suspected terrorists or terrorist 
groups; 

(iii) Individuals known, believed to be, or 
suspected of being engaged in activities con-
stituting a threat to homeland security, in-
cluding (1) activities which impact or con-
cern the security, safety, and integrity of 
our international borders, including any ille-
gal activities that either cross our borders or 
are otherwise in violation of the immigra-
tion or customs laws and regulations of the 
United States; (2) activities which could rea-
sonably be expected to assist in the develop-
ment or use of a weapon of mass effect; (3) 
activities meant to identify, create, or ex-
ploit the vulnerabilities of, or undermine, 
the ‘‘key resources’’ (as defined in section 
2(9) of the Homeland Security Act of 2002) 
and ‘‘critical infrastructure’’ (as defined in 
42 U.S.C. 5195c(c)) of the United States, in-
cluding the cyber and national telecommuni-
cations infrastructure and the availability of 
a viable national security and emergency 
preparedness communications infrastruc-
ture; (4) activities detrimental to the secu-
rity of transportation and transportation 
systems; (5) activities which violate or are 
suspected of violating the laws relating to 
counterfeiting of obligations and securities 
of the United States and other financial 
crimes, including access device fraud, finan-
cial institution fraud, identity theft, com-
puter fraud; and computer-based attacks on 
our nation’s financial, banking, and tele-
communications infrastructure; (6) activi-
ties, not wholly conducted within the United 
States, which violate or are suspected of vio-
lating the laws which prohibit the produc-
tion, transfer, or sale of narcotics or sub-
stances controlled in accordance with Title 

21 of the United States Code, or those associ-
ated activities otherwise prohibited by Ti-
tles 21 and 46 of the United States Code; (7) 
activities which impact, concern, or other-
wise threaten the safety and security of the 
President and Vice President, their families, 
heads of state, and other designated individ-
uals; the White House, Vice President’s resi-
dence, foreign missions, and other designated 
buildings within the United States; (8) ac-
tivities which impact, concern, or otherwise 
threaten domestic maritime safety and secu-
rity, maritime mobility and navigation, or 
the integrity of the domestic maritime envi-
ronment; (9) activities which impact, con-
cern, or otherwise threaten the national 
operational capability of the Department to 
respond to natural and manmade major dis-
asters and emergencies, including acts of ter-
rorism; (10) activities involving the importa-
tion, possession, storage, development, or 
transportation of nuclear or radiological ma-
terial without authorization or for use 
against the United States; 

(iv) Foreign governments, organizations, 
or persons (foreign powers); and 

(v) Individuals engaging in intelligence ac-
tivities on behalf of a foreign power or ter-
rorist group. 

Thus, by notifying the record subject that 
he/she is the focus of such efforts or interest 
on the part of DHS, or other agencies with 
whom DHS is cooperating and to whom the 
disclosures were made, this information 
could permit the record subject to take 
measures to impede or evade such efforts, in-
cluding the taking of steps to deceive DHS 
personnel and deny them the ability to ade-
quately assess relevant information and ac-
tivities, and could inappropriately disclose 
to the record subject the sensitive methods 
and/or confidential sources used to acquire 
the relevant information against him/her. 
Moreover, where the record subject is the ac-
tual target of a law enforcement investiga-
tion, this information could permit him/her 
to take measures to impede the investiga-
tion, for example, by destroying evidence, in-
timidating potential witnesses, or avoiding 
detection or apprehension. 

(2) From subsections (d)(1), (2), (3), and (4) 
(Access to Records) because these provisions 
concern individual rights of access to and 
amendment of records (including the review 
of agency denials of either) contained in this 
system, which consists of intelligence, 
counterterrorism, homeland security, and re-
lated investigatory records concerning ef-
forts of the Department, as described more 
fully in subsection (b)(1), above. Compliance 
with these provisions could inform or alert 
the subject of an intelligence, counterter-
rorism, homeland security, or investigatory 
effort undertaken on behalf of the Depart-
ment, or by another agency with whom DHS 
is cooperating, of the fact and nature of such 
efforts, and/or the relevant intelligence, 
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counterterrorism, homeland security, or in-
vestigatory interest of DHS and/or other in-
telligence, counterterrorism, or law enforce-
ment agencies. Moreover, compliance could 
also compromise sensitive information ei-
ther classified in the interest of national se-
curity, or which otherwise requires, as ap-
propriate, safeguarding and protection from 
unauthorized disclosure; identify a confiden-
tial source or disclose information which 
would constitute an unwarranted invasion of 
another individual’s personal privacy; reveal 
a sensitive intelligence or investigative tech-
nique or method, including interfering with 
intelligence or law enforcement investiga-
tive processes by permitting the destruction 
of evidence, improper influencing or intimi-
dation of witnesses, fabrication of state-
ments or testimony, and flight from detec-
tion or apprehension; or constitute a poten-
tial danger to the health or safety of intel-
ligence, counterterrorism, homeland secu-
rity, and law enforcement personnel, con-
fidential sources and informants, and poten-
tial witnesses. Amendment of the records 
would interfere with ongoing intelligence, 
counterterrorism, homeland security, and 
law enforcement investigations and activi-
ties, including incident reporting and anal-
ysis activities, and impose an impossible ad-
ministrative burden by requiring investiga-
tions, reports, and analyses to be continu-
ously reinvestigated and revised. 

(3) From subsection (e)(1) (Relevant and 
Necessary) because it is not always possible 
for DHS to know in advance of its receipt the 
relevance and necessity of each piece of in-
formation it acquires in the course of an in-
telligence, counterterrorism, or investiga-
tory effort undertaken on behalf of the De-
partment, or by another agency with whom 
DHS is cooperating. In the context of the au-
thorized intelligence, counterterrorism, and 
investigatory activities undertaken by DHS 
personnel, relevance and necessity are ques-
tions of analytic judgment and timing, such 
that what may appear relevant and nec-
essary when acquired ultimately may be 
deemed unnecessary upon further analysis 
and evaluation. Similarly, in some situa-
tions, it is only after acquired information is 
collated, analyzed, and evaluated in light of 
other available evidence and information 
that its relevance and necessity can be es-
tablished or made clear. Constraining the 
initial acquisition of information included 
within the ERS in accordance with the rel-
evant and necessary requirement of sub-
section (e)(1) could discourage the appro-
priate receipt of and access to information 
which DHS and I&A are otherwise authorized 
to receive and possess under law, and there-
by impede efforts to detect, deter, prevent, 
disrupt, or apprehend terrorists or terrorist 
groups, and/or respond to terrorist or other 
activities which threaten homeland security. 
Notwithstanding this claimed exemption, 

which would permit the acquisition and tem-
porary maintenance of records whose rel-
evance to the purpose of the ERS may be less 
than fully clear, DHS will only disclose such 
records after determining whether such dis-
closures are themselves consistent with the 
published ERS routine uses. Moreover, it 
should be noted that, as concerns the receipt 
by I&A, for intelligence purposes, of informa-
tion in any record which identifies a U.S. 
Person, as defined in Executive Order 12333, 
as amended, such receipt, and any subse-
quent use or dissemination of that identi-
fying information, is undertaken consistent 
with the procedures established and adhered 
to by I&A pursuant to that Executive Order. 
Specifically, I&A intelligence personnel may 
acquire information which identifies a par-
ticular U.S. Person, retain it within or dis-
seminate it from ERS, as appropriate, only 
when it is determined that the personally 
identifying information is necessary for the 
conduct of I&A’s functions, and otherwise 
falls into one of a limited number of author-
ized categories, each of which reflects dis-
crete activities for which information on in-
dividuals would be utilized by the Depart-
ment in the overall execution of its statu-
tory mission. 

(4) From subsections (e)(4) (G), (H) and (I) 
(Access), and (f) (Agency Rules), inasmuch as 
it is unnecessary for the publication of rules 
and procedures contemplated therein since 
the ERS, pursuant to subsections (1) and (2), 
above, will be exempt from the underlying 
duties to provide to individuals notification 
about, access to, and the ability to amend or 
correct the information pertaining to them 
in, this system of records. Furthermore, to 
the extent that subsection (e)(4)(I) is con-
strued to require more detailed disclosure 
than the information accompanying the sys-
tem notice for ERS, as published in today’s 
FEDERAL REGISTER, exemption from it is also 
necessary to protect the confidentiality, pri-
vacy, and physical safety of sources of infor-
mation, as well as the methods for acquiring 
it. Finally, greater specificity concerning 
the description of categories of sources of 
properly classified records could also com-
promise or otherwise cause damage to the 
national or homeland security. 

8. The DHS/USCG–061 Maritime Analytic 
Support System (MASS) System of Records 
consists of electronic and paper records and 
will be used by DHS and its components. The 
DHS/USCG–061 Maritime Analytic Support 
System (MASS) System of Records is a re-
pository of information held by DHS in con-
nection with its several and varied missions 
and functions, including, but not limited to 
the enforcement of civil and criminal laws; 
investigations, inquiries, and proceedings 
there under; and national security and intel-
ligence activities. The DHS/USCG–061 Mari-
time Analytic Support System (MASS) Sys-
tem of Records contains information that is 
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collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other federal, state, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to limitations set forth in 5 U.S.C. 
552a(c)(3) and (c)(4); (d); (e)(1) through (3), 
(e)(4)(G) through (I), (e)(5) and (e)(8), (f); and 
(g)(1) pursuant to 5 U.S.C. 552a(j)(2). Addi-
tionally, the Secretary of Homeland Secu-
rity has exempted this system from the fol-
lowing provisions of the Privacy Act, subject 
to limitations set forth in 5 U.S.C. 552a(c)(3); 
(d); (e)(1), (e)(4)(G) through (e)(4)(I); and (f) 
pursuant to 5 U.S.C. 552a(k)(1) and (k)(2). Ex-
emptions from these particular subsections 
are justified, on a case-by-case basis to be 
determined at the time a request is made, for 
the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities 
and would impose an unreasonable adminis-
trative burden by requiring investigations to 
be continually reinvestigated. In addition, 
permitting access and amendment to such 
information could disclose security-sensitive 
information that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 

may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G) through (I) 
(Agency Requirements) and (f) (Agency 
Rules), because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

9. The Law Enforcement Information Data 
Base (LEIDB)/Pathfinder is a historical re-
pository of selected Coast Guard message 
traffic. LEIDB/Pathfinder supports law en-
forcement intelligence activities. LEIDB/ 
Pathfinder users can query archived message 
traffic and link relevant information across 
multiple data records within LEIDB/Path-
finder. Users have system tools enabling the 
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user to identify potential relationships be-
tween information contained in otherwise 
unrelated documents. These tools allow the 
analysts to build high precision and low re-
turn queries, which minimize false hits and 
maximize analyst productivity while work-
ing with unstructured, unformatted, free 
test documents. 

(a) Pursuant to 5 U.S.C. 552a(j)(2), (k)(1), 
and (k)(2) certain records or information in 
the above mentioned system of records are 
exempt from 5 U.S.C. 552a(c)(3) and (4); (d)(1), 
(2), (3), and (4); (e)(1), (2), (3), (4)(G) through 
(I), (e)(5), and (8); (f), and (g). These exemp-
tions apply only to the extent that informa-
tion in this system is subject to exemption. 
Where compliance would not appear to inter-
fere with or adversely affect the intelligence, 
counterterrorism, homeland security, and re-
lated law enforcement purposes of this sys-
tem, the applicable exemption may be 
waived by DHS. 

(b) Exemptions from the particular sub-
sections are justified for the following rea-
sons: 

(1) From subsection (c)(3) (Accounting for 
Disclosures) because making available to a 
record subject the accounting of disclosures 
from records concerning him/her would spe-
cifically reveal any interest in the individual 
of an intelligence, counterterrorism, home-
land security, or related investigative na-
ture. Revealing this information could rea-
sonably be expected to compromise ongoing 
efforts of the Department to identify, under-
stand, analyze, investigate, and counter the 
activities of: 

(i) Known or suspected terrorists and ter-
rorist groups; 

(ii) Groups or individuals known or be-
lieved to be assisting or associated with 
known or suspected terrorists or terrorist 
groups; 

(iii) Individuals known, believed to be, or 
suspected of being engaged in activities con-
stituting a threat to homeland security, in-
cluding (1) activities which impact or con-
cern the security, safety, and integrity of 
our international borders, including any ille-
gal activities that either cross our borders or 
are otherwise in violation of the immigra-
tion or customs laws and regulations of the 
United States; (2) activities which could rea-
sonably be expected to assist in the develop-
ment or use of a weapon of mass effect; (3) 
activities meant to identify, create, or ex-
ploit the vulnerabilities of, or undermine, 
the ‘‘key resources’’ (as defined in section 
2(9) of the Homeland Security Act of 2002) 
and ‘‘critical infrastructure’’ (as defined in 
42 U.S.C. 5195c(c)) of the United States, in-
cluding the cyber and national telecommuni-
cations infrastructure and the availability of 
a viable national security and emergency 
preparedness communications infrastruc-
ture; (4) activities detrimental to the secu-
rity of transportation and transportation 

systems; (5) activities which violate or are 
suspected of violating the laws relating to 
counterfeiting of obligations and securities 
of the United States and other financial 
crimes, including access device fraud, finan-
cial institution fraud, identity theft, com-
puter fraud; and computer-based attacks on 
our nation’s financial, banking, and tele-
communications infrastructure; (6) activi-
ties, not wholly conducted within the United 
States, which violate or are suspected of vio-
lating the laws which prohibit the produc-
tion, transfer, or sale of narcotics or sub-
stances controlled in accordance with Title 
21 of the United States Code, or those associ-
ated activities otherwise prohibited by Ti-
tles 21 and 46 of the United States Code; (7) 
activities which impact, concern, or other-
wise threaten the safety and security of the 
President and Vice President, their families, 
heads of state, and other designated individ-
uals; the White House, Vice President’s resi-
dence, foreign missions, and other designated 
buildings within the United States; (8) ac-
tivities which impact, concern, or otherwise 
threaten domestic maritime safety and secu-
rity, maritime mobility and navigation, or 
the integrity of the domestic maritime envi-
ronment; (9) activities which impact, con-
cern, or otherwise threaten the national 
operational capability of the Department to 
respond to natural and manmade major dis-
asters and emergencies, including acts of ter-
rorism; (10) activities involving the importa-
tion, possession, storage, development, or 
transportation of nuclear or radiological ma-
terial without authorization or for use 
against the United States; 

(iv) Foreign governments, organizations, 
or persons (foreign powers); and 

(v) Individuals engaging in intelligence ac-
tivities on behalf of a foreign power or ter-
rorist group. 

Thus, by notifying the record subject that 
he/she is the focus of such efforts or interest 
on the part of DHS, or other agencies with 
whom DHS is cooperating and to whom the 
disclosures were made, this information 
could permit the record subject to take 
measures to impede or evade such efforts, in-
cluding the taking of steps to deceive DHS 
personnel and deny them the ability to ade-
quately assess relevant information and ac-
tivities, and could inappropriately disclose 
to the record subject the sensitive methods 
and/or confidential sources used to acquire 
the relevant information against him/her. 
Moreover, where the record subject is the ac-
tual target of a law enforcement investiga-
tion, this information could permit him/her 
to take measures to impede the investiga-
tion, for example, by destroying evidence, in-
timidating potential witnesses, or avoiding 
detection or apprehension. 

(2) From subsection (c)(4) (Accounting for 
Disclosure, notice of dispute) because certain 
records in this system are exempt from the 
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access and amendment provisions of sub-
section (d), this requirement to inform any 
person or other agency about any correction 
or notation of dispute that the agency made 
with regard to those records, should not 
apply. 

(3) From subsections (d)(1), (2), (3), and (4) 
(Access to Records) because these provisions 
concern individual rights of access to and 
amendment of records (including the review 
of agency denials of either) contained in this 
system, which consists of intelligence, 
counterterrorism, homeland security, and re-
lated investigatory records concerning ef-
forts of the Department, as described more 
fully in subsection (b)(1), above. Compliance 
with these provisions could inform or alert 
the subject of an intelligence, counterter-
rorism, homeland security, or investigatory 
effort undertaken on behalf of the Depart-
ment, or by another agency with whom DHS 
is cooperating, of the fact and nature of such 
efforts, and/or the relevant intelligence, 
counterterrorism, homeland security, or in-
vestigatory interest of DHS and/or other in-
telligence, counterterrorism, or law enforce-
ment agencies. Moreover, compliance could 
also compromise sensitive information ei-
ther classified in the interest of national se-
curity, or which otherwise requires, as ap-
propriate, safeguarding and protection from 
unauthorized disclosure; identify a confiden-
tial source or disclose information which 
would constitute an unwarranted invasion of 
another individual’s personal privacy; reveal 
a sensitive intelligence or investigative tech-
nique or method, including interfering with 
intelligence or law enforcement investiga-
tive processes by permitting the destruction 
of evidence, improper influencing or intimi-
dation of witnesses, fabrication of state-
ments or testimony, and flight from detec-
tion or apprehension; or constitute a poten-
tial danger to the health or safety of intel-
ligence, counterterrorism, homeland secu-
rity, and law enforcement personnel, con-
fidential sources and informants, and poten-
tial witnesses. Amendment of the records 
would interfere with ongoing intelligence, 
counterterrorism, homeland security, and 
law enforcement investigations and activi-
ties, including incident reporting and anal-
ysis activities, and impose an impossible ad-
ministrative burden by requiring investiga-
tions, reports, and analyses to be continu-
ously reinvestigated and revised. 

(4) From subsection (e)(1) (Relevant and 
Necessary) because it is not always possible 
for DHS to know in advance of its receipt the 
relevance and necessity of each piece of in-
formation it acquires in the course of an in-
telligence, counterterrorism, or investiga-
tory effort undertaken on behalf of the De-
partment, or by another agency with whom 
DHS is cooperating. In the context of the au-
thorized intelligence, counterterrorism, and 
investigatory activities undertaken by DHS 

personnel, relevance and necessity are ques-

tions of analytic judgment and timing, such 

that what may appear relevant and nec-

essary when acquired ultimately may be 

deemed unnecessary upon further analysis 

and evaluation. Similarly, in some situa-

tions, it is only after acquired information is 

collated, analyzed, and evaluated in light of 

other available evidence and information 

that its relevance and necessity can be es-

tablished or made clear. Constraining the 

initial acquisition of information included 

within the LEIDB in accordance with the 

relevant and necessary requirement of sub-

section (e)(1) could discourage the appro-

priate receipt of and access to information 

which DHS and USCG are otherwise author-

ized to receive and possess under law, and 

thereby impede efforts to detect, deter, pre-

vent, disrupt, or apprehend terrorists or ter-

rorist groups, and/or respond to terrorist or 

other activities which threaten homeland se-

curity. Notwithstanding this claimed exemp-

tion, which would permit the acquisition and 

temporary maintenance of records whose rel-

evance to the purpose of the LEIDB may be 

less than fully clear, DHS will only disclose 

such records after determining whether such 

disclosures are themselves consistent with 

the published LEIDB routine uses. Moreover, 

it should be noted that, as concerns the re-

ceipt by USCG, for intelligence purposes, of 

information in any record which identifies a 

U.S. Person, as defined in Executive Order 

12333, as amended, such receipt, and any sub-

sequent use or dissemination of that identi-

fying information, is undertaken consistent 

with the procedures established and adhered 

to by USCG pursuant to that Executive 

Order. Specifically, USCG intelligence per-

sonnel may acquire information which iden-

tifies a particular U.S. Person, retain it 

within or disseminate it from LEIDB, as ap-

propriate, only when it is determined that 

the personally identifying information is 

necessary for the conduct of USCG’s func-

tions, and otherwise falls into one of a lim-

ited number of authorized categories, each of 

which reflects discrete activities for which 

information on individuals would be utilized 

by the Department in the overall execution 

of its statutory mission. 

(5) From subsection (e)(2) (Collection of In-

formation from Individuals) because applica-

tion of this provision could present a serious 

impediment to counterterrorism or law en-

forcement efforts in that it would put the 

subject of an investigation, study or analysis 

on notice of that fact, thereby permitting 

the subject to engage in conduct designed to 

frustrate or impede that activity. The nature 

of counterterrorism, and law enforcement in-

vestigations is such that vital information 
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about an individual frequently can be ob-
tained only from other persons who are fa-
miliar with such individual and his/her ac-
tivities. In such investigations it is not fea-
sible to rely solely upon information fur-
nished by the individual concerning his own 
activities. 

(6) From subsection (e)(3) (Notice to Sub-
jects), to the extent that this subsection is 
interpreted to require DHS to provide notice 
to an individual if DHS or another agency re-
ceives or collects information about that in-
dividual during an investigation or from a 
third party. Should the subsection be so in-
terpreted, exemption from this provision is 
necessary to avoid impeding counterter-
rorism or law enforcement efforts by putting 
the subject of an investigation, study or 
analysis on notice of that fact, thereby per-
mitting the subject to engage in conduct in-
tended to frustrate or impede that activity. 

(7) From subsections (e)(4) (G), (H) and (I) 
(Access), inasmuch as it is unnecessary for 
the publication of rules and procedures con-
templated therein since the LEIDB, pursuant 
to subsections (2) and (3), above, will be ex-
empt from the underlying duties to provide 
to individuals notification about, access to, 
and the ability to amend or correct the in-
formation pertaining to them in, this system 
of records. Furthermore, to the extent that 
subsection (e)(4)(I) is construed to require 
more detailed disclosure than the informa-
tion accompanying the system notice for 
LEIDB, as published in today’s FEDERAL 
REGISTER, exemption from it is also nec-
essary to protect the confidentiality, pri-
vacy, and physical safety of sources of infor-
mation, as well as the methods for acquiring 
it. Finally, greater specificity concerning 
the description of categories of sources of 
properly classified records could also com-
promise or otherwise cause damage to the 
national or homeland security. 

(8) From subsection (e)(5) (Collection of In-
formation) because many of the records con-
tained in this system are derived from other 
domestic and foreign sources, it is not pos-
sible for DHS to vouch for those records’ 
compliance with this provision; however, the 
DHS has implemented internal quality as-
surance procedures to ensure that data used 
in its screening processes is as complete, ac-
curate, and current as possible. In addition, 
in the collection of information for law en-
forcement and counterterrorism purposes, it 
is impossible to determine in advance what 
information is accurate, relevant, timely, 
and complete. With the passage of time, 
seemingly irrelevant or untimely informa-
tion may acquire new significance as further 
investigation brings new details to light. The 
restrictions imposed by (e)(5) would limit the 
ability of those agencies’ trained investiga-
tors and intelligence analysts to exercise 
their judgment in conducting investigations 
and impede the development of intelligence 

necessary for effective law enforcement and 
counterterrorism efforts. 

(9) From subsection (e)(8) (Notice on Indi-
viduals) because to require individual notice 
of disclosure of information due to compul-
sory legal process would pose an impossible 
administrative burden on DHS and other 
agencies and could alert the subjects of 
counterterrorism or law enforcement inves-
tigations to the fact of those investigations 
then not previously known. 

(10) From subsection (f) (Agency Rules) be-
cause portions of this system are exempt 
from the access and amendment provisions 
of subsection (d). Access to, and amendment 
of, system records that are not exempt or for 
which exemption is waived may be obtained 
under procedures described in the related 
SORN or subpart B of this part. 

(11) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

10. DHS–ICE–001, The Immigration and 
Customs Enforcement (ICE) Student and Ex-
change Visitor Information System (SEVIS) 
collects and maintains pertinent informa-
tion on nonimmigrant students and ex-
change visitors and the schools and exchange 
visitor program sponsors that host them 
while in the United States. The system per-
mits DHS to monitor compliance by these 
individuals with the terms of their admission 
into the United States. Pursuant to exemp-
tions (j)(2), (k)(1), (k)(2) and (k)(5) of the Pri-
vacy Act, portions of this system are exempt 
from 5 U.S.C. 552a(c)(3); (d); (e)(1); (e)(4)(G), 
(H) and (I). Exemptions from the particular 
subsections are justified, on a case by case 
basis, to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation, of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation and avoid 
detection or apprehension, which undermines 
the entire system. 
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(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation, of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation and 
reveal investigative interest on the part of 
DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation and avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and impose an impos-
sible administrative burden by requiring in-
vestigations to be continuously reinves-
tigated. In addition, permitting access and 
amendment to such information also could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
enforcement of federal laws, it is appropriate 
to retain all information that may aid in es-
tablishing patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (H) and (I) 
(Agency Requirements), and (f) (Agency 
Rules), because portions of this system are 
exempt from the access provisions of sub-
section (d). 

11. The General Counsel Electronic Man-
agement System (GEMS) consists of records 
and information created or collected by at-
torneys for U.S. Immigration and Customs 
Enforcement, which will be used in the prep-
aration and presentation of cases before a 
court or other adjudicative body. ICE attor-
neys work closely with ICE law enforcement 
personnel throughout the process of adjudi-
cating immigration cases. GEMS allows ICE 
attorneys to store all the materials per-
taining to immigration adjudications, in-
cluding documents related to investigations, 
case notes and other hearing related infor-
mation, and briefs and memoranda of law re-
lated to cases. Having this information in 
one system should not only facilitate the 
work of the ICE attorneys involved in the 
particular case, but also will provide a legal 
resource for other attorneys who are adjudi-
cating similar cases. The system will also 
provide management capabilities for track-
ing time and effort expended in the prepara-
tion and presentation of cases. Pursuant to 
exemptions 5 U.S.C. 552a(j)(2) of the Privacy 
Act, portions of this system are exempt from 
5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(5) and (e)(8); 
(f)(2) through (5); and (g). Pursuant to 5 
U.S.C. 552a (k)(1) and (k)(2), this system is 
exempt from the following provisions of the 

Privacy Act, subject to the limitations set 
forth in those subsections: 5 U.S.C. 552a 
(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), and (f). 
Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation, to 
the existence of the investigation, which in 
some cases may be classified, and reveal in-
vestigative interest on the part of DHS or 
ICE. Disclosure of the accounting would 
therefore present a serious impediment to 
law enforcement efforts and/or efforts to pre-
serve national security. Disclosure of the ac-
counting would also permit the individual 
who is the subject of a record to impede the 
investigation, tamper with witnesses or evi-
dence, and avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation pertaining to an im-
migration matter, which in some cases may 
be classified, and prematurely reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, tamper 
with witnesses or evidence, and avoid detec-
tion or apprehension. Amendment of the 
records could interfere with ongoing inves-
tigations and law enforcement activities and 
would impose an impossible administrative 
burden by requiring investigations to be con-
tinuously reinvestigated. In addition, per-
mitting access and amendment to such infor-
mation could disclose security-sensitive in-
formation that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal immigration law, the accu-
racy of information obtained or introduced 
occasionally may be unclear or the informa-
tion may not be strictly relevant or nec-
essary to a specific investigation. In the in-
terests of effective law enforcement and for 
the protection of national security, it is ap-
propriate to retain all information that may 
aid in establishing patterns of unlawful ac-
tivity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject of the nature or existence of an in-
vestigation, which could cause interference 
with the investigation, a related inquiry or 
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other law enforcement activities, some of 
which may be classified. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise the existence of a 
confidential investigation or reveal the iden-
tity of witnesses or confidential informants. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), (f) (Agency Rules), 
and (g) (Civil Remedies) because portions of 
this system are exempt from the individual 
access provisions of subsection (d). 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with ICE’s ability to obtain, serve, and issue 
subpoenas, warrants and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act. 

12. DHS/CBP–005, Advanced Passenger In-
formation System. A portion of the following 
system of records is exempt from 5 U.S.C. 
552a(c)(3) and (4); (d)(1), (2), (3), and (4); (e)(1), 
(2), (3), (4)(G) through (I), (5), and (8); (f), and 
(g); however, these exemptions apply only to 
the extent that information in this system 
records is recompiled or is created from in-
formation contained in other systems of 
records subject to such exemptions pursuant 
to 5 U.S.C. 552a(j)(2), and (k)(2). Further, no 
exemption shall be asserted with respect to 
information submitted by and collected from 
the individual or the individual’s representa-
tive in the course of any redress process as-
sociated with this system of records. After 
conferring with the appropriate component 
or agency, DHS may waive applicable exemp-
tions in appropriate circumstances and 
where it would not appear to interfere with 
or adversely affect the law enforcement or 
national security purposes of the systems 
from which the information is recompiled or 
in which it is contained. Exemptions from 
the above particular subsections are justi-
fied, on a case-by-case basis to be determined 
at the time a request is made, when informa-
tion in this system records is recompiled or 
is created from information contained in 
other systems of records subject to exemp-
tions for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosure) because making available to a 
record subject the accounting of disclosures 
from records concerning him or her would 
specifically reveal any investigative interest 
in the individual. Revealing this information 

could reasonably be expected to compromise 
ongoing efforts to investigate a known or 
suspected terrorist by notifying the record 
subject that he or she is under investigation. 
This information could also permit the 
record subject to take measures to impede 
the investigation, e.g., destroy evidence, in-
timidate potential witnesses, or flee the area 
to avoid or impede the investigation. 

(b) From subsection (c)(4) (Accounting for 
Disclosure, notice of dispute) because por-
tions of this system are exempt from the ac-
cess and amendment provisions of subsection 
(d). 

(c) From subsections (d)(1), (2), (3), and (4) 
(Access to Records) because these provisions 
concern individual access to and amendment 
of certain records contained in this system, 
including law enforcement counterterrorism, 
investigatory, and intelligence records. Com-
pliance with these provisions could alert the 
subject of an investigation of the fact and 
nature of the investigation, and/or the inves-
tigative interest of intelligence or law en-
forcement agencies; compromise sensitive 
information related to national security; 
interfere with the overall law enforcement 
process by leading to the destruction of evi-
dence, improper influencing of witnesses, 
fabrication of testimony, and/or flight of the 
subject; could identify a confidential source 
or disclose information which would con-
stitute an unwarranted invasion of another’s 
personal privacy; reveal a sensitive inves-
tigative or intelligence technique; or con-
stitute a potential danger to the health or 
safety of law enforcement personnel, con-
fidential informants, and witnesses. Amend-
ment of these records would interfere with 
ongoing counterterrorism, law enforcement, 
or intelligence investigations and analysis 
activities and impose an impossible adminis-
trative burden by requiring investigations, 
analyses, and reports to be continuously re-
investigated and revised. 

(d) From subsection (e)(1) (Relevancy and 
Necessity of Information) because it is not 
always possible for DHS or other agencies to 
know in advance what information is rel-
evant and necessary for it to complete an 
identity comparison between the individual 
seeking redress and a known or suspected 
terrorist. Also, because DHS and other agen-
cies may not always know what information 
about an encounter with a known or sus-
pected terrorist will be relevant to law en-
forcement for the purpose of conducting an 
operational response. 

(e) From subsection (e)(2) (Collection of In-
formation from Individuals) because applica-
tion of this provision could present a serious 
impediment to counterterrorism, law en-
forcement, or intelligence efforts in that it 
would put the subject of an investigation, 
study, or analysis on notice of that fact, 
thereby permitting the subject to engage in 
conduct designed to frustrate or impede that 
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activity. The nature of counterterrorism, 
law enforcement, or intelligence investiga-
tions is such that vital information about an 
individual frequently can be obtained only 
from other persons who are familiar with 
such individual and his/her activities. In 
such investigations it is not feasible to rely 
upon information furnished by the individual 
concerning his own activities. 

(f) From subsection (e)(3) (Notice to Sub-
jects), to the extent that this subsection is 
interpreted to require DHS to provide notice 
to an individual if DHS or another agency re-
ceives or collects information about that in-
dividual during an investigation or from a 
third party. Should the subsection be so in-
terpreted, exemption from this provision is 
necessary to avoid impeding counterter-
rorism, law enforcement, or intelligence ef-
forts by putting the subject of an investiga-
tion, study, or analysis on notice of that 
fact, thereby permitting the subject to en-
gage in conduct intended to frustrate or im-
pede that activity. 

(g) From subsections (e)(4)(G), (H) and (I) 
(Agency Requirements) because portions of 
this system are exempt from the access and 
amendment provisions of subsection (d). 

(h) From subsection (e)(5) (Collection of In-
formation) because many of the records in 
this system coming from other system of 
records are derived from other domestic and 
foreign agency record systems and therefore 
it is not possible for DHS to vouch for their 
compliance with this provision; however, the 
DHS has implemented internal quality as-
surance procedures to ensure that data used 
in the redress process is as thorough, accu-
rate, and current as possible. In addition, in 
the collection of information for law enforce-
ment, counterterrorism, and intelligence 
purposes, it is impossible to determine in ad-
vance what information is accurate, rel-
evant, timely, and complete. With the pas-
sage of time, seemingly irrelevant or un-
timely information may acquire new signifi-
cance as further investigation brings new de-
tails to light. The restrictions imposed by 
(e)(5) would limit the ability of those agen-
cies’ trained investigators and intelligence 
analysts to exercise their judgment in con-
ducting investigations and impede the devel-
opment of intelligence necessary for effec-
tive law enforcement and counterterrorism 
efforts. The DHS has, however, implemented 
internal quality assurance procedures to en-
sure that the data used in the redress process 
is as thorough, accurate, and current as pos-
sible. 

(i) From subsection (e)(8) (Notice on Indi-
viduals) because to require individual notice 
of disclosure of information due to compul-
sory legal process would pose an impossible 
administrative burden on DHS and other 
agencies and could alert the subjects of 
counterterrorism, law enforcement, or intel-

ligence investigations to the fact of those in-
vestigations when not previously known. 

(j) From subsection (f) (Agency Rules) be-
cause portions of this system are exempt 
from the access and amendment provisions 
of subsection (d). 

(k) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

13. The Department of Homeland Security 
General Training Records system of records 
consists of electronic and paper records and 
will be used by DHS and its components. The 
Department of Homeland Security General 
Training Records system of records consists 
of electronic and paper records and will be 
used by DHS and its components and offices 
to maintain records about individual train-
ing, including enrollment and participation 
information, information pertaining to class 
schedules, programs, and instructors, train-
ing trends and needs, testing and examina-
tion materials, and assessments of training 
efficacy. The data will be collected by em-
ployee name or other unique identifier. The 
collection and maintenance of this informa-
tion will assist DHS in meeting its obliga-
tion to train its personnel and contractors in 
order to ensure that the agency mission can 
be successfully accomplished. Pursuant to 
exemptions 5 U.S.C. 552a(k)(6) of the Privacy 
Act, portions of this system are exempt from 
5 U.S.C. 552a(d) to the extent that records in 
this system relate to testing or examination 
materials used solely to determine indi-
vidual qualifications for appointment in the 
Federal service. Access to or amendment of 
this information by the data subject would 
compromise the objectivity and fairness of 
the testing and examination process. 

14. The U.S. ICE–005 Trade Transparency 
Analysis and Research (TTAR) System con-
sists of electronic and paper records and will 
be used by the Department of Homeland Se-
curity (DHS). TTAR is a repository of infor-
mation held by DHS in connection with its 
several and varied missions and functions, 
including, but not limited to: The enforce-
ment of civil and criminal laws; investiga-
tions, inquiries, and proceedings there under; 
and national security and intelligence ac-
tivities. TTAR contains information that is 
collected by other federal and foreign gov-
ernment agencies and may contain person-
ally identifiable information. Pursuant to 
exemption 5 U.S.C. 552a(j)(2) of the Privacy 
Act, portions of this system are exempt from 
5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(5) and (e)(8); (f), 
and (g). Pursuant to 5 U.S.C. 552a(k)(2), this 
system is exempt from the following provi-
sions of the Privacy Act, subject to the limi-
tations set forth in those subsections: 5 
U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), 
and (f). Exemptions from these particular 
subsections are justified, on a case-by-case 
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basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-

tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
potential witnesses, and confidential inform-
ants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

15. The DHS/ALL—013 Claims Records sys-
tem of records consists of electronic and 
paper records and will be used by DHS and 
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its components. The DHS/ALL—013 Claims 
Records system is a repository of informa-
tion held by DHS in connection with its sev-
eral and varied missions and functions, in-
cluding, but not limited to: the enforcement 
of civil and criminal laws; investigations, in-
quiries, and proceedings there under; and na-
tional security, intelligence activities; and 
protection of the President of the United 
States or other individuals pursuant to sec-
tion 3056 and 3056A of Title 18. The DHS/ 
ALL—013 Claims Records system contains 
information that is collected by, on behalf 
of, in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other Federal, State, local, Tribal, foreign, 
or international government agencies. The 
Secretary of Homeland Security has exempt-
ed this system from the following provisions 
of the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) 
and (e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to limitations set forth in 
5 U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (I), and (f) pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), and (k)(3). Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-

forcement activities and would impose an 

impossible administrative burden by requir-

ing investigations to be continuously re-

investigated. In addition, permitting access 

and amendment to such information could 

disclose security-sensitive information that 

could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 

Necessity of Information) because in the 

course of investigations into potential viola-

tions of Federal law, the accuracy of infor-

mation obtained or introduced occasionally 

may be unclear or the information may not 

be strictly relevant or necessary to a specific 

investigation. In the interests of effective 

law enforcement, it is appropriate to retain 

all information that may aid in establishing 

patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-

formation from Individuals) because requir-

ing that information be collected from the 

subject of an investigation would alert the 

subject to the nature or existence of an in-

vestigation, thereby interfering with the re-

lated investigation and law enforcement ac-

tivities. 

(e) From subsection (e)(3) (Notice to Sub-

jects) because providing such detailed infor-

mation would impede law enforcement in 

that it could compromise investigations by: 

revealing the existence of an otherwise con-

fidential investigation and thereby provide 

an opportunity for the subject of an inves-

tigation to conceal evidence, alter patterns 

of behavior, or take other actions that could 

thwart investigative efforts; reveal the iden-

tity of witnesses in investigations, thereby 

providing an opportunity for the subjects of 

the investigations or others to harass, in-

timidate, or otherwise interfere with the col-

lection of evidence or other information 

from such witnesses; or reveal the identity of 

confidential informants, which would nega-

tively affect the informant’s usefulness in 

any ongoing or future investigations and dis-

courage members of the public from cooper-

ating as confidential informants in any fu-

ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 

(Agency Requirements), and (f) (Agency 

Rules) because portions of this system are 

exempt from the individual access provisions 

of subsection (d) for the reasons noted above, 

and therefore DHS is not required to estab-

lish requirements, rules, or procedures with 

respect to such access. Providing notice to 

individuals with respect to existence of 

records pertaining to them in the system of 

records or otherwise setting up procedures 

pursuant to which individuals may access 

and view records pertaining to themselves in 

the system would undermine investigative 

efforts and reveal the identities of witnesses, 

and potential witnesses, and confidential in-

formants. 
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(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

16. [Reserved] 
17. The DHS/ALL—006 Accident Records 

system of records consists of electronic and 
paper records and will be used by DHS and 
its components. The DHS/ALL—006 Accident 
Records system is a repository of informa-
tion held by DHS in connection with its sev-
eral and varied missions and functions, in-
cluding, but not limited to: the enforcement 
of civil and criminal laws; investigations, in-
quiries, and proceedings thereunder; national 
security and intelligence activities; and pro-
tection of the President of the United States 
or other individuals pursuant to section 3056 
and 3056A of Title 18. The DHS/ALL—006 Ac-
cident Records system contains information 
that is collected by, on behalf of, in support 
of, or in cooperation with DHS and its com-
ponents and may contain personally identifi-
able information collected by other Federal, 
State, local, tribal, foreign, or international 
government agencies. The Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(d) pursuant to 5 U.S.C. 
552a(k)(3). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: From sub-
section (d) (Access to Records) because ac-
cess to the records contained in this system 
of records could inform the subject of infor-
mation related to the protection of a Presi-
dent of the United States or other individ-

uals pursuant to section 3056 and 3056A of 

Title 18. Permitting access and amendment 

to such information could disclose security- 

sensitive information that could be detri-

mental to homeland security. 

18. The DHS/ALL—020 Internal Affairs 

Records system of records consists of elec-

tronic and paper records and will be used by 

DHS and its components. The DHS/ALL—020 

Internal Affairs Records system is a reposi-

tory of information held by DHS in connec-

tion with its several and varied missions and 

functions, including, but not limited to: The 

enforcement of civil and criminal laws; in-

vestigations, inquiries, and proceedings 

thereunder; national security and intel-

ligence activities; and protection of the 

President of the United States or other indi-

viduals pursuant to section 3056 and 3056A of 

Title 18. The DHS/ALL—020 Internal Affairs 

Records system contains information that is 

collected by, on behalf of, in support of, or in 

cooperation with DHS and its components 

and may contain personally identifiable in-

formation collected by other Federal, State, 

local, tribal, foreign, or international gov-

ernment agencies. The Secretary of Home-

land Security has exempted this system from 

the following provisions of the Privacy Act, 

subject to the limitations set forth in 5 

U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 

(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and 

(e)(8); (f), and (g) pursuant to 5 U.S.C. 

552a(j)(2). Additionally, the Secretary of 

Homeland Security has exempted this sys-

tem from the following provisions of the Pri-

vacy Act, subject to the limitations set forth 

in 5 U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 

(e)(4)(H), (e)(4)(I), and (f) pursuant to 5 U.S.C. 

552a(k)(1), (k)(2), (k)(3), and (k)(5). Exemp-

tions from these particular subsections are 

justified, on a case-by-case basis to be deter-

mined at the time a request is made, for the 

following reasons: 

(a) From subsection (c)(3) and (4) (Account-

ing for Disclosures) because release of the 

accounting of disclosures could alert the sub-

ject of an investigation of an actual or po-

tential criminal, civil, or regulatory viola-

tion to the existence of the investigation, 

and reveal investigative interest on the part 

of DHS as well as the recipient agency. Dis-

closure of the accounting would therefore 

present a serious impediment to law enforce-

ment efforts and/or efforts to preserve na-

tional security. Disclosure of the accounting 

would also permit the individual who is the 

subject of a record to impede the investiga-

tion, to tamper with witnesses or evidence, 

and to avoid detection or apprehension, 

which would undermine the entire investiga-

tive process. 

(b) From subsection (d) (Access to Records) 

because access to the records contained in 
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this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 

respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training, and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

19. The DHS/ALL—024 Facility and Perim-
eter Access Control and Visitor Management 
system of records consists of electronic and 
paper records and will be used by DHS and 
its components. The DHS/ALL—024 Facility 
and Perimeter Access Control and Visitor 
Management system is a repository of infor-
mation held by DHS in connection with its 
several and varied missions and functions, 
including, but not limited to: the enforce-
ment of civil and criminal laws; investiga-
tions, inquiries, and proceedings there under; 
and national security and intelligence ac-
tivities. The DHS/ALL—024 Facility and Pe-
rimeter Access Control and Visitor Manage-
ment system contains information that is 
collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
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U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), and (f) pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), and (k)(5). Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements), and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 

procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

20. The Department of Homeland Security 
(DHS)/ALL–038 Insider Threat Program Sys-
tem of Records consists of electronic and 
paper records and will be used by DHS and 
its components. The DHS/ALL–038 Insider 
Threat Program System of Records is a re-
pository of information held by DHS in con-
nection with its several and varied missions 
and functions, including the enforcement of 
civil and criminal laws; investigations, in-
quiries, and proceedings there under; na-
tional security and intelligence activities; 
and protection of the President of the U.S. or 
other individuals pursuant to Section 3056 
and 3056A of Title 18. The DHS/ALL–038 In-
sider Threat Program System of Records 
contains information that is collected by, on 
behalf of, in support of, or in cooperation 
with DHS and its components and may con-
tain personally identifiable information col-
lected by other federal, state, local, tribal, 
foreign, or international government agen-
cies. The Secretary of Homeland Security, 
pursuant to 5 U.S.C. 552a(j)(2), has exempted 
this system from the following provisions of 
the Privacy Act: 5 U.S.C. 552a(c)(3), (c)(4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5), (e)(8), (e)(12); (f); and (g)(1). 
Additionally, the Secretary of Homeland Se-
curity, pursuant to 5 U.S.C. 552a(k)(1), (k)(2), 
and (k)(5), has exempted this system from 
the following provisions of the Privacy Act: 
5 U.S.C. 552a(c)(3); (d); (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I); and (f). Where a record re-
ceived from another system has been ex-
empted in that source system under 5 U.S.C. 
552a(j)(2), 5 U.S.C. 552a(k)(1), (k)(2), and 
(k)(5), DHS will claim the same exemptions 
for those records that are claimed for the 
original primary systems of records from 
which they originated and claims any addi-
tional exemptions set forth here. Exemptions 
from these particular subsections are justi-
fied, on a case-by-case basis to be determined 
at the time a request is made, for the fol-
lowing reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
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and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. When an investigation has been 
completed, information on disclosures made 
may continue to be exempted if the fact that 
an investigation occurred remains sensitive 
after completion. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities 
and would impose an unreasonable adminis-
trative burden by requiring investigations to 
be continually reinvestigated. In addition, 
permitting access and amendment to such 
information could disclose security-sensitive 
information that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 

themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (e)(12) (Matching 
Agreements) because requiring DHS to pro-
vide notice of a new or revised matching 
agreement with a non-Federal agency, if one 
existed, would impair DHS operations by in-
dicating which data elements and informa-
tion are valuable to DHS’s analytical func-
tions, thereby providing harmful disclosure 
of information to individuals who would seek 
to circumvent or interfere with DHS’s mis-
sions. 

(j) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

21. The DHS/CBP—010 Persons Engaged in 
International Trade in CBP Licensed/Regu-
lated Activities system of records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/CBP— 
010 Persons Engaged in International Trade 
in CBP Licensed/Regulated Activities is a re-
pository of information held by DHS in con-
nection with its several and varied missions 
and functions, including, but not limited to: 
The enforcement of civil and criminal laws; 
investigations, inquiries, and proceedings 
thereunder; and national security and intel-
ligence activities. The DHS/CBP—010 Per-
sons Engaged in International Trade in CBP 
Licensed/Regulated Activities contains in-
formation that is collected by, on behalf of, 
in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other Federal, State, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5) and (e)(8); (f), and (g) pursuant 
to 5 U.S.C. 552a(j)(2). Additionally, the Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
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the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a (c)(3), (d), (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), and (f) pursuant 
to 5 U.S.C. 552a(k)(2). Exemptions from these 
particular subsections are justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to national security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
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maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

22. The DHS/CBP—011 TECS system of 
records consists of electronic and paper 
records and will be used by DHS, its Compo-
nents, and other Federal agencies. The DHS/ 
CBP–011 TECS is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to: The enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings thereunder; and national se-
curity and intelligence activities. The DHS/ 
CBP–011 TECS contains information that is 
collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, Tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and 
(e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), and (f) pursuant to 5 U.S.C. 
552a(k)(2). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-

dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to national security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation or subject of in-
terest would alert the subject to the nature 
or existence of an investigation, thereby 
interfering with the related investigation 
and law enforcement activities or national 
security matter. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
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and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

23. The DHS/CBP—012 Closed Circuit Tele-
vision system of records consists of elec-
tronic and paper records and will be used by 
DHS and its components. The DHS/CBP—012 
Closed Circuit Television system is a reposi-
tory of information held by DHS in connec-
tion with its several and varied missions and 
functions, including, but not limited to: The 
enforcement of civil and criminal laws; in-
vestigations, inquiries, and proceedings 
thereunder; and national security and intel-
ligence activities. The DHS/CBP—012 Closed 
Circuit Television system contains informa-
tion that is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
Federal, State, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5) and (e)(8); (f), and (g) pursuant 
to 5 U.S.C. 552a(j)(2). Additionally, the Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3), (d), (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), and (f) pursuant 
to 5 U.S.C. 552a(k)(2). Exemptions from these 
particular subsections are justified, on a 

case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
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an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

24. The DHS/CBP—013 Seized Assets and 
Case Tracking System (SEACATS) consists 

of electronic and paper records and will be 
used by DHS and its components. The DHS/ 
CBP—013 Seized Assets and Case Tracking 
System is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to: The enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings thereunder; and national secu-
rity and intelligence activities. The DHS/ 
CBP—013 Seized Assets and Case Tracking 
System contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and 
(e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (I), and (f) pursuant to 5 U.S.C. 
552a(k)(2). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
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impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to national security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 

impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude the officers and agents of DHS compo-
nents’ from using their investigative train-
ing and exercise of good judgment to both 
conduct and report on investigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

25. The U.S. Department of Homeland Se-
curity (DHS)/U.S. Customs and Border Pro-
tection (CBP)–014 Regulatory Audit Archive 
System (RAAS) System of Records consists 
of electronic and paper records and will be 
used by DHS and its Components. The DHS/ 
CBP–014 RAAS System of Records is a repos-
itory of information held by DHS in connec-
tion with its several and varied missions and 
functions, including, but not limited to, the 
enforcement of civil and criminal laws, and 
investigations, inquiries, and proceedings 
there under. The DHS/CBP–014 RAAS System 
of Records contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its Components 
and may contain personally identifiable in-
formation collected by other federal, state, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security, pursuant to 5 U.S.C. 
552a(k)(2), has exempted this system from 
the following provisions of the Privacy Act: 
5 U.S.C. 552a(c)(3). Exemptions from these 
particular subsections are justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
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and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) [Reserved] 
26. DHS/CBP–001, Import Information Sys-

tem (IIS). A portion of the following system 
of records is exempt from 5 U.S.C. 552a(c)(3), 
(e)(8), and (g)(1) pursuant to 5 U.S.C. 
552a(j)(2), and from 5 U.S.C. 552a(c)(3) pursu-
ant to 5 U.S.C. 552a(k)(2). Further, no exemp-
tion shall be asserted with respect to infor-
mation maintained in the system as it re-
lates to data submitted by or on behalf of a 
person who travels to visit the United States 
and crosses the border, nor shall an exemp-
tion be asserted with respect to the resulting 
determination (approval or denial). After 
conferring with the appropriate component 
or agency, DHS may waive applicable exemp-
tions in appropriate circumstances and 
where it would not appear to interfere with 
or adversely affect the law enforcement pur-
poses of the systems from which the infor-
mation is recompiled or in which it is con-
tained. Exemptions from the above par-
ticular subsections are justified, on a case- 
by-case basis to be determined at the time a 
request is made, when information in this 
system of records is may impede a law en-
forcement, intelligence activities and na-
tional security investigation: 

(a) From subsection (c)(3) (Accounting for 
Disclosure) because making available to a 
record subject the accounting of disclosures 
from records concerning him or her would 
specifically reveal any investigative interest 
in the individual. Revealing this information 
could reasonably be expected to compromise 
ongoing efforts to investigate a violation of 
U.S. law, including investigations of a 
known or suspected terrorist, by notifying 
the record subject that he or she is under in-
vestigation. This information could also per-
mit the record subject to take measures to 
impede the investigation, e.g., destroy evi-
dence, intimidate potential witnesses, or flee 
the area to avoid or impede the investiga-
tion. 

(b) From subsection (e)(8) (Notice on Indi-
viduals) because to require individual notice 
of disclosure of information due to compul-
sory legal process would pose an impossible 
administrative burden on DHS and other 
agencies and could alert the subjects of 
counterterrorism or law enforcement inves-
tigations to the fact of those investigations 
when not previously known. 

(c) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

27. The DHS/CBP–009 Nonimmigrant Infor-
mation system of records consists of elec-
tronic and paper records and will be used by 

DHS and it’s Components. The DHS/CBP–009 
Nonimmigrant Information System is a re-
pository of information held by DHS in con-
nection with its several and varied missions 
and functions, including, but not limited to: 
The enforcement of civil and criminal laws; 
Investigations, inquiries, and proceedings 
thereunder; and national security and intel-
ligence activities. The DHS/CBP–009 Non-
immigrant Information System contains in-
formation that is collected by, on behalf of, 
in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other Federal, State, local, Tribal, foreign, 
or international government agencies. This 
system may contain records or information 
pertaining to the accounting of disclosures 
made from the Nonimmigrant Information 
System to other law enforcement and 
counterterrorism agencies (Federal, State, 
Local, Foreign, International or Tribal) in 
accordance with the published routine uses. 
The Secretary of Homeland Security has ex-
empted this system from the following provi-
sions of the Privacy Act, subject to the limi-
tations set forth in 5 U.S.C. 522(c)(3), (e) (8), 
and (g) of the Privacy Act of 1974, as amend-
ed, as necessary and appropriate to protect 
accounting of these disclosures only, pursu-
ant to 5 U.S.C. 552a (j)(2), and (k)(2). Further, 
no exemption shall be asserted with respect 
to biographical or travel information sub-
mitted by, and collected from, a person’s 
travel documents or submitted from a gov-
ernment computer system to support or to 
validate those travel documents. After con-
ferring with the appropriate component or 
agency, DHS may waive applicable exemp-
tions in appropriate circumstances and 
where it would not appear to interfere with 
or adversely affect the law enforcement pur-
poses of the systems from which the infor-
mation is recompiled or in which it is con-
tained. Exemptions from the above par-
ticular subsections are justified, on a case- 
by-case basis to be determined at the time a 
request is made, when information in this 
system of records is recompiled or is created 
from information contained in other systems 
of records subject to exemptions for the fol-
lowing reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosure) because making available to a 
record subject the accounting of disclosures 
from records concerning him or her would 
specifically reveal any investigative interest 
in the individual. Revealing this information 
could reasonably be expected to compromise 
ongoing efforts to investigate a violation of 
U.S. law, including investigations of a 
known or suspected terrorist, by notifying 
the record subject that he or she is under in-
vestigation. This information could also per-
mit the record subject to take measures to 
impede the investigation, e.g., destroy evi-
dence, intimidate potential witnesses, or flee 
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the area to avoid or impede the investiga-
tion. 

(b) From subsection (e)(8) (Notice on Indi-
viduals) because to require individual notice 
of disclosure of information due to compul-
sory legal process would pose an impossible 
administrative burden on DHS and other 
agencies and could alert the subjects of 
counterterrorism or law enforcement inves-
tigations to the fact of those investigations 
when not previously known. 

(c) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

28. The DHS/ICE—007 Law Enforcement 
Support Center (LESC) Alien Criminal Re-
sponse Information Management (ACRIMe) 
system of records consists of electronic and 
paper records and will be used by DHS and 
its components. The DHS/ICE—007 Law En-
forcement Support Center Alien Criminal 
Response Information Management system 
is a repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: The enforcement of civil and crimi-
nal laws; investigations, inquiries, and pro-
ceedings thereunder; and national security 
and intelligence activities. The DHS/ICE— 
007 Law Enforcement Support Center Alien 
Criminal Response Information Management 
system contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system of 
records from the following provisions of the 
Privacy Act, subject to the limitations set 
forth in 5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), and (e)(5) and 
(e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), and (f) pursuant to 5 U.S.C. 
552a(k)(2). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 

subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in identifying 
or establishing patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 
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(f) From subsections (e)(4)(G), (H) (Agency 
Requirements), and (f) (Agency Rules) be-
cause portions of this system are exempt 
from the individual access provisions of sub-
section (d) for the reasons noted above, and 
therefore DHS is not required to establish re-
quirements, rules, or procedures with respect 
to such access. Providing notice to individ-
uals with respect to existence of records per-
taining to them in the system of records or 
otherwise setting up procedures pursuant to 
which individuals may access and view 
records pertaining to themselves in the sys-
tem would undermine investigative efforts 
and reveal the identities of witnesses, and 
potential witnesses, and confidential inform-
ants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

29. The DHS/ICE—008 Search, Arrest, and 
Seizure system of records consists of elec-
tronic and paper records and will be used by 
DHS and its components. The DHS/ICE—008 
Search, Arrest, and Seizure system is a re-
pository of information held by DHS in con-
nection with its several and varied missions 
and functions, including, but not limited to: 
The enforcement of civil and criminal laws; 
investigations, inquiries, and proceedings 
thereunder; and national security and intel-
ligence activities. The DHS/ICE—008 Search, 
Arrest, and Seizure system contains infor-
mation that is collected by, on behalf of, in 
support of, or in cooperation with DHS and 
its components and may contain personally 
identifiable information collected by other 
Federal, State, local, tribal, foreign, or 

international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(5) 
and (e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), and (f) pursuant to 5 U.S.C. 
552a(k)(2). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 



72 

6 CFR Ch. I (1–1–23 Edition) Pt. 5, App. C 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 

subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

30. The DHS/ICE—009 External Investiga-
tions system of records consists of electronic 
and paper records and will be used by DHS 
and its components. The DHS/ICE—009 Ex-
ternal Investigations system is a repository 
of information held by DHS in connection 
with its several and varied missions and 
functions, including, but not limited to: The 
enforcement of civil and criminal laws; in-
vestigations, inquiries, and proceedings 
there under; and national security and intel-
ligence activities. The DHS/ICE—009 Exter-
nal Investigations system contains informa-
tion that is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
Federal, State, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), and 
(e)(5) and (e)(8); (f), and (g) pursuant to 5 
U.S.C. 552a(j)(2). Additionally, the Secretary 
of Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), and (f) pursuant to 5 U.S.C. 
552a(k)(2). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
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this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 

respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

31. The DHS/ICE—010 Confidential and 
Other Sources of Information (COSI) system 
of records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/ICE—010 Confidential and 
Other Sources of Information system is a re-
pository of information held by DHS in con-
nection with its several and varied missions 
and functions, including, but not limited to: 
the enforcement of civil and criminal laws; 
and investigations, inquiries, and pro-
ceedings there under; and national security 
and intelligence activities. The DHS/ICE— 
010 Confidential and Other Sources of Infor-
mation system contains information that is 
collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
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(e)(3), (e)(4)(G), (e)(4)(H), (e)(5) and (e)(8); (f), 
and (g) pursuant to 5 U.S.C. 552a(j)(2). Addi-
tionally, the Secretary of Homeland Secu-
rity has exempted this system from the fol-
lowing provisions of the Privacy Act, subject 
to the limitations set forth in 5 U.S.C. 552a 
(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), and (f) 
pursuant to 5 U.S.C. 552a(k)(2). Exemptions 
from these particular subsections are justi-
fied, on a case-by-case basis to be determined 
at the time a request is made, for the fol-
lowing reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-

vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
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seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

32. The DHS/USCIS—006 Fraud Detection 
and National Security Data System (FDNS– 
DS) system of records consists of a stand 
alone database and paper files that will be 
used by DHS and its components. The DHS/ 
USCIS—006 Fraud Detection and National 
Security Data System is a case management 
system used to record, track, and manage 
immigration inquiries, investigative refer-
rals, law enforcement requests, and case de-
terminations involving benefit fraud, crimi-
nal activity, public safety and national secu-
rity concerns. The Secretary of Homeland 
Security has exempted this system from the 
following provisions of the Privacy Act, sub-
ject to the limitations set forth in 5 U.S.C. 
552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), and (f) pursuant to 5 U.S.C. 552a 
(k)(2). These exemptions apply only to the 
extent that records in the system are subject 
to exemption pursuant to 5 U.S.C. 552a (k)(2). 
Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation; and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 

and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G) and (e)(4)(H) 
(Agency Requirements) because portions of 
this system are exempt from the individual 
access provisions of subsection (d) which ex-
empts providing access because it could alert 
a subject to the nature or existence of an in-
vestigation, and thus there could be no pro-
cedures for that particular data. Procedures 
do exist for access for those portions of the 
system that are not exempted. 

(e) From subsection (e)(4)(I) (Agency Re-
quirements) because providing such source 
information would impede law enforcement 
or intelligence by compromising the nature 
or existence of a confidential investigation. 

(f) From subsection (f) (Agency Rules) be-
cause portions of this system are exempt 
from the access and amendment provisions 
of subsection (d). 

33. The DHS/USCG—028 Family Advocacy 
Case Records system of records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/ 
USCG—028 Family Advocacy Case Records is 
a repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: the enforcement of civil and criminal 
laws; investigations, inquiries, and pro-
ceedings there under. The DHS/USCG—028 
Family Advocacy Case Records contains in-
formation that is collected by, on behalf of, 
in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other Federal, State, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a (c)(3), (d), (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), and (f) pursuant 
to 5 U.S.C. 552a(k)(2). Exemptions from these 
particular subsections are justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 



76 

6 CFR Ch. I (1–1–23 Edition) Pt. 5, App. C 

existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

34. The DHS/USCG–029 Notice of Arrival 
and Departure System of Records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/USCG– 
029 Notice of Arrival and Departure System 
of Records is a repository of information 

held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings there under. The DHS/ 
USCG–029 Notice of Arrival and Departure 
System of Records contains information that 
is collected by, on behalf of, in support of, or 
in cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other federal, state, 
local, tribal, foreign, or international gov-
ernment agencies. 

The Secretary of Homeland Security, pur-
suant to 5 U.S.C. 552a(j)(2), exempted this 
system from the following provisions of the 
Privacy Act: Sections (c)(3), (e)(8), and (g) of 
the Privacy Act of 1974, as amended, as is 
necessary and appropriate to protect this in-
formation. Further, DHS has exempted sec-
tion (c)(3) of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(k)(2), as 
is necessary and appropriate to protect this 
information. 

Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 
When an investigation has been completed, 
information on disclosures made may con-
tinue to be exempted if the fact that an in-
vestigation occurred remains sensitive after 
completion. 

(b) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(c) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

35. The DHS/Secret Service—001 Criminal 
Investigation Information system of records 
consists of electronic and paper records and 
will be used by DHS and its components. The 
DHS/Secret Service—001 Criminal Investiga-
tion Information system is a repository of 



77 

Office of the Secretary, Homeland Security Pt. 5, App. C 

information held by DHS in connection with 
its several and varied missions and func-
tions, including, but not limited to: The en-
forcement of civil and criminal laws; inves-
tigations, inquiries, and proceedings there 
under; the protection of the President of the 
United States or other individuals and loca-
tions pursuant to section 3056 and 3056A of 
Title 18. The DHS/Secret Service—001 Crimi-
nal Investigation Information system con-
tains information that is collected by, on be-
half of, in support of, or in cooperation with 
DHS and its components and may contain 
personally identifiable information collected 
by other Federal, State, local, tribal, for-
eign, international government agencies, as 
well as private corporate, education and 
other entities. The Secretary of Homeland 
Security has exempted this system from the 
following provisions of the Privacy Act, sub-
ject to the limitations set forth in 5 U.S.C. 
552a(c)(3) and (4); (d); (e)(1), (e)(2), (e)(3), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and (e)(8); 
(f), and (g) pursuant to 5 U.S.C. 552a(j)(2). Ad-
ditionally, the Secretary of Homeland Secu-
rity has exempted this system from the fol-
lowing provisions of the Privacy Act, subject 
to the limitations set forth in 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), (I), 
and (f) pursuant to 5 U.S.C. 552a(k)(1), (k)(2), 
and (k)(3). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, or 
protective inquiry, and reveal investigative 
interest on the part of DHS as well as the re-
cipient agency. Disclosure of the accounting 
would therefore present a serious impedi-
ment to law enforcement efforts and/or the 
Secret Service’s protective mission. Disclo-
sure of the accounting would also permit the 
individual who is the subject of a record to 
impede the investigation, or inquiry, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative or inquiry 
process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, or protective inquiry to the existence 
of the investigation or inquiry, and reveal 
investigative interest on the part of DHS or 
another agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation or in-
quiry, to tamper with witnesses or evidence, 
and to avoid detection or apprehension. 
Amendment of the records could interfere 

with ongoing investigations and law enforce-
ment or protective activities and/or could 
disclose security-sensitive information that 
could be detrimental to homeland security 
or the protective mission of the Secret Serv-
ice. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law or protective inquiries, 
the accuracy of information obtained or in-
troduced occasionally may be unclear or the 
information may not be strictly relevant or 
necessary to a specific investigation or pro-
tective inquiry. In the interests of effective 
law enforcement, and/or the protective mis-
sion of the Secret Service, it is appropriate 
to retain all information that may aid in es-
tablishing patterns of unlawful activity, or a 
threat to an individual, location or event 
protected or secured by the Secret Service. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation or protective in-
quiry would alert the subject to the nature 
or existence of an investigation or inquiry, 
thereby interfering with the related inves-
tigation or inquiry and law enforcement or 
protective activities. 

(e) From subsection (e)(3) (Notice to Indi-
viduals Providing Information) because pro-
viding such detailed information would im-
pede law enforcement or protective activi-
ties in that it could compromise investiga-
tions or inquires by: Revealing the existence 
of an otherwise confidential investigation or 
inquiry and thereby provide an opportunity 
for the subject of an investigation or inquiry 
to conceal evidence, alter patterns of behav-
ior, or take other actions that could thwart 
investigative or protective efforts; reveal the 
identity of witnesses in investigations or in-
quiries, thereby providing an opportunity for 
the subjects of the investigations or inquir-
ies or others to harass, intimidate, or other-
wise interfere with the collection of evidence 
or other information from such witnesses; or 
reveal the identity of confidential inform-
ants, which would negatively affect the in-
formant’s usefulness in any ongoing or fu-
ture investigations or protective activities 
and discourage members of the public from 
cooperating as confidential informants in 
any future investigations or protective ac-
tivities. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to the existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
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pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative or 
protective efforts and reveal the identities of 
witnesses, and potential witnesses, and con-
fidential informants. 

(g) From subsection (e)(5) (Maintenance of 
Information Used in Making any Determina-
tion) because in the collection of informa-
tion for law enforcement and protective pur-
poses it is impossible to determine in ad-
vance what information is accurate, rel-
evant, timely, and complete. Compliance 
with (e)(5) would preclude Secret Service 
DHS agents from using their investigative 
and protective training and exercising good 
judgment to both conduct and report on in-
vestigations or other protective activities. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, or/and could result in disclosure of in-
vestigative or protective techniques, proce-
dures, and evidence. 

(i) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act 
relating to individuals’ rights to access and 
amend their records contained in the system. 
Therefore DHS is not required to establish 
rules or procedures pursuant to which indi-
viduals may seek a civil remedy for the 
agency’s: Refusal to amend a record; refusal 
to comply with a request for access to 
records; failure to maintain accurate, rel-
evant, timely and complete records; or fail-
ure to otherwise comply with an individual’s 
right to access or amend records. 

36. The DHS/Secret Service—003 Non- 
Criminal Investigation Information system 
of records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/Secret Service—003 Non- 
Criminal Investigation Information system 
is a repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: The enforcement of civil and crimi-
nal laws; criminal, civil, protective and 
background investigations and inquiries, and 
proceedings thereunder; the protection of the 
President of the United States or other indi-
viduals and locations pursuant to section 
3056 and 3056A of Title 18; and the hiring of 
employees through an application process 
which includes the use of polygraph exami-
nations. The DHS/Secret Service—003 Non- 
Criminal Investigation Information system 
contains information that is collected by, on 
behalf of, in support of, or in cooperation 
with DHS and its components and may con-
tain personally identifiable information col-
lected by other Federal, State, local, tribal, 
foreign, or international government agen-
cies, as well as private corporate, edu-

cational and other entities. The Secretary of 

Homeland Security has exempted this sys-

tem from the following provisions of the Pri-

vacy Act, subject to the limitations set forth 

in 5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 

(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and 

(e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), and (f) pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), (k)(3), (k)(5), and (k)(6). Ex-
emptions from these particular subsections 
are justified, on a case-by-case basis to be 
determined at the time a request is made, for 
the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, or 
protective inquiry, and reveal investigative 
interest on the part of DHS as well as the re-
cipient agency. Disclosure of the accounting 
would therefore present a serious impedi-
ment to law enforcement efforts and/or the 
Secret Service’s protective mission. Disclo-
sure of the accounting would also permit the 
individual who is the subject of a record to 
impede the investigation or inquiry, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative or inquiry 
process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, or protective inquiry to the existence 
of the investigation or inquiry, and reveal 
investigative interest on the part of DHS or 
another agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation or in-
quiry, to tamper with witnesses or evidence, 
and to avoid detection or apprehension. 
Amendment of the records could interfere 
with ongoing investigations and law enforce-
ment or protective activities and/or could 
disclose security-sensitive information that 
could be detrimental to homeland security 
or the protective mission of the Secret Serv-
ice. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law or protective inquiries, 
the accuracy of information obtained or in-
troduced occasionally may be unclear or the 
information may not be strictly relevant or 
necessary to a specific investigation or pro-
tective inquiry. In the interests of effective 
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law enforcement and/or the protective mis-
sion of the Secret Service, it is appropriate 
to retain all information that may aid in es-
tablishing patterns of unlawful activity, or a 
threat to an individual, location or event 
protected or secured by the Secret Service. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation or protective in-
quiry would alert the subject to the nature 
or existence of an investigation or inquiry, 
thereby interfering with the related inves-
tigation or inquiry and law enforcement or 
protective activities. 

(e) From subsection (e)(3) (Notice to Indi-
viduals Providing Information) because pro-
viding such detailed information would im-
pede law enforcement or protective activi-
ties in that it could compromise investiga-
tions or inquiries by: Revealing the existence 
of an otherwise confidential investigation or 
inquiry and thereby provide an opportunity 
for the subject of an investigation or inquiry 
to conceal evidence, alter patterns of behav-
ior, or take other actions that could thwart 
investigative or protective efforts; reveal the 
identity of witnesses in investigations or in-
quiries, thereby providing an opportunity for 
the subjects of the investigations or inquir-
ies or others to harass, intimidate, or other-
wise interfere with the collection of evidence 
or other information from such witnesses; or 
reveal the identity of confidential inform-
ants, which would negatively affect the in-
formant’s usefulness in any ongoing or fu-
ture investigations or protective activities 
and discourage members of the public from 
cooperating as confidential informants in 
any future investigations or protective ac-
tivities. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to the existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative or 
protective efforts and reveal the identities of 
witnesses, and potential witnesses, and con-
fidential informants. 

(g) From subsection (e)(5) (Maintenance of 
Information Used in Making any Determina-
tion) because in the collection of informa-
tion for law enforcement and protective pur-
poses it is impossible to determine in ad-
vance what information is accurate, rel-
evant, timely, and complete. Compliance 
with (e)(5) would preclude Secret Service 
agents from using their investigative and 

protective training, and exercising good 
judgment to both conduct and report on in-
vestigations or other protective activities. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, or could result in disclosure of inves-
tigative or protective techniques, proce-
dures, and evidence. 

(i) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act 
relating to individuals’ rights to access and 
amend their records contained in the system. 
Therefore DHS is not required to establish 
rules or procedures pursuant to which indi-
viduals may seek a civil remedy for the 
agency’s: Refusal to amend a record; refusal 
to comply with a request for access to 
records; failure to maintain accurate, rel-
evant, timely and complete records; or fail-
ure to otherwise comply with an individual’s 
right to access or amend records. 

37. The DHS/Secret Service—004 Protection 
Information system of records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/Secret 
Service—004 Protection Information system 
is a repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: the enforcement of civil and criminal 
laws; investigations, inquiries, and pro-
ceedings thereunder; and the protection of 
the President of the United States or other 
individuals and locations pursuant to Sec-
tions 3056 and 3056A of Title 18. The DHS/Se-
cret Service—004 Protection Information 
system contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, Tribal, foreign, or international gov-
ernment agencies, as well as private cor-
porate or other entities. The Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and 
(e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), and (f) pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), and (k)(3). Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
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accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion or a protective inquiry to the existence 
of the investigation or inquiry, and reveal 
investigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or the Secret Service’s protective mis-
sion. Disclosure of the accounting would also 
permit the individual who is the subject of a 
record to impede the investigation or in-
quiry, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive or inquiry process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, or protective inquiry to the existence 
of the investigation or inquiry, and reveal 
investigative interest on the part of DHS or 
another agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, or in-
quiry to tamper with witnesses or evidence, 
and to avoid detection or apprehension. 
Amendment of the records could interfere 
with ongoing investigations, law enforce-
ment or protective activities and/or could 
disclose security-sensitive information that 
could be detrimental to homeland security 
or the protective mission of the Secret Serv-
ice. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law or protective inquiries, 
the accuracy of information obtained or in-
troduced occasionally may be unclear or the 
information may not be strictly relevant or 
necessary to a specific investigation or pro-
tective inquiry. In the interests of effective 
law enforcement and/or the protective mis-
sion of the Secret Service, it is appropriate 
to retain all information that may aid in es-
tablishing patterns of unlawful activity, or a 
possible threat to an individual, location or 
event protected or secured by the Secret 
Service. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation or protective in-
quiry would alert the subject to the nature 
or existence of an investigation or inquiry, 
thereby interfering with the related inves-
tigation or inquiry and law enforcement or 
protective activities. 

(e) From subsection (e)(3) (Notice to Indi-
viduals Providing Information) because pro-
viding such detailed information would im-
pede law enforcement or protective activi-
ties in that it could compromise investiga-

tions or inquiries by: Revealing the existence 
of an otherwise confidential investigation or 
inquiry and thereby provide an opportunity 
for the subject of an investigation or inquiry 
to conceal evidence, alter patterns of behav-
ior, or take other actions that could thwart 
investigative or protective efforts; reveal the 
identity of witnesses, thereby providing an 
opportunity for the subjects of the investiga-
tions or inquiries or others to harass, intimi-
date, or otherwise interfere with the collec-
tion of evidence or other information from 
such witnesses; or reveal the identity of con-
fidential informants, which would negatively 
affect the informant’s usefulness in any on-
going or future investigations or protective 
activities and discourage members of the 
public from cooperating as confidential in-
formants in any future investigations or pro-
tective activities. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to the existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
and protective efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Maintenance of 
Information Used in Making any Determina-
tion) because in the collection of informa-
tion for law enforcement and protective pur-
poses it is impossible to determine in ad-
vance what information is accurate, rel-
evant, timely, and complete. Compliance 
with (e)(5) would preclude Secret Service 
agents from using their investigative and 
protective training and exercising good judg-
ment to both conduct and report on inves-
tigations or other protective activities. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative or protective techniques, proce-
dures, and evidence. 

(i) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act 
relating to individuals’ rights to access and 
amend their records contained in the system. 
Therefore DHS is not required to establish 
rules or procedures pursuant to which indi-
viduals may seek a civil remedy for the 
agency’s: refusal to amend a record; refusal 
to comply with a request for access to 
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records; failure to maintain accurate, rel-
evant, timely and complete records; or fail-
ure to otherwise comply with an individual’s 
right to access or amend records. 

38. The DHS/ALL—025 Law Enforcement 
Authority in Support of the Protection of 
Property Owned or Occupied by the Depart-
ment of Homeland Security system of 
records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/ALL—025 Law Enforce-
ment Authority in Support of the Protection 
of Property Owned or Occupied by the De-
partment of Homeland Security system is a 
repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: The enforcement of civil and crimi-
nal laws; investigations, inquiries, and pro-
ceedings there under; and national security 
and intelligence activities. The DHS/ALL— 
025 Law Enforcement Authority in Support 
of the Protection of Property Owned or Oc-
cupied by the Department of Homeland Secu-
rity system contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), and (f) pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), and (k)(5). Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 

the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements), and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

39. The DHS/ALL—017 General Legal 
Records system of records consists of elec-
tronic and paper records and will be used by 
DHS and its components. The DHS/ALL—017 
General Legal Records system of records is a 
repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: The enforcement of civil and crimi-
nal laws; investigations, inquiries, and pro-
ceedings thereunder; national security and 
intelligence activities; and protection of the 
President of the United States or other indi-
viduals pursuant to section 3056 and 3056A of 
Title 18. The DHS/ALL—017 General Legal 
Records system of records contains informa-
tion that is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
Federal, State, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
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(e)(4)(I), (e)(5) and (e)(8); (f), and (g), pursuant 
to exemption 5 U.S.C. 552a(j)(2). Addition-
ally, the Secretary of Homeland Security has 
exempted this system from the following 
provisions of the Privacy Act, subject to the 
limitations set forth in 5 U.S.C. 552a (c)(3), 
(d), (e)(1), (e)(4)(G), (e)(4)(H), (I), and (f), pur-
suant to 5 U.S.C. 552a(k)(1), (k)(2), (k)(3) and 
(k)(5). Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-

vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
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seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

40. The DHS/ALL—023 Personnel Security 
Management system of records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/ALL— 
023 Personnel Security Management system 
is a repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: The enforcement of civil and crimi-
nal laws; investigations, inquiries, and pro-
ceedings thereunder; national security and 
intelligence activities; and protection of the 
President of the United States or other indi-
viduals pursuant to section 3056 and 3056A of 
Title 18. The DHS/ALL—023 Personnel Secu-
rity Management system contains informa-
tion that is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
Federal, State, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a (c)(3), (d), (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), and (f) pursuant 
to 5 U.S.C. 552a(k)(1), (k)(2), (k)(3), and (k)(5). 
Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-

dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

41. The DHS/NPPD/US–VISIT—001 Arrival 
and Departure Information system of records 
notice is a system for the storage and use of 
biographic, biometric indicator, and encoun-
ter data consolidated from various systems 
regarding aliens who have applied for entry, 
entered, or departed the United States. In-
formation in the DHS/NPPD/US–VISIT—001 
Arrival and Departure Information system of 
records notice is used primarily to facilitate 
the investigation of subjects of interest who 
may have violated their immigration status 
by remaining in the United States beyond 
their authorized stay; thereby supporting 
the several and varied missions and func-
tions of DHS, including but not limited to: 
the enforcement of civil and criminal laws 
(including the immigration law); investiga-
tions, inquiries; national security and intel-
ligence activities in support of the DHS mis-
sion to identify and prevent acts of terrorism 
against the United States. The information 
is collected by, on behalf of, in support of, or 
in cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
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the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(5) and (e)(8); (f); 
and (g) pursuant to 5 U.S.C. 552a(j)(2). Addi-
tionally, the Secretary of Homeland Secu-
rity has exempted this system from the fol-
lowing provisions of the Privacy Act, subject 
to the limitations set forth in 5 U.S.C. 
552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H); and 
(f) pursuant to 5 U.S.C. 552a(k)(1), (k)(2), 
(k)(3) and (k)(5). Exemptions from these par-
ticular subsections are justified, on a case- 
by-case basis to be determined at the time a 
request is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation; 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-

ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tities of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency Re-
quirements) because portions of this system 
are exempt from the individual access provi-
sions of subsection (d) for the reasons noted 
above, and therefore DHS is not required to 
establish requirements, rules, or procedures 
with respect to such access. Providing notice 
to individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act 
relating to individuals’ rights to access and 
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amend their records contained in the system. 
Therefore DHS is not required to establish 
rules or procedures pursuant to which indi-
viduals may seek a civil remedy for the 
agency’s: refusal to amend a record; refusal 
to comply with a request for access to 
records; failure to maintain accurate, rel-
evant, timely and complete records; or fail-
ure to otherwise comply with an individual’s 
right to access or amend records. 

42. The DHS/NPPD/US–VISIT—003 Tech-
nical Reconciliation Analysis Classification 
system of records (TRACS) consists of stand 
alone database and paper files that will be 
used by DHS and its components. This sys-
tem of records will be used to perform a 
range of information management and ana-
lytic functions involving collecting, 
verifying, and resolving tracking of data pri-
marily on individuals who are not United 
States citizens or legal permanent residents 
(LPRs). However, it will contain data on: (1.) 
U.S. citizens or LPRs who have a connection 
to the DHS mission (e.g., individuals who 
have submitted a visa application to the UK, 
or have made requests for a license or cre-
dential as part of a background check or se-
curity screening in connection with their 
hiring or retention, performance of a job 
function or the issuance of a license or cre-
dential for employment at DHS); (2.) U.S. 
citizens and LPRs who have an incidental 
connection to the DHS mission (e.g., individ-
uals living at the same address as individuals 
who have remained in this country beyond 
their authorized stays); and (3.) individuals 
who have, over time, changed their status 
and became U.S. citizens or LPRs. The DHS/ 
NPPD/US–VISIT—003 Technical Reconcili-
ation Analysis Classification system of 
records is managed and maintained by the 
US–VISIT Program. The data contained in 
the DHS/NPPD/US–VISIT—003 Technical 
Reconciliation Analysis Classification sys-
tem of records is primarily derived from 
DHS/NPPD/U.S–VISIT—001 Arrival and De-
parture Information System (ADIS); DHS/ 
CBP—011 TECS; DHS/ICE—001 Student and 
Exchange Visitor Information System 
(SEVIS); DHS/ICE/CBP/USCIS—001—03 En-
forcement Operational Immigration Records 
(ENFORCE/IDENT); DHS/ICE—011 Remov-
able Alien Records System (RARS); DHS/ 
USCIS—001 Alien File (A–File) and Central 
Index System (CIS); DHS/USCIS—007 Bene-
fits Information System covering Computer 
Linked Application Information Manage-
ment System 3 (Claims 3) and Computer 
Linked Application Information Manage-
ment System 4 (Claims 4); DHS/USCIS Refu-
gees, Asylum & Parole System (RAPS); and 
from the Department of State’s Consolidated 
Consular Database (CCD). The DHS/NPPD/ 
US–VISIT—003 Technical Reconciliation 
Analysis Classification system of records 
also contains data from web searches for ad-
dresses and phone numbers. This data is col-

lected by, on behalf of, in support of, or in 
cooperation with DHS and its components. 
The Secretary of Homeland Security has ex-
empted this system from the following provi-
sions of the Privacy Act, subject to the limi-
tations set forth in 5 U.S.C. 552a(c)(3) and (4); 
(d); (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5) and (e)(8); (f); and (g) pursuant 
to 5 U.S.C. 552a(j)(2). Additionally, the Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pursuant 
to 5 U.S.C. 552a(k)(1), (k)(2), and (k)(5). Ex-
emptions from these particular subsections 
are justified, on a case-by-case basis to be 
determined at the time a request is made, for 
the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
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all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), and (e)(4)(H) 
(Agency Requirements) because portions of 
this system are exempt from the individual 
access provisions of subsection (d) which ex-
empts providing access because it could alert 
a subject to the nature or existence of an in-
vestigation, and thus there could be no pro-
cedures for that particular data. Procedures 
do exist for access for those portions of the 
system that are not exempted. 

(g) From subsection (e)(4)(I) (Agency Re-
quirements) because providing such source 
information would impede enforcement or 
intelligence by compromising the nature or 
existence of a confidential investigation. 

(h) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(i) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures and evi-
dence. 

(j) From subsection (f) (Agency Rules) be-
cause portions of this system are exempt 

from the access and amendment provisions 
of subsection (d). 

(k) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act. 

43. The DHS/USCG—013 Marine Informa-
tion for Safety and Law Enforcement system 
of records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/USCG—013 Marine Infor-
mation for Safety and Law Enforcement sys-
tem of records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to: the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings there under; national secu-
rity and intelligence activities. The DHS/ 
USCG—013 Marine Information for Safety 
and Law Enforcement system of records con-
tains information that is collected by, on be-
half of, in support of, or in cooperation with 
DHS and its components and may contain 
personally identifiable information collected 
by other Federal, State, local, tribal, for-
eign, or international government agencies. 
The Secretary of Homeland Security has ex-
empted this system from the following provi-
sions of the Privacy Act, subject to the limi-
tations set forth in 5 U.S.C. 552a(c)(3) and (4); 
(d); (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5) and (e)(8); (f); and (g) pursuant 
to 5 U.S.C. 552a(j)(2). Additionally, the Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H); (I); and (f) pursuant to 5 
U.S.C. 552a(k)(2). Exemptions from these par-
ticular subsections are justified, on a case- 
by-case basis to be determined at the time a 
request is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
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of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 

and view records pertaining to themselves in 

the system would undermine investigative 

efforts and reveal the identities of witnesses, 

and potential witnesses, and confidential in-

formants. 

(g) From subsection (e)(5) (Collection of In-

formation) because in the collection of infor-

mation for law enforcement purposes it is 

impossible to determine in advance what in-

formation is accurate, relevant, timely, and 

complete. Compliance with (e)(5) would pre-

clude DHS agents from using their investiga-

tive training and exercise of good judgment 

to both conduct and report on investiga-

tions. 

(h) From subsection (e)(8) (Notice on Indi-

viduals) because compliance would interfere 

with DHS’ ability to obtain, serve, and issue 

subpoenas, warrants, and other law enforce-

ment mechanisms that may be filed under 

seal, and could result in disclosure of inves-

tigative techniques, procedures, and evi-

dence. 

(i) From subsection (g) to the extent that 

the system is exempt from other specific 

subsections of the Privacy Act relating to in-

dividuals’ rights to access and amend their 

records contained in the system. Therefore 

DHS is not required to establish rules or pro-

cedures pursuant to which individuals may 

seek a civil remedy for the agency’s: refusal 

to amend a record; refusal to comply with a 

request for access to records; failure to 

maintain accurate, relevant timely and com-

plete records; or failure to otherwise comply 

with an individual’s right to access or amend 

records. 

44. The DHS/USCG—030 Merchant Sea-

man’s Records system of records consists of 

electronic and paper records and will be used 

by DHS and its components. The DHS/ 

USCG—030 Merchant Seaman’s Records sys-

tem of records is a repository of information 

held by DHS in connection with its several 

and varied missions and functions, including, 

but not limited to: the enforcement of civil 

and criminal laws; investigations, inquiries, 

and proceedings there under. The DHS/ 

USCG—030 Merchant Seaman’s Records sys-

tem of records contains information that is 

collected by, on behalf of, in support of, or in 

cooperation with DHS and its components 

and may contain personally identifiable in-

formation collected by other Federal, State, 

local, tribal, foreign, or international gov-

ernment agencies. The Secretary of Home-

land Security has exempted this system from 

the following provisions of the Privacy Act, 

subject to the limitations set forth in 5 

U.S.C. 552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 

(e)(4)(I); and (f) pursuant to 5 U.S.C. 

552a(k)(2). Exemptions from these particular 

subsections are justified, on a case-by-case 

basis to be determined at the time a request 

is made, for the following reasons: 
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(a) From subsection (c)(3) (Accounting for 

Disclosures) because release of the account-

ing of disclosures could alert the subject of 

an investigation of an actual or potential 

criminal, civil, or regulatory violation to the 

existence of the investigation, and reveal in-

vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements), and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

45. The DHS/CBP—006 Automated Tar-

geting system of records performs screening 

of both inbound and outbound cargo, trav-

elers, and conveyances. As part of this 

screening function and to facilitate DHS’s 

border enforcement mission, the DHS/CBP— 

006 Automated Targeting system of records 

compares information received with CBP’s 

law enforcement databases, the Federal Bu-

reau of Investigation Terrorist Screening 

Center’s Terrorist Screening Database 

(TSDB), information on outstanding wants 

or warrants, information from other govern-

ment agencies regarding high-risk parties, 

and risk-based rules developed by analysts 

using law enforcement data, intelligence, 

and past case experience. The modules also 

facilitate analysis of the screening results of 

these comparisons. This supports the several 

and varied missions and functions of DHS, 

including but not limited to: The enforce-

ment of civil and criminal laws (including 

the immigration law); investigations, inquir-

ies; national security and intelligence activi-

ties in support of the DHS mission to iden-

tify and prevent acts of terrorism against 

the United States. The information is col-

lected by, on behalf of, in support of, or in 

cooperation with DHS and its components 

and may contain personally identifiable in-

formation collected by other Federal, State, 

local, tribal, foreign, or international gov-

ernment agencies. Certain records or infor-

mation in DHS/CBP—006 Automated Tar-

geting system of records are exempt from 

the Privacy Act. With respect to the ATS–P 

module, exempt records are the targeting 

rule sets, risk assessment analyses, and busi-

ness confidential information contained in 

the PNR that relates to the air and vessel 

carriers. No exemption shall be asserted re-

garding PNR data about the requester, pro-

vided by either the requester or a booking 

agent, brokers, or another person on the re-

quester’s behalf. This information, upon re-

quest, may be provided to the requester in 

the form in which it was collected from the 

respective carrier, but may not include cer-

tain business confidential information of the 

air carrier that is also contained in the 

record, such as use and application of fre-

quent flier miles, internal annotations to the 

air fare, etc. For other DHS/CBP—006 Auto-

mated Targeting system of records modules 

the only information maintained in the sys-

tem is the targeting rule sets, risk assess-

ment analyses, and a pointer to the data 

from the source system of records. The Sec-

retary of Homeland Security has exempted 

this system from the following provisions of 

the Privacy Act, subject to the limitations 

set forth in 5 U.S.C. 552a(c)(3) and (4); (d)(1), 

(2), (3), and (4); (e)(1), (2), (3), (4)(G) through 

(I), (e)(5), and (8); (f); and (g) pursuant to 5 

U.S.C. 552a(j)(2). Additionally, the Secretary 
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of Homeland Security has exempted this sys-

tem from the following provisions of the Pri-

vacy Act, subject to the limitations set forth 

in 5 U.S.C. 552a(c)(3) and (4); (d)(1), (2), (3), 

and (4); (e)(1), (2), (3), (4)(G) through (I), 

(e)(5), and (8); (f); and (g) pursuant to 5 U.S.C. 

552a(k)(2). These exemptions also apply to 

the extent that information in this system of 

records is recompiled or is created from in-

formation contained in other systems of 

records. After conferring with the appro-

priate component or agency, DHS may waive 

applicable exemptions in appropriate cir-

cumstances and where it would not appear to 

interfere with or adversely affect the law en-
forcement purposes of the systems from 
which the information is recompiled or in 
which it is contained. Exemptions from these 
particular subsections are justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosure) because making available 
to a record subject the accounting of disclo-
sures from records concerning him or her 
would specifically reveal any investigative 
interest in the individual. Revealing this in-
formation could reasonably be expected to 
compromise ongoing efforts to investigate a 
known or suspected criminal or terrorist, or 
other person of interest, by notifying the 
record subject that he or she is under inves-
tigation. This information could also permit 
the record subject to take measures to im-
pede the investigation, e.g., destroy evi-
dence, intimidate potential witnesses, or flee 
the area to avoid or impede the investiga-
tion. Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: (a) From 
subsection (c)(3) (Accounting for Disclosure) 
because making available to a record subject 
the accounting of disclosures from records 
concerning him or her would specifically re-
veal any investigative interest in the indi-
vidual. Revealing this information could rea-
sonably be expected to compromise ongoing 
efforts to investigate a known or suspected 
terrorist by notifying the record subject that 
he or she is under investigation. This infor-
mation could also permit the record subject 
to take measures to impede the investiga-
tion, e.g., destroy evidence, intimidate po-
tential witnesses, or flee the area to avoid or 
impede the investigation. 

(b) From subsection (c)(4) (Accounting for 
Disclosure, notice of dispute) because certain 
records in this system are exempt from the 
access and amendment provisions of sub-
section (d), this requirement to inform any 
person or other agency about any correction 
or notation of dispute that the agency made 
with regard to those records, should not 
apply. 

(c) From subsections (d)(1), (2), (3), and (4) 
(Access to Records) because these provisions 
concern individual access to and amendment 
of certain records contained in this system, 
including law enforcement, counterter-
rorism, and investigatory records. Compli-
ance with these provisions could alert the 
subject of an investigation to the fact and 
nature of the investigation, and/or the inves-
tigative interest of intelligence or law en-
forcement agencies; compromise sensitive 
information related to law enforcement, in-
cluding matters bearing on national secu-
rity; interfere with the overall law enforce-
ment process by leading to the destruction of 
evidence, improper influencing of witnesses, 
fabrication of testimony, and/or flight of the 
subject; could identify a confidential source; 
reveal a sensitive investigative or intel-
ligence technique; or constitute a potential 
danger to the health or safety of law enforce-
ment personnel, confidential informants, and 
witnesses. Amendment of these records 
would interfere with ongoing counterter-
rorism or law enforcement investigations 
and analysis activities and impose an impos-
sible administrative burden by requiring in-
vestigations, analyses, and reports to be con-
tinuously reinvestigated and revised. 

(d) From subsection (e)(1) (Relevancy and 
Necessity of Information) because it is not 
always possible for DHS or other agencies to 
know in advance what information is rel-
evant and necessary for it to complete 
screening of cargo, conveyances, and pas-
sengers. Information relating to known or 
suspected criminals or terrorists or other 
persons of interest, is not always collected in 
a manner that permits immediate 
verification or determination of relevancy to 
a DHS purpose. For example, during the 
early stages of an investigation, it may not 
be possible to determine the immediate rel-
evancy of information that is collected— 
only upon later evaluation or association 
with further information, obtained subse-
quently, may it be possible to establish par-
ticular relevance to a law enforcement pro-
gram. Lastly, this exemption is required be-
cause DHS and other agencies may not al-
ways know what information about an en-
counter with a known or suspected criminal 
or terrorist or other person of interest will 
be relevant to law enforcement for the pur-
pose of conducting an operational response. 

(e) From subsection (e)(2) (Collection of In-
formation from Individuals) because applica-
tion of this provision could present a serious 
impediment to counterterrorism or other 
law enforcement efforts in that it would put 
the subject of an investigation, study or 
analysis on notice of that fact, thereby per-
mitting the subject to engage in conduct de-
signed to frustrate or impede that activity. 
The nature of counterterrorism, and law en-
forcement investigations is such that vital 
information about an individual frequently 
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can be obtained only from other persons who 
are familiar with such individual and his/her 
activities. In such investigations it is not 
feasible to rely solely upon information fur-
nished by the individual concerning his own 
activities. 

(f) From subsection (e)(3) (Notice to Sub-
jects), to the extent that this subsection is 
interpreted to require DHS to provide notice 
to an individual if DHS or another agency re-
ceives or collects information about that in-
dividual during an investigation or from a 
third party. Should the subsection be so in-
terpreted, exemption from this provision is 
necessary to avoid impeding counterter-
rorism or other law enforcement efforts by 
putting the subject of an investigation, 
study or analysis on notice of that fact, 
thereby permitting the subject to engage in 
conduct intended to frustrate or impede that 
activity. 

(g) From subsections (e)(4)(G), (H) and (I) 
(Agency Requirements) because portions of 
this system are exempt from the access and 
amendment provisions of subsection (d). 

(h) From subsection (e)(5) (Collection of In-
formation) because many of the records in 
this system coming from other systems of 
records are derived from other domestic and 
foreign agency record systems and therefore 
it is not possible for DHS to vouch for their 
compliance with this provision; however, the 
DHS has implemented internal quality as-
surance procedures to ensure that data used 
in its screening processes is as complete, ac-
curate, and current as possible. In addition, 
in the collection of information for law en-
forcement and counterterrorism purposes, it 
is impossible to determine in advance what 
information is accurate, relevant, timely, 
and complete. With the passage of time, 
seemingly irrelevant or untimely informa-
tion may acquire new significance as further 
investigation brings new details to light. The 
restrictions imposed by (e)(5) would limit the 
ability of those agencies’ trained investiga-
tors and intelligence analysts to exercise 
their judgment in conducting investigations 
and impede the development of intelligence 
necessary for effective law enforcement and 
counterterrorism efforts. 

(i) From subsection (e)(8) (Notice on Indi-
viduals) because to require individual notice 
of disclosure of information due to compul-
sory legal process would pose an impossible 
administrative burden on DHS and other 
agencies and could alert the subjects of 
counterterrorism or law enforcement inves-
tigations to the fact of those investigations 
when not previously known. 

(j) From subsection (f) (Agency Rules) be-
cause portions of this system are exempt 
from the access and amendment provisions 
of subsection (d). Access to, and amendment 
of, system records that are not exempt or for 
which exemption is waived may be obtained 

under procedures described in the related 
SORN or subpart B of this part. 

(k) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

46. The DHS/CBP–007 Border Crossing In-
formation System of Records consists of 
electronic and paper records and will be used 
by DHS and its Components. The DHS/CBP– 
007 Border Crossing Information System of 
Records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions including, but 
not limited to the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings thereunder; and law enforce-
ment, border security, and intelligence ac-
tivities. The DHS/CBP–007 Border Crossing 
Information System of Records contains in-
formation that is collected by, on behalf of, 
in support of, or in cooperation with DHS 
and its Components and may contain person-
ally identifiable information collected by 
other Federal, State, local, tribal, foreign, or 
international government agencies. At the 
time of border crossing and during the proc-
ess of determining admissibility, CBP col-
lects two types of data for which it claims 
different exemptions. 

(a) CBP will not assert any exemption to 
limit an individual from accessing or amend-
ing his or her record with respect to informa-
tion maintained in the system that is col-
lected from a person at the time of crossing 
and submitted by that person’s air, sea, bus, 
or rail carriers. The Privacy Act requires 
DHS to maintain an accounting of the dis-
closures made pursuant to all routine uses. 
Pursuant to 5 U.S.C. 552a(j)(2), CBP will not 
disclose the fact that a law enforcement or 
intelligence agency has sought particular 
records because it may affect ongoing law 
enforcement activities. The Secretary of 
Homeland Security has exempted this sys-
tem from subsections (c)(3), (e)(8), and (g) of 
the Privacy Act of 1974, as amended, as is 
necessary and appropriate to protect this in-
formation. Further, DHS will claim exemp-
tion from subsection (c)(3) of the Privacy Act 
of 1974, as amended, pursuant to 5 U.S.C. 
552a(k)(2) as is necessary and appropriate to 
protect this information. Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(i) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
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Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(ii) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(iii) From subsection (g) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

(b) Additionally, this system contains 
records or information recompiled from or 
created from information contained in other 
systems of records that are exempt from cer-
tain provisions of the Privacy Act. For these 
records or information only, the Secretary of 
Homeland Security, pursuant to 5 U.S.C. 
552a(j)(2), has exempted this system from the 
following provisions of the Privacy Act: 5 
U.S.C. 552a(c)(3), (c)(4); (d)(1)–(4); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and 
(e)(8); (f); and (g). Additionally, the Sec-
retary of Homeland Security, pursuant to 5 
U.S.C. 552a(k)(2), has exempted this system 
from the following provisions of the Privacy 
Act, 5 U.S.C. 552a(c)(3); (d)(1)–(4); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). Exemp-
tions from these particular subsections are 
justified, on a case-by-case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(i) From subsection (c)(3) and (c)(4) (Ac-
counting for Disclosures) because release of 
the accounting of disclosures could alert the 
subject of an investigation of an actual or 
potential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(ii) From subsection (d) (Access to 
Records) because access to the 6records con-
tained in this system of records could inform 
the subject of an investigation of an actual 
or potential criminal, civil, or regulatory 
violation to the existence of that investiga-
tion and reveal investigative interest on the 
part of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, and to avoid detection or apprehen-

sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(iii) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(iv) From subsection (e)(2) (Collection of 
Information from Individuals) because re-
quiring that information be collected from 
the subject of an investigation would alert 
the subject to the nature or existence of the 
investigation, thereby interfering with that 
investigation and related law enforcement 
activities. 

(v) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(vi) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, potential witnesses, and 
confidential informants. 

(vii) From subsection (e)(5) (Collection of 
Information) because with the collection of 
information for law enforcement purposes, it 
is impossible to determine in advance what 
information is accurate, relevant, timely, 
and complete. Compliance with subsection 
(e)(5) would preclude DHS agents from using 
their investigative training and exercise of 
good judgment to both conduct and report on 
investigations. 

(viii) From subsection (e)(8) (Notice on In-
dividuals) because compliance would inter-
fere with DHS’s ability to obtain, serve, and 
issue subpoenas, warrants, and other law en-
forcement mechanisms that may be filed 
under seal and could result in disclosure of 
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investigative techniques, procedures, and 
evidence. 

(ix) From subsection (g) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

47. The Visa Security Program Records 
(VSPR) system of records consists of elec-
tronic and paper records and will be used by 
the Department of Homeland Security (DHS) 
U.S. Immigration and Customs Enforcement 
(ICE). VSPR consists of information created 
in support of the Visa Security Program, the 
purpose of which is to identify persons who 
may be ineligible for a U.S. visa because of 
criminal history, terrorism association, or 
other factors and convey that information to 
the State Department, which decides wheth-
er to issue the visa. VSPR contains records 
on visa applicants for whom a visa security 
review is conducted. VSPR contains informa-
tion that is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
Federal, State, local, Tribal, foreign, or 
international government agencies. Pursu-
ant to exemption 5 U.S.C. 552a(j)(2) of the 
Privacy Act, portions of this system are ex-
empt from 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), and (e)(4)(H), 
(e)(5) and (e)(8); (f); and (g). Pursuant to 5 
U.S.C. 552a(k)(1) and (k)(2), this system is ex-
empt from the following provisions of the 
Privacy Act, subject to the limitations set 
forth in those subsections: 5 U.S.C. 552a(c)(3), 
(d), (e)(1), (e)(4)(G), (e)(4)(H), and (f). Exemp-
tions from these particular subsections are 
justified, on a case-by-case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the in-
dividual to the existence of an investigation 
in the form of a visa security review predi-
cated on classified, national security, law 
enforcement, foreign government, or other 
sensitive information. Disclosure of the ac-
counting would therefore present a serious 
impediment to ICE’s Visa Security Program, 
immigration enforcement efforts and/or ef-
forts to preserve national security. Disclo-
sure of the accounting would also permit the 
individual who is the subject of a record to 
impede the investigation, thereby under-
mining the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could alert the indi-
vidual to the existence of an investigation in 
the form of a visa security review predicated 
on classified, national security, law enforce-
ment, foreign government, or other sensitive 
information. Revealing the existence of an 
otherwise confidential investigation could 
also provide the visa applicant an oppor-
tunity to conceal adverse information or 

take other actions that could thwart inves-
tigative efforts; and reveal the identity of 
other individuals with information pertinent 
to the visa security review, thereby pro-
viding an opportunity for the applicant to 
interfere with the collection of adverse or 
other relevant information from such indi-
viduals. Access to the records would there-
fore present a serious impediment to the en-
forcement of Federal immigration laws, law 
enforcement efforts and/or efforts to pre-
serve national security. Amendment of the 
records could interfere with ICE’s ongoing 
investigations and law enforcement activi-
ties and would impose an impossible admin-
istrative burden by requiring investigations 
to be continuously reinvestigated. In addi-
tion, permitting access and amendment to 
such information could disclose classified 
and other security-sensitive information 
that could be detrimental to national or 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations of visa applications, 
the accuracy of information obtained or in-
troduced occasionally may be unclear or the 
information may not be strictly relevant or 
necessary to a specific investigation. In the 
interest of effective enforcement of Federal 
immigration laws, it is appropriate to retain 
all information that may be relevant to the 
determination whether an individual is eligi-
ble for a U.S. visa. 

(d) From subsection (e)(2) (Collection of In-
formation From Individuals) because requir-
ing that information be collected from the 
visa applicant would alert the subject to the 
fact of an investigation in the form of a visa 
security review, and to the existence of ad-
verse information about the individual, 
thereby interfering with the related inves-
tigation and law enforcement activities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede immigration enforce-
ment activities in that it could compromise 
investigations by: Revealing the existence of 
an otherwise confidential investigation and 
thereby provide an opportunity for the visa 
applicant to conceal adverse information, or 
take other actions that could thwart inves-
tigative efforts; Reveal the identity of other 
individuals with information pertinent to 
the visa security review, thereby providing 
an opportunity for the applicant to interfere 
with the collection of adverse or other rel-
evant information from such individuals; or 
reveal the identity of confidential inform-
ants, which would negatively affect the in-
formant’s usefulness in any ongoing or fu-
ture investigations and discourage members 
of the public from cooperating as confiden-
tial informants in any future investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
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exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
and immigration enforcement efforts as de-
scribed above. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) because to re-
quire individual notice of disclosure of infor-
mation due to compulsory legal process 
would pose an impossible administrative 
burden on DHS and other agencies and could 
alert the subjects of counterterrorism, law 
enforcement, or intelligence investigations 
to the fact of those investigations when not 
previously known. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

48. The DHS/ICE–011 Immigration and En-
forcement Operational Records system of 
records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/ICE–011 Immigration and 
Enforcement Operational Records system of 
records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to: The enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings there under; and national secu-
rity and intelligence activities. The DHS/ 
ICE–011 Immigration and Enforcement Oper-
ational Records system of records contains 
information that is collected by, on behalf 
of, in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other federal, state, local, tribal, foreign, or 
international government agencies. The Sec-

retary of Homeland Security has exempted 

this system from the following provisions of 

the Privacy Act, subject to the limitations 

set forth in 5 U.S.C. 552a(c)(3) and (4); (d); 

(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(5), 

and (e)(8); (f); and (g) pursuant to 5 U.S.C. 

552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(c)(3); (d); (e)(1), (e)(4)(G), 
(e)(4)(H); and (f) pursuant to 5 U.S.C. 
552a(k)(2). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 
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(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 

subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

49. The DHS/USCIS—009 Compliance 
Tracking and Management System of 
Records consists of electronic and paper files 
that will be used by DHS and its compo-
nents. This system of records will be used to 
perform a range of information management 
and analytic functions involving minimizing 
misuse, abuse, discrimination, breach of pri-
vacy, and fraudulent use of SAVE and E- 
Verify. The Secretary of Homeland Security 
has exempted this system from the following 
provisions of the Privacy Act, subject to the 
limitation set forth in 5 U.S.C. 552a(c)(3), (d), 
(e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I), and (f) pur-
suant to 5 U.S.C. 552a(k)(2). Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
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disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interest of effective law 
enforcement, it is appropriate to retain all 
information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

50. The Immigration and Customs Enforce-
ment (ICE)—006 Intelligence Records System 
(IIRS) consists of electronic and paper 
records and will be used by the Department 
of Homeland Security (DHS). IIRS is a repos-
itory of information held by DHS in connec-
tion with its several and varied missions and 
functions, including, but not limited to: the 
enforcement of civil and criminal laws; in-
vestigations, inquiries, and proceedings 
thereunder; and national security and intel-
ligence activities. IIRS contains information 
that is collected by other federal and foreign 
government agencies and may contain per-
sonally identifiable information. Pursuant 
to exemption 5 U.S.C. 552a(j)(2) of the Pri-
vacy Act, portions of this system are exempt 
from 5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(5) and 
(e)(8); (f), and (g). Pursuant to 5 U.S.C. 
552a(k)(2), this system is exempt from the 
following provisions of the Privacy Act, sub-
ject to the limitations set forth in those sub-
sections: 5 U.S.C. 552a(c)(3), (d), (e)(1), 
(e)(4)(G), (e)(4)(H), and (f). Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-

closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
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confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

51. The DHS/ALL—027 The History of the 
Department of Homeland Security System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/ALL—027 The History of 
the Department of Homeland Security Sys-
tem of Records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings thereunder; national secu-

rity and intelligence activities; and protec-

tion of the President of the United States or 

other individuals pursuant to section 3056 

and 3056A of Title 18. The DHS/ALL—027 The 

History of the Department of Homeland Se-

curity System of Records contain informa-

tion that is collected by, on behalf of, in sup-

port of, or in cooperation with DHS and its 

components and may contain personally 

identifiable information collected by other 

federal, state, local, tribal, foreign, or inter-

national government agencies. The Sec-

retary of Homeland Security has exempted 

this system from the following provisions of 

the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), 
(e)(5), (e)(8), (e)(12); (f); (g)(1); and (h) pursu-
ant to 5 U.S.C. 552a(j)(2). Additionally, the 
Secretary of Homeland Security has exempt-
ed this system from the following provisions 
of the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pursuant 
to 5 U.S.C. 552a(k)(1), (k)(2), (k)(3), and (k)(5). 
Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
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disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (e)(12) (Computer 
Matching) if the agency is a recipient agency 
or a source agency in a matching program 
with a non-Federal agency, with respect to 
any establishment or revision of a matching 

program, at least 30 days prior to conducting 

such program, publish in the FEDERAL REG-

ISTER notice of such establishment or revi-

sion. 

(j) From subsection (g)(1) (Civil Remedies) 

to the extent that the system is exempt from 

other specific subsections of the Privacy Act. 

(k) From subsection (h) (Legal Guardians) 

the parent of any minor, or the legal guard-

ian of any individual who has been declared 

to be incompetent due to physical or mental 

incapacity or age by a court of competent ju-

risdiction, may act on behalf of the indi-

vidual. 

52. The DHS/ALL—031 ISE SAR Initiative 

System of Records consists of electronic 

records and will be used by DHS and its com-

ponents. The DHS/ALL—031 ISE SAR Initia-

tive System of Records is a repository of in-

formation held by DHS in connection with 

its several and varied missions and func-

tions, including, but not limited to the en-

forcement of civil and criminal laws; inves-

tigations, inquiries, and proceedings there 

under; national security and intelligence ac-

tivities; and protection of the President of 

the U.S. or other individuals pursuant to 

Section 3056 and 3056A of Title 18. The DHS/ 

ALL—031 ISE SAR Initiative System of 

Records contains information that is col-

lected by, on behalf of, in support of, or in 

cooperation with DHS, its components, as 

well as other federal, state, local, tribal, or 

foreign agencies or private sector organiza-

tion and may contain personally identifiable 

information collected by other federal, state, 

local, tribal, foreign, or international gov-

ernment agencies. The Secretary of Home-

land Security has exempted this system from 

the following provisions of the Privacy Act, 

subject to the limitations set forth in 5 

U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 

(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5), 

(e)(8), and (e)(12); (f); (g)(1); and (h) of the 

Privacy Act pursuant to 5 U.S.C. 552a(j)(2). 

Additionally, the Secretary of Homeland Se-

curity has exempted this system from the 

following provisions of the Privacy Act, sub-

ject to the limitation set forth in 5 U.S.C. 

552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 

(e)(4)(I); and (f) of the Privacy Act pursuant 

to 5 U.S.C. 552a(k)(2) and (k)(3). Exemptions 

from these particular subsections are justi-

fied, on a case-by-case basis to be determined 

at the time a request is made, for the fol-

lowing reasons: 

(a) From subsection (c)(3) and (c)(4) (Ac-

counting for Disclosures) because release of 

the accounting of disclosures could alert the 

subject of an investigation of an actual or 

potential criminal, civil, or regulatory viola-

tion to the existence of that investigation 

and reveal investigative interest on the part 

of DHS as well as the recipient agency. Dis-

closure of the accounting would therefore 
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present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 

may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (e)(12) (Computer 
Matching) if the agency is a recipient agency 
or a source agency in a matching program 
with a non-Federal agency, with respect to 
any establishment or revision of a matching 
program, at least 30 days prior to conducting 
such program, publish in the FEDERAL REG-
ISTER notice of such establishment or revi-
sion. 

(j) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

(k) From subsection (h) (Legal Guardians) 
the parent of any minor, or the legal guard-
ian of any individual who has been declared 
to be incompetent due to physical or mental 
incapacity or age by a court of competent ju-
risdiction, may act on behalf of the indi-
vidual. 

53. The DHS/USCIS–012 CIDR System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/USCIS–012 CIDR System 
of Records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings thereunder; national secu-
rity and intelligence activities; and protec-
tion of the President of the U.S. or other in-
dividuals pursuant to Section 3056 and 3056A 
of Title 18. The DHS/USCIS–012 CIDR System 
of Records contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain PII collected by other fed-
eral, state, local, tribal, foreign, or inter-
national government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pursuant 



99 

Office of the Secretary, Homeland Security Pt. 5, App. C 

to 5 U.S.C. 552a (k)(1) and (k)(2). Exemptions 
from these particular subsections are justi-
fied, on a case-by-case basis to be determined 
at the time a request is made, for the fol-
lowing reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting could also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements), and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 

themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

54. The DHS/USCG—008 Courts Martial 
Case Files System of Records consists of 
electronic and paper records and will be used 
by DHS/USCG. The DHS/USCG—008 Courts 
Martial Case Files System of Records is a re-
pository of information held by DHS/USCG 
in connection with its several and varied 
missions and functions, including, but not 
limited to: the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings thereunder; and national secu-
rity and intelligence activities. The DHS/ 
USCG—008 Courts Martial Case Files System 
of Records contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS/USCG and may con-
tain personally identifiable information col-
lected by other federal, state, local, tribal, 
foreign, or international government agen-
cies. The Secretary of Homeland Security 
has exempted this system from the following 
provisions of the Privacy Act, subject to the 
limitations set forth in 5 U.S.C. 552a(c)(3) 
and (c)(4); (d); (e)(1), (e)(2), (e)(3), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), (e)(5) and (e)(8); (f); and (g) 
pursuant to 5 U.S.C. 552a(j)(2). Additionally, 
the Secretary of Homeland Security has ex-
empted this system from the following provi-
sions of the Privacy Act, subject to the limi-
tations set forth in 5 U.S.C. 552a(c)(3); (d); 
(e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pur-
suant to 5 U.S.C. 552a(k)(1) and (k)(2). Ex-
emptions from these particular subsections 
are justified, on a case-by-case basis to be 
determined at the time a request is made, for 
the following reasons: 

(a) From subsection (c)(3) and (c)(4) (Ac-
counting for Disclosures) because release of 
the accounting of disclosures could alert the 
subject of an investigation of an actual or 
potential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
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the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements), and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 

investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

55. The DHS/FEMA–011 Training and Exer-
cise Program Records System of Records 
consists of electronic and paper records and 
will be used by FEMA. The DHS/FEMA–011 
Training and Exercise Program Records Sys-
tem of Records consists of electronic and 
paper records and will be used by DHS and 
its components and offices to maintain 
records about individual training, including 
enrollment and participation information, 
information pertaining to class schedules, 
programs, and instructors, training trends 
and needs, testing and examination mate-
rials, and assessments of training efficacy. 
The data will be collected by employee name 
or other unique identifier. The collection and 
maintenance of this information will assist 
DHS in meeting its obligation to train its 
personnel and contractors in order to ensure 
that the agency mission can be successfully 
accomplished. The DHS/FEMA–011 General 
Training and Exercise Program Records Sys-
tem of Records contains information that is 
collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to limitations set forth in 5 U.S.C. 
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552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); and (f) pursuant to 5 U.S.C. 552a 
(k)(6) where it states: ‘‘For testing or exam-
ination material used solely to determine in-
dividual qualifications for appointment or 
promotion in the Federal service the disclo-
sure of which would compromise the objec-
tivity or fairness of the testing or examina-
tion process.’’ 

Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 

noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

56. The DHS/TSA–023 Workplace Violence 
Prevention Program System of Records con-
sists of electronic and paper records and is 
used by the TSA in the administration of its 
Workplace Violence Prevention Program, an 
internal TSA program designed to prevent 
and respond to workplace violence. The DHS/ 
TSA–023 Workplace Violence Prevention 
Program System of Records is a repository 
of information held by TSA in connection 
with its several and varied missions and 
functions, including, but not limited to: The 
enforcement of civil and criminal laws; in-
vestigations, inquiries, and proceedings 
there under. The DHS/TSA–023 Workplace 
Violence Prevention Program System of 
Records contains information collected by 
TSA, and may contain personally identifi-
able information collected by other federal, 
state, local, tribal, foreign, or international 
government agencies. The Secretary of 
Homeland Security has exempted portions of 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in (c)(3); (d); (e)(1), (e)(4)(G); 
(e)(4)(H); (e)(4)(I); and (f) of the Privacy Act 
pursuant to 5 U.S.C. 552a(k)(2). Exemptions 
from these particular subsections are justi-
fied, on a case-by-case basis to be determined 
at the time a request is made, for the fol-
lowing reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
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of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

57. The DHS/OPS–002 National Operations 
Center Tracker and Senior Watch Officer 
Logs Records System of Records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/OPS– 
002 National Operations Center Tracker and 
Senior Watch Officer Logs Records System 
of Records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings there under; national secu-
rity and intelligence activities; and protec-
tion of the President of the U.S. or other in-
dividuals pursuant to Section 3056 and 3056A 
of Title 18. The DHS/OPS–002 National Oper-
ations Center Tracker and Senior Watch Of-
ficer Logs Records System of Records con-
tains information that is collected by, on be-
half of, in support of, or in cooperation with 
DHS and its components and may contain 
personally identifiable information collected 
by other federal, state, local, tribal, foreign, 
or international government agencies. The 

Secretary of Homeland Security is exempt-
ing this system from the following provi-
sions of the Privacy Act, subject to limita-
tions set forth in 5 U.S.C. 552a(c)(3); (d); 
(e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pur-
suant to 5 U.S.C. 552a(k)(1), (k)(2), and (k)(3). 
Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
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procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

59. The DHS/NPPD–001 NICC Records Sys-
tem of Records consists of electronic and 
paper records and will be used by DHS and 
its components. The DHS/NPPD–001 NICC 
Records System of Records is a repository of 
information held by DHS in connection with 
its several and varied missions and func-
tions, including, but not limited to the en-
forcement of civil and criminal laws; inves-
tigations, inquiries, and proceedings there 
under; national security and intelligence ac-
tivities The DHS/NPPD–001 NICC Records 
System of Records contains information that 
is collected by, on behalf of, in support of, or 
in cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, state, 
local, Tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to limitations set forth in 5 U.S.C. 
552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), and (f) pursuant to 5 U.S.C. 
552a(k)(1) and (k)(2). Exemptions from these 
particular subsections are justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-

dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

64. The DHS/USCIS–015 Electronic Immi-
gration System-2 Account and Case Manage-
ment System of Records consists of elec-
tronic and paper records and will be used by 
DHS and its components. The DHS/USCIS– 
015 Electronic Immigration System-2 Ac-
count and Case Management is a repository 
of information held by USCIS to serve its 
mission of processing immigration benefits. 
This system also supports certain other DHS 
programs whose functions include, but are 
not limited to, the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings there under; and national secu-
rity and intelligence activities. The DHS/ 
USCIS–015 Electronic Immigration System-2 
Account and Case Management System of 
Records contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other federal, state, 
local, Tribal, foreign, or international gov-
ernment agencies. This system is exempted 
from the following provisions of the Privacy 
Act pursuant to 5 U.S.C. 552a(k)(2): 5 U.S.C. 
552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); and (f). Additionally, many of the 
functions in this system require retrieving 
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records from law enforcement systems. 
Where a record received from another sys-
tem has been exempted in that source sys-
tem under 5 U.S.C. 552a(j)(2), DHS will claim 
the same exemptions for those records that 
are claimed for the original primary systems 
of records from which they originated and 
claims any additional exemptions in accord-
ance with this rule. Exemptions from these 
particular subsections are justified, on a 
case-by-case basis determined at the time a 
request is made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and/or reveal investigative interest on the 
part of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-

quired to establish requirements, rules, or 

procedures with respect to such access. Pro-

viding notice to individuals with respect to 

existence of records pertaining to them in 

the system of records, or otherwise setting 

up procedures pursuant to which individuals 

may access and view records pertaining to 

themselves in the system, would undermine 

investigative efforts and reveal the identi-

ties of witnesses, and potential witnesses, 

and confidential informants. 

65. The DHS/USCIS–016 Electronic Immi-

gration System-3 Automated Background 

Functions System of Records consists of 

electronic and paper records and will be used 

by DHS and its components. The DHS/ 
USCIS–016 Electronic Immigration System-3 
Automated Background Functions System of 
Records is a repository of information held 
by USCIS to serve its mission of processing 
immigration benefits. This system also sup-
ports certain other DHS programs whose 
functions include, but are not limited to, the 
enforcement of civil and criminal laws; in-
vestigations, inquiries, and proceedings 
there under; and national security and intel-
ligence activities. The DHS/USCIS–016 Elec-
tronic Immigration System-3 Automated 
Background Functions System of Records 
contains information that is collected by, on 
behalf of, in support of, or in cooperation 
with DHS and its components and may con-
tain personally identifiable information col-
lected by other federal, state, local, Tribal, 
foreign, or international government agen-
cies. This system is exempted from the fol-
lowing provisions of the Privacy Act pursu-
ant to 5 U.S.C. 552a(k)(2): 5 U.S.C. 552a(c)(3); 
(d); (e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). 
Additionally, many of the functions in this 
system require retrieving records from law 
enforcement systems. Where a record re-
ceived from another system has been ex-
empted in that source system under 5 U.S.C. 
552a(j)(2), DHS will claim the same exemp-
tions for those records that are claimed for 
the original primary systems of records from 
which they originated and claims any addi-
tional exemptions in accordance with this 
rule. Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
determined at the time a request is made, for 
the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 



105 

Office of the Secretary, Homeland Security Pt. 5, App. C 

record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and/or reveal investigative interest on the 
part of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records, or otherwise setting 
up procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system, would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

66. The DHS/ALL–030 Use of the Terrorist 
Screening Database System of Records con-
sists of electronic and paper records and will 
be used by DHS and its Components. The 
DHS/ALL–030 Use of the Terrorist Screening 
Database System of Records is a repository 
of information held by DHS in connection 
with its several and varied missions and 
functions, including, the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings thereunder; and national se-
curity and intelligence activities. The Ter-
rorist Screening Database belongs to the De-
partment of Justice (DOJ)/Federal Bureau of 

Investigation (FBI). DHS does not change or 
alter these records. All records within the 
DHS/ALL–030 Use of the Terrorist Screening 
Database System of Records are collected 
and disseminated by the DOJ/FBI and are 
covered by the DOJ/FBI–019, ‘‘Terrorist 
Screening Records Center System,’’ 72 FR 
77846 (Dec. 14, 2011). Because DHS does not 
make any changes to the records obtained 
from DOJ/FBI, the same exemptions outlined 
in the DOJ/FBI SORN, and reasons provided 
in its implementing regulations for use of 
such exemptions at 28 CFR 16.96, transfer and 
apply. The Secretary of Homeland Security, 
pursuant to 5 U.S.C. 552a(j)(2), has exempted 
this system from the following provisions of 
the Privacy Act: 5 U.S.C. 552a(c)(3), (c)(4), (d), 
(e)(1), (e)(2), (e)(3), (e)(5), (e)(8), and (g). When 
a record has been received from DOJ/FBI–019 
Terrorist Screening Records System of 
Records and has been exempted in that 
source system, DHS will claim the same ex-
emptions for those records that are claimed 
for that original primary system of records 
from which they originated and claims any 
additional exemptions set forth here. Exemp-
tions from these particular subsections are 
justified, on a case-by-case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
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disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(g) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(h) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

67. The DHS/FEMA–012 Suspicious Activity 
Reporting System of Records consists of 
electronic and paper records and will be used 
by DHS/FEMA and its components. The DHS/ 
FEMA—012 Suspicious Activity Reporting 
System of Records is a repository of infor-
mation held by DHS/FEMA to serve its mis-
sion to support our citizens and first re-
sponders to ensure that as a nation we work 
together to build, sustain, and improve our 
capability to prepare for, protect against, re-
spond to, recover from, and mitigate all haz-
ards. This system also supports certain other 
DHS/FEMA programs whose functions in-
clude, but are not limited to, the enforce-
ment of civil and criminal laws; investiga-
tions, inquiries, and proceedings there under; 
and national security and intelligence ac-
tivities. The DHS/FEMA–012 Suspicious Ac-

tivity Reporting System of Records contains 
information that is collected by, on behalf 
of, in support of, or in cooperation with DHS/ 
FEMA and its components and may contain 
personally identifiable information collected 
by other federal, state, local, tribal, foreign, 
or international government agencies. The 
Secretary of Homeland Security has exempt-
ed this system from the following provisions 
of the Privacy Act pursuant to 5 U.S.C. 
552a(k)(2); (c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); and (f). Exemptions from these par-
ticular subsections are justified, on a case- 
by-case basis determined at the time a re-
quest is made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS/ 
FEMA as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS/FEMA or another agency. Access to 
the records could permit the individual who 
is the subject of a record to impede the in-
vestigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
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(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS/FEMA is not 
required to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

68. The DHS OPS–003 Operations Collec-
tion, Planning, Coordination, Reporting, 
Analysis, and Fusion System of Records con-
sists of electronic and paper records and will 
be used by DHS and its components. The 
DHS OPS–003 Operations Collection, Plan-
ning, Coordination, Reporting, Analysis, and 
Fusion System of Records is a repository of 
information held by DHS to serve its several 
and varied missions and functions. This sys-
tem also supports certain other DHS pro-
grams whose functions include, but are not 
limited to, the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings there under; national security 
and intelligence activities; and protection of 
the President of the U.S. or other individuals 
pursuant to Section 3056 and 3056A of Title 
18. The DHS OPS–003 Operations Collection, 
Planning, Coordination, Reporting, Analysis, 
and Fusion System of Records contains in-
formation that is collected by, on behalf of, 
in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other federal, state, local, tribal, foreign, or 
international government agencies. This sys-
tem is exempted from the following provi-
sions of the Privacy Act pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), (k)(3): 5 U.S.C. 552a(c)(3); 
(d); (e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). 
Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access and 
Amendment) because access to the records 
contained in this system of records could in-
form the subject of an investigation of an ac-
tual or potential criminal, civil, or regu-
latory violation to the existence of that in-
vestigation and reveal investigative interest 
on the part of DHS or another agency. Ac-
cess to the records could permit the indi-
vidual who is the subject of a record to im-
pede the investigation, to tamper with wit-
nesses or evidence, and to avoid detection or 
apprehension. Amendment of the records 
could interfere with ongoing investigations 
and law enforcement activities and would 
impose an unreasonable administrative bur-
den by requiring investigations to be contin-
ually reinvestigated. In addition, permitting 
access and amendment to such information 
could disclose security-sensitive information 
that could be detrimental to homeland secu-
rity. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

69. The DHS/CBP—017 Analytical Frame-
work for Intelligence (AFI) System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/CBP—017 Analytical 
Framework for Intelligence (AFI) System of 
Records is a repository of information held 
by DHS to enhance DHS’s ability to: Iden-
tify, apprehend, and/or prosecute individuals 
who pose a potential law enforcement or se-
curity risk; aid in the enforcement of the 
customs and immigration laws, and other 
laws enforced by DHS at the border; and en-
hance United States security. This system 
also supports certain other DHS programs 
whose functions include, but are not limited 
to, the enforcement of civil and criminal 
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laws; investigations, inquiries, and pro-
ceedings there under; and national security 
and intelligence activities. The DHS/CBP— 
017 Analytical Framework for Intelligence 
(AFI) System of Records contains informa-
tion that is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
federal, state, local, tribal, foreign, or inter-
national government agencies. 

(a) The Secretary of Homeland Security 
has exempted this system from certain pro-
visions of the Privacy Act as follows: 

(1) Pursuant to 5 U.S.C. 552a(j)(2), the sys-
tem is exempt from 5 U.S.C. 552a(c)(3) and 
(c)(4), (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5), (e)(8), (f), and (g). 

(2) Pursuant to 5 U.S.C. 552a(j)(2), the sys-
tem (except for any records that were in-
gested by AFI where the source system of 
records already provides access and/or 
amendment under the Privacy Act) is ex-
empt from 5 U.S.C. 552a(d)(1), (d)(2), (d)(3), 
and (d)(4). 

(3) Pursuant to 5 U.S.C. 552a(k)(1), the sys-
tem is exempt from 5 U.S.C. 552a(c)(3); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). 

(4) Pursuant to 5 U.S.C. 552a(k)(1), the sys-
tem is exempt from (d)(1), (d)(2), (d)(3), and 
(d)(4). 

(5) Pursuant to 5 U.S.C. 552a(k)(2), the sys-
tem is exempt from 5 U.S.C. 552a(c)(3); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). 

(6) Pursuant to 5 U.S.C. 552a(k)(2),the sys-
tem (except for any records that were in-
gested by AFI where the source system of 
records already provides access and/or 
amendment under the Privacy Act) is ex-
empt from (d)(1), (d)(2), (d)(3), and (d)(4). 

(b) Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(1) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(2) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-

tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(3) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement and national security, it is 
appropriate to retain all information that 
may aid in establishing patterns of unlawful 
activity. 

(4) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement and 
national security activities. 

(5) From subsection (e)(3) (Notice to Indi-
viduals) because providing such detailed in-
formation could impede law enforcement and 
national security by compromising the exist-
ence of a confidential investigation or reveal 
the identity of witnesses or confidential in-
formants. 

(6) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(7) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
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investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(8) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(9) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

70. DHS/USCIS–ICE–CBP–001 Alien File, 
Index, and National File Tracking System of 
Records consists of electronic and paper 
records and will be used by USCIS, ICE, and 
CBP. DHS/USCIS–ICE–CBP–001 Alien File, 
Index, and National File Tracking System of 
Records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to: The enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings thereunder; and national secu-
rity and intelligence activities. DHS/USCIS– 
ICE–CBP–001 Alien File, Index, and National 
File Tracking System of Records contains 
information that is collected by, on behalf 
of, in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other federal, state, local, tribal, territorial, 
foreign, or international government agen-
cies. The Secretary of Homeland Security 
has exempted this system from the following 
provisions of the Privacy Act pursuant to 5 
U.S.C. 552a(j)(2): 5 U.S.C. 552a(c)(3) and (c)(4), 
(d), (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5), (e)(8), (e)(12), (f), (g)(1), and 
(h). Additionally, the Secretary of Homeland 
Security has exempted this system from the 
following provisions of the Privacy Act pur-
suant to 5 U.S.C. 552a(k)(1) and (k)(2): 5 
U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), and (f). Exemptions from these par-
ticular subsections may be justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 

which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Indi-
viduals) because providing such detailed in-
formation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses, DHS employees, or confidential in-
formants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, potential witnesses, and 
confidential informants. 
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(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would impede DHS officials’ ability to effec-
tively use their investigative training and 
exercise good judgment to both conduct and 
report on investigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (e)(12) (Computer 
Matching) if the agency is a recipient agency 
or a source agency in a matching program 
with a non-Federal agency, with respect to 
any establishment or revision of a matching 
program, at least 30 days prior to conducting 
such program, publish in the FEDERAL REG-
ISTER notice of such establishment or revi-
sion. 

(j) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 
(k) From subsection (h) (Legal Guardians) if 
the parent of any minor, or the legal guard-
ian of any individual who has been declared 
to be incompetent due to physical or mental 
incapacity or age by a court of competent ju-
risdiction, is acting on behalf of the indi-
vidual. 

71. The Department of Homeland Security 
(DHS)/Transportation Security Administra-
tion (TSA)-021 TSA Pre✓ TM Application Pro-
gram System of Records consists of elec-
tronic and paper records and will be used by 
DHS/TSA. The DHS/TSA–021 Pre✓ TM Appli-
cation Program System of Records is a re-
pository of information held by DHS/TSA on 
individuals who voluntarily provide person-
ally identifiable information (PII) to TSA in 
return for enrollment in a program that will 
make them eligible for expedited security 
screening at designated airports. This Sys-
tem of Records contains PII in biographic 
application data, biometric information, 
pointer information to law enforcement 
databases, payment tracking, and U.S. appli-
cation membership decisions that support 
the TSA Pre✓ TM Application Program mem-
bership decisions. The DHS/TSA–021 TSA 
Pre✓ TM Application Program System of 
Records contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain PII collected by other fed-
eral, state, local, tribal, territorial, or for-
eign government agencies. The Secretary of 
Homeland Security, pursuant to 5 U.S.C. 
552a(k)(1) and (k)(2), has exempted this sys-
tem from the following provisions of the Pri-

vacy Act: 5 U.S.C. 552a(c)(3); (d); (e)(1); 
(e)(4)(G), (H), and (I); and (f). Where a record 
received from another system has been ex-
empted in that source system under 5 U.S.C. 
552a(k)(1) and (k)(2), DHS will claim the 
same exemptions for those records that are 
claimed for the original primary systems of 
records from which they originated and 
claims any additional exemptions set forth 
here. Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting also would per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements) and (f) (Agency 
Rules), because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
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and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to the existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
potential witnesses, and confidential inform-
ants. 

72. The DHS/ICE–014 Homeland Security 
Investigations Forensic Laboratory System 
of Records consists of electronic and paper 
records that will be used by DHS and its 
components. The DHS/ICE–014 Homeland Se-
curity Investigations Forensic Laboratory 
System of Records contains records of evi-
dence and cases submitted to the HSI–FL. 
This information will include information on 
the individual submitting the request, iden-
tify the evidence submitted, track the evi-
dence as it moves throughout the HSI–FL, 
capture case notes and results of examina-
tions, store electronic images of evidence, 
and produce reports of findings. Other case- 
related records are maintained, including de-
scriptions of expert witness testimony pro-
vided by HSI–FL employees. Records in the 
DHS/ICE–014 Homeland Security Investiga-
tions Forensic Laboratory System of 
Records also include the library of genuine, 
altered, and counterfeit travel and identity 
documents provided to the HSI–FL by inter-
national organizations, government agen-
cies, and law enforcement organizations 
from across the United States and around 
the world to research methods of document 
production and authenticate documents 
through comparative forensic examinations. 
The DHS/ICE–014 Homeland Security Inves-
tigations Forensic Laboratory System of 
Records contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components, 
and may contain personally identifiable in-
formation (PII) collected by other federal, 
state, local, tribal, foreign, or international 
government agencies. The Secretary of the 
Department of Homeland Security, pursuant 
to 5 U.S.C. 552a(j)(2), has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to limitations set forth in 
5 U.S.C. 552a(c)(3), (c)(4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5), 
(e)(8); (f); and (g). Additionally, the Sec-
retary of Homeland Security, pursuant to 5 
U.S.C. 552a(k)(2), has exempted this system 
from the following provisions of the Privacy 
Act, subject to limitations set forth in 5 
U.S.C. 552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); and (f). Where a record received 
from another system has been exempted in 
that source system under 5 U.S.C. 552a(j)(2), 
DHS will claim the same exemptions for 
those records that are claimed for the origi-

nal primary systems of records from which 

they originated and claims any additional 

exemptions set forth here. Exemptions from 

these particular subsections are justified, on 

a case-by-case basis to be determined at the 

time a request is made, for the following rea-

sons: 

(a) From subsection (c)(3) and (4) (Account-

ing for Disclosures) because release of the 

accounting of disclosures could alert the sub-

ject of an investigation of an actual or po-

tential criminal, civil, or regulatory viola-

tion to the existence of that investigation 

and reveal investigative interest on the part 

of DHS as well as the recipient agency. Dis-

closure of the accounting would therefore 

present a serious impediment to law enforce-

ment efforts and/or efforts to preserve na-

tional security. Disclosure of the accounting 

would also permit the individual who is the 

subject of a record to impede the investiga-

tion, to tamper with witnesses or evidence, 

and to avoid detection or apprehension, 

which would undermine the entire investiga-

tive process. 

(b) From subsection (d) (Access to Records) 

because access to the records contained in 

this system of records could inform the sub-

ject of an investigation of an actual or po-

tential criminal, civil, or regulatory viola-

tion to the existence of that investigation 

and reveal investigative interest on the part 

of DHS or another agency. Access to the 

records could permit the individual who is 

the subject of a record to impede the inves-

tigation, to tamper with witnesses or evi-

dence, and to avoid detection or apprehen-

sion. Amendment of the records could inter-

fere with ongoing investigations and law en-

forcement activities and would impose an 

unreasonable administrative burden by re-

quiring investigations to be continually re-

investigated. In addition, permitting access 

and amendment to such information could 

disclose security-sensitive information that 

could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 

Necessity of Information) because in the 

course of investigations into potential viola-

tions of federal law, the accuracy of informa-

tion obtained or introduced occasionally 

may be unclear, or the information may not 

be strictly relevant or necessary to a specific 

investigation. In the interests of effective 

law enforcement, it is appropriate to retain 

all information that may aid in establishing 

patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-

formation from Individuals) because requir-

ing that information be collected from the 

subject of an investigation would alert the 

subject to the nature or existence of the in-

vestigation, thereby interfering with that in-

vestigation and related law enforcement ac-

tivities. 
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(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

73. The DHS/NPPD—002 Chemical Facility 
Anti-Terrorism Standards Personnel Surety 
Program System of Records consists of elec-
tronic and paper records and will be used by 
DHS and its components. The DHS/NPPD— 
002 Chemical Facility Anti-Terrorism Stand-
ards Personnel Surety Program System of 
Records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings thereunder; and national secu-
rity and intelligence activities. The DHS/ 
NPPD—002 Chemical Facility Anti-Ter-
rorism Standards Personnel Surety Program 
System of Records contains information that 
is collected by, on behalf of, in support of, or 
in cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other federal, state, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-

land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to limitations set forth therein: 5 
U.S.C. 552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); and (f). These exemptions are made 
pursuant to 5 U.S.C. 552a(k)(1) and (k)(2). 

In addition to records under the control of 
DHS, the DHS/NPPD—002 Chemical Facility 
Anti-Terrorism Standards Personnel Surety 
Program System of Records may include 
records originating from systems of records 
of other law enforcement and intelligence 
agencies, which may be exempt from certain 
provisions of the Privacy Act. DHS does not, 
however, assert exemption from any provi-
sions of the Privacy Act with respect to in-
formation submitted by high-risk chemical 
facilities. 

To the extent the DHS/NPPD—002 Chem-
ical Facility Anti-Terrorism Standards Per-
sonnel Surety Program System of Records 
contains records originating from other sys-
tems of records, DHS will rely on the exemp-
tions claimed for those records in the origi-
nating systems of records. Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest, on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 
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(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, potential witnesses, and 
confidential informants. 

74. The DHS/CBP–022 Electronic Visa Up-
date System (EVUS) System of Records con-
sists of electronic and paper records and will 
be used by DHS and its components. The 
DHS/CBP–022 EVUS System of Records is a 
repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including the enforce-
ment of civil and criminal laws; investiga-
tions, inquiries, and proceedings thereunder; 
national security and intelligence activities. 
This system of records covers information 
collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other federal, state, 
local, tribal, foreign, or international gov-
ernment agencies. As part of the process of 
determining EVUS eligibility or admissi-
bility to the United States, CBP collects two 
types of data for which it claims different ex-
emptions. 

(a) CBP will not assert any exemption to 
limit an individual from accessing or amend-
ing his or her record under subsection 552a(d) 
with respect to information maintained in 
the system as it relates to data submitted by 
or on behalf of a person who travels to visit 
the United States and crosses the border, nor 
shall an exemption be asserted with respect 
to the resulting determination (approval or 
denial). However, pursuant to 5 U.S.C. 
552a(j)(2), CBP will not disclose the fact that 
a law enforcement or intelligence agency has 
sought particular records because it may af-
fect ongoing law enforcement activities, and 
thus, the Secretary of Homeland Security 
has exempted such records covered by this 
system from sections (c)(3), (e)(8), and (g) of 

the Privacy Act of 1974, as amended, as is 
necessary and appropriate to protect this in-
formation. Further, DHS will claim exemp-
tion from section (c)(3) of the Privacy Act of 
1974, as amended, pursuant to 5 U.S.C. 
552a(k)(2) as is necessary and appropriate to 
protect this information. 

(b) Additionally, this system contains law 
enforcement and other derogatory records or 
information recompiled from or created from 
information contained in other systems of 
records that are exempt from certain provi-
sions of the Privacy Act, and possibly relied 
upon as the basis for denial of an EVUS ap-
plication. For these records or information 
only, the Secretary of Homeland Security, 
pursuant to 5 U.S.C. 552a(j)(2), has exempted 
this system from the following provisions of 
the Privacy Act: 5 U.S.C. 552a(c)(3), (c)(4); 
(d)(1)–(4); (e)(1), (e)(2), (e)(3), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), (e)(5), and (e)(8); (f); and 
(g). Additionally, the Secretary of Homeland 
Security, pursuant to 5 U.S.C. 552a(k)(2), has 
exempted this system from the following 
provisions of the Privacy Act, 5 U.S.C. 
552a(c)(3); (d)(1)–(4); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); and (f). 

Exemptions from these particular sub-
sections cited above under (a) and (b) are jus-
tified, on a case-by-case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(i) From subsection (c)(3) and (c)(4) (Ac-
counting for Disclosures) because release of 
the accounting of disclosures could alert the 
subject of an investigation of an actual or 
potential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(ii) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities 
and would impose an unreasonable adminis-
trative burden by requiring investigations to 
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be continually reinvestigated. In addition, 

permitting access and amendment to such 

information could disclose security-sensitive 

information that could be detrimental to 

homeland security. 

(iii) From subsection (e)(1) (Relevancy and 

Necessity of Information) because in the 

course of investigations into potential viola-

tions of federal law, the accuracy of informa-

tion obtained or introduced occasionally 

may be unclear, or the information may not 

be strictly relevant or necessary to a specific 

investigation. In the interests of effective 

law enforcement, it is appropriate to retain 

all information that may aid in establishing 

patterns of unlawful activity. 

(iv) From subsection (e)(2) (Collection of 

Information from Individuals) because re-

quiring that information be collected from 

the subject of an investigation would alert 

the subject to the nature or existence of the 

investigation, thereby interfering with that 

investigation and related law enforcement 

activities. 

(v) From subsection (e)(3) (Notice to Sub-

jects) because providing such detailed infor-

mation could impede law enforcement by 

compromising the existence of a confidential 

investigation or reveal the identity of wit-

nesses or confidential informants. 

(vi) From subsections (e)(4)(G), (e)(4)(H), 

and (e)(4)(I) (Agency Requirements) and (f) 

(Agency Rules), because portions of this sys-

tem are exempt from the individual access 

provisions of subsection (d) for the reasons 

noted above, and therefore DHS is not re-

quired to establish requirements, rules, or 

procedures with respect to such access. Pro-

viding notice to individuals with respect to 

existence of records pertaining to them in 

the system of records or otherwise setting up 

procedures pursuant to which individuals 

may access and view records pertaining to 

themselves in the system would undermine 

investigative efforts and reveal the identi-

ties of witnesses, potential witnesses, and 

confidential informants. 

(vii) From subsection (e)(5) (Collection of 

Information) because with the collection of 

information for law enforcement purposes, it 

is impossible to determine in advance what 

information is accurate, relevant, timely, 

and complete. Compliance with subsection 

(e)(5) would preclude DHS agents from using 

their investigative training and exercise of 

good judgment to both conduct and report on 

investigations. 

(viii) From subsection (e)(8) (Notice on In-

dividuals) because compliance would inter-

fere with DHS’s ability to obtain, serve, and 

issue subpoenas, warrants, and other law en-

forcement mechanisms that may be filed 

under seal and could result in disclosure of 

investigative techniques, procedures, and 

evidence. 

(ix) From subsection (g) (Civil Remedies) 

to the extent that the system is exempt from 

other specific subsections of the Privacy Act. 

75. The DHS/ICE–015 LeadTrac System of 

Records consists of electronic and paper 

records and will be used by ICE investigative 

and homeland security personnel. The DHS/ 

ICE–015 LeadTrac System of Records is a re-

pository of information held by ICE for ana-

lytical and investigative purposes. The sys-

tem is used to conduct research supporting 

the production of law enforcement activities; 

provide lead information for investigative 

inquiry and follow-up; assist in the conduct 

of ICE criminal and administrative inves-

tigations; assist in the disruption of terrorist 

or other criminal activity; and discover pre-

viously unknown connections among exist-

ing ICE investigations. The DHS/ICE–015 

LeadTrac System of Records contains aggre-

gated data from ICE and DHS law enforce-

ment and homeland security IT systems, as 

well as data uploaded by ICE personnel for 

analysis from various public, private, and 

commercial sources during the course of an 

investigation or analytical project. The Sec-

retary of Homeland Security, pursuant to 5 

U.S.C. 552a(j)(2), has exempted this system 

from the following provisions of the Privacy 

Act: 5 U.S.C. 552a(c)(3), (c)(4); (d); (e)(1), 

(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), 

(e)(5), (e)(8); (f); and (g). Additionally, the 

Secretary of Homeland Security, pursuant to 

5 U.S.C. 552a(k)(2), has exempted this system 

from the following provisions of the Privacy 

Act: 5 U.S.C. 552a(c)(3), (c)(4); (d); (e)(1), 

(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). When a 

record received from another system has 

been exempted in that source system under 5 

U.S.C. 552a(j)(2) or (k)(2), DHS will claim the 

same exemptions for those records that are 

claimed for the original primary systems of 

records from which they originated and 

claims any additional exemptions set forth 

here. 

Exemptions from these particular sub-

sections are justified, on a case-by-case basis 

to be determined at the time a request is 

made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-

ing for Disclosures) because release of the 

accounting of disclosures could alert the sub-

ject of an investigation of an actual or po-

tential criminal, civil, or regulatory viola-

tion to the existence of that investigation 

and reveal investigative interest on the part 

of DHS as well as the recipient agency. Dis-

closure of the accounting would therefore 

present a serious impediment to law enforce-

ment efforts and/or efforts to preserve na-

tional security. Disclosure of the accounting 

would also permit the individual who is the 

subject of a record to impede the investiga-

tion, to tamper with witnesses or evidence, 

and to avoid detection or apprehension, 
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which would undermine the entire investiga-
tive process. Disclosure of corrections or no-
tations of dispute may impede investigations 
by requiring DHS to inform each witness or 
individual contacted during the investiga-
tion of each correction or notation per-
taining to information provided them during 
the investigation. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose classified and other security-sen-
sitive information that could be detrimental 
to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise estab-
lishing procedures pursuant to which indi-

viduals may access and view records per-
taining to themselves in the system would 
undermine investigative efforts and reveal 
the identities of witnesses, potential wit-
nesses, and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

76. The DHS/CBP–023 Border Patrol En-
forcement Records (BPER) System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/CBP–023 BPER System of 
Records is a repository of information held 
by DHS/CBP in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings there under; and national 
security and intelligence activities. The 
DHS/CBP–023 BPER System of Records con-
tains information that is collected by, on be-
half of, in support of, or in cooperation with 
DHS and its components and may contain 
personally identifiable information collected 
by other federal, state, local, tribal, foreign, 
or international government agencies. The 
Secretary of Homeland Security, pursuant to 
5 U.S.C. 552a(j)(2), has exempted this system 
from the following provisions of the Privacy 
Act: 5 U.S.C. 552a (c)(3), (c)(4); (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(5), (e)(8); 
and (g). Additionally, the Secretary of Home-
land Security, pursuant to 5 U.S.C. 
552a(k)(2), has exempted this system from 
the following provisions of the Privacy Act: 
5 U.S.C. 552a (c)(3); (d); (e)(1), (e)(4)(G), and 
(e)(4)(H). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
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of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G) and (e)(4)(H) 
(Agency Requirements) because portions of 
this system are exempt from the individual 
access provisions of subsection (d) for the 
reasons noted above, and therefore DHS is 
not required to establish requirements, 
rules, or procedures with respect to such ac-
cess. Providing notice to individuals with re-
spect to existence of records pertaining to 
them in the system of records or otherwise 

setting up procedures pursuant to which in-
dividuals may access and view records per-
taining to themselves in the system would 
undermine investigative efforts and reveal 
the identities of witnesses, and potential 
witnesses, and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

77. The DHS/USCG–031 USCG Law Enforce-
ment (ULE) System of Records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/USCG– 
031 USCG Law Enforcement (ULE) System of 
Records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings there under; and national secu-
rity and intelligence activities. The DHS/ 
USCG–031 USCG Law Enforcement (ULE) 
System of Records contains information that 
is collected by, on behalf of, in support of, or 
in cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other federal, state, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security, pursuant to 5 U.S.C. 552a(j)(2), 
has exempted this system from the following 
provisions of the Privacy Act: 5 U.S.C. 552a 
(c)(3–4); (d); (e)(1–3), (e)(5), (e)(8); and (g). Ad-
ditionally, the Secretary of Homeland Secu-
rity, pursuant to 5 U.S.C. 552a(k)(2) has ex-
empted this system from the following provi-
sions of the Privacy Act: 5 U.S.C. 552a (c)(3); 
(d); (e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). 
When a record received from another system 
has been exempted in that source system 
under 5 U.S.C. 552a(j)(2), DHS will claim the 
same exemptions for those records that are 
claimed for the original primary systems of 
records from which they originated and 
claims any additional exemptions set forth 
here. 

Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
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to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(g) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(h) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

78. The DHS/ALL–039 Foreign Access Man-
agement System of Records consists of elec-
tronic and paper records and will be used by 
DHS and its components. The DHS/ALL–039 
Foreign Access Management System of 
Records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings there under; and national secu-
rity and intelligence activities. The DHS/ 
ALL–039 Foreign Access Management Sys-
tem of Records contains information that is 
collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other federal, state, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security, pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), and (k)(5), has exempted 
this system from the following provisions of 
the Privacy Act: 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). When a 
record received from another system has 
been exempted in that source system under 5 
U.S.C. 552a(j)(2), DHS will claim the same ex-
emptions for those records that are claimed 
for the original primary systems of records 
from which they originated and claims any 
additional exemptions set forth here. Exemp-
tions from these particular subsections are 
justified, on a case-by-case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
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and efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 
When an investigation has been completed, 
information on disclosures made may con-
tinue to be exempted if the fact that an in-
vestigation occurred remains sensitive after 
completion. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities 
and would impose an unreasonable adminis-
trative burden by requiring investigations to 
be continually reinvestigated. In addition, 
permitting access and amendment to such 
information could disclose security-sensitive 
information that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

79. The DHS/CBP–024 CBP Intelligence 
Records System (CIRS) System of Records 
consists of electronic and paper records and 
will be used by DHS and its components. The 
CIRS is a repository of information held by 

DHS in connection with its several and var-
ied missions and functions, including, but 
not limited to the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings there under; and national secu-
rity and intelligence activities. The CIRS 
contains information that is collected by, on 
behalf of, in support of, or in cooperation 
with DHS and its components and may con-
tain personally identifiable information col-
lected by other Federal, state, local, tribal, 
foreign, or international government agen-
cies. The Secretary of Homeland Security, 
pursuant to 5 U.S.C. 552a(j)(2), has exempted 
this system from the following provisions of 
the Privacy Act: 5 U.S.C. 552a(c)(3) and (4); 
(d); (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); (e)(5), and (e)(8); (f); and (g). Addi-
tionally, the Secretary of Homeland Secu-
rity, pursuant to 5 U.S.C. 552a(k)(1) and 
(k)(2), has exempted this system from the 
following provisions of the Privacy Act, 5 
U.S.C. 552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), and (f). When this system receives a 
record from another system exempted in 
that source system under 5 U.S.C. 552a(k)(1), 
(k)(2), or (j)(2), DHS will claim the same ex-
emptions for those records that are claimed 
for the original primary systems of records 
from which they originated and claims any 
additional exemptions set forth here. Exemp-
tions from these particular subsections are 
justified, on a case by case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. Information on a completed in-
vestigation may be withheld and exempt 
from disclosure if the fact that an investiga-
tion occurred remains sensitive after com-
pletion. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
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record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities 
and would impose an unreasonable adminis-
trative burden by requiring investigations to 
be continually reinvestigated. In addition, 
permitting access and amendment to such 
information could disclose security-sensitive 
information that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
and amendment provisions of subsection (d) 
for the reasons noted above, and therefore 
DHS is not required to establish require-
ments, rules, or procedures with respect to 
such access. Providing notice to individuals 
with respect to existence of records per-
taining to them in the system of records or 
otherwise setting up procedures pursuant to 
which individuals may access, amend, and 
view records pertaining to themselves in the 
system would undermine investigative ef-
forts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 

with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore, 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s refusal 
to amend a record, refusal to comply with a 
request for access to records, failure to 
maintain accurate, relevant timely and com-
plete records, or its failure to otherwise com-
ply with an individual’s right to access or 
amend records. 

80. The DHS/ICE–007 Criminal History and 
Immigration Verification (CHIVe) System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The CHIVe System of Records is a 
repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including the enforce-
ment of civil and criminal laws; investiga-
tions, inquiries, and proceedings thereunder; 
and national security and intelligence ac-
tivities. The CHIVe System of Records con-
tains information that is collected by, on be-
half of, in support of, or in cooperation with 
DHS and its components and may contain 
personally identifiable information collected 
by other federal, state, local, tribal, foreign, 
or international government agencies. The 
Secretary of Homeland Security, pursuant to 
5 U.S.C. 552a(j)(2), has exempted this system 
from the following provisions of the Privacy 
Act: 5 U.S.C. 552a(c)(3) and (c)(4); (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), 
(e)(5), (e)(8); (f); and (g). Additionally, the 
Secretary of Homeland Security, pursuant to 
5 U.S.C. 552a(k)(2), has exempted this system 
from the following provisions of the Privacy 
Act: 5 U.S.C. 552a(c)(3); (d); (e)(1), (e)(4)(G), 
(e)(4)(H); and (f). Exemptions from these par-
ticular subsections are justified, on a case- 
by-case basis to be determined at the time a 
request is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
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and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. Information on a completed in-
vestigation may be withheld and exempt 
from disclosure if the fact that an investiga-
tion occurred remains sensitive after com-
pletion. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities 
and would impose an unreasonable adminis-
trative burden by requiring investigations to 
be continually reinvestigated. In addition, 
permitting access and amendment to such 
information could disclose security-sensitive 
information that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 

themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(j) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

81. The DHS/ICE–016 FALCON Search and 
Analysis (FALCON–SA) System of Records 
consists of electronic and paper records and 
will be used by DHS and its components. The 
FALCON–SA System of Records is a reposi-
tory of information held by DHS in connec-
tion with its several and varied missions and 
functions, including the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings thereunder; and national se-
curity and intelligence activities. The FAL-
CON–SA System of Records contains infor-
mation that is collected by, on behalf of, in 
support of, or in cooperation with DHS and 
its components and may contain personally 
identifiable information collected by other 
federal, state, local, tribal, foreign, or inter-
national government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3) and (c)(4): (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5), (e)(8); (f); and (g) pursuant to 
5 U.S.C. 552a(j)(2). Additionally, the Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pursuant 
to 5 U.S.C. 552a(k)(2). Exemptions from these 
particular subsections are justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
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of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. Information on a completed in-
vestigation may be withheld and exempt 
from disclosure if the fact that an investiga-
tion occurred remains sensitive after com-
pletion. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities 
and would impose an unreasonable adminis-
trative burden by requiring investigations to 
be continually reinvestigated. In addition, 
permitting access and amendment to such 
information could disclose security-sensitive 
information that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 

noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(j) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

82. The DHS/ALL–045 Statistical Immigra-
tion Data Production and Reporting System 
of Records consists of electronic and paper 
records and will be used by DHS and its Com-
ponents. The DHS/ALL–045 Statistical Immi-
gration Data Production and Reporting Sys-
tem of Records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings there under; national secu-
rity and intelligence activities. The DHS/ 
ALL–045 Statistical Immigration Data Pro-
duction and Reporting System of Records 
System of Records contains information that 
is collected by, on behalf of, in support of, or 
in cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other federal, state, 
local, tribal, foreign, or international gov-
ernment agencies. 

For records created and aggregated by 
DHS OIS, the Secretary of Homeland Secu-
rity, pursuant to 5 U.S.C. 552a(k)(4), has ex-
empted this system from the following provi-
sions of the Privacy Act: 5 U.S.C. 552a(c)(3); 
(d); (e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). 
In addition to the reasons stated below, the 
reason for exempting the system of records 
is that disclosure of statistical records (in-
cluding release of accounting for disclosures) 
would in most instances be of no benefit to 
a particular individual since the records do 
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not have a direct effect on a given indi-
vidual. 

Where a record received from another sys-
tem has been exempted in that source sys-
tem under 5 U.S.C. 552a(j)(2) or (k)(2), DHS 
will claim the same exemptions for those 
records that are claimed for the original pri-
mary systems of records from which they 
originated and claims any additional exemp-
tions set forth here. 

Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures for records derived from 
DHS operational systems could alert the 
subject of an investigation of an actual or 
potential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and efforts to preserve national 
security. Disclosure of the accounting would 
also permit the individual who is the subject 
of a record to impede the investigation, to 
tamper with witnesses or evidence, and to 
avoid detection or apprehension, which 
would undermine the entire investigative 
process. When an investigation has been 
completed, information on disclosures made 
may continue to be exempted if the fact that 
an investigation occurred remains sensitive 
after completion. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records that are derived from records from 
DHS operational systems could inform the 
subject of an investigation of an actual or 
potential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 

investigation. In the interests of effective 

law enforcement, it is appropriate to retain 

all information that may aid in establishing 

patterns of unlawful activity, including sta-

tistics records covered by this system that 

derived from records originating from DHS 

operational systems. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 

(e)(4)(I) (Agency Requirements) and (f) 

(Agency Rules), because portions of this sys-

tem are exempt from the individual access 

provisions of subsection (d) for the reasons 

noted above, and therefore DHS is not re-

quired to establish requirements, rules, or 

procedures with respect to such access. Pro-

viding notice to individuals with respect to 

existence of records pertaining to them in 

the system of records or otherwise setting up 

procedures pursuant to which individuals 

may access and view records pertaining to 

themselves in the system would undermine 

investigative efforts and reveal the identi-

ties of witnesses, and potential witnesses, 

and confidential informants. 

83. The Department of Homeland Security 

(DHS)/ALL–046 Counterintelligence Program 

System of Records consists of electronic and 

paper records and will be used by DHS and 

its components. The DHS/ALL–046 Counter-

intelligence Program System of Records is a 

repository of information held by DHS in 

connection with its several and varied mis-

sions and functions, including the enforce-

ment of civil and criminal laws; investiga-

tions, inquiries, and proceedings there under; 

national security and intelligence activities; 

and protection of the President of the U.S. or 

other individuals pursuant to Section 3056 

and 3056A of Title 18. The system of records 

covers information that is collected by, on 

behalf of, in support of, or in cooperation 

with DHS and its components and may con-

tain personally identifiable information col-

lected by other federal, state, local, tribal, 

foreign, or international government agen-

cies. 

The Secretary of Homeland Security, pur-

suant to 5 U.S.C. 552a(j)(2), has exempted this 

system from the following provisions of the 

Privacy Act, 5 U.S.C. secs. 552a(c)(3), (c)(4); 

(d); (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 

(e)(4)(I), (e)(5), (e)(8), (e)(12); (f); and (g)(1). 

Additionally, the Secretary of Homeland Se-

curity, pursuant to 5 U.S.C. 552a(k)(1), (k)(2), 

and (k)(5), has exempted this system from 

the following provisions of the Privacy Act: 

5 U.S.C. secs. 552a(c)(3); (d); (e)(1), (e)(4)(G), 

(e)(4)(H), (e)(4)(I); and (f). Exemptions from 

these particular subsections are justified, on 

a case-by-case basis to be determined at the 

time a request is made, for the following rea-

sons: 

(a) From subsection (c)(3) and (4) (Account-

ing for Disclosures) because release of the 
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accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities. 
Further, permitting amendment to counter-
intelligence records after an investigation 
has been completed would impose an unman-
ageable administrative burden. In addition, 
permitting access and amendment to such 
information could disclose security-sensitive 
information that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-

tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (e)(12) (Matching 
Agreements) because requiring DHS to pro-
vide notice of a new or revised matching 
agreement with a non-Federal agency, if one 
existed, would impair DHS operations by in-
dicating which data elements and informa-
tion are valuable to DHS’s analytical func-
tions, thereby providing harmful disclosure 
of information to individuals who would seek 
to circumvent or interfere with DHS’s mis-
sions. 

(j) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

84. The U.S. Department of Homeland Se-
curity (DHS)/U.S. Customs and Border Pro-
tection (CBP)-002 Trusted and Registered 
Traveler Program (TRTP) System of Records 
consists of electronic and paper records and 
will be used by DHS and its components. The 
DHS/CBP–002 TRTP System of Records col-
lects and maintains records on individuals 
who voluntarily provide personally identifi-
able information to U.S. Customs and Border 
Protection in return for enrollment in a pro-
gram that will make them eligible for dedi-
cated CBP processing at designated U.S. bor-
der ports of entry and foreign preclearance 
facilities. The DHS/CBP–002 TRTP system of 
records contains personally identifiable in-
formation in biographic application data, bi-
ometric information, conveyance informa-
tion, pointer information to other law en-
forcement databases that support the DHS/ 
CBP membership decision, Law Enforcement 
risk assessment worksheets, payment track-
ing numbers, and U.S. or foreign trusted 
traveler membership decisions in the form of 
a ‘‘pass/fail.’’ 
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The Secretary of Homeland Security, pur-
suant to 5 U.S.C. 552a(j)(2), has exempted this 
system from the following provisions of the 
Privacy Act: 552a(c)(3), (c)(4); (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), 
(e)(5), (e)(8); (f); and (g)(1). Additionally, the 
Secretary of Homeland Security, pursuant to 
5 U.S.C. 552a(k)(2), has exempted records cre-
ated during the background check and vet-
ting process from the following provisions of 
the Privacy Act: 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). 

Also, the Privacy Act requires DHS main-
tain an accounting of such disclosures made 
pursuant to all routine uses. However, dis-
closing the fact that CBP has disclosed 
records to an external law enforcement and/ 
or intelligence agency may affect ongoing 
law enforcement, intelligence, or national 
security activity. As such, the Secretary of 
Homeland Security, pursuant to 5 U.S.C. 
552a(j)(2) and (k)(2) has exempted these 
records from (c)(3), (e)(8), and (g)(1) of the 
Privacy Act, as is necessary and appropriate 
to protect this information. 

In addition, when a record received from 
another system has been exempted in that 
source system under 5 U.S.C. 552a(j)(2), DHS 
will claim the same exemptions for those 
records that are claimed for the original pri-
mary systems of records from which they 
originated and claims any additional exemp-
tions set forth here. 

Finally, in its discretion, CBP will not as-
sert any exemptions with regard to accessing 
or amending an individual’s application data 
in a trusted or registered traveler program 
or accessing their final membership deter-
mination in the trusted or registered trav-
eler programs. 

Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. When an investigation has been 
completed, information on disclosures made 
may continue to be exempted if the fact that 
an investigation occurred remains sensitive 
after completion. 

(b) From subsection (d) (Access and 

Amendment to Records) because access to 

certain records contained in this system of 

records could inform the subject of an inves-

tigation of an actual or potential criminal, 

civil, or regulatory violation to the exist-

ence of that investigation and reveal inves-

tigative interest on the part of DHS or an-

other agency. Access to certain records could 

also permit the individual who is the subject 

of a record to impede the investigation, to 

tamper with witnesses or evidence, and to 

avoid detection or apprehension. Amend-

ment of certain records could interfere with 

ongoing investigations and law enforcement 

activities. Further, permitting amendment 

to counterintelligence records after an inves-

tigation has been completed would impose 

an unmanageable administrative burden. In 

addition, permitting access and amendment 

to such information could disclose security- 

sensitive information that could be detri-

mental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 

Necessity of Information) because in the 

course of investigations into potential viola-

tions of federal law, the accuracy of informa-

tion obtained or introduced occasionally 

may be unclear, or the information may not 

be strictly relevant or necessary to a specific 

investigation. In the interests of effective 

law enforcement, it is appropriate to retain 

all information that may aid in establishing 

patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-

formation from Individuals) because requir-

ing that information be collected from the 

subject of an investigation would alert the 

subject to the nature or existence of the in-

vestigation, thereby interfering with that in-

vestigation and related law enforcement ac-

tivities. 

(e) From subsection (e)(3) (Notice to Sub-

jects) because providing such detailed infor-

mation could impede law enforcement by 

compromising the existence of a confidential 

investigation or reveal the identity of wit-

nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 

(e)(4)(I) (Agency Requirements) and (f) 

(Agency Rules), because portions of this sys-

tem are exempt from the individual access 

provisions of subsection (d) for the reasons 

noted above, and therefore DHS is not re-

quired to establish requirements, rules, or 

procedures with respect to such access. Pro-

viding notice to individuals with respect to 

existence of records pertaining to them in 

the system of records or otherwise setting up 

procedures pursuant to which individuals 

may access and view records pertaining to 

themselves in the system would undermine 

investigative efforts and reveal the identi-

ties of witnesses, and potential witnesses, 

and confidential informants. 
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(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

85. The U.S. Department of Homeland Se-
curity (DHS)/U.S. Customs and Border Pro-
tection (CBP)-018 Customs Trade Partnership 
Against Terrorism (CTPAT) System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/CBP–018 CTPAT System of 
Records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to, the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings thereunder; and national secu-
rity activities. The system of records con-
tains information that is collected by, on be-
half of, in support of, or in cooperation with 
DHS and its components and may contain 
personally identifiable information collected 
by other federal, state, local, tribal, foreign, 
or international government agencies. 

The Secretary of Homeland Security, pur-
suant to 5 U.S.C. 552a(j)(2), has exempted this 
system from the following provisions of the 
Privacy Act, 5 U.S.C. 552a(c)(3), (c)(4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5), (e)(8); (f); and (g). Addition-
ally, the Secretary of Homeland Security 
pursuant to 5 U.S.C. 552a(k)(2) has exempted 
this system from the following provisions of 
the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). Exemp-
tions from these particular subsections are 
justified, on a case-by-case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-

tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities when weighing and 
evaluating all available information. Fur-
ther, permitting amendment to records after 
an investigation has been completed could 
impose administrative burdens on investiga-
tors. In addition, permitting access and 
amendment to such information could dis-
close security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
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investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

86. The DHS/ICE–018 Analytical Records 
System of Records consists of electronic and 
paper records and will be used by DHS and 
its components. The DHS/ICE–018 Analytical 
Records System of Records is a repository of 
information held by DHS in connection with 
its several and varied missions and func-
tions, including, but not limited to the en-
forcement of civil and criminal laws; inves-
tigations, inquiries, and proceedings there 
under; national security and intelligence ac-
tivities. The DHS/ICE–018 Analytical Records 
System of Records contains information that 
is collected by, on behalf of, in support of, or 
in cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to limitations set forth in 5 U.S.C. 
552a(c)(3) and (4), (d), (e)(1), (e)(2) and (3), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5), (e)(8); (f); 
and (g) pursuant to 5 U.S.C. 552a(j)(2). Addi-
tionally, the Secretary of Homeland Secu-
rity has exempted this system from the fol-
lowing provisions of the Privacy Act, subject 
to limitations set forth in 5 U.S.C. 552a(c)(3), 
(d), (e)(1), (e)(4)(G), (e)(4)(H), and (f) pursuant 
to 5 U.S.C. 552a(k)(2). Where a record re-
ceived from another system has been ex-
empted in that source system under 5 U.S.C. 
552a(j)(2), DHS will claim the same exemp-
tions for those records that are claimed for 
the original primary systems of records from 
which they originated and claims any addi-
tional exemptions set forth here. Exemptions 
from these particular subsections are justi-
fied, on a case-by-case basis to be determined 
at the time a request is made, for the fol-
lowing reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-

tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities. 
Further, permitting amendment to counter-
intelligence records after an investigation 
has been completed would impose an unman-
ageable administrative burden. In addition, 
permitting access and amendment to such 
information could disclose security-sensitive 
information that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
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noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

87. The DHS/OIDO–001 Office of the Immi-
gration Detention Ombudsman System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/OIDO–001 Office of the Im-
migration Detention Ombudsman System of 
Records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to the enforcement of civil and 
criminal laws, and investigations, inquiries, 
and proceedings there under. The DHS/OIDO– 
001 Office of the Immigration Detention Om-
budsman System of Records contains infor-
mation that is collected by, on behalf of, in 
support of, or in cooperation with DHS and 
its components and may contain personally 
identifiable information collected by other 
Federal, State, local, tribal, foreign, or 
international government agencies. 

The Secretary of Homeland Security, pur-
suant to 5 U.S.C. 552a(k)(2) and (k)(5), has ex-
empted this system from the following provi-
sions of the Privacy Act: 5 U.S.C. 552a(c)(3); 
(d); (e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). 
Where a record received from another sys-
tem has been exempted in that source sys-
tem under 5 U.S.C. 552a(j)(2), (k)(2), or (k)(5), 
DHS will claim the same exemptions for 
those records that are claimed for the origi-
nal primary systems of records from which 
they originated and claims any additional 
exemptions set forth here. 

Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 
When an investigation has been completed, 
information on disclosures made may con-
tinue to be exempted if the fact that an in-
vestigation occurred remains sensitive after 
completion. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities. 
Further, permitting amendment to law en-
forcement records after an investigation has 
been completed would impose an unmanage-
able administrative burden. In addition, per-
mitting access and amendment to such infor-
mation could disclose security-sensitive in-
formation that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
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procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

[71 FR 20523, Apr. 21, 2006] 

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting appendix C to part 5, see 
the List of CFR Sections Affected, which ap-
pears in the Finding Aids section of the 
printed volume and at www.govinfo.gov. 
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SOURCE: 79 FR 44095, July 30, 2014, unless 
otherwise noted. 

§ 7.1 Purpose. 

The purpose of this part is to ensure 
that information within the Depart-
ment of Homeland Security (DHS) re-
lating to the national security is clas-
sified, safeguarded, and declassified 
pursuant to the provisions of Executive 

Order 13526, and implementing direc-

tives from the Information Security 

Oversight Office (ISOO) of the National 

Archives and Records Administration 

(NARA). 

§ 7.2 Scope. 

(a) This part applies to all employ-

ees, detailees, and non-contractor per-

sonnel inside and outside the Executive 

Branch who are granted access to clas-

sified information by the DHS, in ac-

cordance with the standards in Execu-

tive Order 13526, and its implementing 

directives, and Executive Order 13549, 

‘‘Classified National Security Informa-

tion Program for State, Local, Tribal, 

and Private Sector Entities,’’ and its 

implementing directives. 

(b) This part does not apply to con-

tractors, grantees and other categories 

of personnel falling under the purview 

of Executive Order 12829, National In-

dustrial Security Program, as amend-

ed, and its implementing directives. 

(c) This part is independent of and 

does not affect any classification pro-

cedures or requirements of the Atomic 

Energy Act of 1954, as amended (42 

U.S.C. 2011 et seq.). 

(d) This part does not, and is not in-

tended to, create any right to judicial 

review, or any other right or benefit or 

trust responsibility, substantive or 

procedural, enforceable by a party 

against the United States, its agencies 

or instrumentalities, its officers or em-

ployees, or any other person. This part 

creates limited rights to administra-

tive review of decisions. This part does 

not, and is not intended to, create any 

right to judicial review of administra-

tive action. 

§ 7.3 Definitions. 

The terms defined or used in Execu-

tive Order 13526, and the implementing 

directives in 32 CFR part 2001 and 2004 

are applicable to this part. 

Subpart A—Administration 

§ 7.10 Authority of the DHS Chief Se-
curity Officer. 

(a) The DHS Chief Security Officer 

(hereafter ‘‘Chief Security Officer’’) is 
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designated as the Senior Agency Offi-
cial as required by section 5.4(d) of Ex-
ecutive Order 13526, and, except as spe-
cifically provided elsewhere in this 
part, is authorized to administer the 
DHS Classified National Security In-
formation program pursuant to Execu-
tive Order 13526. 

(b) To the extent that 32 CFR part 
2001 refers to the agency head or ‘‘des-
ignee,’’ the Chief Security Officer is 
such designee unless determined other-
wise by the Secretary. The Chief Secu-
rity Officer may further delegate the 
associated authorities. 

(c) The Chief Security Officer shall, 
among other actions: 

(1) Oversee and administer the DHS’s 
program established under Executive 
Order 13526; 

(2) Promulgate implementing regula-
tions; 

(3) Establish and maintain DHS-wide 
security education and training pro-
grams, to include implementation and 
management of mandatory training for 
DHS officials who have been delegated 
original classification authority and 
those who perform derivative classi-
fication actions and suspension of such 
authority for failure to attend such 
training; 

(4) Establish and maintain an ongo-
ing self-inspection program that shall 
include regularly reviewing representa-
tive samples of DHS’s original and de-
rivative classification actions, cor-
recting instances of misclassification, 
and reporting annually to the Director 
of ISOO on the DHS self-inspection pro-
gram; 

(5) Establish procedures to prevent 
unnecessary access to classified infor-
mation, including procedures that: 

(i) Require that a need for access to 
classified information is established 
before initiating administrative proce-
dures to grant access; and 

(ii) Ensure that the number of per-
sons granted access to classified infor-
mation is limited to the minimum nec-
essary for operational and security re-
quirements and needs; 

(6) Develop special contingency plans 
for the safeguarding of classified infor-
mation used in or near hostile or po-
tentially hostile areas; 

(7) Coordinate with the DHS Chief 
Human Capital Officer, as appropriate, 

to ensure that the performance con-
tract or other system used to rate per-
sonnel performance includes the man-
agement of classified information as a 
critical element or item to be evalu-
ated in the rating of: 

(i) Original classification authorities; 
(ii) Security managers or security 

specialists; and 
(iii) All other personnel whose duties 

significantly involve the creation or 
handling of classified information, in-
cluding persons who apply derivative 
classification markings; 

(8) Account for the costs associated 
with implementing this part and report 
the cost to the Director of ISOO; 

(9) Assign in a prompt manner per-
sonnel to respond to any request, ap-
peal, challenge, complaint, or sugges-
tion concerning Executive Order 13526, 
that pertains to classified information 
that originated in a DHS component 
that no longer exists and for which 
there is no clear successor in function; 

(10) Establish a secure capability to 
receive information, allegations, or 
complaints regarding over-classifica-
tion or incorrect classification and to 
provide a ready source for guidance on 
proper classification; 

(11) Report violations, take correc-
tive measures and assess appropriate 
sanctions as warranted, in accordance 
with Executive Order 13526; 

(12) Oversee DHS creation and par-
ticipation in special access programs 
authorized under Executive Order 
13526; 

(13) Direct and administer DHS’s per-
sonnel security program in accordance 
with Executive Order 12968 and other 
applicable law; 

(14) Direct and administer DHS im-
plementation and compliance with the 
National Industrial Security Program 
in accordance with Executive Order 
12829 and other applicable guidance; 
and 

(15) Perform any other duties as the 
Secretary may designate. 

(d) The Chief Security Officer shall 
maintain a current list of all officials 
authorized pursuant to this part to 
originally classify or declassify docu-
ments. 

(e) The Chief Security Officer shall 
establish and maintain a means for ap-
pointing, tracking, and training DHS 
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officials who do or will perform origi-
nal and derivative classification ac-
tions. 

(f) The Chief Security Officer shall 
administer a program for the imple-
mentation, management, and oversight 
of access to and safeguarding of classi-
fied information provided to state, 
local, tribal, and private sector per-
sonnel pursuant to Executive Order 
13549, ‘‘Classified National Security In-
formation Program for State, Local, 
Tribal, and Private Sector Entities,’’ 
and its implementing directives. 

(g) Nothing in this part will be inter-
preted to abrogate or affect the respon-
sibilities of the Director of National 
Intelligence under the National Secu-
rity Act of 1947, Public Law 235 (1947), 
as amended, and E.O. 12333, United 
States Intelligence Activities (1981), as 
amended, or any responsibilities of the 
Under Secretary for Intelligence and 
Analysis conferred by presidential or 
intelligence community directive im-
plicating those authorities, insofar as 
those authorities concern classified 
sources, methods, and activities, classi-
fied national intelligence, or sensitive 
compartmented information and are 
executed consistent with delegations or 
designations of authority issued pursu-
ant to the statutory authority of the 
Secretary. 

§ 7.11 Components’ responsibilities. 

Each DHS component shall appoint a 
security officer or security liaison to 
implement this part. The security offi-
cer/security liaison shall: 

(a) Implement, observe, and enforce 
security regulations or procedures 
within their component with respect to 
the classification, declassification, 
safeguarding, handling, and storage of 
classified national security informa-
tion; 

(b) Report violations of the provi-
sions of this part to the Chief Security 
Officer committed by employees of 
their component, as required by imple-
menting directives; 

(c) Ensure that employees of their 
component attend mandatory security 
education and training, as required by 
the DHS classified information secu-
rity procedures, to include those com-
ponent officials delegated the author-
ity to classify information originally 

and those who perform derivative clas-
sification actions; 

(d) Continuously review the require-
ments for personnel access to classified 
information as a part of the continuous 
need-to-know evaluation, and initiate 
action to administratively withdraw or 
reduce the level of access authorized, 
as appropriate; and 

(e) Cooperate fully with any request 
from the Chief Security Officer for as-
sistance in the implementation of this 
part. 

§ 7.12 Violations of classified informa-
tion requirements. 

(a) Any person who suspects or has 
knowledge of a violation of this part, 
including the known or suspected loss 
or compromise of classified informa-
tion, shall promptly report such viola-
tions or possible violations, pursuant 
to requirements set forth in DHS direc-
tives. 

(b) DHS employees and detailees may 
be reprimanded, suspended without 
pay, terminated from classification au-
thority, suspended from or denied ac-
cess to classified information, or sub-
ject to other sanctions in accordance 
with applicable law and DHS regula-
tions or directives if they: 

(1) Knowingly, willfully, or neg-
ligently disclose to unauthorized per-
sons information properly classified 
under Executive Order 13526, or its 
predecessor orders; 

(2) Knowingly, willfully, or neg-
ligently classify or continue the classi-
fication of information in violation of 
Executive Order 13526, or its imple-
menting directives; or 

(3) Knowingly, willfully, or neg-
ligently create or continue a special 
access program contrary to the re-
quirements of Executive Order 13526; 
or, 

(4) Knowingly, willfully, or neg-
ligently violate any other provision of 
Executive Order 13526, or DHS imple-
menting directives, or; 

(5) Knowingly, willfully, or neg-
ligently grant eligibility for, or allow 
access to, classified information in vio-
lation of Executive Order 13526, or its 
implementing directives, this part, or 
DHS implementing directives promul-
gated by the Chief Security Officer. 
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§ 7.13 Judicial proceedings. 

(a) Any DHS official or organization, 
except for the Office of Inspector Gen-
eral in matters involving the Office of 
Inspector General only, receiving an 
order or subpoena from a federal or 
state court, or an administrative sub-
poena from a federal agency, to 
produce classified information (see 6 
CFR 5.41 through 5.49), required to sub-
mit classified information for official 
DHS litigation purposes, or receiving 
classified information from another or-
ganization for production of such in 
litigation, shall notify the Office of the 
General Counsel, unless the demand for 
production is made by the Office of the 
General Counsel, and immediately de-
termine from the agency originating 
the classified information whether the 
information can be declassified. If de-
classification is not possible, DHS rep-
resentatives will take appropriate ac-
tion to protect such information, pur-
suant to the provisions of this section. 

(b) If a determination is made under 
paragraph (a) of this section to produce 
classified information in a judicial pro-
ceeding in any manner, the DHS Gen-
eral Counsel attorney, or the Office of 
Inspector General attorney, if the mat-
ter involves the Office of Inspector 
General only, in conjunction with the 
Department of Justice, shall take ap-
propriate steps to protect classified in-
formation in judicial proceedings and 
retrieve the information when the in-
formation is no longer required in such 
judicial proceedings, in accordance 
with the Department of Justice proce-
dures, and in Federal criminal cases, 
pursuant to the requirements of Classi-
fied Information Procedures Act 
(CIPA), Public Law 96–456, 94 Stat. 2025, 
(18 U.S.C. App.), and the ‘‘Security Pro-
cedures Established Pursuant to Public 
Law 96–456, 94 Stat. 2025, by the Chief 
Justice of the United States for the 
Protection of Classified Information,’’ 
and other applicable authorities. 

Subpart B—Classified Information 

§ 7.20 Classification and declassifica-
tion authority. 

(a) Top Secret original classification 
authority may only be exercised by the 
Secretary and by officials with a de-
monstrable and continuing need to ex-

ercise such authority and to whom 
such authority is delegated in writing 
by the Secretary. The Chief Security 
Officer, as the Senior Agency Official, 
is delegated authority to originally 
classify information up to and includ-
ing Top Secret. No official who is dele-
gated Top Secret original classification 
authority by the Secretary may fur-
ther delegate such authority. 

(b) The Chief Security Officer may 
delegate Secret and Confidential origi-
nal classification authority to other of-
ficials with a demonstrable and con-
tinuing need to exercise such author-
ity. No official who is delegated origi-
nal classification authority by the Sec-
retary or the Chief Security Officer 
may further delegate such authority. 

(c) Persons who are delegated origi-
nal classification authority shall at-
tend mandatory classification training 
within 60 days of the delegation, and 
annually thereafter. Persons who fail 
to attend mandatory training shall 
have such authority suspended until 
such time as the training occurs. 

(1) Except for suspensions of the In-
spector General’s classification author-
ity, the Chief Security Officer may 
waive a suspension of authority for no 
longer than 60 days following the due 
date of the training when unavoidable 
circumstances exist that prevent the 
person from attending the training. 

(2) For cases involving suspension of 
the Inspector General’s classification 
authority under paragraph (c) of this 
section, only the Secretary or Deputy 
Secretary may waive such a suspen-
sion. 

(d) Officials authorized to classify in-
formation at a specified level are also 
authorized to classify information at a 
lower level. In the absence of an offi-
cial authorized to exercise classifica-
tion authority, the person designated 
to act in lieu of such official may exer-
cise the official’s classification author-
ity. 

(e) Declassification authority may be 
exercised by the official who author-
ized the original classification, if that 
official is still serving in the same po-
sition and has original classification 
authority; the originator’s current suc-
cessor in function, if that individual 
has original classification authority; a 
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supervisory official of either the origi-
nator or his or her successor in func-
tion, if the supervisory official has 
original classification authority; or of-
ficials delegated declassification au-
thority by the Secretary or the Chief 
Security Officer. 

§ 7.21 Classification of information, 
limitations. 

(a) Information may be originally 
classified only if all of the following 
standards are met: 

(1) An original classification author-
ity is classifying the information; 

(2) The information is owned by, pro-
duced by or for, or is under the control 
of the United States Government; 

(3) The information falls within one 
or more of the categories of informa-
tion specified in section 1.4 of Execu-
tive Order 13526; and 

(4) The original classification author-
ity determines that the unauthorized 
disclosure of the information reason-
ably could be expected to cause identi-
fiable and describable damage to the 
national security. 

(b) Information shall be classified as 
Top Secret, Secret, or Confidential in 
accordance with and in compliance 
with the standards and criteria in Ex-
ecutive Order 13526. No other terms 
shall be used to identify United States 
classified information except as other-
wise provided by statute. 

(c) If there is significant doubt about 
the need to classify information it 
shall not be classified. If classification 
is warranted but there is significant 
doubt about the appropriate level of 
classification it shall be classified at 
the lower level. 

(d) Original classification decisions 
made by a DHS original classification 
authority shall be incorporated into a 
security classification guide in a time-
ly manner but no later than one year 
from the date of the original decision. 
Such decisions shall be reported to the 
Office of the Chief Security Officer, Ad-
ministrative Security Division, within 
thirty days following the original clas-
sification decision. 

(e) All DHS security classification 
guides shall be coordinated through 
and receive the concurrence of the Of-
fice of the Chief Security Officer, Ad-
ministrative Security Division, prior 

to approval and publication by an 
original classification authority. 

(f) Information shall not be classified 
in order to: 

(1) Conceal inefficiency, violations of 
law, or administrative error; 

(2) Prevent embarrassment to a per-
son, organization, or agency; 

(3) Restrain competition; 
(4) Prevent or delay release of infor-

mation that does not require protec-
tion in the interest of national secu-
rity. 

(g) Information may not be reclassi-
fied after it has been declassified and 
released to the public under proper au-
thority unless: 

(1) The reclassification is approved in 
writing by the Secretary based on a 
document-by-document determination 
that the reclassification of the infor-
mation is required to prevent signifi-
cant and demonstrable damage to the 
national security; 

(2) The reclassification of the infor-
mation meets the standards and cri-
teria for classification pursuant to Ex-
ecutive Order 13526; 

(3) The information may be reason-
ably recovered without bringing undue 
attention to the information; and 

(4) The reclassification action is re-
ported promptly to the Assistant to 
the President for National Security Af-
fairs (National Security Advisor) and 
the Director of ISOO. 

(5) For documents in the physical and 
legal custody of the National Archives 
and Records Administration that have 
previously been made available for 
public use and determined to warrant 
reclassification per paragraphs (g)(1) 
through (4) of this section, the Sec-
retary shall notify the Archivist of the 
United States, who shall suspend pub-
lic access pending approval by the Di-
rector of ISOO. Any such decision made 
by the Director of ISOO may be ap-
pealed by the Secretary to the Presi-
dent through the National Security 
Advisor. 

(h) Information that has not pre-
viously been disclosed to the public 
under proper authority may be classi-
fied or reclassified after DHS has re-
ceived a request for it under the Free-
dom of Information Act (5 U.S.C. 552), 
the Presidential Records Act, 44 U.S.C. 
2204(c)(1), the Privacy Act of 1974 (5 
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U.S.C. 552a), or the mandatory review 
provisions of Executive Order 13526, 
section 3.5. When it is necessary to 
classify or reclassify such information, 
it shall be done so on a document-by- 
document basis with the personal par-
ticipation of and under the direction of 
the Secretary or Deputy Secretary. 

§ 7.22 Classification pending review. 

(a) Whenever persons who do not 
have original classification authority 
originate or develop information that 
they believe requires immediate classi-
fication and safeguarding, and no au-
thorized original classifier is available, 
that person shall: 

(1) Safeguard the information in a 
manner appropriate for the classifica-
tion level they believe it to be; 

(2) Apply the appropriate overall 
classification markings; and 

(3) Within five working days, se-
curely transmit the information to the 
organization that has appropriate sub-
ject matter interest and original clas-
sification authority. 

(b) When it is not clear which compo-
nent would be the appropriate original 
classifier, the information shall be sent 
to the Office of the Chief Security Offi-
cer, Administrative Security Division, 
to determine the appropriate organiza-
tion. 

(c) The applicable original classifica-
tion authority shall decide within 30 
days of receipt whether the informa-
tion warrants classification pursuant 
to Executive Order 13526 and shall 
render such decision in writing. 

§ 7.23 Emergency release of classified 
information. 

(a) The DHS Undersecretary for Man-
agement has delegated to certain DHS 
employees the authority to disclose 
classified information to an individual 
or individuals not otherwise eligible 
for access in emergency situations 
when there is an imminent threat to 
life or in defense of the homeland. 

(b) In exercising this authority, the 
delegees shall adhere to the following 
conditions: 

(1) Limit the amount of classified in-
formation disclosed to a minimum to 
achieve the intended purpose; 

(2) Limit the number of individuals 
who receive it to only those persons 
with a specific need-to-know; 

(3) Transmit the classified informa-
tion through approved communication 
channels by the most secure and expe-
ditious method possible, or by other 
means deemed necessary in exigent cir-
cumstances; 

(4) Provide instructions about what 
specific information is classified and 
how it should be safeguarded. Physical 
custody of classified information must 
remain with an authorized Federal 
Government entity, in all but the most 
extraordinary circumstances as deter-
mined by the delegated official; 

(5) Provide appropriate briefings to 
the recipients on their responsibilities 
not to disclose the information and ob-
tain from the recipients a signed DHS 
Emergency Release of Classified Infor-
mation Non-disclosure Form. In emer-
gency situations requiring immediate 
verbal release of information, the 
signed nondisclosure agreement memo-
rializing the briefing may be received 
after the emergency abates; 

(6) Within 72 hours of the disclosure 
of classified information, or the ear-
liest opportunity that the emergency 
permits, but no later than 7 days after 
the release, the disclosing authority 
must notify the DHS Office of the Chief 
Security Officer, Administrative Secu-
rity Division, and the originating agen-
cy of the information disclosed. A copy 
of the signed nondisclosure agreements 
should be forwarded with the notifica-
tion, or as soon thereafter as practical. 

(7) Release of information pursuant 
to this authority does not constitute 
declassification of the information. 

(8) Authority to disclose classified in-
formation under the above conditions 
may not be further delegated. 

§ 7.24 Duration of classification. 

(a) At the time of original classifica-
tion, original classification authorities 
shall apply a date or event in which the 
information will be automatically de-
classified. 

(b) The original classification au-
thority shall attempt to establish a 
specific date or event that is not more 
than 10 years from the date of origina-
tion in which the information will be 
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automatically declassified. If the origi-
nal classification authority cannot de-
termine an earlier specific date or 
event it shall be marked for automatic 
declassification 10 years from the date 
of origination. 

(c) If the original classification au-
thority determines that the sensitivity 
of the information requires classifica-
tion beyond 10 years, it may be marked 
for automatic declassification for up to 
25 years from the date of the original 
classification decision. 

(d) Original classification authorities 
do not have the authority to classify or 
retain the classification of information 
beyond 25 years from the date of origi-
nation. The only exceptions to this 
rule are information that would clearly 
and demonstrably be expected to reveal 
the identity of a confidential human 
source or human intelligence source, 
or, key design concepts of weapons of 
mass destruction. In these instances, 
the information shall be marked for de-
classification based on implementing 
directives issued pursuant to Executive 
Order 13526. In all other instances, clas-
sification beyond 25 years shall only be 
authorized in accordance with § 7.28 and 
Executive Order 13526. 

§ 7.25 Identification and markings. 

(a) Classified information, in all 
forms, must be marked in a manner 
that is immediately apparent pursuant 
to the standards set forth in section 1.6 
of Executive Order 13526; 32 CFR part 
2001, subpart B; and internal DHS guid-
ance approved and distributed by the 
Office of the Chief Security Officer. 

(b) Foreign government information 
shall retain its original classification 
markings or be assigned a U.S. classi-
fication that provides a degree of pro-
tection at least equivalent to that re-
quired by the entity that furnished the 
information. 

(c) Information assigned a level of 
classification under predecessor Execu-
tive Orders shall remain classified at 
that level of classification, except as 
otherwise provided herein, i.e., the in-
formation is reclassified or declas-
sified. 

§ 7.26 Derivative classification. 

(a) Derivative classification is de-
fined as the incorporating, para-

phrasing, restating, or generating in a 

new form information that is already 

classified, and marking the newly de-

veloped material consistent with the 

classification markings that apply to 

the source information. Information is 

also derivatively classified when classi-

fication is based on instructions pro-

vided in a security classification guide. 

(b) Persons need not possess original 

classification authority to derivatively 

classify information based on source 

documents or classification guides. 

(c) Persons who perform derivative 

classification actions shall be des-

ignated as authorized derivative classi-

fiers as specified in directives pub-

lished by the Office of the Chief Secu-

rity Officer. 

(d) Persons who are designated as au-

thorized derivative classifiers shall at-

tend mandatory classification training 

before performing derivative classifica-

tion actions, and once every two years 

thereafter. Persons who fail to attend 

mandatory training shall have such au-

thority suspended until such time as 

the training occurs. 

(1) Except for suspensions of the Of-

fice of Inspector General’s classifica-

tion authority, the Chief Security Offi-
cer may waive the suspension of au-
thority for no longer than 60 days fol-
lowing the due date of the training 
when unavoidable circumstances exist 
that prevent the person from attending 
the training. 

(2) For cases involving suspension of 
the Office of Inspector General’s classi-
fication authority under paragraph (d) 
of this section, only the Secretary or 
Deputy Secretary may waive such a 
suspension. 

(e) Persons who apply derivative clas-
sification markings shall observe origi-
nal classification decisions and carry 
forward to any newly created docu-
ments the pertinent classification 
markings. 

(f) Information classified derivatively 
from other classified information shall 
be classified and marked in accordance 
with the standards set forth in sections 
2.1 and 2.2 of Executive Order 13526, 32 
CFR part 2001, and internal DHS guid-
ance provided by the Office of the Chief 
Security Officer. 
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§ 7.27 Declassification and down-
grading. 

(a) Classified information shall be de-
classified as soon as it no longer meets 
the standards for classification. Declas-
sification and downgrading is governed 
by part 3 of Executive Order 13526, im-
plementing ISOO directives at 32 CFR 
part 2001, subpart C, and applicable in-
ternal DHS direction provided by the 
Office of the Chief Security Officer. 

(b) Information shall be declassified 
or downgraded by the official who au-
thorized the original classification if 
that official is still serving in the same 
position and has original classification 
authority, the originator’s successor if 
that position has original classification 
authority, or a supervisory official of 
either if that position has original clas-
sification authority, or, by officials 
delegated such authority in writing by 
the Secretary or the Chief Security Of-
ficer, or, pursuant to section 3.1.(e) of 
Executive Order 13526, the Director of 
the Information Security Oversight Of-
fice. 

(c) It is presumed that information 
that continues to meet the classifica-
tion requirements under Executive 
Order 13526 requires continued protec-
tion. In some exceptional cases during 
declassification reviews, the need to 
protect classified information may be 
outweighed by the public interest in 
disclosure of the information, and in 
these cases the information should be 
declassified. If it appears that the pub-
lic interest in disclosure of the infor-
mation may outweigh the need to pro-
tect the information, the declassifica-
tion reviewing official shall refer the 
information with a recommendation 
for decision to the Chief Security Offi-
cer. The Chief Security Officer shall re-
view the information and after con-
sulting with the applicable original 
classification authority and other com-
ponents and agencies with equities, 
make a recommendation to the Sec-
retary on whether the public interest 
in disclosure outweighs the damage to 
national security that might reason-
ably be expected from disclosure. The 
Secretary shall decide whether to de-
classify the information. The decision 
of the Secretary shall be final. This 
provision does not amplify or modify 
the substantive criteria or procedures 

for classification or create any sub-
stantive or procedural rights subject to 
judicial review. 

(d) Each component shall develop 
schedules for declassification of 
records in the National Archives. 

§ 7.28 Automatic declassification. 

(a) Subject to paragraph (b) of this 
section and paragraphs 3.3(b)–(d) and 
(g)–(j) of Executive Order 13526, all 
classified information contained in 
records that are more than 25 years old 
that have been determined to have per-
manent historical value shall be de-
classified automatically on December 
31st of the year that is 25 years from 
the date of origin. 

(b) At least one year before informa-
tion is declassified automatically 
under this section, the Chief Security 
Officer shall notify the ISOO of any 
specific information that DHS proposes 
to exempt from automatic declassifica-
tion. The notification shall include: 

(1) A description of the information; 
(2) An explanation of why the infor-

mation is exempt from automatic de-
classification and must remain classi-
fied for a longer period of time; and 

(3) A specific date or event for declas-
sification of the information whenever 
the information exempted does not 
identify a confidential human source or 
human intelligence source, or, key de-
sign concepts of weapons of mass de-
struction. 

(c) Proposed exemptions under this 
section shall be forwarded to the Chief 
Security Officer. When the Chief Secu-
rity Officer determines the exemption 
request is consistent with this section, 
he or she will submit the exemption re-
quest to the Executive Secretary of the 
Interagency Security Classification 
Appeals Panel (ISCAP) for approval. 

(d) Declassification guides that nar-
rowly and precisely define exempted 
information may be used to exempt in-
formation from automatic declassifica-
tion. Declassification guides must in-
clude the exemption notification infor-
mation detailed in paragraph (b) of this 
section, and be approved pursuant to 
paragraph (c) of this section. The cre-
ation of declassification guides to cite 
proposed or ISCAP-approved DHS ex-
emptions shall be coordinated through 
and processed by the Office of the Chief 
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Security Officer, Administrative Secu-
rity Division. 

§ 7.29 National Declassification Center. 

(a) The Chief Security Officer and ap-
plicable components will support the 
NARA, National Declassification Cen-
ter (NDC), which was established to 
streamline declassification processes, 
facilitate quality-assurance measures, 
and implement standardized training 
regarding the declassification of 
records determined to have permanent 
historical value. The Chief Security Of-
ficer will assign DHS personnel on an 
as-needed basis to address declassifica-
tion matters and priorities containing 
DHS equities. 

(b) The Office of the Chief Security 
Officer shall provide the NDC with all 
DHS classification and declassification 
guides that include ISCAP-approved 
exemptions from automatic declas-
sification. 

(c) The Chief Security Officer, or his 
designee, shall oversee DHS-wide sup-
port to the NDC, including rep-
resenting DHS in consultations with 
the NDC Director. 

§ 7.30 Documents of permanent histor-
ical value. 

The original classification authority, 
to the greatest extent possible, shall 
declassify classified information con-
tained in records determined to have 
permanent historical value under 44 
U.S.C. 2107 before they are accessioned 
into the National Archives. 

§ 7.31 Classification challenges. 

(a) Authorized holders of information 
classified by DHS or any other agency 
who, in good faith, believe that specific 
information is improperly or unneces-
sarily classified are encouraged and ex-
pected to challenge the classification 
status of that information pursuant to 
section 1.8 of Executive Order 13526. 
Authorized holders may submit classi-
fication challenges in writing to the 
original classification authority with 
jurisdiction over the information in 
question. If an original classification 
authority cannot be determined, the 
challenge shall be submitted to the Of-
fice of the Chief Security Officer, Ad-
ministrative Security Division. The 
challenge need not be more specific 

than a question as to why the informa-
tion is or is not classified, or is classi-
fied at a certain level. 

(b) If anonymity of the challenger is 
requested, the challenger may submit 
the challenge to the Office of the Chief 
Security Officer, Administrative Secu-
rity Division. The Administrative Se-
curity Division will act as an agent for 
the challenger and the identity of the 
challenger will be redacted. 

(c) The original classification author-
ity shall no later than 60 days from re-
ceipt of the challenge, provide a writ-
ten response to the submitter. The 
original classification authority may 
classify or declassify the information 
subject to the challenge and, if applica-
ble, state specific reasons why the 
original classification determination 
was proper. If the original classifica-
tion authority is not able to respond 
within 60 days, he or she shall inform 
the individual who filed the challenge 
in writing of that fact, and the antici-
pated determination date. 

(d) The individual challenging the 
classification will be notified of the de-
termination made by the original clas-
sification authority and that the indi-
vidual may appeal this determination 
to the Chief Security Officer, or in 
cases involving appeals by Office of In-
spector General employees, the Sec-
retary or Deputy Secretary. Upon re-
ceipt of such appeals, the Chief Secu-
rity Officer, or in cases involving ap-
peals by Office of Inspector General 
employees, the Secretary or Deputy 
Secretary, shall convene a DHS Classi-
fication Appeals Panel (DHS/CAP). The 
DHS/CAP shall, at a minimum, consist 
of representatives from the Office of 
the Chief Security Officer, the Office of 
General Counsel, and a representative 
from the component having jurisdic-
tion over the information. Additional 
members may be added as determined 
by the Chief Security Officer. The DHS/ 
CAP shall be chaired by the Chief Secu-
rity Officer. 

(e) If the requester files an appeal 
through the DHS/CAP, and the appeal 
is denied, the requester shall be noti-
fied of the right to appeal the denial to 
the Interagency Security Classification 
Appeals Panel (ISCAP) pursuant to sec-
tion 5.3 of Executive Order 13526, and 
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the rules issued by the ISCAP pursuant 
to section 5.3 of Executive Order 13526. 

(f) Any individual who challenges a 
classification and believes that any ac-
tion has been taken against him or her 
in retaliation or retribution because of 
that challenge may report the facts to 
the Office of Inspector General via its 
Hotline or Web site, or other appro-
priate office. 

(g) Nothing in this section shall pro-
hibit a person from informally chal-
lenging the classified status of infor-
mation directly to the original classi-
fication authority. 

(h) Classification challenge provi-
sions are not applicable to documents 
required to be submitted for pre-
publication review or other adminis-
trative process pursuant to an ap-
proved non-disclosure agreement. 

(i) Requests for review of classified 
material for declassification by persons 
other than authorized holders are gov-
erned by § 7.32. 

§ 7.32 Mandatory declassification re-
view. 

(a) Any individual, as ‘‘individual’’ is 
defined by 5 U.S.C. 552a(a)(2) (with the 
exception of a foreign government enti-
ty or any representative thereof), may 
request that classified information be 
reviewed for declassification pursuant 
to the mandatory declassification re-
view provisions of section 3.5 of Execu-
tive Order 13526. Such requests must be 
sent to the Departmental Disclosure 
Officer, Privacy Office, 245 Murray 
Lane SW., Building 410, Washington, 
DC 20528. 

(b) The request must describe the 
document or material with enough 
specificity to allow it to be located by 
the component with a reasonable 
amount of effort. Components will gen-
erally consider deficient any requests 
for declassification review of, for in-
stance, broad categories of informa-
tion, entire file series of records, or 
similar non-specific requests. 

(1) When the description of the infor-
mation in the request is deficient, the 
component shall solicit as much addi-
tional identifying information as pos-
sible from the requester. 

(2) If the information or material re-
quested cannot be obtained with a rea-
sonable amount of effort, the compo-

nent shall provide the requester, 
through the DHS Disclosure Officer, 
with written notification of the rea-
sons why no action will be taken and of 
the requester’s right to appeal. 

(c) Requests for review of informa-
tion that has been subjected to a de-
classification review request within 
the preceding two years shall not be 
processed. The DHS Disclosure Officer 
will notify the requester of such denial. 

(d) Mandatory Declassification Re-
view provisions are not applicable to 
documents required to be submitted for 
prepublication review or other admin-
istrative process pursuant to an ap-
proved non-disclosure agreement. 

(e) Requests for information exempt-
ed from search or review under sections 
701, 702, or 703 of the National Security 
Act of 1947, as added and amended (50 
U.S.C. 431–433), or other provisions of 
law, shall not be processed. The DHS 
Disclosure Officer will notify the re-
quester of such denial. 

(f) If documents or material being re-
viewed for declassification under this 
section contain information that has 
been originally classified by another 
government agency, the reviewing au-
thority shall notify the DHS Disclosure 
Officer. Unless the association of that 
organization with the requested infor-
mation is itself classified, the DHS Dis-
closure Officer will then notify the re-
quester of the referral. 

(g) A DHS component may refuse to 
confirm or deny the existence, or non- 
existence, of requested information 
when its existence or non-existence, is 
properly classified. 

(h) DHS components shall make a 
final determination on the request as 
soon as practicable but within one year 
from receipt. When information cannot 
be declassified in its entirety, compo-
nents shall make reasonable efforts to 
redact those portions that still meet 
the standards for classification and re-
lease those declassified portions of the 
requested information that constitute 
a coherent segment. 

(i) DHS components shall notify the 
DHS Disclosure Officer of the deter-
mination made in the processing of a 
mandatory review request. Such notifi-
cation shall include the number of 
pages declassified in full; the number 
of pages declassified in part; and the 



138 

6 CFR Ch. I (1–1–23 Edition) Pt. 9 

number of pages where declassification 
was denied. 

(j) The DHS Disclosure Officer shall 
maintain a record of all mandatory re-
view actions for reporting in accord-
ance with applicable Federal require-
ments. 

(k) The mandatory declassification 
review system shall provide for admin-
istrative appeal in cases where the re-
view results in the information remain-
ing classified. The requester shall be 
notified of the results of the review and 
of the right to appeal the denial of de-
classification. To address such appeals, 
the DHS Disclosure Office shall con-
vene a DHS Classification Appeals 
Panel (DHS/CAP). The DHS/CAP shall, 
at a minimum, consist of representa-
tives from the Disclosure Office, the 
Office of the Chief Security Officer, the 
Office of General Counsel, and a rep-
resentative from the component having 
jurisdiction over the information. Ad-
ditional members may be added as de-
termined by the DHS Disclosure Offi-
cer. The DHS/CAP shall be chaired by 
the DHS Disclosure Officer. 

(l) If the requester files an appeal 
through the DHS/CAP, and the appeal 
is denied, the requester shall be noti-
fied of the right to appeal the denial to 
the ISCAP pursuant to section 5.3 of 
Executive Order 13526, and the rules 
issued by the ISCAP pursuant to sec-
tion 5.3 of Executive Order 13526. 
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AUTHORITY: Sec. 319, Pub. L. 101–121, 103 
Stat. 750 (31 U.S.C. 1352); Pub. L. 107–296, 116 
Stat. 2135 (6 U.S.C. 1 et seq.); 5 U.S.C. 301. 

SOURCE: 68 FR 10912, Mar. 6, 2003, unless 
otherwise noted. 

Subpart A—General 

§ 9.1 Conditions on use of funds. 

(a) No appropriated funds may be ex-
pended by the recipient of a Federal 
contract, grant, loan, or cooperative 
agreement to pay any person for influ-
encing or attempting to influence an 
officer or employee of any agency, a 
Member of Congress, an officer or em-
ployee of Congress, or an employee of a 
Member of Congress in connection with 
any of the following covered Federal 
actions: the awarding of any Federal 
contract, the making of any Federal 
grant, the making of any Federal loan, 
the entering into of any cooperative 
agreement, and the extension, continu-
ation, renewal, amendment, or modi-
fication of any Federal contract, grant, 
loan, or cooperative agreement. 

(b) Each person who requests or re-
ceives from an agency a Federal con-
tract, grant, loan, or cooperative 
agreement shall file with that agency a 
certification, set forth in appendix A to 
this part, that the person has not 
made, and will not make, any payment 
prohibited by paragraph (a) of this sec-
tion. 

(c) Each person who requests or re-
ceives from an agency a Federal con-
tract, grant, loan, or a cooperative 
agreement shall file with that agency a 
disclosure form, set forth in appendix B 
to this part, if such person has made or 
has agreed to make any payment using 
non appropriated funds (to include 
profits from any covered Federal ac-
tion), which would be prohibited under 
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paragraph (a) of this section if paid for 
with appropriated funds. 

(d) Each person who requests or re-
ceives from an agency a commitment 
providing for the United States to in-
sure or guarantee a loan shall file with 
that agency a statement, set forth in 
appendix A to this part, whether that 
person has made or has agreed to make 
any payment to influence or attempt 
to influence an officer or employee of 
any agency, a Member of Congress, an 
officer or employee of Congress, or an 
employee of a Member of Congress in 
connection with that loan insurance or 
guarantee. 

(e) Each person who requests or re-
ceives from an agency a commitment 
providing for the United States to in-
sure or guarantee a loan shall file with 
that agency a disclosure form, set forth 
in appendix B to this part, if that per-
son has made or has agreed to make 
any payment to influence or attempt 
to influence an officer or employee of 
any agency, a Member of Congress, an 
officer or employee of Congress, or an 
employee of a Member of Congress in 
connection with that loan insurance or 
guarantee. 

§ 9.2 Definitions. 

For purposes of this part: 
(a) Agency has the same meaning as 

provided in 5 U.S.C. 552(f), and includes 
Federal executive departments and 
agencies as well as independent regu-
latory commissions and Government 
corporations, as defined in 31 U.S.C. 
9101(1). 

(b) The term covered Federal action: 
(1) Means any of the following Fed-

eral actions: 
(i) The awarding of any Federal con-

tract; 
(ii) The making of any Federal grant; 
(iii) The making of any Federal loan; 
(iv) The entering into of any coopera-

tive agreement; and 
(v) The extension, continuation, re-

newal, amendment, or modification of 
any Federal contract, grant, loan, or 
cooperative agreement. 

(2) Does not include receiving from 
an agency a commitment providing for 
the United States to insure or guar-
antee a loan. Loan guarantees and loan 
insurance are addressed independently 
within this part. 

(c) Federal contract means an acquisi-
tion contract awarded by an agency, 
including those subject to the Federal 
Acquisition Regulation (FAR) (48 CFR 
Chapter 1) and any other acquisition 
contract for real or personal property 
or services not subject to the FAR. 

(d) Federal cooperative agreement 
means a cooperative agreement en-
tered into by an agency. 

(e) Federal grant means an award of 
financial assistance in the form of 
money, or property in lieu of money, 
by the Federal Government or a direct 
appropriation made by law to any per-
son. The term does not include tech-
nical assistance that provides services 
instead of money, or other assistance 
in the form of revenue sharing, loans, 
loan guarantees, loan insurance, inter-
est subsidies, insurance, or direct 
United States cash assistance to an in-
dividual. 

(f) Federal loan means a loan made by 
an agency. The term does not include 
loan guarantee or loan insurance. 

(g) Indian tribe and tribal organization 
have the meaning provided in section 4 
of the Indian Self-Determination and 
Education Assistance Act (25 U.S.C. 
450B). Alaskan Natives are included 
under the definition of Indian tribe in 
that Act. 

(h) Influencing or attempting to influ-
ence means making, with the intent to 
influence, any communication to or ap-
pearance before an officer or employee 
or any agency, a Member of Congress, 
an officer or employee of Congress, or 
an employee of a Member of Congress 
in connection with any covered Federal 
action. 

(i) Loan guarantee or loan insurance 
means an agency’s guarantee or insur-
ance of a loan made by a person. 

(j) Local government means a unit of 
government in a State and, if char-
tered, established, or otherwise recog-
nized by a State for the performance of 
a governmental duty, including a local 
public authority, a special district, an 
intrastate district, a council of govern-
ments, a sponsor group representative 
organization, and any other instrumen-
tality of a local government. 

(k) Officer or employee of an agency in-
cludes the following individuals who 
are employed by an agency: 
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(1) An individual appointed to a posi-
tion in the Government pursuant to 
title 5 of the United States Code, in-
cluding any position by temporary ap-
pointment or any appointment as an 
acting official as outlined in section 
1511(c) of the Homeland Security Act; 

(2) A member of the uniformed serv-
ices as defined in 37 U.S.C. 101(3); 

(3) A special Government employee 
as defined in section 18 U.S.C. 202; and 

(4) An individual who is a member of 
a Federal advisory committee, as de-
fined by the Federal Advisory Com-
mittee Act at 5 U.S.C. App. 2. 

(l) Person means an individual, cor-
poration, company, association, au-
thority, firm, partnership, society, 
State, and local government, regard-
less of whether such entity is operated 
for profit or not for profit. This term 
excludes an Indian tribe, tribal organi-
zation, or any other Indian organiza-
tion with respect to expenditures spe-
cifically permitted by other Federal 
law. 

(m) Reasonable compensation means, 
with respect to a regularly employed 
officer or employee of any person, com-
pensation that is consistent with the 
normal compensation for such officer 
or employee for work that is not fur-
nished to, not funded by, or not fur-
nished in cooperation with the Federal 
Government. 

(n) Reasonable payment means, with 
respect to professional and other tech-
nical services, a payment in an amount 
that is consistent with the amount nor-
mally paid for such services in the pri-
vate sector. 

(o) Recipient includes all contractors, 
subcontractors at any tier, and sub 
grantees at any tier of the recipient of 
funds received in connection with a 
Federal contract, grant, loan, or coop-
erative agreement. The term excludes 
an Indian tribe, tribal organization, or 
any other Indian organization with re-
spect to expenditures specifically per-
mitted by other Federal law. 

(p) Regularly employed means, with 
respect to an officer or employee of a 
person requesting or receiving a Fed-
eral contract, grant, loan, or coopera-
tive agreement or a commitment pro-
viding for the United States to insure 
or guarantee a loan, an officer or em-
ployee who is employed by such person 

for at least 130 working days within 
one year immediately preceding the 
date of the submission that initiates 
agency consideration of such person for 
receipt of such contract, grant, loan, 
cooperative agreement, loan insurance 
commitment, or loan guarantee com-
mitment. An officer or employee who is 
employed by such person for less than 
130 working days within one year im-
mediately preceding the date of the 
submission that initiates agency con-
sideration of such person shall be con-
sidered to be regularly employed as 
soon as he or she is employed by such 
person for 130 working days. 

(q) State means a State of the United 
States, the District of Columbia, the 
Commonwealth of Puerto Rico, a terri-
tory or possession of the United States, 
an agency or instrumentality of a 
State, and a multi-State, regional, or 
interstate entity having governmental 
duties and powers. 

§ 9.3 Certification and disclosure. 

(a) Each person shall file a certifi-
cation, and a disclosure form, if re-
quired, with each submission that ini-
tiates agency consideration of such 
person for: 

(1) Award of a Federal contract, 
grant, or cooperative agreement ex-
ceeding $100,000; or 

(2) An award of a Federal loan or a 
commitment providing for the United 
States to insure or guarantee a loan 
exceeding $150,000. 

(b)(1) Each person shall file a certifi-
cation, and a disclosure form, if re-
quired, upon receipt by such person of: 

(i) A Federal contract, grant, or co-
operative agreement exceeding $100,000; 
or 

(ii) A Federal loan or a commitment 
providing for the United States to in-
sure or guarantee a loan exceeding 
$150,000. 

(2) A filing described in paragraph 
(b)(1) of this section shall not be re-
quired if such person previously filed a 
certification, and a disclosure form re-
quired under paragraph (a) of this sec-
tion. 

(c) Each person shall file a disclosure 
form at the end of each calendar quar-
ter in which there occurs any event 
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that requires disclosure or that materi-
ally affects the accuracy of the infor-
mation contained in any disclosure 
form previously filed by such person 
under paragraph (a) or (b) of this sec-
tion. An event that materially affects 
the accuracy of the information re-
ported includes: 

(1) A cumulative increase of $25,000 or 
more in the amount paid or expected to 
be paid for influencing or attempting 
to influence a covered Federal action; 

(2) A change in the person(s) or indi-
vidual(s) influencing or attempting to 
influence a covered Federal action; or 

(3) A change in the officer(s), em-
ployee(s), or Member(s) contacted to 
influence or attempt to influence a 
covered Federal action. 

(d)(1) The requirements of paragraph 
(d)(2) of this section apply to any per-
son who requests or receives from a 
person referred to in paragraph (a) or 
(b) of this section: 

(i) A subcontract exceeding $100,000 
at any tier under a Federal contract; 

(ii) A subgrant, contract, or sub-
contract exceeding $100,000 at any tier 
under a Federal grant; 

(iii) A contract or subcontract ex-
ceeding $100,000 at any tier under a 
Federal loan exceeding $150,000; or 

(iv) A contract or subcontract ex-
ceeding $100,000 at any tier under a 
Federal cooperative agreement. 

(2) A person described in paragraph 
(d)(1) of this section shall file a certifi-
cation, and a disclosure form, if re-
quired, to the next tier. 

(e) All disclosure forms, but not cer-
tifications, shall be forwarded from 
tier to tier until received by the person 
referred to in paragraph (a) or (b) of 
this section. That person shall forward 
all disclosure forms to the agency. 

(f) Any certification or disclosure 
form filed under paragraph (e) of this 
section shall be treated as a material 
representation of fact upon which all 
receiving tiers shall rely. All liability 
arising from an erroneous representa-
tion shall be borne solely by the tier 
filing that representation and shall not 
be shared by any tier to which the er-
roneous representation is forwarded. 
Submitting an erroneous certification 
or disclosure constitutes a failure to 
file the required certification or disclo-
sure, respectively. If a person fails to 

file a required certification or disclo-
sure, the United States may pursue all 
available remedies, including those au-
thorized by section 31 U.S.C. 1352. 

(g) No reporting is required for an ac-
tivity paid for with appropriated funds 
if that activity is allowable under ei-
ther subpart B or C of this part. 

Subpart B—Activities by Own 
Employees 

§ 9.11 Agency and legislative liaison. 

(a) The prohibition on the use of ap-
propriated funds, in § 9.1(a), does not 
apply in the case of a payment of rea-
sonable compensation made to an offi-
cer or employee of a person requesting 
or receiving a Federal contract, grant, 
loan, or cooperative agreement if the 
payment is for agency and legislative 
liaison activities not directly related 
to a covered Federal action. 

(b) For purposes of paragraph (a) of 
this section, providing any information 
specifically requested by an agency or 
Congress is allowable at any time. 

(c) For purposes of paragraph (a) of 
this section, the following agency and 
legislative liaison activities are allow-
able at any time only where they are 
not related to a specific solicitation for 
any covered Federal action: 

(1) Discussing with an agency (in-
cluding individual demonstrations) the 
qualities and characteristics of the per-
son’s products or services, conditions 
or terms of sale, and service capabili-
ties; and 

(2) Technical discussions and other 
activities regarding the application or 
adaptation of the person’s products or 
services for an agency’s use. 

(d) For purposes of paragraph (a) of 
this section, the following agencies and 
legislative liaison activities are allow-
able only where they are prior to for-
mal solicitation of any covered Federal 
action: 

(1) Providing any information not 
specifically requested but necessary for 
an agency to make an informed deci-
sion about initiation of a covered Fed-
eral action; 

(2) Technical discussions regarding 
the preparation of an unsolicited pro-
posal prior to its official submission; 
and 
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(3) Capability presentations by per-
sons seeking awards from an agency 
pursuant to the provisions of the Small 
Business Act, as amended. 

(e) Only those activities expressly au-
thorized by this section are allowable 
under this section. 

§ 9.15 Professional and technical serv-
ices. 

(a) The prohibition on the use of ap-
propriated funds, in § 9.1(a), does not 
apply in the case of a payment of rea-
sonable compensation made to an offi-
cer or employee of a person requesting 
or receiving a Federal contract, grant, 
loan, or cooperative agreement or an 
extension, continuation, renewal, 
amendment, or modification of a Fed-
eral contract, grant, loan, or coopera-
tive agreement if payment is for pro-
fessional or technical services rendered 
directly in the preparation, submis-
sion, or negotiation of any bid, pro-
posal, or application for that Federal 
contract, grant, loan, or cooperative 
agreement or for meeting requirements 
imposed by or pursuant to law as a 
condition for receiving that Federal 
contract, grant, loan, or cooperative 
agreement. 

(b) For purposes of paragraph (a) of 
this section, professional and technical 
services shall be limited to advice and 
analysis directly applying any profes-
sional or technical discipline. For ex-
ample, drafting of a legal document ac-
companying a bid or proposal by a law-
yer is allowable. Similarly, technical 
advice provided by an engineer on the 
performance or operational capability 
of a piece of equipment rendered di-
rectly in the negotiation of a contract 
is allowable. However, communications 
with the intent to influence made by a 
professional (such as a licensed lawyer) 
or a technical person (such as a li-
censed accountant) are not allowable 
under this section unless they provide 
advice and analysis directly applying 
their professional or technical exper-
tise and unless the advice or analysis is 
rendered directly and solely in the 
preparation, submission or negotiation 
of a covered Federal action. Thus, for 
example, communications with the in-
tent to influence made by a lawyer 
that do not provide legal advice or 
analysis directly and solely related to 

the legal aspects of his or her client’s 
proposal, but generally advocate one 
proposal over another are not allow-
able under this section because the 
lawyer is not providing professional 
legal services. Similarly, communica-
tions with the intent to influence made 
by an engineer providing an engineer-
ing analysis prior to the preparation or 
submission of a bid or proposal are not 
allowable under this section since the 
engineer is providing technical services 
but not directly in the preparation, 
submission or negotiation of a covered 
Federal action. 

(c) Requirements imposed by or pur-
suant to law as a condition for receiv-
ing a covered Federal award include 
those required by law or regulation, or 
reasonably expected to be required by 
law or regulation, and any other re-
quirements in the actual award docu-
ments. 

(d) Only those services expressly au-
thorized by this section are allowable 
under this section. 

§ 9.20 Reporting. 

No reporting is required with respect 
to payments of reasonable compensa-
tion made to regularly employed offi-
cers or employees of a person. 

Subpart C—Activities by Other 
than Own Employees 

§ 9.23 Professional and technical serv-
ices. 

(a) The prohibition on the use of ap-
propriated funds, in § 9.1(a), does not 
apply in the case of any reasonable 
payment to a person, other than an of-
ficer or employee of a person request-
ing or receiving a covered Federal ac-
tion, if the payment is for professional 
or technical services rendered directly 
in the preparation, submission, or ne-
gotiation of any bid, proposal, or appli-
cation for that Federal contract, grant, 
loan, or cooperative agreement or for 
meeting requirements imposed by or 
pursuant to law as a condition for re-
ceiving that Federal contract, grant, 
loan, or cooperative agreement. 

(b) The reporting requirements in 
§ 9.3(a) and (b) regarding filing a disclo-
sure form by each person, if required, 
shall not apply with respect to profes-
sional or technical services rendered 
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directly in the preparation, submis-
sion, or negotiation of any commit-
ment providing for the United States 
to insure or guarantee a loan. 

(c) For purposes of paragraph (a) of 
this section, professional and technical 
services shall be limited to advice and 
analysis directly applying any profes-
sional or technical discipline. For ex-
ample, drafting of a legal document ac-
companying a bid or proposal by a law-
yer is allowable. Similarly, technical 
advice provided by an engineer on the 
performance or operational capability 
of a piece of equipment rendered di-
rectly in the negotiation of a contract 
is allowable. However, communications 
with the intent to influence made by a 
professional (such as a licensed lawyer) 
or a technical person (such as a li-
censed accountant) are not allowable 
under this section unless they provide 
advice and analysis directly applying 
their professional or technical exper-
tise and unless the advice or analysis is 
rendered directly and solely in the 
preparation, submission or negotiation 
of a covered Federal action. Thus, for 
example, communications with the in-
tent to influence made by a lawyer 
that do not provide legal advice or 
analysis directly and solely related to 
the legal aspects of his or her client’s 
proposal, but generally advocate one 
proposal over another are not allow-
able under this section because the 
lawyer is not providing professional 
legal services. Similarly, communica-
tions with the intent to influence made 
by an engineer providing an engineer-
ing analysis prior to the preparation or 
submission of a bid or proposal are not 
allowable under this section since the 
engineer is providing technical services 
but not directly in the preparation, 
submission or negotiation of a covered 
Federal action. 

(d) Requirements imposed by or pur-
suant to law as a condition for receiv-
ing a covered Federal action include 
those required by law or regulation, or 
reasonably expected to be required by 
law or regulation, and any other re-
quirements in the actual award docu-
ments. 

(e) Persons other than officers or em-
ployees of a person requesting or re-
ceiving a covered Federal action in-

clude consultants and trade associa-
tions. 

(f) Only those services expressly au-
thorized by this section are allowable 
under this section. 

Subpart D—Penalties and 
Enforcement 

§ 9.31 Penalties. 

(a) Any person who makes an expend-
iture prohibited herein shall be subject 
to a civil penalty of not less than 
$10,000 and not more than $100,000 for 
each such expenditure. 

(b) Any person who fails to file or 
amend the disclosure form (see appen-
dix B to this part) to be filed or amend-
ed if required herein, shall be subject 
to a civil penalty of not less than 
$10,000 and not more than $100,000 for 
each such failure. 

(c) A filing or amended filing on or 
after the date on which an administra-
tive action for the imposition of a civil 
penalty is commenced does not prevent 
the imposition of such civil penalty for 
a failure occurring before that date. An 
administrative action is commenced 
with respect to a failure when an inves-
tigating official determines in writing 
to commence an investigation of an al-
legation of such failure. 

(d) In determining whether to impose 
a civil penalty, and the amount of any 
such penalty, by reason of a violation 
by any person, the agency shall con-
sider the nature, circumstances, ex-
tent, and gravity of the violation, the 
effect on the ability of such person to 
continue in business, any prior viola-
tions by such person, the degree of cul-
pability of such person, the ability of 
the person to pay the penalty, and such 
other matters as may be appropriate. 

(e) First offenders under paragraphs 
(a) or (b) of this section shall be subject 
to a civil penalty of $10,000, absent ag-
gravating circumstances. Second and 
subsequent offenses by persons shall be 
subject to an appropriate civil penalty 
between $10,000 and $100,000, as deter-
mined by the agency head or his or her 
designee. 

(f) An imposition of a civil penalty 
under this section does not prevent the 
United States from seeking any other 
remedy that may apply to the same 
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conduct that is the basis for the impo-
sition of such civil penalty. 

§ 9.32 Penalty procedures. 

Agencies shall impose and collect 
civil penalties pursuant to the provi-
sions of the Program Fraud and Civil 
Remedies Act, 31 U.S.C. 3803 (except 
subsection (c)), 3804, 3805, 3806, 3807, 
3808, and 3812, insofar as these provi-
sions are not inconsistent with the re-
quirements in this part. 

§ 9.33 Enforcement. 

The head of each agency shall take 
such actions as are necessary to ensure 
that the provisions herein are vigor-
ously implemented and enforced in 
that agency. 

Subpart E—Exemptions 

§ 9.41 Secretary of Defense. 

(a) The Secretary of Defense may ex-
empt, on a case-by-case basis, a cov-
ered Federal action from the prohibi-
tion whenever the Secretary deter-
mines, in writing, that such an exemp-
tion is in the national interest. The 
Secretary shall transmit a copy of each 
such written exemption to Congress 
immediately after making such a de-
termination. 

(b) The Department of Defense may 
issue supplemental regulations to im-
plement paragraph (a) of this section. 

Subpart F—Agency Reports 

§ 9.51 Semi-annual compilation. 

(a) The head of each agency shall col-
lect and compile the disclosure reports 
(see appendix B to this part) and, on 
May 31 and November 30 of each year, 
submit to the Secretary of the Senate 
and the Clerk of the House of Rep-
resentatives a report containing a com-
pilation of the information contained 
in the disclosure reports received dur-
ing the six-month period ending on 
March 31 or September 30, respectively, 
of that year. 

(b) The report, including the com-
pilation, shall be available for public 
inspection 30 days after receipt of the 
report by the Secretary and the Clerk. 

(c) Information that involves intel-
ligence matters shall be reported only 

to the Select Committee on Intel-
ligence of the Senate, the Permanent 
Select Committee on Intelligence of 
the House of Representatives, and the 
Committees on Appropriations of the 
Senate and the House of Representa-
tives in accordance with procedures 
agreed to by such committees. Such in-
formation shall not be available for 
public inspection. 

(d) Information that is classified 
under Executive Order 12356 or any suc-
cessor order shall be reported only to 
the Committee on Foreign Relations of 
the Senate and the Committee on For-
eign Affairs of the House of Represent-
atives or the Committees on Armed 
Services of the Senate and the House of 
Representatives (whichever such com-
mittees have jurisdiction of matters 
involving such information) and to the 
Committees on Appropriations of the 
Senate and the House of Representa-
tives in accordance with procedures 
agreed to by such committees. Such in-
formation shall not be available for 
public inspection. 

(e) Agencies shall keep the originals 
of all disclosure reports in the official 
files of the agency. 

§ 9.52 Inspector General report. 

(a) The Inspector General, or other 
official as specified in paragraph (b) of 
this section, of each agency shall pre-
pare and submit to Congress each year 
an evaluation of the compliance of that 
agency with, and the effectiveness of, 
the requirements in this part. The 
evaluation may include any rec-
ommended changes that may be nec-
essary to strengthen or improve the re-
quirements. 

(b) In the case of an agency that does 
not have an Inspector General, the 
agency official comparable to an In-
spector General shall prepare and sub-
mit the annual report, or, if there is no 
such comparable official, the head of 
the agency shall prepare and submit 
the annual report. 

(c) The annual report shall be sub-
mitted at the same time the agency 
submits its annual budget justifica-
tions to Congress. 

(d) The annual report shall include 
the following: All alleged violations re-
lating to the agency’s covered Federal 
actions during the year covered by the 
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report, the actions taken by the head 
of the agency in the year covered by 
the report with respect to those alleged 
violations and alleged violations in 
previous years, and the amounts of 
civil penalties imposed by the agency 
in the year covered by the report. 

APPENDIX A TO PART 9—CERTIFICATION 
REGARDING LOBBYING 

Certification for Contracts, Grants, Loans, 
and Cooperative Agreements 

I. The undersigned certifies, to the best of his or 
her knowledge and belief, that: 

(1) No Federal appropriated funds have 
been paid or will be paid, by or on behalf of 
the undersigned, to any person for influ-
encing or attempting to influence an officer 
or employee of an agency, a Member of Con-
gress, an officer or employee of Congress, or 
an employee of a Member of Congress in con-
nection with the awarding of any Federal 
contract, the making of any Federal grant, 
the making of any Federal loan, the entering 
into of any cooperative agreement, and the 
extension, continuation, renewal, amend-
ment, or modification of any Federal con-
tract, grant, loan, or cooperative agreement. 

(2) If any funds other than Federal appro-
priated funds have been paid or will be paid 
to any person for influencing or attempting 
to influence an officer or employee of any 
agency, a Member of Congress, an officer or 
employee of Congress, or an employee of a 
Member of Congress in connection with this 
Federal contract, grant, loan, or cooperative 
agreement, the undersigned shall complete 
and submit Standard Form—LLL, ‘‘Disclo-

sure Form to Report Lobbying,’’ in accord-
ance with its instructions. 

(3) The undersigned shall require that the 
language of this certification be included in 
the award documents for all sub awards at 
all tiers (including subcontracts, subgrants, 
and contracts under grants, loans, and coop-
erative agreements) and that all subrecipi-
ents shall certify and disclose accordingly. 

This certification is a material representa-
tion of fact upon which reliance was placed 
when this transaction was made or entered 
into. 

Submission of this certification is a pre-
requisite for making or entering into this 
transaction imposed by section 31 U.S.C. 
1352. Any person who fails to file the re-
quired certification shall be subject to a civil 
penalty of not less than $10,000 and not more 
than $100,000 for each such failure. 

II. Statement for Loan Guarantees and Loan 
Insurance: 

The undersigned states, to the best of his or 
her knowledge and belief, that: 

If any funds have been paid or will be paid 
to any person for influencing or attempting 
to influence an officer or employee of any 
agency, a Member of Congress, an officer or 
employee of Congress, or an employee of a 
Member of Congress in connection with this 
commitment providing for the United States 
to insure or guarantee a loan, the under-
signed shall complete and submit Standard 
Form-LLL, ‘‘Disclosure Form to Report Lob-
bying,’’ in accordance with its instructions. 

Submission of this statement is a pre-
requisite for making or entering into this 
transaction imposed by 31 U.S.C. 1352. Any 
person who fails to file the required state-
ment shall be subject to a civil penalty of 
not less than $10,000 and not more than 
$100,000 for each such failure. 
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APPENDIX B TO PART 9—DISCLOSURE FORM TO REPORT LOBBYING 
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PART 11—CLAIMS 

Subpart A—Debt Collection 

Sec. 
11.1 General application. 
11.2 Definitions. 
11.3 Demand for payment. 
11.4 Collection by administrative offset. 
11.5 Administrative wage garnishment. 
11.6 Reporting debts. 
11.7 Private collection agencies. 
11.8 Suspension or revocation of eligibility 

for loans and loan guarantees, licenses, 
permits, or privileges. 

11.9 Collection in installments. 

11.10 Interest, penalty charges, and admin-
istrative costs. 

11.11 Compromise. 

11.12 Suspending or terminating collection 
activity. 

11.13 Referrals to the Department of Jus-
tice. 

11.14 Receipt of offset requests by other 
Federal agencies. 

11.15 Applying the debt against DHS pay-
ments. 

Subpart B [Reserved] 

AUTHORITY: 5 U.S.C. 301, 5514; 26 U.S.C. 6402, 
31 U.S.C. 3701, 3711, 3716, 3717, 3718, 3720A, 
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3720B, 3720D; Pub. L. 107–296, 116 Stat. 2135 (6 
U.S.C. 1 et seq.). 

SOURCE: 72 FR 4190, Jan. 30, 2007, unless 
otherwise noted. 

Subpart A—Debt Collection 

§ 11.1 General application. 

(a) Application of Debt Collection 
Standards. The provisions of 31 CFR 
parts 285, 900–904, as amended by the 
Secretary of the Treasury and the At-
torney General, are applicable to debts 
and debt procedures within the juris-
diction of the Department of Homeland 
Security. 

(b) Authority. The Chief Financial Of-
ficer of the Department of Homeland 
Security is delegated authority to ad-
minister this subpart and to redelegate 
authority under this subpart. 

(c) Application to DHS. This subpart 
provides procedures for the collection 
of DHS debts, and for collection of 
other debts owed to the United States 
when a request for offset of a DHS pay-
ment is received by the DHS from an-
other federal agency. This subpart ap-
plies to all of DHS, including all of its 
components. It applies to the DHS 
when collecting a DHS debt, to persons 
who owe DHS debts, and to Federal 
agencies requesting offset of a payment 
issued by the DHS as a payment agen-
cy (including salary payments to DHS 
employees). 

(d) Exclusions. This subpart does not 
apply to debt arising from taxation 
under the Internal Revenue Act of 1986, 
as amended, or to any debt excepted 
from the FCCS, 31 CFR parts 900 
through 904. 

(e) Non-exclusive procedure or remedy. 
Nothing in this subpart precludes col-
lection or disposition of any debt under 
statutes and regulations other than 
those described in this subpart. To the 
extent that the provisions of laws or 
other regulations apply, including the 
remission or mitigation of fines, pen-
alties, forfeitures and debts arising 
under the tariff laws of the United 
States, DHS components are author-
ized to collect debts under those laws 
and regulations. DHS components and 
other Federal agencies may simulta-
neously use multiple collection rem-
edies to collect a debt, except as pro-
hibited by law. 

(f) Additional policies and procedures. 
DHS components may, but are not re-
quired to, promulgate additional poli-
cies and procedures consistent with 
this subpart and other applicable Fed-
eral law, policies, and procedures. 

(g) Duplication not required. Nothing 
in this subpart requires DHS to dupli-
cate notices or administrative pro-
ceedings required by contract, this sub-
part, or other laws or regulations. 

(h) No private rights created. This sub-
part does not create any right or ben-
efit, substantive or procedural, en-
forceable at law or in equity by a party 
against the United States, its agencies, 
its officers, or any other person, nor 
shall the failure of any DHS component 
to comply with any of the provisions of 
this subpart or 31 CFR parts 285, 900–904 
be a defense to the collection of any 
debt or enforcement of any other law. 

§ 11.2 Definitions. 

In addition to the definitions pro-
vided in 31 CFR parts 285, 900–904, as 
used in this subpart: 

(a) Department of Homeland Security or 
DHS means the United States Depart-
ment of Homeland Security and in-
cludes the Secretary and any DHS enti-
ty which reports directly or indirectly 
to the Secretary. 

(b) DHS debt means a debt owed to 
DHS by a person. 

(c) Secretary means the Secretary of 
Homeland Security. 

§ 11.3 Demand for payment. 

(a) Notice requirements. Generally, be-
fore DHS starts the collection actions 
described in this subpart, DHS sends a 
written notice to the debtor under 31 
CFR 901.2. The notice provided under 
this section includes notice of any and 
all actions DHS may take to offset the 
debt, including any notices required 
under 31 CFR parts 285, 900–904. 

(b) Exceptions to notice requirements. 
DHS may omit from any notice to a 
debtor any provision that is not legally 
required given the collection remedies 
to be applied to a particular debt. 

§ 11.4 Collection by administrative off-
set. 

(a) General Provisions for Offset. DHS 
will collect debts by administrative 
offset pursuant to 31 CFR parts 900–904. 
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(b) Centralized Offset through the 
Treasury Offset Program. DHS adopts 
the provisions of 31 CFR 901.3. 

(c) Non-centralized Offset for DHS 
Debts. When centralized offset is not 
available or appropriate, DHS may col-
lect delinquent DHS debts through 
non-centralized offset. In these cases, 
DHS may offset a payment internally 
or make a request directly to a Federal 
payment agency to offset a payment 
owed to the debtor. Before requesting a 
payment authorizing agency to con-
duct a non-centralized administrative 
offset, DHS will provide the debtor 
with the due process set forth in 31 
CFR 901.3(b)(4) and the notice require-
ments of 31 CFR 901.2 (unless the due 
process and notice requirements are 
not required under that part). DHS will 
provide the payment authorizing agen-
cy written certification that the debtor 
owes the past due, legally enforceable 
delinquent debt in the amount stated, 
and that DHS has fully complied with 
its regulations concerning administra-
tive offset. 

(d) Hearing Procedures for Federal Em-
ployees—(1) Request for a hearing. A 
Federal employee who has received a 
notice that his or her DHS debt will be 
collected by means of salary offset may 
request a hearing concerning the exist-
ence or amount of the debt. The Fed-
eral employee also may request a hear-
ing concerning the amount proposed to 
be deducted from the employee’s pay 
each pay period. The employee must 
send any request for hearing, in writ-
ing, to the office designated in the no-
tice described in section 11.4(c). The re-
quest must be received by the des-
ignated office on or before the 15th cal-
endar day following the employee’s re-
ceipt of the notice. The employee must 
sign the request and specify whether an 
oral or paper hearing is requested. If an 
oral hearing is requested, the employee 
must explain why the matter cannot be 
resolved by review of the documentary 
evidence alone. All travel expenses in-
curred by the Federal employee in con-
nection with an in-person hearing will 
be borne by the employee. 

(2) Failure to submit timely request for 
hearing. If the employee fails to submit 
a request for hearing within the time 
period described in paragraph (d)(1) of 
this section, the employee will have 

waived the right to a hearing, and sal-
ary offset may be initiated. However, 
DHS should accept a late request for 
hearing if the employee can show that 
the late request was the result of cir-
cumstances beyond the employee’s 
control or because of a failure to re-
ceive actual notice of the filing dead-
line. 

(3) Hearing official. DHS must obtain 
the services of a hearing official who is 
not under the supervision or control of 
the Secretary. The DHS Chief Finan-
cial Officer will coordinate DHS efforts 
to obtain the services of a hearing offi-
cial. 

(4) Notice of hearing. After the em-
ployee requests a hearing, the des-
ignated hearing official informs the 
employee of the form of the hearing to 
be provided. For oral hearings, the no-
tice sets forth the date, time and loca-
tion of the hearing. For paper hearings, 
the notice provides the employee the 
date by which he or she should submit 
written arguments to the designated 
hearing official. The hearing official 
gives the employee reasonable time to 
submit documentation in support of 
the employee’s position. The hearing 
official schedules a new hearing date if 
requested by both parties. The hearing 
official gives both parties reasonable 
notice of the time and place of a re-
scheduled hearing. 

(5) Oral hearing. The hearing official 
conducts an oral hearing if he or she 
determines the matter cannot be re-
solved by review of documentary evi-
dence alone (for example, when an 
issue of credibility or veracity is in-
volved). The hearing need not take the 
form of an evidentiary hearing, but 
may be conducted in a manner deter-
mined by the hearing official, includ-
ing but not limited to: 

(i) Informal conferences with the 
hearing official, in which the employee 
and agency representative will be given 
full opportunity to present evidence, 
witnesses and argument; 

(ii) Informal meetings with an inter-
view of the employee by the hearing of-
ficial; or 

(iii) Formal written submissions, 
with an opportunity for oral presen-
tation. 

(6) Paper hearing. If the hearing offi-
cial determines an oral hearing is not 
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necessary, he or she makes the deter-
mination based upon a review of the 
available written record, including any 
documentation submitted by the em-
ployee in support of his or her position. 

(7) Failure to appear or submit docu-
mentary evidence. In the absence of good 
cause shown (for example, excused ill-
ness), if the employee fails to appear at 
an oral hearing or fails to submit docu-
mentary evidence as required for a 
paper hearing, the employee waives the 
right to a hearing, and salary offset 
may be initiated. Further, the em-
ployee is deemed to admit the exist-
ence and amount of the debt as de-
scribed in the notice of intent to offset. 
If a DHS representative does not ap-
pear at an oral hearing, the hearing of-
ficial shall proceed with the hearing as 
scheduled, and make his or her deter-
mination based upon the oral testi-
mony presented and the documentary 
evidence submitted by both parties. 

(8) Burden of proof. DHS has the ini-
tial burden to prove the existence and 
amount of the debt. Thereafter, if the 
employee disputes the existence or 
amount of the debt, the employee must 
prove by a preponderance of the evi-
dence that no debt exists or that the 
amount of the debt is incorrect. In ad-
dition, the employee may present evi-
dence that the proposed terms of the 
repayment schedule are unlawful, 
would cause a financial hardship to the 
employee, or that collection of the 
debt may not be pursued due to oper-
ation of law. 

(9) Record. The hearing official main-
tains a summary record of any hearing 
provided by this subpart. Witnesses 
testify under oath or affirmation in 
oral hearings. 

(10) Date of decision. The hearing offi-
cial issues a written opinion stating his 
or her decision, based upon documen-
tary evidence and information devel-
oped at the hearing, as soon as prac-
ticable after the hearing but not later 
than 60 days after the date on which 
the request for hearing was received by 
DHS. If the employee requests a delay 
in the proceedings, the deadline for the 
decision may be postponed by the num-
ber of days by which the hearing was 
postponed. When a decision is not time-
ly rendered, DHS waives penalties ap-
plied to the debt for the period begin-

ning with the date the decision is due 
and ending on the date the decision is 
issued. 

(11) Content of decision. The written 
decision includes: 

(i) A statement of the facts presented 
to support the origin, nature, and 
amount of the debt; 

(ii) The hearing official’s findings, 
analysis, and conclusions; and 

(iii) The terms of any repayment 
schedules, if applicable. 

(12) Final agency action. The hearing 
official’s decision is final. 

(f) Waiver not precluded. Nothing in 
this subpart precludes an employee 
from requesting waiver of an overpay-
ment under 5 U.S.C. 5584 or 8346(b), 10 
U.S.C. 2774, 32 U.S.C. 716, or other stat-
utory authority. 

(g) Salary offset process—(1) Determina-
tion of disposable pay. The Chief Finan-
cial Officer consults with the appro-
priate DHS payroll office to determine 
the amount of a DHS employee’s dis-
posable pay and will implement salary 
offset when requested to do so by a 
DHS component or another federal 
agency. If the debtor is not employed 
by DHS, the agency employing the 
debtor will determine the amount of 
the employee’s disposable pay and im-
plement salary offset upon request. 

(2) Amount of salary offset. The 
amount to be offset from each salary 
payment will be up to 15 percent of a 
debtor’s disposable pay, as follows: 

(i) If the amount of the debt is equal 
to or less than 15 percent of the dispos-
able pay, such debt generally is col-
lected in one lump sum payment; or 

(ii) Installment deductions are made 
over a period of no greater than the an-
ticipated period of employment. An in-
stallment deduction will not exceed 15 
percent of the disposable pay from 
which the deduction is made unless the 
employee has agreed in writing to the 
deduction of a greater amount or the 
creditor agency has determined that 
smaller deductions are appropriate 
based on the employee’s ability to pay. 

(3) Final salary payment. After the 
employee has separated either volun-
tarily or involuntarily from the pay-
ment agency, the payment agency may 
make a lump sum deduction exceeding 
15 percent of disposable pay from any 
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final salary or other payments pursu-
ant to 31 U.S.C. 3716 in order to satisfy 
a debt. 

(h) Payment agency’s responsibilities. 
(1) As required by 5 CFR 550.1109, if the 
employee separates from the payment 
agency from which DHS requested sal-
ary offset, the payment agency must 
certify the total amount of its collec-
tion and notify DHS and the employee 
of the amounts collected. If the pay-
ment agency is aware that the em-
ployee is entitled to payments from the 
Civil Service Retirement Fund and Dis-
ability Fund, the Federal Employee 
Retirement System, or other similar 
payments, it must provide written no-
tification to the agency responsible for 
making such retirement payments that 
the debtor owes a debt, the amount of 
the debt, and that DHS has complied 
with the provisions of this section. 
DHS must submit a properly certified 
claim to the new payment agency be-
fore the collection can be made. 

(2) If the employee is already sepa-
rated from employment and all pay-
ments due from his or her former pay-
ment agency have been made, DHS 
may request that money due and pay-
able to the employee from the Civil 
Service Retirement Fund and Dis-
ability Fund, the Federal Employee 
Retirement System, or other similar 
funds, is administratively offset to col-
lect the debt. Generally, DHS will col-
lect such monies through the Treasury 
Offset Program as described in this sec-
tion. 

(3) When an employee transfers to an-
other agency, DHS should resume col-
lection with the employee’s new pay-
ment agency in order to continue sal-
ary offset. 

§ 11.5 Administrative wage garnish-
ment. 

DHS may collect debts from a debt-
or’s wages by means of administrative 
wage garnishment in accordance with 
the requirements of 31 U.S.C. 3720D 
under the procedures established in 31 
CFR 285.11. 

§ 11.6 Reporting debts. 

DHS will report delinquent debts to 
credit bureaus and other automated 
databases in accordance with 31 U.S.C. 
3711(e), 31 CFR 901.4, and the Office of 

Management and Budget Circular A– 
129, ‘‘Policies for Federal Credit Pro-
grams and Non-tax Receivables,’’ 
which may be found at http:// 
www.fms.treas.gov/debt. At least sixty 
(60) days prior to reporting a delin-
quent debt to a consumer reporting 
agency, DHS sends a notice to the 
debtor in accordance with 6 CFR 11.3. 
DHS may authorize the Treasury De-
partment’s Financial Management 
Service to report to credit bureaus 
those delinquent debts that have been 
transferred to the Financial Manage-
ment Service for administrative offset. 

§ 11.7 Private collection agencies. 

DHS will transfer delinquent DHS 
debts to the Treasury Department’s Fi-
nancial Management Service to obtain 
debt collection services provided by 
private collection agencies. 

§ 11.8 Suspension or revocation of eli-
gibility for loans and loan guaran-
tees, licenses, permits, or privileges. 

The authority to extend financial as-
sistance in the form of a loan, loan 
guarantee, or loan insurance to any 
person delinquent on a nontax debt 
owed to DHS is delegated to the Chief 
Financial Officer. 

§ 11.9 Collection in installments. 

DHS may accept payment of a DHS 
debt in regular installments, in accord-
ance with the provisions of 31 CFR 901.8 
and policies and procedures adopted by 
the Chief Financial Officer (CFO). The 
CFO will consult the Office of General 
Counsel regarding a legally enforceable 
written agreement from the debtor. 

§ 11.10 Interest, penalty charges, and 
administrative costs. 

(a) Assessment and notice. DHS shall 
assess interest, penalties and adminis-
trative costs on DHS debts in accord-
ance with 31 U.S.C. 3717 and 31 CFR 
901.9. Administrative costs of proc-
essing and handling a delinquent debt 
shall be determined by DHS. 

(b) Waiver of interest, penalties, and 
administrative costs. DHS may waive in-
terest, penalties, and administrative 
costs, or any portion thereof, under the 
criteria in the FCCS, or when it deter-
mines the collection of these charges 
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would be against equity and good con-
science or not in the best interests of 
the United States. The authority to 
waive interest, penalties and adminis-
trative costs is delegated to the Chief 
Financial Officer. The DHS Chief Fi-
nancial Officer shall issue written 
guidance on maintaining records of 
waivers. 

(c) Accrual during suspension of debt 
collection. Interest and related charges 
will not accrue during the period a 
hearing official does not render a time-
ly decision. 

§ 11.11 Compromise. 

DHS may compromise a debt in ac-
cordance with the provisions of 31 CFR 
part 902. The Chief Financial Officer is 
authorized to compromise debts owed 
to DHS. No debt over $10,000 may be 
compromised without the concurrence 
of the Office of the General Counsel. 

§ 11.12 Suspending or terminating col-
lection activity. 

DHS will suspend or terminate col-
lection activity, or discharge indebted-
ness, in accordance with 31 CFR part 
903. The Chief Financial Officer is dele-
gated authority to suspend or termi-
nate collection activity, or to dis-
charge indebtedness regarding debts 
owed to DHS, but for any such action 
involving a debt over $10,000, the Chief 
Financial Officer must obtain the con-
currence of the Office of the General 
Counsel. The Chief Financial Officer is 
authorized to act on behalf of the Sec-
retary in selling a debt, and in deter-
mining whether or not it is in the best 
interests of the United States to do so. 

§ 11.13 Referrals to the Department of 
Justice. 

Referrals of debts to the Department 
of Justice for collection will be by the 
General Counsel. 

§ 11.14 Receipt of offset requests by 
other Federal agencies. 

Other Federal agencies send non-cen-
tralized offset requests to DHS at: U.S. 
Department of Homeland Security, 
Attn: Chief Financial Officer, Mail 
Stop 0200, Washington, DC 20528–0200. 
Those agencies must comply with 31 
CFR 901.3 when forwarding the requests 
to DHS. DHS does not review the mer-

its of the creditor agency’s determina-
tion with regard to the existence or the 
amount of the debt. When two or more 
agencies are seeking offsets from pay-
ments made to the same person, or 
when two or more debts are owed to a 
single creditor agency, DHS may deter-
mine the order in which the debts will 
be collected or whether one or more 
debts should be collected by offset si-
multaneously. For the purposes of this 
section, debts owed to DHS generally 
take precedence over debts owed to 
other agencies, but DHS may pay a 
debt to another agency prior to col-
lecting for DHS. DHS determines the 
order of debt collection based upon the 
best interests of the United States. 

§ 11.15 Applying the debt against DHS 
payments. 

(a) Notice to the Debtor. DHS sends a 
written notice to the debtor indicating 
a certified debt claim was received 
from the creditor agency, the amount 
of the debt claimed to be owed by the 
creditor agency, the estimated date the 
offset will begin (if more than one pay-
ment), and the amount of the deduc-
tion(s). For employees, DHS generally 
begins deductions from pay at the next 
officially established pay interval. De-
ductions continue until DHS knows the 
debt is paid in full or until otherwise 
instructed by the creditor agency. Al-
ternatively, the amount offset may be 
an amount agreed upon, in writing, by 
the debtor and the creditor agency. If a 
DHS employee retires or resigns, or if 
his or her employment ends before col-
lection of the debt is complete, DHS 
continues to offset, under 31 U.S.C. 
3716, up to 100% of an employee’s subse-
quent payments until the debt is paid 
or otherwise resolved. Such payments 
include a debtor’s final salary pay-
ment, lump-sum leave payment, and 
other payments payable to the debtor 
by DHS. See 31 U.S.C. 3716 and 5 CFR 
550.1104(l) and 550.1104(m). If the em-
ployee is separated from DHS before 
the debt is paid in full, DHS will cer-
tify to the creditor agency the total 
amount of its collection. If DHS is 
aware the employee is entitled to pay-
ments from the Civil Service Retire-
ment and Disability Fund, Federal Em-
ployee Retirement System, or other 



154 

6 CFR Ch. I (1–1–23 Edition) Pt. 13 

similar payments, DHS provides writ-
ten notice to the agency making such 
retirement payments that the debtor 
owes a debt (including the amount) and 
that the provisions of 5 CFR 550.1109 
have been fully complied with. The 
creditor agency is responsible for sub-
mitting a certified claim to the agency 
responsible for making such payments 
before collection may begin. Generally, 
creditor agencies will collect such 
monies through the Treasury Offset 
Program as described in section 11.4. 

(b) Notice to the debtor. DHS provides 
to the debtor a copy of any notices sent 
to the creditor agency under this sub-
part. 

(c) Transfer of employee debtor to an-
other Federal agency. If an employee 
debtor transfers to another Federal 
agency before the debt is paid in full, 
DHS notifies the creditor agency and 
provides it a certification of the total 
amount of its collection on the debt. 
The creditor agency is responsible for 
submitting a certified claim to the 
debtor’s new employing agency before 
collection may begin. 

Subpart B [Reserved] 

PART 13—PROGRAM FRAUD CIVIL 
REMEDIES 

Sec. 
13.1 Basis, purpose, scope and effect. 
13.2 Definitions. 
13.3 Basis for civil penalties and assess-

ments. 
13.4 Investigation. 
13.5 Review by the Reviewing Official. 
13.6 Prerequisites for issuing a Complaint. 
13.7 Complaint. 
13.8 Service of Complaint. 
13.9 Answer. 
13.10 Default upon failure to answer. 
13.11 Referral of Complaint and answer to 

the ALJ. 
13.12 Notice of hearing. 
13.13 Parties to the hearing. 
13.14 Separation of functions. 
13.15 Ex parte contacts. 
13.16 Disqualification of Reviewing Official 

or ALJ. 
13.17 Rights of parties. 
13.18 Authority of the ALJ. 
13.19 Prehearing conferences. 
13.20 Disclosure of Documents. 
13.21 Discovery. 
13.22 Exchange of witness lists, Statements, 

and exhibits. 
13.23 Subpoenas for attendance at hearing. 

13.24 Protective order. 

13.25 Fees. 

13.26 Filing, form and service of papers. 

13.27 Computation of time. 

13.28 Motions. 

13.29 Sanctions. 

13.30 The hearing and burden of proof. 

13.31 Determining the amount of penalties 
and assessments. 

13.32 Location of hearing. 

13.33 Witnesses. 

13.34 Evidence. 

13.35 The record. 

13.36 Post-hearing briefs. 

13.37 Initial Decision. 

13.38 Reconsideration of Initial Decision. 

13.39 Appeal to Authority Head. 

13.40 Stays ordered by the Department of 
Justice. 

13.41 Stay pending appeal. 

13.42 Judicial review. 

13.43 Collection of civil penalties and as-
sessments. 

13.44 Right to administrative offset. 

13.45 Deposit in Treasury of United States. 

13.46 Compromise or settlement. 

13.47 Limitations. 

AUTHORITY: Pub. L. 107–296, 116 Stat. 2135 (6 
U.S.C., Ch. 1, sections 101 et seq.); 5 U.S.C. 
301; 31 U.S.C. 3801–3812. 

SOURCE: 70 FR 59211, Oct. 12, 2005, unless 
otherwise noted. 

§ 13.1 Basis, purpose, scope and effect. 

(a) Basis. This part implements the 
Program Fraud Civil Remedies Act of 
1986, 31 U.S.C. 3801–3812. section 3809 of 
title 31, United States Code, requires 
each authority to promulgate regula-
tions necessary to implement the pro-
visions of the statute. 

(b) Purpose. This part: 
(1) Establishes administrative proce-

dures for imposing civil penalties and 
assessments against Persons who 
Make, submit, or present, or cause to 
be Made, submitted, or presented, false, 
fictitious, or fraudulent Claims or writ-
ten Statements to the Authority or to 
certain others; and 

(2) Specifies the hearing and appeal 
rights of Persons subject to allegations 
of liability for such penalties and as-
sessments. 

(c) Scope. This part applies to all 
components of the Department of 
Homeland Security. 

(d) Effect. (1) This part applies to pro-
gram fraud cases initiated by any com-
ponent of the Department of Homeland 
Security on or after October 12, 2005. 
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(2) Program fraud cases initiated by 
any component of the Department of 
Homeland Security before October 12, 
2005, but not completed before October 
12, 2005, will continue to completion 
under the rules and procedures in effect 
before this part. 

§ 13.2 Definitions. 

The following definitions have gen-
eral applicability throughout this part: 

(a) ALJ means an Administrative 
Law Judge in the Authority appointed 
pursuant to 5 U.S.C. 3105 or detailed to 
the Authority pursuant to 5 U.S.C. 
3344. An ALJ will preside at any hear-
ing convened under the regulations in 
this part. 

(b) Authority means the Department 
of Homeland Security. 

(c) Authority Head means the Deputy 
Secretary, Department of Homeland 
Security, or another officer designated 
by the Deputy Secretary. 

(d) Benefit means, in the context of a 
Statement, anything of value, includ-
ing but not limited to any advantage, 
preference, privilege, license, permit, 
favorable decision, ruling, status, or 
loan guarantee. 

(e) Claim means any request, demand, 
or submission: 

(1) Made to the Authority for prop-
erty, services, or money (including 
money representing grants, loans, in-
surance, or Benefits); 

(2) Made to a recipient of property, 
services, or money from the Authority 
or to a party to a contract with the Au-
thority: 

(i) For property or services if the 
United States: 

(A) Provided such property or serv-
ices; 

(B) Provided any portion of the funds 
for the purchase of such property or 
services; or 

(C) Will reimburse such recipient or 
party for the purchase of such property 
or services; or 

(ii) For the payment of money (in-
cluding money representing grants, 
loans, insurance, or Benefits) if the 
United States: 

(A) Provided any portion of the 
money requested or demanded; or 

(B) Will reimburse such recipient or 
party for any portion of the money 
paid on such request or demand; or 

(3) Made to the Authority which has 
the effect of decreasing an obligation 
to pay or account for property, serv-
ices, or money. 

(f) Complaint means the administra-
tive Complaint served by the Review-
ing Official on the Defendant under 
§ 13.7. 

(g) Defendant means any Person al-
leged in a Complaint under § 13.7 to be 
liable for a civil penalty or assessment 
under § 13.3. 

(h) Government means the Govern-
ment of the United States. 

(i) Individual means a natural Person. 

(j) Initial Decision means the written 
decision of the ALJ required by § 13.10 
or § 13.37, and includes a revised Initial 
Decision issued following a remand or a 
motion for reconsideration. 

(k) Investigating Official means the In-
spector General of the Department of 
Homeland Security or an officer or em-
ployee of the Office of the Inspector 
General designated by the Inspector 
General and eligible under 31 U.S.C. 
3801(a)(4)(B). 

(l) Knows or Has Reason to Know, 
means that a Person, with respect to a 
Claim or Statement: 

(1) Has actual knowledge that the 
Claim or Statement is false, fictitious, 
or fraudulent; 

(2) Acts in deliberate ignorance of the 
truth or falsity of the Claim or State-
ment; or 

(3) Acts in reckless disregard of the 
truth or falsity of the Claim or State-
ment. 

(m) Makes includes presents, submits, 
and causes to be made, presented, or 
submitted. As the context requires, 
Making or Made will likewise include 
the corresponding forms of such terms. 

(n) Person means any Individual, 
partnership, corporation, association, 
or private organization, and includes 
the plural of that term. 

(o) Representative means an attorney 
who is a member in good standing of 
the bar of any State, Territory, or pos-
session of the United States, the Dis-
trict of Columbia, or the Common-
wealth of Puerto Rico. This definition 
is not intended to foreclose pro se ap-
pearances. That is, an Individual may 
appear for himself or herself, and a cor-
poration or other entity may appear by 
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an owner, officer, or employee of the 
corporation or entity. 

(p) Reviewing Official means the Gen-
eral Counsel of the Department of 
Homeland Security, or other officer or 
employee of the Department who is 
designated by the General Counsel and 
eligible under 31 U.S.C. 3801(a)(8). 

(q) Statement means any representa-
tion, certification, affirmation, Docu-
ment, record, or accounting or book-
keeping entry Made: 

(1) With respect to a Claim or to ob-
tain the approval or payment of a 
Claim (including relating to eligibility 
to Make a Claim); or 

(2) With respect to (including relat-
ing to eligibility for): 

(i) A contract with, or bid or proposal 
for a contract with the Authority, or 
any State, political subdivision of a 
State, or other party, if the United 
States Government provides any por-
tion of the money or property under 
such contract or for such grant, loan, 
or Benefit, or if the Government will 
reimburse such State, political subdivi-
sion, or party for any portion of the 
money or property under such contract 
or for such grant, loan, or Benefit; or 

(ii) A grant, loan, or Benefit from, 
the Authority, or any State, political 
subdivision of a State, or other party, 
if the United States Government pro-
vides any portion of the money or prop-
erty under such contract or for such 
grant, loan, or Benefit, or if the Gov-
ernment will reimburse such State, po-
litical subdivision, or party for any 
portion of the money or property under 
such contract or for such grant, loan, 
or Benefit. 

§ 13.3 Basis for civil penalties and as-
sessments. 

(a) Claims. (1) Except as provided in 
paragraph (c) of this section, a Person 
will be subject, in addition to any 
other remedy that may be prescribed 
by law, to a civil penalty of not more 
than $5,500 for each Claim (as adjusted 
in accordance with the Federal Civil 
Penalties Inflation Adjustment Act of 
1990 (Public Law 101–140), as amended 
by the Debt Collection Improvement 
Act of 1996 (Public Law 104–134)) if such 
Person Makes a Claim that such Per-
son Knows or Has Reason to Know: 

(i) Is false, fictitious, or fraudulent; 

(ii) Includes or is supported by any 
written Statement that asserts a mate-
rial fact that is false, fictitious, or 
fraudulent; 

(iii) Includes or is supported by any 
written Statement that: 

(A) Omits a material fact; 
(B) Is false, fictitious, or fraudulent 

as a result of such omission; and 
(C) Is a Statement in which the Per-

son Making such Statement has a duty 
to include such material fact; or 

(iv) Is for payment for the provision 
of property or services that the Person 
has not provided as claimed. 

(2) Each voucher, invoice, Claim 
form, or other Individual request or de-
mand for property, services, or money 
constitutes a separate Claim. 

(3) A Claim will be considered Made 
to the Authority, recipient, or party 
when such Claim is actually Made to 
an agent, fiscal intermediary, or other 
entity, including any State or political 
subdivision thereof, acting for or on be-
half of the Authority, recipient, or 
party. 

(4) Each Claim for property, services, 
or money is subject to a civil penalty 
regardless of whether such property, 
services, or money is actually delivered 
or paid. 

(5) If the Government has Made any 
payment (including transferred prop-
erty or provided services) on a Claim, a 
Person subject to a civil penalty under 
paragraph (a)(1) of this section will 
also be subject to an assessment of not 
more than twice the amount of such 
Claim or that portion thereof that is 
determined to be in violation of para-
graph (a)(1) of this section. Such as-
sessment will be in lieu of damages sus-
tained by the Government because of 
such Claim. 

(b) Statements. (1) Except as provided 
in paragraph (c) of this section, a Per-
son will be subject, in addition to any 
other remedy that may be prescribed 
by law, to a civil penalty of not more 
than $5,500 (as adjusted in accordance 
with the Federal Civil Penalties Infla-
tion Adjustment Act of 1990 (Public 
Law 101–140), as amended by the Debt 
Collection Improvement Act of 1996 
(Public Law 104–134)) if such Person 
Makes a written Statement that: 

(i) The Person Knows or Has Reason 
to Know: 
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(A) Asserts a material fact that is 
false, fictitious, or fraudulent; or 

(B) Is false, fictitious, or fraudulent 
because it omits a material fact that 
the Person Making the Statement has 
a duty to include in such Statement; 
and 

(ii) Contains, or is accompanied by, 
an express certification or affirmation 
of the truthfulness and accuracy of the 
contents of the Statement. 

(2) Each written representation, cer-
tification, or affirmation constitutes a 
separate Statement. 

(3) A Statement will be considered 
Made to the Authority when such 
Statement is actually Made to an 
agent, fiscal intermediary, or other en-
tity, including any State or political 
subdivision thereof, acting for or on be-
half of the Authority. 

(c) Specific intent not required. No 
proof of specific intent to defraud is re-
quired to establish liability under this 
section. 

(d) More than one Person liable. (1) In 
any case in which it is determined that 
more than one Person is liable for 
Making a Claim or Statement under 
this section, each such Person may be 
held liable for a civil penalty under 
this section. 

(2) In any case in which it is deter-
mined that more than one Person is 
liable for Making a Claim under this 
section on which the Government has 
Made payment (including transferred 
property or provided services), an as-
sessment may be imposed against any 
such Person or jointly and severally 
against any combination of such Per-
sons. 

§ 13.4 Investigation. 

(a) If an Investigating Official con-
cludes that a subpoena pursuant to the 
Authority conferred by 31 U.S.C. 3804(a) 
is warranted: 

(1) The subpoena so issued will notify 
the Person to whom it is addressed of 
the Authority under which the sub-
poena is issued and will identify the 
records or Documents sought; 

(2) The Investigating Official may 
designate a Person to act on his or her 
behalf to receive the Documents 
sought; and 

(3) The Person receiving such sub-
poena will be required to tender to the 

Investigating Official or the Person 
designated to receive the Documents a 
certification that the Documents 
sought have been produced, or that 
such Documents are not available and 
the reasons therefore, or that such 
Documents, suitably identified, have 
been withheld based upon the assertion 
of an identified privilege. 

(b) If the Investigating Official con-
cludes that an action under the Act 
may be warranted, the Investigating 
Official will submit a report containing 
the findings and conclusions of such in-
vestigation to the Reviewing Official. 

(c) Nothing in this section will pre-
clude or limit an Investigating Offi-
cial’s discretion to refer allegations di-
rectly to the Department of Justice for 
suit under the False Claims Act or 
other civil relief, or to defer or post-
pone a report or referral to the Review-
ing Official to avoid interference with 
a criminal investigation or prosecu-
tion. 

(d) Nothing in this section modifies 
any responsibility of an Investigating 
Official to report violations of criminal 
law to the Attorney General. 

§ 13.5 Review by the Reviewing Offi-
cial. 

(a) If, based on the report of the In-
vestigating Official under § 13.4(b), the 
Reviewing Official determines that 
there is adequate evidence to believe 
that a Person is liable under § 13.3, the 
Reviewing Official will transmit to the 
Attorney General a written notice of 
the Reviewing Official’s intention to 
issue a Complaint under § 13.7. 

(b) Such notice will include: 
(1) A Statement of the Reviewing Of-

ficial’s reasons for issuing a Complaint; 
(2) A Statement specifying the evi-

dence that supports the allegations of 
liability; 

(3) A description of the Claims or 
Statements upon which the allegations 
of liability are based; 

(4) An estimate of the amount of 
money or the value of property, serv-
ices, or other Benefits requested or de-
manded in violation of § 13.3; 

(5) A Statement of any exculpatory 
or mitigating circumstances that may 
relate to the Claims or Statements 
known by the Reviewing Official or the 
Investigating Official; and 
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(6) A Statement that there is a rea-
sonable prospect of collecting an ap-
propriate amount of penalties and as-
sessments. 

§ 13.6 Prerequisites for issuing a Com-
plaint. 

(a) The Reviewing Official may issue 
a Complaint under § 13.7 only if: 

(1) The Department of Justice ap-
proves the issuance of a Complaint in a 
written Statement described in 31 
U.S.C. 3803(b)(1); and 

(2) In the case of allegations of liabil-
ity under § 13.3(a) with respect to a 
Claim, the Reviewing Official deter-
mines that, with respect to such Claim 
or a group of related Claims submitted 
at the same time such Claim is sub-
mitted (as defined in paragraph (b) of 
this section), the amount of money or 
the value of property or services de-
manded or requested in violation of 
§ 13.3(a) does not exceed $150,000. 

(b) For the purposes of this section, a 
related group of Claims submitted at 
the same time will include only those 
Claims arising from the same trans-
action (e.g., grant, loan, application, or 
contract) that are submitted simulta-
neously as part of a single request, de-
mand, or submission. 

(c) Nothing in this section will be 
construed to limit the Reviewing Offi-
cial’s authority to join in a single Com-
plaint against a Person’s Claims that 
are unrelated or were not submitted si-
multaneously, regardless of the 
amount of money, or the value of prop-
erty or services, demanded or re-
quested. 

§ 13.7 Complaint. 

(a) On or after the date the Depart-
ment of Justice approves the issuance 
of a Complaint in accordance with 31 
U.S.C. 3803(b)(1), the Reviewing Official 
may serve a Complaint on the Defend-
ant, as provided in § 13.8. 

(b) The Complaint will state: 

(1) The allegations of liability 
against the Defendant, including the 
statutory basis for liability, an identi-
fication of the Claims or Statements 
that are the basis for the alleged liabil-
ity, and the reasons why liability alleg-
edly arises from such Claims or State-
ments; 

(2) The maximum amount of pen-
alties and assessments for which the 
Defendant may be held liable; 

(3) Instructions for filing an answer 
to request a hearing, including a spe-
cific Statement of the Defendant’s 
right to request a hearing by filing an 
answer and to be represented by a Rep-
resentative; and 

(4) That failure to file an answer 
within 30 days of service of the Com-
plaint will result in the imposition of 
the maximum amount of penalties and 
assessments without right to appeal, as 
provided in § 13.10. 

(5) That the Defendant may obtain 
copies of relevant material and excul-
patory information pursuant to the 
process outlined in § 13.20. 

(c) At the same time the Reviewing 
Official serves the Complaint, he or she 
will serve the Defendant with a copy of 
the regulations in this part. 

§ 13.8 Service of Complaint. 

(a) Service of a Complaint must be 
Made by certified or registered mail or 
by delivery in any manner authorized 
by Rule 4(d) of the Federal Rules of 
Civil Procedure. Service of a Complaint 
is complete upon receipt. 

(b) Proof of service, stating the name 
and address of the Person on whom the 
Complaint was served, and the manner 
and date of service, may be Made by: 

(1) Affidavit of the Individual serving 
the Complaint by delivery; 

(2) A United States Postal Service re-
turn receipt card acknowledging re-
ceipt; or 

(3) Written acknowledgment of re-
ceipt by the Defendant or his or her 
Representative; or 

(4) In case of service abroad, authen-
tication in accordance with the Con-
vention on Service Abroad of Judicial 
and Extrajudicial Documents in Com-
mercial and Civil Matters. 

§ 13.9 Answer. 

(a) The Defendant may request a 
hearing by serving an answer on the 
Reviewing Official within 30 days of 
service of the Complaint. Service of an 
answer will be Made by delivering a 
copy to the Reviewing Official or by 
placing a copy in the United States 
mail, postage prepaid and addressed to 
the Reviewing Official. Service of an 
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answer is complete upon such delivery 
or mailing. An answer will be deemed 
to be a request for hearing. 

(b) In the answer, the Defendant: 
(1) Will admit or deny each of the al-

legations of liability Made in the Com-
plaint; 

(2) Will state any defense on which 
the Defendant intends to rely; 

(3) May state any reasons why the 
Defendant contends that the penalties 
and assessments should be less than 
the statutory maximum; and 

(4) Will state the name, address, and 
telephone number of the Person au-
thorized by the Defendant to act as De-
fendant’s Representative, if any. 

(c) If the Defendant is unable to file 
an answer meeting the requirements of 
paragraph (b) of this section within the 
time provided, the Defendant may, be-
fore the expiration of 30 days from 
service of the Complaint, serve on the 
Reviewing Official a general answer de-
nying liability and requesting a hear-
ing, and a request for an extension of 
time within which to serve an answer 
meeting the requirements of paragraph 
(b) of this section. The Reviewing Offi-
cial will file promptly the Complaint, 
the general answer denying liability, 
and the request for an extension of 
time as provided in § 13.11. For good 
cause shown, the ALJ may grant the 
Defendant up to 30 additional days 
from the original due date within 
which to serve an answer meeting the 
requirements of paragraph (b) of this 
section. 

§ 13.10 Default upon failure to answer. 

(a) If the Defendant does not answer 
within the time prescribed in § 13.9(a), 
the Reviewing Official may refer the 
Complaint to an ALJ by filing the 
Complaint and a Statement that De-
fendant has failed to answer on time. 

(b) Upon the referral of the Com-
plaint, the ALJ will promptly serve on 
Defendant in the manner prescribed in 
§ 13.8, a notice that an Initial Decision 
will be issued under this section. 

(c) In addition, the ALJ will assume 
the facts alleged in the Complaint to 
be true, and, if such facts establish li-
ability under § 13.3, the ALJ will issue 
an Initial Decision imposing the max-
imum amount of penalties and assess-
ments allowed under the statute. 

(d) Except as otherwise provided in 
this section, by failing to answer on 
time, the Defendant waives any right 
to further review of the penalties and 
assessments imposed under paragraph 
(c) of this section, and the Initial Deci-
sion will become final and binding 
upon the parties 30 days after it is 
issued. 

(e) If, before such an Initial Decision 
becomes final, the Defendant files a 
motion seeking to reopen on the 
grounds that extraordinary cir-
cumstances prevented the Defendant 
from answering, the Initial Decision 
will be stayed pending the ALJ’s deci-
sion on the motion. 

(f) If, on such motion, the Defendant 
can demonstrate extraordinary cir-
cumstances excusing the failure to an-
swer on time, the ALJ will withdraw 
the Initial Decision in paragraph (c) of 
this section, if such a decision has been 
issued, and will grant the Defendant an 
opportunity to answer the Complaint. 

(g) A decision of the ALJ denying a 
Defendant’s motion under paragraph 
(e) of this section is not subject to re-
consideration under § 13.38. 

(h) The Defendant may appeal to the 
Authority Head the decision denying a 
motion to reopen by filing a notice of 
appeal in accordance with § 13.26 within 
15 days after the ALJ denies the mo-
tion. The timely filing of a notice of 
appeal will stay the Initial Decision 
until the Authority Head decides the 
issue. 

(i) If the Defendant files a timely no-
tice of appeal with the Authority Head, 
the ALJ will forward the record of the 
proceeding to the Authority Head. 

(j) The Authority Head will decide 
expeditiously whether extraordinary 
circumstances excuse the Defendant’s 
failure to answer on time based solely 
on the record before the ALJ. 

(k) If the Authority Head decides 
that extraordinary circumstances ex-
cused the Defendant’s failure to answer 
on time, the Authority Head will re-
mand the case to the ALJ with instruc-
tions to grant the Defendant an oppor-
tunity to answer. 

(l) If the Authority Head decides that 
the Defendant’s failure to answer on 
time is not excused, the Authority 
Head will reinstate the Initial Decision 
of the ALJ, which will become final 
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and binding upon the parties 30 days 
after the Authority Head issues such 
decision. 

§ 13.11 Referral of Complaint and an-
swer to the ALJ. 

Upon receipt of an answer, the Re-
viewing Official will refer the matter 
to an ALJ by filing the Complaint and 
answer in accordance with § 13.26. 

§ 13.12 Notice of hearing. 

(a) When the ALJ receives the Com-
plaint and answer, the ALJ will 
promptly serve a notice of hearing 
upon the Defendant in the manner pre-
scribed by § 13.8. 

(b) Such notice will include: 
(1) The tentative time and place, and 

the nature of the hearing; 
(2) The legal authority and jurisdic-

tion under which the hearing is to be 
held; 

(3) The matters of fact and law to be 
asserted; 

(4) A description of the procedures for 
the conduct of the hearing; 

(5) The name, address, and telephone 
number of the Representative of the 
Government and of the Defendant, if 
any; and 

(6) Such other matters as the ALJ 
deems appropriate. 

§ 13.13 Parties to the hearing. 

(a) The parties to the hearing will be 
the Defendant and the Authority. 

(b) Pursuant to 31 U.S.C. 3730(c)(5), a 
private plaintiff under the False 
Claims Act may participate in these 
proceedings to the extent authorized 
by the provisions of that Act. 

§ 13.14 Separation of functions. 

(a) The Investigating Official, the Re-
viewing Official, and any employee or 
agent of the Authority who takes part 
in investigating, preparing, or pre-
senting a particular case may not, in 
such case or a factually related case: 

(1) Participate in the hearing as the 
ALJ; 

(2) Participate or advise in the Initial 
Decision or the review of the Initial 
Decision by the Authority Head, except 
as a witness or a Representative in 
public proceedings; or 

(3) Make the collection of penalties 
and assessments under 31 U.S.C. 3806. 

(b) The ALJ will not be responsible 
to, or subject to the supervision or di-
rection of, the Investigating Official or 
the Reviewing Official. 

(c) Except as provided in paragraph 
(a) of this section, the Representative 
for the Government may be employed 
anywhere in the Authority, including 
in the offices of either the Inves-
tigating Official or the Reviewing Offi-
cial. 

§ 13.15 Ex parte contacts. 

No party or Person (except employ-
ees of the ALJ’s office) will commu-
nicate in any way with the ALJ on any 
matter at issue in a case, unless on no-
tice and opportunity for all parties to 
participate. This provision does not 
prohibit a Person or party from inquir-
ing about the status of a case or asking 
routine questions concerning adminis-
trative functions or procedures. 

§ 13.16 Disqualification of Reviewing 
Official or ALJ. 

(a) A Reviewing Official or ALJ in a 
particular case may disqualify himself 
or herself at any time. 

(b) A party may file a motion for dis-
qualification of a Reviewing Official or 
an ALJ. Such motion will be accom-
panied by an affidavit alleging personal 
bias or other reason for disqualifica-
tion. 

(c) Such motion and affidavit will be 
filed promptly upon the party’s dis-
covery of reasons requiring disquali-
fication, or such objections will be 
deemed waived. 

(d) Such affidavit will state specific 
facts that support the party’s belief 
that personal bias or other reason for 
disqualification exists and the time 
and circumstances of the party’s dis-
covery of such facts. It will be accom-
panied by a certificate of the Rep-
resentative of record that it is Made in 
good faith. 

(e)(1) If the ALJ determines that a 
Reviewing Official is disqualified, the 
ALJ will dismiss the Complaint with-
out prejudice. 

(2) If the ALJ disqualifies himself or 
herself, the case will be reassigned 
promptly to another ALJ. 

(3) If the ALJ denies a motion to dis-
qualify, the Authority Head may deter-
mine the matter only as part of his or 
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her review of the Initial Decision upon 
appeal, if any. 

§ 13.17 Rights of parties. 

Except as otherwise limited by this 
part, all parties may: 

(a) Be accompanied, represented, and 
advised by a Representative; 

(b) Participate in any conference 
held by the ALJ; 

(c) Conduct discovery; 

(d) Agree to stipulations of fact or 
law, which will be Made part of the 
record; 

(e) Present evidence relevant to the 
issues at the hearing; 

(f) Present and cross-examine wit-
nesses; 

(g) Present oral arguments at the 
hearing as permitted by the ALJ; and 

(h) Submit written briefs and pro-
posed findings of fact and conclusions 
of law after the hearing. 

§ 13.18 Authority of the ALJ. 

(a) The ALJ will conduct a fair and 
impartial hearing, avoid delay, main-
tain order, and assure that a record of 
the proceeding is Made. 

(b) The ALJ has the authority to: 

(1) Set and change the date, time, 
and place of the hearing upon reason-
able notice to the parties; 

(2) Continue or recess the hearing in 
whole or in part for a reasonable period 
of time; 

(3) Hold conferences to identify or 
simplify the issues, or to consider 
other matters that may aid in the ex-
peditious disposition of the proceeding; 

(4) Administer oaths and affirma-
tions; 

(5) Issue subpoenas requiring the at-
tendance of witnesses and the produc-
tion of Documents at depositions or at 
hearings; 

(6) Rule on motions and other proce-
dural matters; 

(7) Regulate the scope and timing of 
discovery; 

(8) Regulate the course of the hearing 
and the conduct of Representatives and 
parties; 

(9) Examine witnesses; 
(10) Receive, rule on, exclude, or 

limit evidence; 
(11) Upon motion of a party, take of-

ficial notice of facts; 

(12) Upon motion of a party, decide 
cases, in whole or in part, by summary 
judgment where there is no disputed 
issue of material fact; 

(13) Conduct any conference, argu-
ment, or hearing on motions in Person 
or by telephone; and 

(14) Exercise such other authority as 
is necessary to carry out the respon-
sibilities of the ALJ under this part. 

(c) The ALJ does not have the au-
thority to Make any determinations 
regarding the validity of treaties or 
other international agreements, Fed-
eral statutes or regulations, or Depart-
mental Orders or Directives. 

§ 13.19 Prehearing conferences. 

(a) The ALJ may schedule prehearing 
conferences as appropriate. 

(b) Upon the motion of any party, the 
ALJ will schedule at least one pre-
hearing conference at a reasonable 
time in advance of the hearing. 

(c) The ALJ may use prehearing con-
ferences to discuss the following: 

(1) Simplification of the issues; 

(2) The necessity or desirability of 
amendments to the pleadings, includ-
ing the need for a more definite State-
ment; 

(3) Stipulations and admissions of 
fact or as to the contents and authen-
ticity of Documents; 

(4) Whether the parties can agree to 
submission of the case on a stipulated 
record; 

(5) Whether a party chooses to waive 
appearance at an oral hearing and to 
submit only documentary evidence 
(subject to the objection of other par-
ties) and written argument; 

(6) Limitation of the number of wit-
nesses; 

(7) Scheduling dates for the exchange 
of witness lists and of proposed exhib-
its; 

(8) Discovery; 

(9) The time and place for the hear-
ing; and 

(10) Such other matters as may tend 
to expedite the fair and just disposition 
of the proceedings. 

(d) The ALJ may issue an order con-
taining all matters agreed upon by the 
parties or ordered by the ALJ at a pre-
hearing conference. 
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§ 13.20 Disclosure of Documents. 

(a) Upon written request to the Re-
viewing Official, the Defendant may re-
view, at a time and place convenient to 
the Authority, any relevant and mate-
rial Documents, transcripts, records, 
and other materials that relate to the 
allegations set out in the Complaint 
and upon which the findings and con-
clusions of the Investigating Official 
under § 13.4(b) are based, unless such 
Documents are subject to a privilege 
under Federal law. Special arrange-
ments as to confidentiality may be re-
quired by the Reviewing Official, who 
may also assert privilege or other re-
lated doctrines. Upon payment of fees 
for duplication, the Defendant may ob-
tain copies of such Documents. 

(b) Upon written request to the Re-
viewing Official, the Defendant also 
may obtain a copy of all exculpatory 
information in the possession of the 
Reviewing Official or Investigating Of-
ficial relating to the allegations in the 
Complaint, even if it is contained in a 
Document that would otherwise be 
privileged. If the Document would oth-
erwise be privileged, only that portion 
containing exculpatory information 
must be disclosed. 

(c) The notice sent to the Attorney 
General from the Reviewing Official as 
described in § 13.5 is not discoverable 
under any circumstances. 

(d) The Defendant may file a motion 
to compel disclosure of the Documents 
subject to the provisions of this sec-
tion. Such a motion may only be filed 
following the serving of an answer pur-
suant to § 13.9. 

§ 13.21 Discovery. 

(a) In general. (1) The following types 
of discovery are authorized: 

(i) Requests for production of Docu-
ments for inspection and copying; 

(ii) Requests for admissions of the 
authenticity of any relevant Document 
or of the truth of any relevant fact; 

(iii) Written interrogatories; and 
(iv) Depositions. 
(2) Unless mutually agreed to by the 

parties, discovery is available only as 
ordered by the ALJ. The ALJ will regu-
late the timing of discovery. 

(b) Documents defined. (1) For the pur-
pose of this section and §§ 13.22 and 
13.23, the term Documents includes in-

formation, documents, reports, an-
swers, records, accounts, papers, and 
other data and documentary evidence. 

(2) Nothing in this part will be inter-
preted to require the creation of a Doc-
ument. 

(c) Motions for discovery. (1) A party 
seeking discovery may file a motion. 
Such a motion will be accompanied by 
a copy of the request for production of 
Documents, request for admissions, or 
interrogatories or, in the case of depo-
sitions, a summary of the scope of the 
proposed deposition. 

(2) Within ten days of service, a party 
may file an opposition to the motion or 
a motion for protective order as pro-
vided in § 13.24. 

(3) The ALJ may grant a motion for 
discovery only if he or she finds that 
the discovery sought: 

(i) Is necessary for the expeditious, 
fair, and reasonable consideration of 
the issues; 

(ii) Is not unduly costly or burden-
some; 

(iii) Will not unduly delay the pro-
ceeding; and 

(iv) Does not seek privileged informa-
tion. 

(4) The burden of showing that dis-
covery should be allowed is on the 
party seeking discovery. 

(5) The ALJ may grant discovery sub-
ject to a protective order under § 13.24. 

(d) Depositions. (1) If a motion for dep-
osition is granted, the ALJ will issue a 
subpoena for the deponent, which may 
require the deponent to produce Docu-
ments. The subpoena will specify the 
time and place at which the deposition 
will be held. Deposition requests for 
senior level DHS officials (including 
career and non-career senior executive 
level employees) shall not be approved 
absent showing of compelling need that 
cannot be met by any other means. 

(2) The party seeking to depose will 
serve the subpoena in the manner pre-
scribed in § 13.8. 

(3) The deponent may file a motion to 
quash the subpoena or a motion for a 
protective order within ten days of 
service. If the ALJ has not acted on 
such a motion by the return date, such 
date will be suspended pending the 
ALJ’s final action on the motion. 

(4) The party seeking to depose will 
provide for the taking of a verbatim 
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transcript of the deposition, which it 
will Make available to all other parties 
for inspection and copying. 

(e) Each party will bear its own costs 
of discovery. 

§ 13.22 Exchange of witness lists, 
Statements, and exhibits. 

(a) At least 15 days before the hear-
ing or at such other time as may be or-
dered by the ALJ, the parties will ex-
change witness lists, copies of prior 
Statements of proposed witnesses, and 
copies of proposed hearing exhibits, in-
cluding copies of any written State-
ments that the party intends to offer 
in lieu of live testimony in accordance 
with § 13.33(b). At the time the above 
Documents are exchanged, any party 
that intends to rely on the transcript 
of deposition testimony in lieu of live 
testimony at the hearing, if permitted 
by the ALJ, will provide each party 
with a copy of the specific pages of the 
transcript it intends to introduce into 
evidence. 

(b) If a party objects, the ALJ will 
not admit into evidence the testimony 
of any witness whose name does not ap-
pear on the witness list of any exhibit 
not provided to the opposing party as 
provided above unless the ALJ finds 
good cause for the failure or that there 
is no prejudice to the objecting party. 

(c) Unless another party objects 
within the time set by the ALJ, Docu-
ments exchanged in accordance with 
paragraph (a) of this section will be 
deemed to be authentic for the purpose 
of admissibility at the hearing. 

§ 13.23 Subpoenas for attendance at 
hearing. 

(a) A party wishing to procure the 
appearance and testimony of any Indi-
vidual at the hearing may request that 
the ALJ issue a subpoena. Requests for 
witness testimony of senior level DHS 
officials (including career and non-ca-
reer senior executive level employees) 
shall not be approved absent a showing 
of compelling need that cannot be met 
by any other means. 

(b) A subpoena requiring the attend-
ance and testimony of an Individual 
may also require the Individual to 
produce Documents at the hearing. 

(c) A party seeking a subpoena will 
file a written request therefore not less 

than 15 days before the date fixed for 
the hearing unless otherwise allowed 
by the ALJ for good cause shown. Such 
request will be accompanied by a pro-
posed subpoena, which will specify and 
Documents to be produced and will des-
ignate the witnesses and describe the 
address and location thereof with suffi-
cient particularity to permit such wit-
nesses to be found. 

(d) The subpoena will specify the 
time and place at which the witness is 
to appear and any Documents the wit-
ness is to produce. 

(e) The party seeking the subpoena 
will serve it in the manner prescribed 
in § 13.8. A subpoena on a party or upon 
an Individual under the control of 
party may be served by first class mail. 

(f) A party or the Individual to whom 
the subpoena is directed may file a mo-
tion to quash the subpoena within ten 
days after service or on or before the 
time specified in the subpoena for com-
pliance if it is less than ten days after 
service. If the ALJ has not acted on 
such a motion by the return date, such 
date will be suspended pending the 
ALJ’s final action on the motion. 

§ 13.24 Protective order. 

(a) A party or a prospective witness 
or deponent may file a motion for a 
protective order with respect to dis-
covery sought by an opposing party or 
with respect to the hearing, seeking to 
limit the availability or disclosure of 
evidence. 

(b) In issuing a protective order, the 
ALJ may Make any order that justice 
requires to protect a party or Person 
from annoyance, embarrassment, op-
pression, or undue burden or expense, 
including one or more of the following: 

(1) That the discovery not be had; 

(2) That the discovery may be had 
only on specified terms and conditions, 
including a designation of the time or 
place; 

(3) That the discovery may be had 
only through a method of discovery 
other than that requested; 

(4) That certain matters not be in-
quired into, or that the scope of dis-
covery be limited to certain matters; 

(5) That discovery be conducted with 
no one present except Persons des-
ignated by the ALJ; 
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(6) That the contents of discovery or 
evidence be sealed; 

(7) That a deposition after being 
sealed be opened only by order of the 
ALJ; 

(8) That a trade secret or other con-
fidential research, development, com-
mercial information, or facts per-
taining to any criminal investigation, 
proceeding, or other administrative in-
vestigation not be disclosed or be dis-
closed only in a designated way; and 

(9) That the parties simultaneously 
submit to the ALJ specified Documents 
or information enclosed in sealed enve-
lopes to be opened as directed by the 
ALJ. 

§ 13.25 Fees. 

The party requesting a subpoena will 
pay the cost of the fees and mileage of 
any witness subpoenaed in the amounts 
that would be payable to a witness in a 
proceeding in United States District 
Court. A check for witness fees and 
mileage will accompany the subpoena 
when served, except that when a sub-
poena is issued on behalf of the Author-
ity, a check for witness fees and mile-
age need not accompany the subpoena. 

§ 13.26 Filing, form and service of pa-
pers. 

(a) Filing and form. (1) Documents 
filed with the ALJ will include an 
original and two copies. 

(2) Every pleading and paper filed in 
the proceeding will contain a caption 
setting forth the title of the action, the 
case number assigned by the ALJ, and 
a designation of the paper (e.g., Motion 
to Quash Subpoena). 

(3) Every pleading and paper will be 
signed by, and will contain the address 
and telephone number of, the party or 
the Person on whose behalf the paper 
was filed, or his or her Representative. 

(4) Papers are considered filed when 
they are mailed. Date of mailing may 
be established by a certificate from the 
party or its Representative or by proof 
that the Document was sent by cer-
tified or registered mail. 

(b) Service. A party filing a Document 
will, at the time of filing, serve a copy 
of such Document on every other 
party. Service upon any party of any 
Document other than those required to 
be served as prescribed in § 13.8 will be 

Made by delivering a copy, or by plac-
ing a copy of the Document in the 
United States mail, postage prepaid 
and addressed, to the party’s last 
known address. When a party is rep-
resented by a Representative, service 
will be Made upon such Representative 
in lieu of the actual party. 

(c) Proof of service. A certificate of 
the Individual serving the Document 
by Personal delivery or by mail, set-
ting forth the manner of service, will 
be proof of service. 

§ 13.27 Computation of time. 

(a) In computing any period of time 
under this part or in an order issued 
thereunder, the time begins with the 
day following the act, event, or default, 
and includes the last day of the period, 
unless it is a Saturday, Sunday, or 
legal holiday observed by the Federal 
Government, in which event it includes 
the next business day. 

(b) When the period of time allowed 
is less than seven days, intermediate 
Saturdays, Sundays, and legal holidays 
observed by the Federal Government 
will be excluded from the computation. 

(c) Where a Document has been 
served or issued by placing it in the 
United States mail, an additional five 
days will be added to the time per-
mitted for any responses. 

§ 13.28 Motions. 

(a) Any application to the ALJ for an 
order or ruling will be by motion. Mo-
tions will state the relief sought, the 
authority relied upon, and the facts al-
leged, and will be filed and served on 
all other parties. 

(b) Except for motions Made during a 
prehearing conference or at the hear-
ing, all motions will be in writing. The 
ALJ may require that oral motions be 
reduced to writing. 

(c) Within 15 days after a written mo-
tion is served, or such other time as 
may be fixed by the ALJ, any party 
may file a response to such motion. 

(d) The ALJ may not grant a written 
motion before the time for filing re-
sponse thereto has expired, except upon 
consent of the parties or following a 
hearing on the motion, but may over-
rule or deny such motion without 
awaiting a response. 
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(e) The ALJ will Make a reasonable 

effort to dispose of all outstanding mo-

tions before the hearing begins. 

(f) Except as provided by §§ 13.21(e)(3) 

and 13.23(f), which concern subpoenas, 

the filing or pendency of a motion will 

not automatically alter or extend a 

deadline or return date. 

§ 13.29 Sanctions. 

(a) The ALJ may sanction a Person, 

including any party or Representative, 

for: 

(1) Failing to comply with an order, 

rule, or procedure governing the pro-

ceeding; 

(2) Failing to prosecute or defend an 

action; or 

(3) Engaging in other misconduct 

that interferes with the speedy, or-

derly, or fair conduct of the hearing. 

(b) Sanctions include but are not lim-

ited to those specifically set forth in 

paragraphs (c), (d), and (e) of this sec-

tion. Any such sanction will reason-

ably relate to the severity and nature 

of the failure or misconduct. 

(c) When a party fails to comply with 

an order, including an order for taking 

a deposition, the production of evi-

dence within the party’s control, or a 

request for admission, the ALJ may: 

(1) Draw an inference in favor of the 

requesting party with regard to the in-

formation sought; 

(2) In the case of requests for admis-

sion, deem each matter of which an ad-

mission is requested to be admitted; 

(3) Prohibit the party failing to com-

ply with such order from introducing 

evidence concerning, or otherwise rely-

ing upon, testimony relating to the in-

formation sought; and 

(4) Strike any part of the pleadings 

or other submissions of the party fail-

ing to comply with such request. 

(d) If a party fails to prosecute or de-

fend an action under this part begun by 

service of a notice of hearing, the ALJ 

may dismiss the action or may issue an 

Initial Decision imposition penalties 

and assessments. 

(e) The ALJ may refuse to consider 

any motion, request, response, brief or 

other Document that is not filed in a 

timely fashion. 

§ 13.30 The hearing and burden of 
proof. 

(a) The ALJ will conduct a hearing 
on the record in order to determine 
whether the Defendant is liable for a 
civil penalty or assessment under § 13.3 
and, if so, the appropriate amount of 
any such civil penalty or assessment 
considering any aggravating or miti-
gating factors. 

(b) The Authority will prove Defend-
ant’s liability and any aggravating fac-
tors by a preponderance of the evi-
dence. 

(c) The Defendant will prove any af-
firmative defenses and any mitigating 
factors by a preponderance of the evi-
dence. 

(d) The hearing will be open to the 
public unless otherwise ordered by the 
ALJ for good cause shown. 

§ 13.31 Determining the amount of 
penalties and assessments. 

(a) In determining an appropriate 
amount of civil penalties and assess-
ments, the ALJ and the Authority 
Head, upon appeal, should evaluate any 
circumstances that mitigate or aggra-
vate the violation and should articu-
late in their opinions the reasons that 
support the penalties and assessments 
they impose. Because of the intangible 
costs of fraud, the expense of inves-
tigating such conduct, and the need to 
deter others who might be similarly 
tempted, ordinarily double damages 
and a significant civil penalty should 
be imposed. 

(b) Although not exhaustive, the fol-
lowing factors are among those that 
may influence the ALJ and the Author-
ity Head in determining the amount of 
penalties and assessments to impose 
with respect to the misconduct (i.e., 
the false fictitious, of fraudulent 
Claims or Statements) charged in the 
Complaint: 

(1) The number of false, fictitious, or 
fraudulent Claims or Statements; 

(2) The time period over which such 
Claims or Statements were Made; 

(3) The degree of the Defendant’s cul-
pability with respect to the mis-
conduct; 

(4) The amount of money or the value 
of the property, services, or Benefit 
falsely claimed; 
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(5) The value of the Government’s ac-
tual loss as a result of the misconduct, 
including foreseeable consequential 
damages and the costs of investigation; 

(6) The relationship of the amount 
imposed as civil penalties to the 
amount of the Government’s loss; 

(7) The potential or actual impact of 
the misconduct upon national defense, 
public health or safety, or public con-
fidence in the management of Govern-
ment programs and operations, includ-
ing particularly the impact on the in-
tended beneficiaries of such programs; 

(8) Whether the Defendant has en-
gaged in a pattern of the same or simi-
lar misconduct; 

(9) Whether the Defendant attempted 
to conceal the misconduct; 

(10) The degree to which the Defend-
ant has involved others in the mis-
conduct or in concealing it; 

(11) Where the misconduct of employ-
ees or agents is imputed to the Defend-
ant, the extent to which the Defend-
ant’s practices fostered or attempted 
to preclude such misconduct; 

(12) Whether the Defendant cooper-
ated in or obstructed an investigation 
of the misconduct; 

(13) Whether the Defendant assisted 
in identifying and prosecuting other 
wrongdoers; 

(14) The complexity of the program 
or transaction, and the degree of the 
Defendant’s sophistication with respect 
to it, including the extent of the De-
fendant’s prior participation in the 
program or in similar transactions; 

(15) Whether the Defendant has been 
found, in any criminal, civil, or admin-
istrative proceeding to have engaged in 
similar misconduct or to have dealt 
dishonestly with the Government of 
the United States or of a State, di-
rectly or indirectly; and 

(16) The need to deter the Defendant 
and others from engaging in the same 
or similar misconduct. 

(c) Nothing in this section will be 
construed to limit the ALJ or the Au-
thority Head from considering any 
other factors that in any given case 
may mitigate or aggravate the offense 
for which penalties and assessments 
are imposed. 

§ 13.32 Location of hearing. 

(a) The hearing may be held: 

(1) In any judicial district of the 

United States in which the Defendant 

resides or transacts business; 

(2) In any judicial district of the 

United States in which the Claim or 

Statement in issue was Made; or 

(3) In such other place as may be 

agreed upon by the Defendant and the 

ALJ. 

(b) Each party will have the oppor-

tunity to present written and oral ar-

gument with respect to the location of 

the hearing. 

(c) The hearing will be held at the 

place and at the time ordered by the 

ALJ. 

§ 13.33 Witnesses. 

(a) Except as provided in paragraph 

(b) of this section, testimony at the 

hearing will be given orally by wit-

nesses under oath or affirmation. 

(b) At the discretion of the ALJ, tes-

timony may be admitted in the form of 

a written Statement or deposition. Any 

such written Statement must be pro-

vided to all other parties along with 

the last known address of such witness, 

in a manner that allows sufficient time 

for other parties to subpoena such wit-

ness for cross-examination at the hear-

ing. Prior written Statements of wit-

nesses proposed to testify at the hear-

ing and deposition transcripts will be 

exchanged as provided in § 13.22(a). 

(c) The ALJ will exercise reasonable 

control over the mode and order of in-

terrogating witnesses and presenting 

evidence so as to: 

(1) Make the interrogation and pres-

entation effective for the ascertain-

ment of the truth; 

(2) Avoid needless consumption of 

time; and 

(3) Protect witnesses from harass-

ment or undue embarrassment. 

(d) The ALJ will permit the parties 

to conduct such cross-examination as 

may be required for a full and true dis-

closure of the facts. 

(e) At the discretion of the ALJ, a 

witness may be cross-examined on mat-

ters relevant to the proceeding without 

regard to the scope of his or her direct 

examination. To the extent permitted 
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by the ALJ, cross-examination on mat-
ters outside the scope of direct exam-
ination will be conducted in the man-
ner of direct examination and may pro-
ceed by leading questions only if the 
witness is a hostile witness, an adverse 
party, or a witness identified with an 
adverse party. 

(f) Upon motion of any party, the 
ALJ will order witnesses excluded so 
that they cannot hear the testimony of 
other witnesses. This rule does not au-
thorize exclusion of: 

(1) A party who is an Individual; 

(2) In the case of a party that is not 
an Individual, an officer or employee of 
the party; 

(i) Appearing for the entity pro se; or 

(ii) Designated by the party’s Rep-
resentative; or 

(3) An Individual whose presence is 
shown by a party to be essential to the 
presentation of its case, including an 
Individual employed by the Govern-
ment engaged in assisting the Rep-
resentative for the Government. 

§ 13.34 Evidence. 

(a) The ALJ will determine the ad-
missibility of evidence. 

(b) Except as provided in this part, 
the ALJ will not be bound by the Fed-
eral Rules of Evidence. However, the 
ALJ may apply the Federal Rules of 
Evidence where appropriate, e.g., to ex-
clude unreliable evidence. 

(c) The ALJ will exclude irrelevant 
and immaterial evidence. 

(d) Although relevant, evidence may 
be excluded if its probative value is 
substantially outweighed by the danger 
of unfair prejudice, confusion of the 
issues, or by considerations of undue 
delay or needless presentation of cumu-
lative evidence. 

(e) Although relevant, evidence may 
be excluded if it is privileged under 
Federal law. 

(f) Evidence concerning offers of com-
promise or settlement will be inadmis-
sible to the extent provided in Rule 408 
of the Federal Rules of Evidence. 

(g) The ALJ will permit the parties 
to introduce rebuttal witnesses and 
evidence. 

(h) All Documents and other evidence 
offered or taken for the record will be 
open to examination by all parties, un-

less otherwise ordered by the ALJ pur-
suant to § 13.24. 

§ 13.35 The record. 

(a) The hearing will be recorded and 
transcribed. Transcripts may be ob-
tained following the hearing from the 
ALJ at a cost not to exceed the actual 
cost of duplication. 

(b) The transcript of testimony, ex-
hibits and other evidence admitted at 
the hearing, and all papers and re-
quests filed in the proceeding con-
stitute the record for the decision by 
the ALJ and the Authority Head. 

(c) The record may be inspected and 
copied (upon payment of a reasonable 
fee) by anyone, unless otherwise or-
dered by the ALJ pursuant to § 13.24. 

§ 13.36 Post-hearing briefs. 

The ALJ may require the parties to 
file post-hearing briefs. In any event, 
any party may file a post-hearing brief. 
The ALJ will fix the time for filing 
such briefs. Such briefs may be accom-
panied by proposed findings of fact and 
conclusions of law. The ALJ may per-
mit the parties to file reply briefs. 

§ 13.37 Initial Decision. 

(a) The ALJ will issue an Initial De-
cision based only on the record, which 
will contain findings of fact, conclu-
sions of law, and the amount of any 
penalties and assessments imposed. 

(b) The findings of fact will include a 
finding on each of the following issues: 

(1) Whether the Claims or State-
ments identified in the Complaint, or 
any portions thereof, violate § 13.3; 

(2) If the Person is liable for penalties 
or assessments, the appropriate 
amount of any such penalties or assess-
ments considering any mitigating or 
aggravating factors that he or she finds 
in the case, such as those described in 
§ 13.31. 

(c) The ALJ will promptly serve the 
Initial Decision on all parties within 90 
days after the time for submission of 
post-hearing briefs and reply briefs (if 
permitted) has expired. The ALJ will 
at the same time serve all parties with 
a Statement describing the right of 
any Defendant determined to be liable 
for a civil penalty or assessment to file 
a motion for reconsideration with the 
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ALJ or a notice of appeal with the Au-
thority Head. If the ALJ fails to meet 
the deadline contained in this para-
graph, he or she will notify the parties 
of the reason for the delay and will set 
a new deadline. 

(d) Unless the Initial Decision of the 
ALJ is timely appealed to the Author-
ity Head, or a motion for reconsider-
ation of the Initial Decision is timely 
filed, the Initial Decision will con-
stitute the final decision of the Au-
thority Head and will be final and bind-
ing on the parties 30 days after it is 
issued by the ALJ. 

§ 13.38 Reconsideration of Initial Deci-
sion. 

(a) Except as provided in paragraph 
(d) of this section, any party may file a 
motion for reconsideration of the Ini-
tial Decision within 20 days of receipt 
of the Initial Decision. If service was 
Made by mail, receipt will be presumed 
to be five days from the date of mailing 
in the absence of contrary proof. 

(b) Every such motion must set forth 
the matters claimed to have been erro-
neously decided and the nature of the 
alleged errors. Such motion will be ac-
companied by a supporting brief. 

(c) Responses to such motions will be 
allowed only upon request of the ALJ. 

(d) No party may file a motion for re-
consideration of an Initial Decision 
that has been revised in response to a 
previous motion for reconsideration. 

(e) The ALJ may dispose of a motion 
for reconsideration by denying it or by 
issuing a revised Initial Decision. 

(f) If the ALJ denies a motion for re-
consideration, the Initial Decision will 
constitute the final decision of the Au-
thority Head and will be final and bind-
ing on the parties 30 days after the ALJ 
denies the motion, unless the Initial 
Decision is timely appealed to the Au-
thority Head in accordance with § 13.39. 

(g) If the ALJ issues a revised Initial 
Decision, that decision will constitute 
the final decision of the Authority 
Head and will be final and binding on 
the parties 30 days after it is issued, 
unless it is timely appealed to the Au-
thority Head in accordance with § 13.39. 

§ 13.39 Appeal to Authority Head. 

(a) Any Defendant who has served a 
timely answer and who is determined 

in an Initial Decision to be liable for a 
civil penalty or assessment may appeal 
such decision to the Authority Head by 
filing a notice of appeal in accordance 
with this section and § 13.26. 

(b)(1) A notice of appeal may be filed 
at any time within 30 days after the 
ALJ issues an Initial Decision. How-
ever, if another party files a motion for 
reconsideration under § 13.38, consider-
ation of the appeal will be stayed auto-
matically pending resolution of the 
motion for reconsideration. 

(2) If a Defendant files a timely mo-
tion for reconsideration, a notice of ap-
peal may be filed within 30 days after 
the ALJ denies the motion or issues a 
revised Initial Decision, whichever ap-
plies. 

(3) The Authority Head may extend 
the initial 30-day period for an addi-
tional 30 days if the Defendant files 
with the Authority Head a request for 
an extension within the initial 30-day 
period and shows good cause. 

(c) If the Defendant files a timely no-
tice of appeal and the time for filing 
motions for reconsideration under 
§ 13.38 has expired, the ALJ will for-
ward two copies of the notice of appeal 
to the Authority Head, and will for-
ward or Make available the record of 
the proceeding to the Authority Head. 

(d) A notice of appeal will be accom-
panied by a written brief specifying ex-
ceptions to the Initial Decision and 
reasons supporting the exceptions. 

(e) The Representative for the Gov-
ernment may file a brief in opposition 
to exceptions within 30 days of receiv-
ing the notice of appeal and accom-
panying brief. 

(f) There is no right to appear person-
ally before the Authority Head. 

(g) There is no right to appeal any in-
terlocutory ruling by the ALJ. 

(h) In reviewing the Initial Decision, 
the Authority Head will not consider 
any objection that was not raised be-
fore the ALJ unless a demonstration is 
Made of extraordinary circumstances 
causing the failure to raise the objec-
tion. 

(i) If any party demonstrates to the 
satisfaction of the Authority Head that 
additional evidence not presented at 
such hearing is material and that there 
were reasonable grounds for the failure 
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to present such evidence at such hear-
ing, the Authority Head will remand 
the matter to the ALJ for consider-
ation of such additional evidence. 

(j) The Authority Head may affirm, 
reduce, reverse, compromise, remand, 
or settle any penalty or assessment de-
termined by the ALJ in any Initial De-
cision. 

(k) The Authority Head will prompt-
ly serve each party to the appeal with 
a copy of the decision of the Authority 
Head and with a Statement describing 
the right of any Person determined to 
be liable for a penalty or assessment to 
seek judicial review. 

(l) Unless a petition for review is 
filed as provided in 31 U.S.C. 3805 after 
a Defendant has exhausted all adminis-
trative remedies under this part and 
within 60 days after the date on which 
the Authority Head serves the Defend-
ant with a copy of the Authority 
Head’s decision, a determination that a 
Defendant is liable under § 13.3 is final 
and is not subject to judicial review. 

§ 13.40 Stays ordered by the Depart-
ment of Justice. 

If at any time the Attorney General 
or an Assistant Attorney General des-
ignated by the Attorney General trans-
mits to the Authority Head a written 
finding that continuation of the admin-
istrative process described in this part 
with respect to a Claim or Statement 
may adversely affect any pending or 
potential criminal or civil action re-
lated to such Claim or Statement, the 
Authority Head will stay the process 
immediately. The Authority Head may 
order the process resumed only upon 
receipt of the written authorization of 
the Attorney General. 

§ 13.41 Stay pending appeal. 

(a) An Initial Decision is stayed auto-
matically pending disposition of a mo-
tion for reconsideration or of an appeal 
to the Authority Head. 

(b) No administrative stay is avail-
able following a final decision of the 
Authority Head. 

§ 13.42 Judicial review. 

Section 3805 of title 31, United States 
Code, authorizes judicial review by an 
appropriate United States District 
Court of a final decision of the Author-

ity Head imposing penalties or assess-
ments under this part and specifies the 
procedures for such review. 

§ 13.43 Collection of civil penalties and 
assessments. 

Sections 3806 and 3808(b) of title 31, 
United States Code, authorize actions 
for collection of civil penalties and as-
sessments imposed under this part and 
specify the procedures for such actions. 

§ 13.44 Right to administrative offset. 

The amount of any penalty or assess-
ment that has become final, or for 
which a judgment has been entered 
under § 13.42 or § 13.43, or any amount 
agreed upon in a compromise or settle-
ment under § 13.46, may be collected by 
administrative offset under 31 U.S.C. 
3716, except that an administrative off-
set may not be Made under that sub-
section against a refund of an overpay-
ment of Federal taxes, then or later 
owing by the United States to the De-
fendant. 

§ 13.45 Deposit in Treasury of United 
States. 

All amounts collected pursuant to 
this part will be deposited as miscella-
neous receipts in the Treasury of the 
United States, except as provided in 31 
U.S.C. 3806(g). 

§ 13.46 Compromise or settlement. 

(a) Parties may Make offers of com-
promise or settlement at any time. 

(b) The Reviewing Official has the ex-
clusive authority to compromise or 
settle a case under this part at any 
time after the date on which the Re-
viewing Official is permitted to issue a 
Complaint and before the date on 
which the ALJ issues an Initial Deci-
sion. 

(c) The Authority Head has exclusive 
authority to compromise or settle a 
case under this part at any time after 
the date on which the ALJ issues an 
Initial Decision, except during the 
pendency of any review under § 13.42 or 
during the pendency of any action to 
collect penalties and assessments 
under § 13.43. 

(d) The Attorney General has exclu-
sive authority to compromise or settle 
a case under this part during the pend-
ency of any review under § 13.42 or of 
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any action to recover penalties and as-
sessments under 31 U.S.C. 3806. 

(e) The Investigating Official may 
recommend settlement terms to the 
Reviewing Official, the Authority 
Head, or the Attorney General, as ap-
propriate. The Reviewing Official may 
recommend settlement terms to the 
Authority Head, or the Attorney Gen-
eral, as appropriate. 

(f) Any compromise or settlement 
must be in writing and signed by all 
parties and their Representatives. 

§ 13.47 Limitations. 

(a) The notice of hearing with respect 
to a Claim or Statement must be 
served in the manner specified in § 13.8 
within 6 years after the date on which 
such Claim or Statement is Made. 

(b) If the Defendant fails to serve a 
timely answer, service of a notice 
under § 13.10(b) will be deemed a notice 
of hearing for purposes of this section. 

(c) The statute of limitations may be 
extended by agreement of the parties. 

PART 15—ENFORCEMENT OF NON-
DISCRIMINATION ON THE BASIS 
OF DISABILITY IN PROGRAMS OR 
ACTIVITIES CONDUCTED BY THE 
DEPARTMENT OF HOMELAND SE-
CURITY 

Sec. 
15.1 Purpose. 
15.2 Application. 
15.3 Definitions. 
15.10 Self-evaluation. 
15.11 Notice. 
15.30 General prohibitions against discrimi-

nation. 
15.40 Employment. 
15.49 Program accessibility; discrimination 

prohibited. 
15.50 Program accessibility; existing facili-

ties. 
15.51 Program accessibility; new construc-

tion and alterations. 
15.60 Communications. 
15.70 Compliance procedures. 

AUTHORITY: Pub. L. 107–296, 116 Stat. 2135 (6 
U.S.C. 1 et seq.); 5 U.S.C. 301; 29 U.S.C. 794. 

SOURCE: 68 FR 10886, Mar. 6, 2003, unless 
otherwise noted. 

§ 15.1 Purpose. 

The purpose of this part is to effec-
tuate section 504 of the Rehabilitation 
Act of 1973 (‘‘Section 504’’), as amended 

by section 119 of the Rehabilitation, 
Comprehensive Services, and Develop-
mental Disabilities Amendments of 
1978, which prohibits discrimination on 
the basis of disability in programs or 
activities conducted by Executive 
agencies. The provisions established by 
this part shall be effective for all com-
ponents of the Department, including 
all Department components that are 
transferred to the Department, except 
to the extent that a Department com-
ponent already has existing section 504 
regulations. 

§ 15.2 Application. 

This part applies to all programs or 
activities conducted by the Depart-
ment of Homeland Security (Depart-
ment), except for programs or activi-
ties conducted outside the United 
States that do not involve individuals 
with a disability in the United States. 

§ 15.3 Definitions. 

For purposes of this part: 

(a) Auxiliary aids means services or 
devices that enable persons with im-
paired sensory, manual, or speaking 
skills to have an equal opportunity to 
participate in, and enjoy the benefits 
of, programs or activities conducted by 
the Department. For example, auxil-
iary aids useful for persons with im-
paired vision include readers, materials 
in Braille, audio recordings and other 
similar services and devices. Auxiliary 
aids useful for persons with impaired 
hearing include telephone handset am-
plifiers, telephones compatible with 
hearing aids, telecommunications de-
vices for deaf persons (TTYs), inter-
preters, notetakers, written materials 
and other similar services and devices. 

(b) Complete complaint means a writ-
ten statement that contains the com-
plainant’s name and address, and de-
scribes the Department’s alleged dis-
criminatory action in sufficient detail 
to inform the Department of the na-
ture and date of the alleged violation 
of section 504. It shall be signed by the 
complainant or by someone authorized 
to do so on his or her behalf. Com-
plaints filed on behalf of classes of in-
dividuals with disabilities shall also 
identify (where possible) the alleged 
victims of discrimination. 
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(c) Facility means all or any portion 
of a building, structure, equipment, 
road, walk, parking lot, rolling stock, 
or other conveyance, or other real or 
personal property. 

(d) Individual with a disability means 
any person who has a physical or men-
tal impairment that substantially lim-
its one or more of the individual’s 
major life activities, has a record of 
such an impairment, or is regarded as 
having such an impairment. For pur-
poses of this definition: 

(1) Physical or mental impairment in-
cludes: 

(i) Any physiological disorder or con-
dition, cosmetic disfigurement, or ana-
tomical loss affecting one or more of 
the following body systems: Neuro-
logical; musculoskeletal; special sense 
organs; respiratory, including speech 
organs, cardiovascular; reproductive, 
digestive; genitourinary; hemic and 
lymphatic; skin; and endocrine; or 

(ii) Any mental or psychological dis-
order such as mental retardation, or-
ganic brain syndrome, emotional or 
mental illness, and specific learning 
disabilities. The term physical or mental 
impairment includes, but is not limited 
to, such diseases and conditions as or-
thopedic, visual, speech and hearing 
impairments, cerebral palsy, epilepsy, 
muscular dystrophy, multiple sclerosis, 
cancer, heart disease, diabetes, mental 
retardation, emotional illness, drug ad-
diction and alcoholism. 

(2) Major life activities includes func-
tions such as caring for one’s self, per-
forming manual tasks, walking, seeing, 
hearing, speaking, breathing, learning, 
and working. 

(3) Has a record of such an impairment 
means has a history of, or has been 
misclassified as having, a mental or 
physical impairment that substantially 
limits one or more of the individual’s 
major life activities. 

(4) Is regarded as having an impairment 
means: 

(i) Has a physical or mental impair-
ment that does not substantially limit 
major life activities but is treated by 
the Department as constituting such a 
limitation; 

(ii) Has a physical or mental impair-
ment that substantially limits major 
life activities only as a result of the at-

titudes of others toward such impair-
ment; or 

(iii) Has none of the impairments de-
fined in paragraph (e)(1) of this section 
but is treated by the Department as 
having such an impairment. 

(e) Qualified individual with a dis-
ability means: 

(1) With respect to a Department pro-
gram or activity under which a person 
is required to perform services or to 
achieve a level of accomplishment, an 
individual with a disability who meets 
the essential eligibility requirements 
and who can achieve the purpose of the 
program or activity without modifica-
tions in the program or activity that 
the Department can demonstrate 
would result in a fundamental alter-
ation in the nature of the program; and 

(2) With respect to any other pro-
gram or activity, an individual with a 
disability who meets the essential eli-
gibility requirements for participation 
in, or receipt of benefits from, that pro-
gram or activity. 

(3) With respect to employment, an 
individual with a disability who satis-
fies the requisite skill, experience, edu-
cation and other job-related require-
ments of the employment position such 
individual holds or desires, and who, 
with or without reasonable accommo-
dation, can perform the essential func-
tions of such position. 

(f) Section 504 means section 504 of the 
Rehabilitation Act of 1973 (29 U.S.C. 
794), as amended. As used in this part, 
section 504 applies only to programs or 
activities conducted by Executive 
agencies and not to federally assisted 
programs. 

§ 15.10 Self-evaluation. 

(a) Except as provided in paragraph 
(d) of this section, the Department 
shall, not later than March 7, 2005, 
evaluate its current policies and prac-
tices, and the effects thereof, to deter-
mine if they meet the requirements of 
this part. To the extent modification of 
any such policy and practice is re-
quired, the Department shall proceed 
to make the necessary modifications. 

(b) The Department shall provide an 
opportunity to interested persons, in-
cluding individuals with a disability or 
organizations representing individuals 
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with disabilities, to participate in the 
self-evaluation process. 

(c) The Department shall, until three 
years following the completion of the 
self-evaluation, maintain on file and 
make available for public inspection: 

(1) A description of areas examined 
and any problems identified; 

(2) A description of any modifications 
made; and 

(3) A list of participants in the self- 
evaluation process. 

(d) If a component within the Depart-
ment has already complied with the 
self-evaluation requirement of a regu-
lation implementing section 504, then 
the requirements of this section shall 
apply to only those programs and ac-
tivities conducted by that component 
that were not included in the previous 
self-evaluation. 

§ 15.11 Notice. 

The Department shall make avail-
able to all Department employees and 
interested persons information regard-
ing the provisions of this part and its 
applicability to the programs or activi-
ties conducted by the Department, and 
make such information available to 
them in such a manner as is necessary 
to apprise them of the protections 
against discrimination assured them 
by section 504 and this part. 

§ 15.30 General prohibitions against 
discrimination. 

(a) No qualified individual with a dis-
ability in the United States, shall, by 
reason of his or her disability, be ex-
cluded from the participation in, be de-
nied benefits of, or otherwise be sub-
jected to discrimination under any pro-
gram or activity conducted by the De-
partment. 

(b)(1) The Department, in providing 
any aid, benefit, or service, may not di-
rectly or through contractual, licens-
ing, or other arrangements, on the 
basis of disability: 

(i) Deny a qualified individual with a 
disability the opportunity to partici-
pate in or benefit from the aid, benefit, 
or service; 

(ii) Afford a qualified individual with 
a disability an opportunity to partici-
pate in or benefit from the aid, benefit, 
or service that is not equal to that af-
forded others; 

(iii) Provide a qualified individual 
with a disability with an aid, benefit, 
or service that is not as effective in af-
fording equal opportunity to obtain the 
same result, to gain the same benefit, 
or to reach the same level of achieve-
ment as that provided to others; 

(iv) Provide different or separate aid, 
benefits or services to individuals with 
a disability or to any class of individ-
uals with a disability than is provided 
to others unless such action is nec-
essary to provide qualified individuals 
with a disability with aid, benefits or 
services that are as effective as those 
provided to others; 

(v) Deny a qualified individual with a 
disability the opportunity to partici-
pate as a member of planning or advi-
sory boards; or 

(vi) Otherwise limit a qualified indi-
vidual with a disability in the enjoy-
ment of any right, privilege, advan-
tage, or opportunity enjoyed by others 
receiving the aid, benefit, or service. 

(2) For purposes of this part, aids, 
benefits, and services, to be equally ef-
fective, are not required to produce the 
identical result or level of achievement 
for individuals with a disability and for 
nondisabled persons, but must afford 
individuals with a disability equal op-
portunity to obtain the same result, to 
gain the same benefit, or to reach the 
same level of achievement in the most 
integrated setting appropriate to the 
individual’s needs. 

(3) Even if the Department is per-
mitted, under paragraph (b)(1)(iv) of 
this section, to operate a separate or 
different program for individuals with 
a disability or for any class of individ-
uals with a disability, the Department 
must permit any qualified individual 
with a disability who wishes to partici-
pate in the program that is not sepa-
rate or different to do so. 

(4) The Department may not, directly 
or through contractual or other ar-
rangements, utilize criteria or methods 
of administration the purpose or effect 
of which would: 

(i) Subject qualified individuals with 
a disability to discrimination on the 
basis of disability; or 

(ii) Defeat or substantially impair ac-
complishment of the objectives of a 
program or activity with respect to in-
dividuals with a disability. 
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(5) The Department may not, in de-
termining the site or location of a fa-
cility, make selections the purpose or 
effect of which would: 

(i) Exclude individuals with a dis-
ability from, deny them the benefits of, 
or otherwise subject them to discrimi-
nation under any program or activity 
conducted by the Department; or 

(ii) Defeat or substantially impair 
the accomplishment of the objectives 
of a program or activity with respect 
to individuals with a disability. 

(6) The Department, in the selection 
of procurement contractors, may not 
use criteria that subject qualified indi-
viduals with a disability to discrimina-
tion on the basis of disability. 

(7) The Department may not admin-
ister a licensing or certification pro-
gram in a manner that subjects quali-
fied individuals with a disability to dis-
crimination on the basis of disability, 
nor may the Department establish re-
quirements for the programs or activi-
ties of licensees or certified entities 
that subject qualified individuals with 
a disability to discrimination on the 
basis of disability. However, the pro-
grams or activities of entities that are 
licensed or certified by the Department 
are not, themselves, covered by this 
part. 

(c) The exclusion of nondisabled per-
sons from the benefits of a program 
limited by Federal statute or Execu-
tive order to individuals with a dis-
ability or the exclusion of a specific 
class of individuals with a disability 
from a program limited by Federal 
statute or Executive order to a dif-
ferent class of individuals with a dis-
ability is not prohibited by this part. 

(d) The Department shall administer 
programs and activities in the most in-
tegrated setting appropriate to the 
needs of qualified individuals with a 
disability. 

§ 15.40 Employment. 

No qualified individual with a dis-
ability shall, on the basis of that dis-
ability, be subjected to discrimination 
in employment under any program or 
activity conducted by the Department. 
The definitions, requirements and pro-
cedures of section 501 of the Rehabilita-
tion Act of 1973 (29 U.S.C. 791), as estab-
lished by the Equal Employment Op-

portunity Commission in 29 CFR part 
1614, shall apply to employment of Fed-
erally conducted programs or activi-
ties. 

§ 15.49 Program accessibility; discrimi-
nation prohibited. 

Except as otherwise provided in 
§ 15.50, no qualified individual with a 
disability shall, because the Depart-
ment’s facilities are inaccessible to or 
unusable by individuals with a dis-
ability, be denied the benefits of, be ex-
cluded from participation in, or other-
wise be subjected to discrimination 
under any program or activity con-
ducted by the Department. 

§ 15.50 Program accessibility; existing 
facilities. 

(a) General. The Department shall op-
erate each program or activity so that 
the program or activity, when viewed 
in its entirety, is readily accessible to 
and usable by individuals with a dis-
ability. This paragraph (a) does not re-
quire the Department: 

(1) To make structural alterations in 
each of its existing facilities in order 
to make them accessible to and usable 
by individuals with a disability where 
other methods are effective in achiev-
ing compliance with this section; or 

(2) To take any action that it can 
demonstrate would result in a funda-
mental alteration in the nature of a 
program or activity or in undue finan-
cial and administrative burdens. In 
those circumstances where Department 
personnel believe that the proposed ac-
tion would fundamentally alter the 
program or activity or would result in 
undue financial and administrative 
burdens, the Department has the bur-
den of proving that compliance with 
this paragraph (a) of this section would 
result in such alteration or burdens. 
The decision that compliance would re-
sult in such alteration or burdens must 
be made by the Secretary of Homeland 
Security (or his or her designee) after 
considering all agency resources avail-
able for use in the funding and oper-
ation of the conducted program or ac-
tivity and must be accompanied by a 
written statement of the reasons for 
reaching that conclusion. If an action 
would result in such an alteration or 
such burdens, the Department shall 
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take any other action that would not 
result in such an alteration or such 
burdens but would nevertheless ensure 
that individuals with a disability re-
ceive the benefits and services of the 
program or activity. 

(b) Methods. The Department may 
comply with the requirements of this 
section through such means as redesign 
of equipment, reassignment of services 
to accessible buildings, assignment of 
aides to beneficiaries, home visits, de-
livery of services at alternate acces-
sible sites, alteration of existing facili-
ties and construction of new facilities, 
use of accessible rolling stock, or any 
other methods that result in making 
its programs or activities readily ac-
cessible to and usable by individuals 
with a disability. The Department, in 
making alterations to existing build-
ings, shall meet accessibility require-
ments to the extent required by the Ar-
chitectural Barriers Act of 1968, as 
amended (42 U.S.C. 4151–4157), and any 
regulations implementing it. In choos-
ing among available methods for meet-
ing the requirements of this section, 
the Department shall give priority to 
those methods that offer programs and 
activities to qualified individuals with 
a disability in the most integrated set-
ting appropriate. 

(c) Time period for compliance. The De-
partment shall comply with the obliga-
tions established under this section not 
later than May 5, 2003, except that 
where structural changes in facilities 
are undertaken, such changes shall be 
made not later than March 6, 2006, but 
in any event as expeditiously as pos-
sible. If a component within the De-
partment has already complied with 
the accessibility requirements of a reg-
ulation implementing section 504, then 
the provisions of this paragraph shall 
apply only to facilities for that agen-
cy’s programs and activities that were 
not previously made readily accessible 
to and usable by individuals with dis-
abilities in compliance with that regu-
lation. 

(d) Transition plan. In the event that 
structural changes to facilities will be 
undertaken to achieve program acces-
sibility, the Department shall develop 
not later than September 8, 2003, a 
transition plan setting forth the steps 
necessary to complete such changes. 

The Department shall provide an op-
portunity to interested persons, includ-
ing individuals with disabilities or or-
ganizations representing individuals 
with disabilities, to participate in the 
development of the transition plan by 
submitting comments (both telephonic 
and written). A copy of the transition 
plan shall be made available for public 
inspection. If a component of the De-
partment has already complied with 
the transition plan requirement of a 
regulation implementing section 504, 
then the requirements of this para-
graph shall apply only to the agency’s 
facilities for programs and activities 
that were not included in the previous 
transition plan. The plan shall at a 
minimum: 

(1) Identify physical obstacles in the 
Department’s facilities that limit the 
physical accessibility of its programs 
or activities to individuals with dis-
abilities; 

(2) Describe in detail the methods 
that will be used to make the facilities 
accessible; 

(3) Specify the schedule for taking 
the steps necessary to achieve compli-
ance with this section and, if the time 
period of the transition plan is longer 
than one year, identify steps that will 
be taken during each year of the tran-
sition period; and 

(4) Indicate the official responsible 
for implementation of the plan. 

§ 15.51 Program accessibility; new con-
struction and alterations. 

Each building or part of a building 
that is constructed or altered by, on 
behalf of, or for the use of the Depart-
ment shall be designed, constructed, or 
altered so as to be readily accessible to 
and usable by individuals with a dis-
ability. The definitions, requirements, 
and standards of the Architectural Bar-
riers Act (42 U.S.C. 4151–4157), as estab-
lished in 41 CFR 101–19.600 through 101– 
19.607 apply to buildings covered by 
this section. 

§ 15.60 Communications. 

(a) The Department shall take appro-
priate steps to effectively commu-
nicate with applicants, participants, 
personnel of other Federal entities, and 
members of the public. 
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(1) The Department shall furnish ap-
propriate auxiliary aids where nec-
essary to afford an individual with a 
disability an equal opportunity to par-
ticipate in, and enjoy the benefits of, a 
program or activity conducted by the 
Department. 

(i) In determining what type of auxil-
iary aid is necessary, the Department 
shall give primary consideration to the 
requests of the individual with a dis-
ability. 

(ii) The Department need not provide 
individually prescribed devices, readers 
for personal use or study, or other de-
vices of a personal nature to applicants 
or participants in programs. 

(2) Where the Department commu-
nicates with applicants and bene-
ficiaries by telephone, the Department 
shall use telecommunication devices 
for deaf persons (TTYs) or equally ef-
fective telecommunication systems to 
communicate with persons with im-
paired hearing. 

(b) The Department shall make avail-
able to interested persons, including 
persons with impaired vision or hear-
ing, information as to the existence 
and location of accessible services, ac-
tivities, and facilities. 

(c) The Department shall post notices 
at a primary entrance to each of its in-
accessible facilities, directing users to 
an accessible facility, or to a location 
at which they can obtain information 
about accessible facilities. The inter-
national symbol for accessibility shall 
be used at each primary entrance of an 
accessible facility. 

(d) This section does not require the 
Department to take any action that it 
can demonstrate would result in a fun-
damental alteration in the nature of a 
program or activity or in undue finan-
cial and administrative burdens. 

(e) In those circumstances where De-
partment personnel believe that the 
proposed action would fundamentally 
alter the program or activity or would 
result in undue financial and adminis-
trative burdens, the Department has 
the burden of proving that compliance 
with this section would result in such 
alteration or burdens. The decision 
that compliance would result in such 
alteration or burdens must be made by 
the Secretary of Homeland Security (or 
his or her designee) after considering 

all resources available for use in the 

funding and operation of the conducted 

program or activity and must be ac-

companied by a written statement of 

the reasons for reaching that conclu-

sion. If an action required to comply 

with this section would result in such 

an alteration or such burdens, the De-

partment shall take any other action 

that would not result in such an alter-

ation or such burdens but would never-

theless ensure that, to the maximum 

extent possible, individuals with a dis-

ability receive the benefits and serv-

ices of the program or activity. 

§ 15.70 Compliance procedures. 

(a) Except as provided in paragraph 

(b) of this section, this section applies 

to all allegations of discrimination on 

the basis of disability in programs and 

activities conducted by the Depart-
ment. 

(b) The Department shall process 
complaints alleging violations of sec-
tion 504 with respect to employment 
according to the procedures established 
by the Equal Employment Opportunity 
Commission in 29 CFR part 1614. 

(c) All other complaints alleging vio-
lations of section 504 may be sent to 
the Officer for Civil Rights and Civil 
Liberties, Department of Homeland Se-
curity, Washington, DC 20528. The Offi-
cer for Civil Rights and Civil Liberties 
shall be responsible for coordinating 
implementation of this section. 

(d)(1) Any person who believes that 
he or she has been subjected to dis-
crimination prohibited by this part 
may by him or herself, or by his or her 
authorized representative, file a com-
plaint. Any person who believes that 
any specific class of persons has been 
subjected to discrimination prohibited 
by this part and who is a member of 
that class or the authorized representa-
tive of a member of that class may file 
a complaint. 

(2) The Department shall accept and 
investigate all complete complaints 
over which it has jurisdiction. 

(3) All complete complaints must be 
filed within 180 days of the alleged act 
of discrimination. The Department 
may extend this time period for good 
cause. 
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(e) If the Department receives a com-
plaint over which it does not have ju-
risdiction, it shall promptly notify the 
complainant and shall make reason-
able efforts to refer the complaint to 
the appropriate entity of the Federal 
government. 

(f) The Department shall notify the 
Architectural and Transportation Bar-
riers Compliance Board upon receipt of 
any complaint alleging that a building 
or facility that is subject to the Archi-
tectural Barriers Act of 1968, as amend-
ed (42 U.S.C. 4151–4157), is not readily 
accessible to and usable by individuals 
with disabilities. 

(g)(1) Not later than 180 days from 
the receipt of a complete complaint 
over which it has jurisdiction, the De-
partment shall notify the complainant 
of the results of the investigation in a 
letter containing: 

(i) Findings of fact and conclusions of 
law; 

(ii) A description of a remedy for 
each violation found; and 

(iii) A notice of the right to appeal. 
(2) Department employees are re-

quired to cooperate in the investiga-
tion and attempted resolution of com-
plaints. Employees who are required to 
participate in any investigation under 
this section shall do so as part of their 
official duties and during the course of 
regular duty hours. 

(3) If a complaint is resolved infor-
mally, the terms of the agreement 
shall be reduced to writing and made 
part of the complaint file, with a copy 
of the agreement provided to the com-
plainant. The written agreement shall 
describe the subject matter of the com-
plaint and any corrective action to 
which the parties have agreed. 

(h) Appeals of the findings of fact and 
conclusions of law or remedies must be 
filed by the complainant not later than 
60 days after receipt from the Depart-
ment of the letter required by para-
graph (g)(1) of this section. The Depart-
ment may extend this time for good 
cause. 

(i) Timely appeals shall be accepted 
and processed by the Officer for Civil 
Rights and Civil Liberties, or designee 
thereof, who will issue the final agency 
decision which may include appro-
priate corrective action to be taken by 
the Department. 

(j) The Department shall notify the 
complainant of the results of the ap-
peal within 30 days of the receipt of the 
appeal. If the Department determines 
that it needs additional information 
from the complainant, it shall have 30 
days from the date it received the addi-
tional information to make its deter-
mination on the appeal. 

(k) The time limits cited in para-
graphs (g) and (j) of this section may be 
extended for an individual case when 
the Officer for Civil Rights and Civil 
Liberties determines that there is good 
cause, based on the particular cir-
cumstances of that case, for the exten-
sion. 

(l) The Department may delegate its 
authority for conducting complaint in-
vestigations to other Federal agencies 
and may contract with nongovernment 
investigators to perform the investiga-
tion, but the authority for making the 
final determination may not be dele-
gated to another agency. 

PART 17—NONDISCRIMINATION 
ON THE BASIS OF SEX IN EDU-
CATION PROGRAMS OR ACTIVI-
TIES RECEIVING FEDERAL FINAN-
CIAL ASSISTANCE 

Subpart A—Introduction 

Sec. 

17.100 Purpose and effective date. 

17.105 Definitions. 

17.110 Remedial and affirmative action and 
self-evaluation. 

17.115 Assurance required. 

17.120 Transfers of property. 

17.125 Effect of other requirements. 

17.130 Effect of employment opportunities. 

17.135 Designation of responsible employee 
and adoption of grievance procedures. 

17.140 Dissemination of policy. 

Subpart B—Coverage 

17.200 Application. 

17.205 Educational institutions and other 
entities controlled by religious organiza-
tions. 

17.210 Military and merchant marine edu-
cational institutions. 

17.215 Membership practices of certain orga-
nizations. 

17.220 Admissions. 

17.225 Educational institutions eligible to 
submit transition plans. 

17.230 Transition plans. 
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17.235 Statutory amendments. 

Subpart C—Discrimination on the Basis of 
Sex in Admission and Recruitment Pro-
hibited 

17.300 Admission. 
17.305 Preference in admission. 
17.310 Recruitment. 

Subpart D—Discrimination on the Basis of 
Sex in Education Programs or Activities 
Prohibited 

17.400 Education programs or activities. 
17.405 Housing. 
17.410 Comparable facilities. 
17.415 Access to course offerings. 
17.420 Access to schools operated by LEAs. 
17.425 Counseling and use of appraisal and 

counseling materials. 
17.430 Financial assistance. 
17.435 Employment assistance to students. 
17.440 Health and insurance benefits and 

services. 
17.445 Marital or parental status. 
17.450 Athletics. 
17.455 Textbooks and curricular material. 

Subpart E—Discrimination on the Basis of 
Sex in Employment in Education Pro-
grams or Activities Prohibited 

17.500 Employment. 
17.505 Employment criteria. 
17.510 Recruitment. 
17.515 Compensation. 
17.520 Job classification and structure. 
17.525 Fringe benefits. 
17.530 Marital or parental status. 
17.535 Effect of state or local law or other 

requirements. 
17.540 Advertising. 
17.545 Pre-employment inquiries. 
17.550 Sex as a bona fide occupational quali-

fication. 

Subpart F—Procedures 

17.600 Notice of covered programs. 
17.605 Enforcement procedures. 
17.635 Forms and instructions; coordina-

tion. 

AUTHORITY: Pub. L. 107–296, 116 Stat. 2135 (6 
U.S.C. 1 et seq.); 5 U.S.C. 301; 20 U.S.C. 1681, 
1682, 1683, 1685, 1686, 1687, 1688. 

SOURCE: 68 FR 10892, Mar. 6, 2003, unless 
otherwise noted. 

Subpart A—Introduction 

§ 17.100 Purpose and effective date. 

(a) The purpose of these Title IX reg-
ulations is to effectuate Title IX of the 
Education Amendments of 1972, as 

amended (except sections 904 and 906 of 

those Amendments) (20 U.S.C. 1681, 

1682, 1683, 1685, 1686, 1687, 1688), which is 

designed to eliminate (with certain ex-

ceptions) discrimination on the basis of 

sex in any education program or activ-

ity receiving Federal financial assist-

ance, whether or not such program or 

activity is offered or sponsored by an 

educational institution as defined in 

these Title IX regulations. The effec-

tive date of these Title IX regulations 

shall be March 6, 2003. 

(b) The provisions established by this 

part shall be effective for all compo-

nents of the Department, including all 

Department components that are 

transferred to the Department, except 

to the extent that a Department com-

ponent already has existing Title IX 

regulations. 

§ 17.105 Definitions. 

As used in these Title IX regulations, 

the term: 

(a) Administratively separate unit 

means a school, department, or college 

of an educational institution (other 

than a local educational agency) ad-

mission to which is independent of ad-

mission to any other component of 

such institution. 

(b) Admission means selection for 

part-time, full-time, special, associate, 

transfer, exchange, or any other enroll-

ment, membership, or matriculation in 

or at an education program or activity 

operated by a recipient. 

(c) Applicant means one who submits 

an application, request, or plan re-

quired to be approved by an official of 

the Federal agency that awards Fed-

eral financial assistance, or by a recipi-

ent, as a condition to becoming a re-

cipient. 

(d) Department means Department of 

Homeland Security. 

(e) Designated agency official means 

the Officer for Civil Rights and Civil 

Liberties, or the designee thereof. 

(f) Educational institution means a 

local educational agency (LEA) as de-

fined by 20 U.S.C. 8801(18), a preschool, 

a private elementary or secondary 

school, or an applicant or recipient 
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that is an institution of graduate high-
er education, an institution of under-
graduate higher education, an institu-
tion of professional education, or an in-
stitution of vocational education, as 
defined in this section. 

(g) Federal financial assistance means 
any of the following, when authorized 
or extended under a law administered 
by the Federal agency that awards 
such assistance: 

(1) A grant or loan of Federal finan-
cial assistance, including funds made 
available for: 

(i) The acquisition, construction, ren-
ovation, restoration, or repair of a 
building or facility or any portion 
thereof; and 

(ii) Scholarships, loans, grants, 
wages, or other funds extended to any 
entity for payment to or on behalf of 
students admitted to that entity, or 
extended directly to such students for 
payment to that entity. 

(2) A grant of Federal real or per-
sonal property or any interest therein, 
including surplus property, and the 
proceeds of the sale or transfer of such 
property, if the Federal share of the 
fair market value of the property is 
not, upon such sale or transfer, prop-
erly accounted for to the Federal Gov-
ernment. 

(3) Provision of the services of Fed-
eral personnel. 

(4) Sale or lease of Federal property 
or any interest therein at nominal con-
sideration, or at consideration reduced 
for the purpose of assisting the recipi-
ent or in recognition of public interest 
to be served thereby, or permission to 
use Federal property or any interest 
therein without consideration. 

(5) Any other contract, agreement, or 
arrangement that has as one of its pur-
poses the provision of assistance to any 
education program or activity, except 
a contract of insurance or guaranty. 

(h) Institution of graduate higher edu-
cation means an institution that: 

(1) Offers academic study beyond the 
bachelor of arts or bachelor of science 
degree, whether or not leading to a cer-
tificate of any higher degree in the lib-
eral arts and sciences; 

(2) Awards any degree in a profes-
sional field beyond the first profes-
sional degree (regardless of whether 
the first professional degree in such 

field is awarded by an institution of 
undergraduate higher education or pro-
fessional education); or 

(3) Awards no degree and offers no 
further academic study, but operates 
ordinarily for the purpose of facili-
tating research by persons who have 
received the highest graduate degree in 
any field of study. 

(i) Institution of professional education 
means an institution (except any insti-
tution of undergraduate higher edu-
cation) that offers a program of aca-
demic study that leads to a first profes-
sional degree in a field for which there 
is a national specialized accrediting 
agency recognized by the Secretary of 
Education. 

(j) Institution of undergraduate higher 
education means: 

(1) An institution offering at least 
two but less than four years of college- 
level study beyond the high school 
level, leading to a diploma or an asso-
ciate degree, or wholly or principally 
creditable toward a baccalaureate de-
gree; 

(2) An institution offering academic 
study leading to a baccalaureate de-
gree; or 

(3) An agency or body that certifies 
credentials or offers degrees, but that 
may or may not offer academic study. 

(k) Institution of vocational education 
means a school or institution (except 
an institution of professional or grad-
uate or undergraduate higher edu-
cation) that has as its primary purpose 
preparation of students to pursue a 
technical, skilled, or semi-skilled occu-
pation or trade, or to pursue study in a 
technical field, whether or not the 
school or institution offers certificates, 
diplomas, or degrees and whether or 
not it offers full-time study. 

(l) Recipient means any State or po-
litical subdivision thereof or any in-
strumentality of a State or political 
subdivision thereof, any public or pri-
vate agency, institution, or organiza-
tion, or other entity, or any person, to 
whom Federal financial assistance is 
extended directly or through another 
recipient and that operates an edu-
cation program or activity that re-
ceives such assistance, including any 
subunit, successor, assignee, or trans-
feree thereof. 
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(m) Reviewing authority means that 
component of the Department dele-
gated authority to review the decisions 
of hearing officers in cases arising 
under these Title IX regulations. 

(n) Secretary means Secretary of the 
Department of Homeland Security. 

(o) Student means a person who has 
gained admission. 

(p) Title IX means Title IX of the 
Education Amendments of 1972, Public 
Law 92–318, 86 Stat. 235, 373 (codified as 
amended at 20 U.S.C. 1681–1688) (except 
sections 904 and 906 thereof), as amend-
ed by section 3 of Public Law 93–568, 88 
Stat. 1855, by section 412 of the Edu-
cation Amendments of 1976, Public Law 
94–482, 90 Stat. 2234, and by section 3 of 
Public Law 100–259, 102 Stat. 28, 28–29 
(20 U.S.C. 1681, 1682, 1683, 1685, 1686, 1687, 
1688). 

(q) Title IX regulations means the pro-
visions of this part. 

(r) Transition plan means a plan sub-
ject to the approval of the Secretary of 
Education pursuant to section 901(a)(2) 
of the Education Amendments of 1972 
(20 U.S.C. 1681(a)(2)), under which an 
educational institution operates in 
making the transition from being an 
educational institution that admits 
only students of one sex to being one 
that admits students of both sexes 
without discrimination. 

§ 17.110 Remedial and affirmative ac-
tion and self-evaluation. 

(a) Remedial action. If the designated 
agency official finds that a recipient 
has discriminated against persons on 
the basis of sex in an education pro-
gram or activity, such recipient shall 
take such remedial action as the des-
ignated agency official deems nec-
essary to overcome the effects of such 
discrimination. 

(b) Affirmative action. In the absence 
of a finding of discrimination on the 
basis of sex in an education program or 
activity, a recipient may take affirma-
tive action consistent with law to over-
come the effects of conditions that re-
sulted in limited participation therein 
by persons of a particular sex. Nothing 
in these Title IX regulations shall be 
interpreted to alter any affirmative ac-
tion obligations that a recipient may 
have under Executive Order 11246, 3 
CFR, 1964–1965 Comp., p. 339; as amend-

ed by Executive Order 11375, 3 CFR, 
1966–1970 Comp., p. 684; as amended by 
Executive Order 11478, 3 CFR, 1966–1970 
Comp., p. 803; as amended by Executive 
Order 12086, 3 CFR, 1978 Comp., p. 230; 
as amended by Executive Order 12107, 3 
CFR, 1978 Comp., p. 264. 

(c) Self-evaluation. Each recipient 
education institution shall, within one 
year of March 6, 2003: 

(1) Evaluate, in terms of the require-
ments of these Title IX regulations, its 
current policies and practices and the 
effects thereof concerning admission of 
students, treatment of students, and 
employment of both academic and non- 
academic personnel working in connec-
tion with the recipient’s education pro-
gram or activity; 

(2) Modify any of these policies and 
practices that do not or may not meet 
the requirements of these Title IX reg-
ulations; and 

(3) Take appropriate remedial steps 
to eliminate the effects of any dis-
crimination that resulted or may have 
resulted from adherence to these poli-
cies and practices. 

(d) Availability of self-evaluation and 
related materials. Recipients shall main-
tain on file for at least three years fol-
lowing completion of the evaluation re-
quired under paragraph (c) of this sec-
tion, and shall provide to the des-
ignated agency official upon request, a 
description of any modifications made 
pursuant to paragraph (c)(2) of this sec-
tion and of any remedial steps taken 
pursuant to paragraph (c)(3) of this sec-
tion. 

§ 17.115 Assurance required. 

(a) General. Either at the application 
stage or the award stage, Federal agen-
cies must ensure that applications for 
Federal financial assistance or awards 
of Federal financial assistance contain, 
be accompanied by, or be covered by a 
specifically identified assurance from 
the applicant or recipient, satisfactory 
to the designated agency official, that 
each education program or activity op-
erated by the applicant or recipient 
and to which these Title IX regulations 
apply will be operated in compliance 
with these Title IX regulations. An as-
surance of compliance with these Title 
IX regulations shall not be satisfactory 
to the designated agency official if the 
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applicant or recipient to whom such as-
surance applies fails to commit itself 
to take whatever remedial action is 
necessary in accordance with § 17.110(a) 
to eliminate existing discrimination on 
the basis of sex or to eliminate the ef-
fects of past discrimination whether 
occurring prior to or subsequent to the 
submission to the designated agency 
official of such assurance. 

(b) Duration of obligation. (1) In the 
case of Federal financial assistance ex-
tended to provide real property or 
structures thereon, such assurance 
shall obligate the recipient or, in the 
case of a subsequent transfer, the 
transferee, for the period during which 
the real property or structures are used 
to provide an education program or ac-
tivity. 

(2) In the case of Federal financial as-
sistance extended to provide personal 
property, such assurance shall obligate 
the recipient for the period during 
which it retains ownership or posses-
sion of the property. 

(3) In all other cases such assurance 
shall obligate the recipient for the pe-
riod during which Federal financial as-
sistance is extended. 

(c) Form. (1) The assurances required 
by paragraph (a) of this section, which 
may be included as part of a document 
that addresses other assurances or obli-
gations, shall include that the appli-
cant or recipient will comply with all 
applicable Federal statutes relating to 
nondiscrimination. These include but 
are not limited to: Title IX of the Edu-
cation Amendments of 1972, as amend-
ed (20 U.S.C. 1681–1683, 1685–1688). 

(2) The designated agency official 
will specify the extent to which such 
assurances will be required of the ap-
plicant’s or recipient’s subgrantees, 
contractors, subcontractors, trans-
ferees, or successors in interest. 

§ 17.120 Transfers of property. 

If a recipient sells or otherwise trans-
fers property financed in whole or in 
part with Federal financial assistance 
to a transferee that operates any edu-
cation program or activity, and the 
Federal share of the fair market value 
of the property is not upon such sale or 
transfer properly accounted for to the 
Federal Government, both the trans-
feror and the transferee shall be 

deemed to be recipients, subject to the 
provisions of §§ 17.205 through 17.235(a). 

§ 17.125 Effect of other requirements. 

(a) Effect of other Federal provisions. 
The obligations imposed by these Title 
IX regulations are independent of, and 
do not alter, obligations not to dis-
criminate on the basis of sex imposed 
by Executive Order 11246, 3 CFR, 1964– 
1965 Comp., p. 339; as amended by Exec-
utive Order 11375, 3 CFR, 1966–1970 
Comp., p. 684; as amended by Executive 
Order 11478, 3 CFR, 1966–1970 Comp., p. 
803; as amended by Executive Order 
12087, 3 CFR, 1978 Comp., p. 230; as 
amended by Executive Order 12107, 3 
CFR, 1978 Comp., p. 264; sections 704 
and 855 of the Public Health Service 
Act (42 U.S.C. 295m, 298b–2); Title VII of 
the Civil Rights Act of 1964 (42 U.S.C. 
2000e et seq.); the Equal Pay Act of 1963 
(29 U.S.C. 206); and any other Act of 
Congress or Federal regulation. 

(b) Effect of State or local law or other 
requirements. The obligation to comply 
with these Title IX regulations is not 
obviated or alleviated by any State or 
local law or other requirement that 
would render any applicant or student 
ineligible, or limit the eligibility of 
any applicant or student, on the basis 
of sex, to practice any occupation or 
profession. 

(c) Effect of rules or regulations of pri-
vate organizations. The obligation to 
comply with these Title IX regulations 
is not obviated or alleviated by any 
rule or regulation of any organization, 
club, athletic or other league, or asso-
ciation that would render any appli-
cant or student ineligible to partici-
pate or limit the eligibility or partici-
pation of any applicant or student, on 
the basis of sex, in any education pro-
gram or activity operated by a recipi-
ent and that receives Federal financial 
assistance. 

§ 17.130 Effect of employment opportu-
nities. 

The obligation to comply with these 
Title IX regulations is not obviated or 
alleviated because employment oppor-
tunities in any occupation or profes-
sion are or may be more limited for 
members of one sex than for members 
of the other sex. 
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§ 17.135 Designation of responsible em-
ployee and adoption of grievance 
procedures. 

(a) Designation of responsible employee. 
Each recipient shall designate at least 
one employee to coordinate its efforts 
to comply with and carry out its re-
sponsibilities under these Title IX reg-
ulations, including any investigation of 
any complaint communicated to such 
recipient alleging its noncompliance 
with these Title IX regulations or al-
leging any actions that would be pro-
hibited by these Title IX regulations. 
The recipient shall notify all its stu-
dents and employees of the name, of-
fice address, and telephone number of 
the employee or employees appointed 
pursuant to this paragraph. 

(b) Complaint procedure of recipient. A 
recipient shall adopt and publish griev-
ance procedures providing for prompt 
and equitable resolution of student and 
employee complaints alleging any ac-
tion that would be prohibited by these 
Title IX regulations. 

§ 17.140 Dissemination of policy. 

(a) Notification of policy. (1) Each re-
cipient shall implement specific and 
continuing steps to notify applicants 
for admission and employment, stu-
dents and parents of elementary and 
secondary school students, employees, 
sources of referral of applicants for ad-
mission and employment, and all 
unions or professional organizations 
holding collective bargaining or profes-
sional agreements with the recipient, 
that it does not discriminate on the 
basis of sex in the educational pro-
grams or activities that it operates, 
and that it is required by Title IX and 
these Title IX regulations not to dis-
criminate in such a manner. Such noti-
fication shall contain such informa-
tion, and be made in such manner, as 
the designated agency official finds 
necessary to apprise such persons of 
the protections against discrimination 
assured them by Title IX and these 
Title IX regulations, but shall state at 
least that the requirement not to dis-
criminate in education programs or ac-
tivities extends to employment there-
in, and to admission thereto unless 
§§ 17.300 through 17.310 do not apply to 
the recipient, and that inquiries con-
cerning the application of Title IX and 

these Title IX regulations to such re-
cipient may be referred to the em-
ployee designated pursuant to § 17.135, 
or to the designated agency official. 

(2) Each recipient shall make the ini-
tial notification required by paragraph 
(a)(1) of this section within 90 days of 
March 6, 2003 or of the date these Title 
IX regulations first apply to such re-
cipient, whichever comes later, which 
notification shall include publication 
in: 

(i) Newspapers and magazines oper-
ated by such recipient or by student, 
alumnae, or alumni groups for or in 
connection with such recipient; and 

(ii) Memoranda or other written com-
munications distributed to every stu-
dent and employee of such recipient. 

(b) Publications. (1) Each recipient 
shall prominently include a statement 
of the policy described in paragraph (a) 
of this section in each announcement, 
bulletin, catalog, or application form 
that it makes available to any person 
of a type, described in paragraph (a) of 
this section, or which is otherwise used 
in connection with the recruitment of 
students or employees. 

(2) A recipient shall not use or dis-
tribute a publication of the type de-
scribed in paragraph (b)(1) of this sec-
tion that suggests, by text or illustra-
tion, that such recipient treats appli-
cants, students, or employees dif-
ferently on the basis of sex except as 
such treatment is permitted by these 
Title IX regulations. 

(c) Distribution. Each recipient shall 
distribute without discrimination on 
the basis of sex each publication de-
scribed in paragraph (b)(1) of this sec-
tion, and shall apprise each of its ad-
mission and employment recruitment 
representatives of the policy of non-
discrimination described in paragraph 
(a) of this section, and shall require 
such representatives to adhere to such 
policy. 

Subpart B—Coverage 

§ 17.200 Application. 

Except as provided in §§ 17.205 
through 17.235(a), these Title IX regula-
tions apply to every recipient and to 
each education program or activity op-
erated by such recipient that receives 
Federal financial assistance. 
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§ 17.205 Educational institutions and 
other entities controlled by reli-
gious organizations. 

(a) Exemption. These Title IX regula-
tions do not apply to any operation of 
an educational institution or other en-
tity that is controlled by a religious 
organization to the extent that appli-
cation of these Title IX regulations 
would not be consistent with the reli-
gious tenets of such organization. 

(b) Exemption claims. An educational 
institution or other entity that wishes 
to claim the exemption set forth in 
paragraph (a) of this section shall do so 
by submitting in writing to the des-
ignated agency official a statement by 
the highest-ranking official of the in-
stitution, identifying the provisions of 
these Title IX regulations that conflict 
with a specific tenet of the religious or-
ganization. 

§ 17.210 Military and merchant marine 
educational institutions. 

These Title IX regulations do not 
apply to an educational institution 
whose primary purpose is the training 
of individuals for a military service of 
the United States or for the merchant 
marine. 

§ 17.215 Membership practices of cer-
tain organizations. 

(a) Social fraternities and sororities. 
These Title IX regulations do not apply 
to the membership practices of social 
fraternities and sororities that are ex-
empt from taxation under section 
501(a) of the Internal Revenue Code of 
1954, 26 U.S.C. 501(a), the active mem-
bership of which consists primarily of 
students in attendance at institutions 
of higher education. 

(b) YMCA, YWCA, Girl Scouts, Boy 
Scouts, and Camp Fire Girls. These Title 
IX regulations do not apply to the 
membership practices of the Young 
Men’s Christian Association (YMCA), 
the Young Women’s Christian Associa-
tion (YWCA), the Girl Scouts, the Boy 
Scouts, and Camp Fire Girls. 

(c) Voluntary youth service organiza-
tions. These Title IX regulations do not 
apply to the membership practices of a 
voluntary youth service organization 
that is exempt from taxation under 
section 501(a) of the Internal Revenue 
Code of 1986 (26 U.S.C. 501(a)), and the 

membership of which has been tradi-
tionally limited to members of one sex 
and principally to persons of less than 
nineteen years of age. 

§ 17.220 Admissions. 

(a) General. Admissions to edu-
cational institutions prior to June 24, 
1973, are not covered by these Title IX 
regulations. 

(b) Administratively separate units. For 
the purposes only of this section, 
§§ 17.225, 17.230, and 17.300 through 
17.310, each administratively separate 
unit shall be deemed to be an edu-
cational institution. 

(c) Application of §§ 17.300 through 
17.310. Except as provided in para-
graphs (d) and (e) of this section, 
§§ 17.300 through 17.310 apply to each re-
cipient. A recipient to which §§ 17.300 
through 17.310 apply shall not discrimi-
nate on the basis of sex in admission or 
recruitment in violation of §§ 17.300 
through 17.310. 

(d) Educational institutions. Except as 
provided in paragraph (e) of this sec-
tion as to recipients that are edu-
cational institutions, §§ 17.300 through 
17.310 apply only to institutions of vo-
cational education, professional edu-
cation, graduate higher education, and 
public institutions of undergraduate 
higher education. 

(e) Public institutions of undergraduate 
higher education. Sections 17.300 
through 17.310 do not apply to any pub-
lic institution of undergraduate higher 
education that traditionally and con-
tinually from its establishment has 
had a policy of admitting students of 
only one sex. 

§ 17.225 Educational institutions eligi-
ble to submit transition plans. 

(a) Application. This section applies 
to each educational institution to 
which §§ 17.300 through 17.310 apply 
that: 

(1) Admitted students of only one sex 
as regular students as of June 23, 1972; 
or 

(2) Admitted students of only one sex 
as regular students as of June 23, 1965, 
but thereafter admitted, as regular stu-
dents, students of the sex not admitted 
prior to June 23, 1965. 

(b) Provision for transition plans. An 
educational institution to which this 
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section applies shall not discriminate 
on the basis of sex in admission or re-
cruitment in violation of §§ 17.300 
through 17.310. 

§ 17.230 Transition plans. 

(a) Submission of plans. An institution 
to which § 17.225 applies and that is 
composed of more than one administra-
tively separate unit may submit either 
a single transition plan applicable to 
all such units, or a separate transition 
plan applicable to each such unit. 

(b) Content of plans. In order to be ap-
proved by the Secretary of Education, 
a transition plan shall: 

(1) State the name, address, and Fed-
eral Interagency Committee on Edu-
cation Code of the educational institu-
tion submitting such plan, the admin-
istratively separate units to which the 
plan is applicable, and the name, ad-
dress, and telephone number of the per-
son to whom questions concerning the 
plan may be addressed. The person who 
submits the plan shall be the chief ad-
ministrator or president of the institu-
tion, or another individual legally au-
thorized to bind the institution to all 
actions set forth in the plan. 

(2) State whether the educational in-
stitution or administratively separate 
unit admits students of both sexes as 
regular students and, if so, when it 
began to do so. 

(3) Identify and describe with respect 
to the educational institution or ad-
ministratively separate unit any obsta-
cles to admitting students without dis-
crimination on the basis of sex. 

(4) Describe in detail the steps nec-
essary to eliminate as soon as prac-
ticable each obstacle so identified and 
indicate the schedule for taking these 
steps and the individual directly re-
sponsible for their implementation. 

(5) Include estimates of the number 
of students, by sex, expected to apply 
for, be admitted to, and enter each 
class during the period covered by the 
plan. 

(c) Nondiscrimination. No policy or 
practice of a recipient to which § 17.225 
applies shall result in treatment of ap-
plicants to or students of such recipi-
ent in violation of §§ 17.300 through 
17.310 unless such treatment is neces-
sitated by an obstacle identified in 
paragraph (b)(3) of this section and a 

schedule for eliminating that obstacle 
has been provided as required by para-
graph (b)(4) of this section. 

(d) Effects of past exclusion. To over-
come the effects of past exclusion of 
students on the basis of sex, each edu-
cational institution to which § 17.225 
applies shall include in its transition 
plan, and shall implement, specific 
steps designed to encourage individuals 
of the previously excluded sex to apply 
for admission to such institution. Such 
steps shall include instituting recruit-
ment programs that emphasize the in-
stitution’s commitment to enrolling 
students of the sex previously ex-
cluded. 

§ 17.235 Statutory amendments. 

(a) This section, which applies to all 
provisions of these Title IX regula-
tions, addresses statutory amendments 
to Title IX. 

(b) These Title IX regulations shall 
not apply to or preclude: 

(1) Any program or activity of the 
American Legion undertaken in con-
nection with the organization or oper-
ation of any Boys State conference, 
Boys Nation conference, Girls State 
conference, or Girls Nation conference; 

(2) Any program or activity of a sec-
ondary school or educational institu-
tion specifically for: 

(i) The promotion of any Boys State 
conference, Boys Nation conference, 
Girls State conference, or Girls Nation 
conference; or 

(ii) The selection of students to at-
tend any such conference; 

(3) Father-son or mother-daughter 
activities at an educational institution 
or in an education program or activity, 
but if such activities are provided for 
students of one sex, opportunities for 
reasonably comparable activities shall 
be provided to students of the other 
sex; 

(4) Any scholarship or other financial 
assistance awarded by an institution of 
higher education to an individual be-
cause such individual has received such 
award in a single-sex pageant based 
upon a combination of factors related 
to the individual’s personal appear-
ance, poise, and talent. The pageant, 
however, must comply with other non-
discrimination provisions of Federal 
law. 
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(c) For purposes of these Title IX reg-
ulations, program or activity or pro-
gram means: 

(1) All of the operations of any entity 
described in paragraphs (c)(1)(i) 
through (iv) of this section, any part of 
which is extended Federal financial as-
sistance: 

(i)(A) A department, agency, special 
purpose district, or other instrumen-
tality of a State or of a local govern-
ment; or 

(B) The entity of such State or local 
government that distributes such as-
sistance and each such department or 
agency (and each other State or local 
government entity) to which the as-
sistance is extended, in the case of as-
sistance to a State or local govern-
ment; 

(ii)(A) A college, university, or other 
postsecondary institution, or a public 
system of higher education; or 

(B) A local educational agency (as de-
fined in 20 U.S.C. 8801), system of voca-
tional education, or other school sys-
tem; 

(iii)(A) An entire corporation, part-
nership, or other private organization, 
or an entire sole proprietorship: 

(1) If assistance is extended to such 
corporation, partnership, private orga-
nization, or sole proprietorship as a 
whole; or 

(2) Which is principally engaged in 
the business of providing education, 
health care, housing, social services, or 
parks and recreation; or 

(B) The entire plant or other com-
parable, geographically separate facil-
ity to which Federal financial assist-
ance is extended, in the case of any 
other corporation, partnership, private 
organization, or sole proprietorship; or 

(iv) Any other entity that is estab-
lished by two or more of the entities 
described in paragraphs (c)(1)(i), (ii), or 
(iii) of this section. 

(2)(i) Program or activity does not in-
clude any operation of an entity that is 
controlled by a religious organization 
if the application of 20 U.S.C. 1681 to 
such operation would not be consistent 
with the religious tenets of such orga-
nization. 

(ii) For example, all of the operations 
of a college, university, or other post-
secondary institution, including but 
not limited to traditional educational 

operations, faculty and student hous-
ing, campus shuttle bus service, cam-
pus restaurants, the bookstore, and 
other commercial activities are part of 
a program or activity subject to these 
Title IX regulations if the college, uni-
versity, or other institution receives 
Federal financial assistance. 

(d)(1) Nothing in these Title IX regu-
lations shall be construed to require or 
prohibit any person, or public or pri-
vate entity, to provide or pay for any 
benefit or service, including the use of 
facilities, related to an abortion. Med-
ical procedures, benefits, services, and 
the use of facilities, necessary to save 
the life of a pregnant woman or to ad-
dress complications related to an abor-
tion are not subject to this section. 

(2) Nothing in this section shall be 
construed to permit a penalty to be im-
posed on any person or individual be-
cause such person or individual is seek-
ing or has received any benefit or serv-
ice related to a legal abortion. Accord-
ingly, subject to paragraph (d)(1) of 
this section, no person shall be ex-
cluded from participation in, be denied 
the benefits of, or be subjected to dis-
crimination under any academic, ex-
tracurricular, research, occupational 
training, employment, or other edu-
cational program or activity operated 
by a recipient that receives Federal fi-
nancial assistance because such indi-
vidual has sought or received, or is 
seeking, a legal abortion, or any ben-
efit or service related to a legal abor-
tion. 

Subpart C—Discrimination on the 
Basis of Sex in Admission and 
Recruitment Prohibited 

§ 17.300 Admission. 

(a) General. No person shall, on the 
basis of sex, be denied admission, or be 
subjected to discrimination in admis-
sion, by any recipient to which §§ 17.300 
through 17.310 apply, except as pro-
vided in §§ 17.225 and 17.230. 

(b) Specific prohibitions. (1) In deter-
mining whether a person satisfies any 
policy or criterion for admission, or in 
making any offer of admission, a re-
cipient to which §§ 17.300 through 17.310 
apply shall not: 

(i) Give preference to one person over 
another on the basis of sex, by ranking 



185 

Office of the Secretary, Homeland Security § 17.400 

applicants separately on such basis, or 
otherwise; 

(ii) Apply numerical limitations upon 
the number or proportion of persons of 
either sex who may be admitted; or 

(iii) Otherwise treat one individual 
differently from another on the basis of 
sex. 

(2) A recipient shall not administer 
or operate any test or other criterion 
for admission that has a disproportion-
ately adverse effect on persons on the 
basis of sex unless the use of such test 
or criterion is shown to predict validly 
success in the education program or ac-
tivity in question and alternative tests 
or criteria that do not have such a dis-
proportionately adverse effect are 
shown to be unavailable. 

(c) Prohibitions relating to marital or 
parental status. In determining whether 
a person satisfies any policy or cri-
terion for admission, or in making any 
offer of admission, a recipient to which 
§§ 17.300 through 17.310 apply: 

(1) Shall not apply any rule con-
cerning the actual or potential paren-
tal, family, or marital status of a stu-
dent or applicant that treats persons 
differently on the basis of sex; 

(2) Shall not discriminate against or 
exclude any person on the basis of 
pregnancy, childbirth, termination of 
pregnancy, or recovery therefrom, or 
establish or follow any rule or practice 
that so discriminates or excludes; 

(3) Subject to § 17.235(d), shall treat 
disabilities related to pregnancy, child-
birth, termination of pregnancy, or re-
covery therefrom in the same manner 
and under the same policies as any 
other temporary disability or physical 
condition; and 

(4) Shall not make pre-admission in-
quiry as to the marital status of an ap-
plicant for admission, including wheth-
er such applicant is ‘‘Miss’’ or ‘‘Mrs.’’ 
A recipient may make pre-admission 
inquiry as to the sex of an applicant for 
admission, but only if such inquiry is 
made equally of such applicants of both 
sexes and if the results of such inquiry 
are not used in connection with dis-
crimination prohibited by these Title 
IX regulations. 

§ 17.305 Preference in admission. 

A recipient to which §§ 17.300 through 
17.310 apply shall not give preference to 

applicants for admission, on the basis 
of attendance at any educational insti-
tution or other school or entity that 
admits as students only or predomi-
nantly members of one sex, if the giv-
ing of such preference has the effect of 
discriminating on the basis of sex in 
violation of §§ 17.300 through 17.310. 

§ 17.310 Recruitment. 

(a) Nondiscriminatory recruitment. A 
recipient to which §§ 17.300 through 
17.310 apply shall not discriminate on 
the basis of sex in the recruitment and 
admission of students. A recipient may 
be required to undertake additional re-
cruitment efforts for one sex as reme-
dial action pursuant to § 17.110(a), and 
may choose to undertake such efforts 
as affirmative action pursuant to 
§ 17.110(b). 

(b) Recruitment at certain institutions. 
A recipient to which §§ 17.300 through 
17.310 apply shall not recruit primarily 
or exclusively at educational institu-
tions, schools, or entities that admit as 
students only or predominantly mem-
bers of one sex, if such actions have the 
effect of discriminating on the basis of 
sex in violation of §§ 17.300 through 
17.310. 

Subpart D—Discrimination on the 
Basis of Sex in Education Pro-
grams or Activities Prohibited 

§ 17.400 Education programs or activi-
ties. 

(a) General. Except as provided else-
where in these Title IX regulations, no 
person shall, on the basis of sex, be ex-
cluded from participation in, be denied 
the benefits of, or be subjected to dis-
crimination under any academic, ex-
tracurricular, research, occupational 
training, or other education program 
or activity operated by a recipient that 
receives Federal financial assistance. 
Sections 17.400 through 17.455 do not 
apply to actions of a recipient in con-
nection with admission of its students 
to an education program or activity of 
a recipient to which §§ 17.300 through 
17.310 do not apply, or an entity, not a 
recipient, to which §§ 17.300 through 
17.310 would not apply if the entity 
were a recipient. 
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(b) Specific prohibitions. Except as pro-
vided in §§ 17.400 through 17.455, in pro-
viding any aid, benefit, or service to a 
student, a recipient shall not, on the 
basis of sex: 

(1) Treat one person differently from 
another in determining whether such 
person satisfies any requirement or 
condition for the provision of such aid, 
benefit, or service; 

(2) Provide different aid, benefits, or 
services or provide aid, benefits, or 
services in a different manner; 

(3) Deny any person any such aid, 
benefit, or service; 

(4) Subject any person to separate or 
different rules of behavior, sanctions, 
or other treatment; 

(5) Apply any rule concerning the 
domicile or residence of a student or 
applicant, including eligibility for in- 
state fees and tuition; 

(6) Aid or perpetuate discrimination 
against any person by providing sig-
nificant assistance to any agency, or-
ganization, or person that discrimi-
nates on the basis of sex in providing 
any aid, benefit, or service to students 
or employees; or 

(7) Otherwise limit any person in the 
enjoyment of any right, privilege, ad-
vantage, or opportunity. 

(c) Assistance administered by a recipi-
ent educational institution to study at a 
foreign institution. A recipient edu-
cational institution may administer or 
assist in the administration of scholar-
ships, fellowships, or other awards es-
tablished by foreign or domestic wills, 
trusts, or similar legal instruments, or 
by acts of foreign governments and re-
stricted to members of one sex, that 
are designed to provide opportunities 
to study abroad, and that are awarded 
to students who are already matricu-
lating at or who are graduates of the 
recipient institution; Provided, that a 
recipient educational institution that 
administers or assists in the adminis-
tration of such scholarships, fellow-
ships, or other awards that are re-
stricted to members of one sex pro-
vides, or otherwise makes available, 
reasonable opportunities for similar 
studies for members of the other sex. 
Such opportunities may be derived 
from either domestic or foreign 
sources. 

(d) Aids, benefits or services not pro-
vided by recipient. (1) This paragraph (d) 
applies to any recipient that requires 
participation by any applicant, stu-
dent, or employee in any education 
program or activity not operated whol-
ly by such recipient, or that facilitates, 
permits, or considers such participa-
tion as part of or equivalent to an edu-
cation program or activity operated by 
such recipient, including participation 
in educational consortia and coopera-
tive employment and student-teaching 
assignments. 

(2) Such recipient: 
(i) Shall develop and implement a 

procedure designed to assure itself that 
the operator or sponsor of such other 
education program or activity takes no 
action affecting any applicant, student, 
or employee of such recipient that 
these Title IX regulations would pro-
hibit such recipient from taking; and 

(ii) Shall not facilitate, require, per-
mit, or consider such participation if 
such action occurs. 

§ 17.405 Housing. 

(a) General. A recipient shall not, on 
the basis of sex, apply different rules or 
regulations, impose different fees or re-
quirements, or offer different services 
or benefits related to housing, except 
as provided in this section (including 
housing provided only to married stu-
dents). 

(b) Housing provided by recipient. (1) A 
recipient may provide separate housing 
on the basis of sex. 

(2) Housing provided by a recipient to 
students of one sex, when compared to 
that provided to students of the other 
sex, shall be as a whole: 

(i) Proportionate in quantity to the 
number of students of that sex apply-
ing for such housing; and 

(ii) Comparable in quality and cost to 
the student. 

(c) Other housing. (1) A recipient shall 
not, on the basis of sex, administer dif-
ferent policies or practices concerning 
occupancy by its students of housing 
other than that provided by such re-
cipient. 

(2)(i) A recipient which, through so-
licitation, listing, approval of housing, 
or otherwise, assists any agency, orga-
nization, or person in making housing 
available to any of its students, shall 
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take such reasonable action as may be 
necessary to assure itself that such 
housing as is provided to students of 
one sex, when compared to that pro-
vided to students of the other sex, is as 
a whole: 

(A) Proportionate in quantity; and 
(B) Comparable in quality and cost to 

the student. 
(ii) A recipient may render such as-

sistance to any agency, organization, 
or person that provides all or part of 
such housing to students of only one 
sex. 

§ 17.410 Comparable facilities. 

A recipient may provide separate toi-
let, locker room, and shower facilities 
on the basis of sex, but such facilities 
provided for students of one sex shall 
be comparable to such facilities pro-
vided for students of the other sex. 

§ 17.415 Access to course offerings. 

(a) A recipient shall not provide any 
course or otherwise carry out any of its 
education program or activity sepa-
rately on the basis of sex, or require or 
refuse participation therein by any of 
its students on such basis, including 
health, physical education, industrial, 
business, vocational, technical, home 
economics, music, and adult education 
courses. 

(b)(1) With respect to physical edu-
cation classes and activities at the ele-
mentary school level, the recipient 
shall comply fully with this section as 
expeditiously as possible, but in no 
event later than one year from March 
6, 2003. With respect to physical edu-
cation classes and activities at the sec-
ondary and post-secondary levels, the 
recipient shall comply fully with this 
section as expeditiously as possible but 
in no event later than three years from 
March 6, 2003. 

(2) This section does not prohibit 
grouping of students in physical edu-
cation classes and activities by ability 
as assessed by objective standards of 
individual performance developed and 
applied without regard to sex. 

(3) This section does not prohibit sep-
aration of students by sex within phys-
ical education classes or activities dur-
ing participation in wrestling, boxing, 
rugby, ice hockey, football, basketball, 
and other sports the purpose or major 

activity of which involves bodily con-
tact. 

(4) Where use of a single standard of 
measuring skill or progress in a phys-
ical education class has an adverse ef-
fect on members of one sex, the recipi-
ent shall use appropriate standards 
that do not have such effect. 

(5) Portions of classes in elementary 
and secondary schools, or portions of 
education programs or activities, that 
deal exclusively with human sexuality 
may be conducted in separate sessions 
for boys and girls. 

(6) Recipients may make require-
ments based on vocal range or quality 
that may result in a chorus or choruses 
of one or predominantly one sex. 

§ 17.420 Access to schools operated by 
LEAs. 

A recipient that is a local edu-
cational agency shall not, on the basis 
of sex, exclude any person from admis-
sion to: 

(a) Any institution of vocational edu-
cation operated by such recipient; or 

(b) Any other school or educational 
unit operated by such recipient, unless 
such recipient otherwise makes avail-
able to such person, pursuant to the 
same policies and criteria of admission, 
courses, services, and facilities com-
parable to each course, service, and fa-
cility offered in or through such 
schools. 

§ 17.425 Counseling and use of ap-
praisal and counseling materials. 

(a) Counseling. A recipient shall not 
discriminate against any person on the 
basis of sex in the counseling or guid-
ance of students or applicants for ad-
mission. 

(b) Use of appraisal and counseling ma-
terials. A recipient that uses testing or 
other materials for appraising or coun-
seling students shall not use different 
materials for students on the basis of 
their sex or use materials that permit 
or require different treatment of stu-
dents on such basis unless such dif-
ferent materials cover the same occu-
pations and interest areas and the use 
of such different materials is shown to 
be essential to eliminate sex bias. Re-
cipients shall develop and use internal 
procedures for ensuring that such ma-
terials do not discriminate on the basis 
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of sex. Where the use of a counseling 
test or other instrument results in a 
substantially disproportionate number 
of members of one sex in any particular 
course of study or classification, the 
recipient shall take such action as is 
necessary to assure itself that such dis-
proportion is not the result of discrimi-
nation in the instrument or its applica-
tion. 

(c) Disproportion in classes. Where a 
recipient finds that a particular class 
contains a substantially dispropor-
tionate number of individuals of one 
sex, the recipient shall take such ac-
tion as is necessary to assure itself 
that such disproportion is not the re-
sult of discrimination on the basis of 
sex in counseling or appraisal mate-
rials or by counselors. 

§ 17.430 Financial assistance. 

(a) General. Except as provided in 
paragraphs (b) and (c) of this section, 
in providing financial assistance to any 
of its students, a recipient shall not: 

(1) On the basis of sex, provide dif-
ferent amounts or types of such assist-
ance, limit eligibility for such assist-
ance that is of any particular type or 
source, apply different criteria, or oth-
erwise discriminate; 

(2) Through solicitation, listing, ap-
proval, provision of facilities, or other 
services, assist any foundation, trust, 
agency, organization, or person that 
provides assistance to any of such re-
cipient’s students in a manner that dis-
criminates on the basis of sex; or 

(3) Apply any rule or assist in appli-
cation of any rule concerning eligi-
bility for such assistance that treats 
persons of one sex differently from per-
sons of the other sex with regard to 
marital or parental status. 

(b) Financial aid established by certain 
legal instruments. (1) A recipient may 
administer or assist in the administra-
tion of scholarships, fellowships, or 
other forms of financial assistance es-
tablished pursuant to domestic or for-
eign wills, trusts, bequests, or similar 
legal instruments or by acts of a for-
eign government that require that 
awards be made to members of a par-
ticular sex specified therein; Provided, 
that the overall effect of the award of 
such sex-restricted scholarships, fel-
lowships, and other forms of financial 

assistance does not discriminate on the 

basis of sex. 

(2) To ensure nondiscriminatory 

awards of assistance as required in 

paragraph (b)(1) of this section, recipi-

ents shall develop and use procedures 
under which: 

(i) Students are selected for award of 
financial assistance on the basis of 
nondiscriminatory criteria and not on 
the basis of availability of funds re-
stricted to members of a particular sex. 

(ii) An appropriate sex-restricted 
scholarship, fellowship, or other form 
of financial assistance is allocated to 
each student selected under paragraph 
(b)(2)(i) of this section; and 

(iii) No student is denied the award 
for which he or she was selected under 
paragraph (b)(2)(i) of this section be-
cause of the absence of a scholarship, 
fellowship, or other form of financial 
assistance designated for a member of 
that student’s sex. 

(c) Athletic scholarships. (1) To the ex-
tent that a recipient awards athletic 
scholarships or grants-in-aid, it must 
provide reasonable opportunities for 
such awards for members of each sex in 
proportion to the number of students 
of each sex participating in inter-
scholastic or intercollegiate athletics. 

(2) A recipient may provide separate 
athletic scholarships or grants-in-aid 
for members of each sex as part of sep-
arate athletic teams for members of 
each sex to the extent consistent with 
this paragraph (c) and § 17.450. 

§ 17.435 Employment assistance to stu-
dents. 

(a) Assistance by recipient in making 
available outside employment. A recipi-
ent that assists any agency, organiza-
tion, or person in making employment 
available to any of its students: 

(1) Shall assure itself that such em-
ployment is made available without 
discrimination on the basis of sex; and 

(2) Shall not render such services to 
any agency, organization, or person 
that discriminates on the basis of sex 
in its employment practices. 

(b) Employment of students by recipi-
ents. A recipient that employs any of 
its students shall not do so in a manner 
that violates §§ 17.500 through 17.550. 
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§ 17.440 Health and insurance benefits 
and services. 

Subject to § 17.235(d), in providing a 
medical, hospital, accident, or life in-
surance benefit, service, policy, or plan 
to any of its students, a recipient shall 
not discriminate on the basis of sex, or 
provide such benefit, service, policy, or 
plan in a manner that would violate 
§§ 17.500 through 17.550 if it were pro-
vided to employees of the recipient. 
This section shall not prohibit a recipi-
ent from providing any benefit or serv-
ice that may be used by a different pro-
portion of students of one sex than of 
the other, including family planning 
services. However, any recipient that 
provides full coverage health service 
shall provide gynecological care. 

§ 17.445 Marital or parental status. 

(a) Status generally. A recipient shall 
not apply any rule concerning a stu-
dent’s actual or potential parental, 
family, or marital status that treats 
students differently on the basis of sex. 

(b) Pregnancy and related conditions. 
(1) A recipient shall not discriminate 
against any student, or exclude any 
student from its education program or 
activity, including any class or extra-
curricular activity, on the basis of such 
student’s pregnancy, childbirth, false 
pregnancy, termination of pregnancy, 
or recovery therefrom, unless the stu-
dent requests voluntarily to partici-
pate in a separate portion of the pro-
gram or activity of the recipient. 

(2) A recipient may require such a 
student to obtain the certification of a 
physician that the student is phys-
ically and emotionally able to continue 
participation as long as such a certifi-
cation is required of all students for 
other physical or emotional conditions 
requiring the attention of a physician. 

(3) A recipient that operates a por-
tion of its education program or activ-
ity separately for pregnant students, 
admittance to which is completely vol-
untary on the part of the student as 
provided in paragraph (b)(1) of this sec-
tion, shall ensure that the separate 
portion is comparable to that offered 
to non-pregnant students. 

(4) Subject to § 17.235(d), a recipient 
shall treat pregnancy, childbirth, false 
pregnancy, termination of pregnancy 
and recovery therefrom in the same 

manner and under the same policies as 

any other temporary disability with re-

spect to any medical or hospital ben-

efit, service, plan, or policy that such 

recipient administers, operates, offers, 

or participates in with respect to stu-

dents admitted to the recipient’s edu-

cational program or activity. 

(5) In the case of a recipient that does 

not maintain a leave policy for its stu-

dents, or in the case of a student who 

does not otherwise qualify for leave 

under such a policy, a recipient shall 

treat pregnancy, childbirth, false preg-

nancy, termination of pregnancy, and 

recovery therefrom as a justification 

for a leave of absence for as long a pe-

riod of time as is deemed medically 

necessary by the student’s physician, 

at the conclusion of which the student 

shall be reinstated to the status that 

she held when the leave began. 

§ 17.450 Athletics. 

(a) General. No person shall, on the 

basis of sex, be excluded from partici-

pation in, be denied the benefits of, be 

treated differently from another per-

son, or otherwise be discriminated 

against in any interscholastic, inter-

collegiate, club, or intramural ath-

letics offered by a recipient, and no re-

cipient shall provide any such athletics 

separately on such basis. 

(b) Separate teams. Notwithstanding 

the requirements of paragraph (a) of 

this section, a recipient may operate or 

sponsor separate teams for members of 

each sex where selection for such 

teams is based upon competitive skill 

or the activity involved is a contact 

sport. However, where a recipient oper-
ates or sponsors a team in a particular 
sport for members of one sex but oper-
ates or sponsors no such team for mem-
bers of the other sex, and athletic op-
portunities for members of that sex 
have previously been limited, members 
of the excluded sex must be allowed to 
try out for the team offered unless the 
sport involved is a contact sport. For 
the purposes of these Title IX regula-
tions, contact sports include boxing, 
wrestling, rugby, ice hockey, football, 
basketball, and other sports the pur-
pose or major activity of which in-
volves bodily contact. 
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(c) Equal opportunity. (1) A recipient 

that operates or sponsors inter-

scholastic, intercollegiate, club, or in-

tramural athletics shall provide equal 

athletic opportunity for members of 

both sexes. In determining whether 

equal opportunities are available, the 

designated agency official will con-

sider, among other factors: 

(i) Whether the selection of sports 

and levels of competition effectively 

accommodate the interests and abili-

ties of members of both sexes; 

(ii) The provision of equipment and 

supplies; 

(iii) Scheduling of games and prac-

tice time; 

(iv) Travel and per diem allowance; 

(v) Opportunity to receive coaching 

and academic tutoring; 

(vi) Assignment and compensation of 

coaches and tutors; 

(vii) Provision of locker rooms, prac-

tice, and competitive facilities; 

(viii) Provision of medical and train-

ing facilities and services; 

(ix) Provision of housing and dining 

facilities and services; and 

(x) Publicity. 

(2) For purposes of paragraph (c)(1) of 

this section, unequal aggregate expend-

itures for members of each sex or un-

equal expenditures for male and female 

teams if a recipient operates or spon-

sors separate teams will not constitute 

noncompliance with this section, but 

the designated agency official may 

consider the failure to provide nec-

essary funds for teams for one sex in 

assessing equality of opportunity for 

members of each sex. 

(d) Adjustment period. A recipient that 

operates or sponsors interscholastic, 

intercollegiate, club, or intramural 

athletics at the elementary school 

level shall comply fully with this sec-

tion as expeditiously as possible but in 

no event later than one year from 

March 6, 2003. A recipient that operates 

or sponsors interscholastic, intercolle-

giate, club, or intramural athletics at 

the secondary or postsecondary school 

level shall comply fully with this sec-

tion as expeditiously as possible but in 

no event later than three years from 

March 6, 2003. 

§ 17.455 Textbooks and curricular ma-
terial. 

Nothing in these Title IX regulations 
shall be interpreted as requiring or pro-
hibiting or abridging in any way the 
use of particular textbooks or cur-
ricular materials. 

Subpart E—Discrimination on the 
Basis of Sex in Employment in 
Education Programs or Activi-
ties Prohibited 

§ 17.500 Employment. 

(a) General. (1) No person shall, on 
the basis of sex, be excluded from par-
ticipation in, be denied the benefits of, 
or be subjected to discrimination in 
employment, or recruitment, consider-
ation, or selection therefore, whether 
full-time or part-time, under any edu-
cation program or activity operated by 
a recipient that receives Federal finan-
cial assistance. 

(2) A recipient shall make all em-
ployment decisions in any education 
program or activity operated by such 
recipient in a nondiscriminatory man-
ner and shall not limit, segregate, or 
classify applicants or employees in any 
way that could adversely affect any ap-
plicant’s or employee’s employment 
opportunities or status because of sex. 

(3) A recipient shall not enter into 
any contractual or other relationship 
which directly or indirectly has the ef-
fect of subjecting employees or stu-
dents to discrimination prohibited by 
§§ 17.500 through 17.550, including rela-
tionships with employment and refer-
ral agencies, with labor unions, and 
with organizations providing or admin-
istering fringe benefits to employees of 
the recipient. 

(4) A recipient shall not grant pref-
erences to applicants for employment 
on the basis of attendance at any edu-
cational institution or entity that ad-
mits as students only or predominantly 
members of one sex, if the giving of 
such preferences has the effect of dis-
criminating on the basis of sex in vio-
lation of these Title IX regulations. 

(b) Application. Sections 17.500 
through 17.550 apply to: 

(1) Recruitment, advertising, and the 
process of application for employment; 
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(2) Hiring, upgrading, promotion, 
consideration for and award of tenure, 
demotion, transfer, layoff, termi-
nation, application of nepotism poli-
cies, right of return from layoff, and 
rehiring; 

(3) Rates of pay or any other form of 
compensation, and changes in com-
pensation; 

(4) Job assignments, classifications, 
and structure, including position de-
scriptions, lines of progression, and se-
niority lists; 

(5) The terms of any collective bar-
gaining agreement; 

(6) Granting and return from leaves 
of absence, leave for pregnancy, child-
birth, false pregnancy, termination of 
pregnancy, leave for persons of either 
sex to care for children or dependents, 
or any other leave; 

(7) Fringe benefits available by vir-
tue of employment, whether or not ad-
ministered by the recipient; 

(8) Selection and financial support 
for training, including apprenticeship, 
professional meetings, conferences, and 
other related activities, selection for 
tuition assistance, selection for 
sabbaticals and leaves of absence to 
pursue training; 

(9) Employer-sponsored activities, in-
cluding social or recreational pro-
grams; and 

(10) Any other term, condition, or 
privilege of employment. 

§ 17.505 Employment criteria. 

A recipient shall not administer or 
operate any test or other criterion for 
any employment opportunity that has 
a disproportionately adverse effect on 
persons on the basis of sex unless: 

(a) Use of such test or other criterion 
is shown to predict validly successful 
performance in the position in ques-
tion; and 

(b) Alternative tests or criteria for 
such purpose, which do not have such 
disproportionately adverse effect, are 
shown to be unavailable. 

§ 17.510 Recruitment. 

(a) Nondiscriminatory recruitment and 
hiring. A recipient shall not discrimi-
nate on the basis of sex in the recruit-
ment and hiring of employees. Where a 
recipient has been found to be pres-
ently discriminating on the basis of sex 

in the recruitment or hiring of employ-
ees, or has been found to have so dis-
criminated in the past, the recipient 
shall recruit members of the sex so dis-
criminated against so as to overcome 
the effects of such past or present dis-
crimination. 

(b) Recruitment patterns. A recipient 
shall not recruit primarily or exclu-
sively at entities that furnish as appli-
cants only or predominantly members 
of one sex if such actions have the ef-
fect of discriminating on the basis of 
sex in violation of §§ 17.500 through 
17.550. 

§ 17.515 Compensation. 

A recipient shall not make or enforce 
any policy or practice that, on the 
basis of sex: 

(a) Makes distinctions in rates of pay 
or other compensation; 

(b) Results in the payment of wages 
to employees of one sex at a rate less 
than that paid to employees of the op-
posite sex for equal work on jobs the 
performance of which requires equal 
skill, effort, and responsibility, and 
that are performed under similar work-
ing conditions. 

§ 17.520 Job classification and struc-
ture. 

A recipient shall not: 

(a) Classify a job as being for males 
or for females; 

(b) Maintain or establish separate 
lines of progression, seniority lists, ca-
reer ladders, or tenure systems based 
on sex; or 

(c) Maintain or establish separate 
lines of progression, seniority systems, 
career ladders, or tenure systems for 
similar jobs, position descriptions, or 
job requirements that classify persons 
on the basis of sex, unless sex is a bona 
fide occupational qualification for the 
positions in question as set forth in 
§ 17.550. 

§ 17.525 Fringe benefits. 

(a) ‘‘Fringe benefits’’ defined. For pur-
poses of these Title IX regulations, the 
term fringe benefits means any med-
ical, hospital, accident, life insurance, 
or retirement benefit, service, policy or 
plan, any profit-sharing or bonus plan, 
leave, and any other benefit or service 



192 

6 CFR Ch. I (1–1–23 Edition) § 17.530 

of employment not subject to the pro-
visions of § 17.515. 

(b) Prohibitions. A recipient shall not: 
(1) Discriminate on the basis of sex 

with regard to making fringe benefits 
available to employees or make fringe 
benefits available to spouses, families, 
or dependents of employees differently 
upon the basis of the employee’s sex; 

(2) Administer, operate, offer, or par-
ticipate in a fringe benefit plan that 
does not provide for equal periodic ben-
efits for members of each sex and for 
equal contributions to the plan by such 
recipient for members of each sex; or 

(3) Administer, operate, offer, or par-
ticipate in a pension or retirement plan 
that establishes different optional or 
compulsory retirement ages based on 
sex or that otherwise discriminates in 
benefits on the basis of sex. 

§ 17.530 Marital or parental status. 

(a) General. A recipient shall not 
apply any policy or take any employ-
ment action: 

(1) Concerning the potential marital, 
parental, or family status of an em-
ployee or applicant for employment 
that treats persons differently on the 
basis of sex; or 

(2) Which is based upon whether an 
employee or applicant for employment 
is the head of household or principal 
wage earner in such employee’s or ap-
plicant’s family unit. 

(b) Pregnancy. A recipient shall not 
discriminate against or exclude from 
employment any employee or applicant 
for employment on the basis of preg-
nancy, childbirth, false pregnancy, ter-
mination of pregnancy, or recovery 
therefrom. 

(c) Pregnancy as a temporary disability. 
Subject to § 17.235(d), a recipient shall 
treat pregnancy, childbirth, false preg-
nancy, termination of pregnancy, re-
covery therefrom, and any temporary 
disability resulting therefrom as any 
other temporary disability for all job- 
related purposes, including commence-
ment, duration, and extensions of 
leave, payment of disability income, 
accrual of seniority and any other ben-
efit or service, and reinstatement, and 
under any fringe benefit offered to em-
ployees by virtue of employment. 

(d) Pregnancy leave. In the case of a 
recipient that does not maintain a 

leave policy for its employees, or in the 
case of an employee with insufficient 
leave or accrued employment time to 
qualify for leave under such a policy, a 
recipient shall treat pregnancy, child-
birth, false pregnancy, termination of 
pregnancy, and recovery therefrom as a 
justification for a leave of absence 
without pay for a reasonable period of 
time, at the conclusion of which the 
employee shall be reinstated to the sta-
tus that she held when the leave began 
or to a comparable position, without 
decrease in rate of compensation or 
loss of promotional opportunities, or 
any other right or privilege of employ-
ment. 

§ 17.535 Effect of state or local law or 
other requirements. 

(a) Prohibitory requirements. The obli-
gation to comply with §§ 17.500 through 
17.550 is not obviated or alleviated by 
the existence of any State or local law 
or other requirement that imposes pro-
hibitions or limits upon employment of 
members of one sex that are not im-
posed upon members of the other sex. 

(b) Benefits. A recipient that provides 
any compensation, service, or benefit 
to members of one sex pursuant to a 
State or local law or other requirement 
shall provide the same compensation, 
service, or benefit to members of the 
other sex. 

§ 17.540 Advertising. 

A recipient shall not in any adver-
tising related to employment indicate 
preference, limitation, specification, or 
discrimination based on sex unless sex 
is a bona fide occupational qualifica-
tion for the particular job in question. 

§ 17.545 Pre-employment inquiries. 

(a) Marital status. A recipient shall 
not make pre-employment inquiry as 
to the marital status of an applicant 
for employment, including whether 
such applicant is ‘‘Miss’’ or ‘‘Mrs.’’ 

(b) Sex. A recipient may make pre- 
employment inquiry as to the sex of an 
applicant for employment, but only if 
such inquiry is made equally of such 
applicants of both sexes and if the re-
sults of such inquiry are not used in 
connection with discrimination prohib-
ited by these Title IX regulations. 
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§ 17.550 Sex as a bona fide occupa-
tional qualification. 

A recipient may take action other-
wise prohibited by §§ 17.500 through 
17.550 provided it is shown that sex is a 
bona fide occupational qualification for 
that action, such that consideration of 
sex with regard to such action is essen-
tial to successful operation of the em-
ployment function concerned. A recipi-
ent shall not take action pursuant to 
this section that is based upon alleged 
comparative employment characteris-
tics or stereotyped characterizations of 
one or the other sex, or upon pref-
erence based on sex of the recipient, 
employees, students, or other persons, 
but nothing contained in this section 
shall prevent a recipient from consid-
ering an employee’s sex in relation to 
employment in a locker room or toilet 
facility used only by members of one 
sex. 

Subpart F—Procedures 

§ 17.600 Notice of covered programs. 

Within 60 days of March 6, 2003, each 
component of the Department that 
awards Federal financial assistance 
shall publish in the FEDERAL REGISTER 
a notice of the programs covered by 
these Title IX regulations. Each such 
component shall periodically republish 
the notice of covered programs to re-
flect changes in covered programs. 
Copies of this notice also shall be made 
available upon request to the Depart-
ment’s office that enforces Title IX. 

§ 17.605 Enforcement procedures. 

The investigative, compliance, and 
enforcement procedural provisions of 
Title VI of the Civil Rights Act of 1964 
(42 U.S.C. 2000d) (‘‘Title VI’’) are hereby 
adopted and applied to these Title IX 
regulations. These procedures may be 
found at 6 CFR part 21. 

§ 17.635 Forms and instructions; co-
ordination. 

(a) Forms and instructions. The des-
ignated agency official shall issue and 
promptly make available to interested 
persons forms and detailed instructions 
and procedures for effectuating these 
Title IX regulations. 

(b) Supervision and coordination. The 
designated agency official may from 
time to time assign to officials of the 
Department, or to officials of other de-
partments or agencies of the Govern-
ment with the consent of such depart-
ments or agencies, responsibilities in 
connection with the effectuation of the 
purposes of Title IX and these Title IX 
regulations (other than responsibility 
for review as provided in § 17.625(e)), in-
cluding the achievements of effective 
coordination and maximum uniformity 
within the Department and within the 
Executive Branch of the Government 
in the application of Title IX and these 
Title IX regulations to similar pro-
grams and in similar situations. Any 
action taken, determination made, or 
requirement imposed by an official of 
another department or agency acting 
pursuant to an assignment of responsi-
bility under this section shall have the 
same effect as though such action had 
been taken by the designated official of 
this Department. 

PART 19—NONDISCRIMINATION IN 
MATTERS PERTAINING TO FAITH- 
BASED ORGANIZATIONS 

Sec. 
19.1 Purpose. 
19.2 Definitions. 
19.3 Equal ability for faith-based organiza-

tions to seek and receive financial assist-
ance through DHS social service pro-
grams. 

19.4 Explicitly religious activities. 
19.5 Nondiscrimination requirements. 
19.6 How to prove nonprofit status. 
19.7 [Reserved] 
19.8 Independence of faith-based organiza-

tions. 
19.9 Exemption from Title VII employment 

discrimination requirements. 
19.10 Commingling of Federal assistance. 
19.11 Nondiscrimination among faith-based 

organizations. 

APPENDIX A TO PART 19—NOTICE OR AN-
NOUNCEMENT OF AWARD OPPORTUNITIES 

APPENDIX B TO PART 19—NOTICE OF AWARD OR 
CONTRACT 

AUTHORITY: 5 U.S.C. 301; Pub. L. 107–296, 116 
Stat. 2135 (6 U.S.C. 101 et seq.); E.O. 13279, 67 
FR 77141, 3 CFR, 2002 Comp., p. 258; E.O. 
13403, 71 FR 28543, 3 CFR, 2006 Comp., p. 228; 
E.O. 13498, 74 FR 6533, 3 CFR, 2009 Comp., p. 
219; E.O. 13559, 75 FR 71319, 3 CFR, 2010 
Comp., p. 273; and E.O. 13831, 83 FR 20715, 3 
CFR, 2018 Comp., p. 806; 42 U.S.C. 2000bb et 
seq. 
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SOURCE: 81 FR 19410, Apr. 4, 2016, unless 
otherwise noted. 

§ 19.1 Purpose. 

It is the policy of the Department of 
Homeland Security (DHS) to ensure 
the equal treatment of faith-based or-
ganizations in social service programs 
administered or supported by DHS or 
its component agencies, enabling those 
organizations to participate in pro-
viding important social services to 
beneficiaries. The equal treatment 
policies and requirements contained in 
this part are generally applicable to 
faith-based organizations participating 
or seeking to participate in any such 
programs. More specific policies and 
requirements regarding the participa-
tion of faith-based organizations in in-
dividual programs may be provided in 
the statutes, regulations, or guidance 
governing those programs, such as reg-
ulations in title 44 of the Code of Fed-
eral Regulations. DHS or its compo-
nents may issue policy guidance and 
reference materials at a future time 
with respect to the applicability of this 
policy and this part to particular pro-
grams. 

§ 19.2 Definitions. 

For purposes of this part: 
Beneficiary means an individual re-

cipient of goods or services provided as 
part of a social service program specifi-
cally supported by Federal financial 
assistance. ‘‘Beneficiary’’ does not 
mean an individual who may inciden-
tally benefit from Federal financial as-
sistance provided to a State, local, or 
Tribal government, or a private non-
profit organization. Except where ex-
pressly noted or where inapplicable, 
‘‘beneficiary’’ includes a prospective 
beneficiary. 

Direct Federal financial assistance or 
Federal financial assistance provided di-
rectly means financial assistance re-
ceived by an entity selected by the 
Government or an intermediary (under 
this part) to carry out a service (e.g., 
by contract, grant, or cooperative 
agreement). References to ‘‘Federal fi-
nancial assistance’’ will be deemed to 
be references to direct Federal finan-
cial assistance, unless the referenced 
assistance meets the definition of ‘‘in-
direct Federal financial assistance’’ or 

‘‘Federal financial assistance provided 
indirectly’’. 

Explicitly religious activities include 
activities that involve overt religious 
content such as worship, religious in-
struction, or proselytization. An activ-
ity is not explicitly religious merely 
because it is motivated by religious 
faith. 

Financial assistance means assistance 
that non-Federal entities receive or ad-
minister in the form of grants, sub- 
grants, contracts, subcontracts, prime 
awards, loans, loan guarantees, prop-
erty, cooperative agreements, food, di-
rect appropriations, or other assist-
ance, including materiel for emergency 
response and incident management. Fi-
nancial assistance includes assistance 
provided by DHS, its component orga-
nizations, regional offices, and DHS fi-
nancial assistance administered by 
intermediaries such as State, local, and 
Tribal governments, such as formula or 
block grants. Financial assistance does 
not include a tax credit, deduction, ex-
emption, guaranty contract, or the use 
of any assistance by any individual 
who is the ultimate beneficiary under 
any such program. 

Indirect Federal financial assistance or 
Federal financial assistance provided in-
directly means financial assistance re-
ceived by a service provider when the 
service provider is paid for services 
rendered by means of a voucher, cer-
tificate, or other means of government- 
funded payment provided to a bene-
ficiary who is able to make a choice of 
a service provider. Federal financial as-
sistance provided to an organization is 
considered ‘‘indirect’’ when: 

(1) The government program through 
which the beneficiary receives the 
voucher, certificate, or other similar 
means of government-funded payment 
is neutral toward religion; and 

(2) The organization receives the as-
sistance as a result of a genuine, inde-
pendent choice of the beneficiary. 

Intermediary means an entity, includ-
ing a non-governmental organization, 
acting under a contract, grant, or 
other agreement with the Federal gov-
ernment or with a State or local gov-
ernment, that accepts Federal finan-
cial assistance and distributes that as-
sistance to other organizations that, in 
turn, provide government-funded social 
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services. If an intermediary, acting 
under a contract, grant, or other agree-
ment with the Federal government or 
with a State or local government that 
is administering a program supported 
by Federal financial assistance, is 
given the authority under the contract, 
grant, or agreement to select non-gov-
ernmental organizations to provide 
services supported by the Federal gov-
ernment, the intermediary must ensure 
compliance with the provisions of Ex-
ecutive Order 13559 and any imple-
menting rules or guidance by the re-
cipient of a contract, grant or agree-
ment. If the intermediary is a non-gov-
ernmental organization, it retains all 
other rights of a non-governmental or-
ganization under the program’s statu-
tory and regulatory provisions. 

Religious exercise has the meaning 
given to the term in 42 U.S.C. 2000cc– 
5(7)(A). 

Social service program means a pro-
gram that is administered by the Fed-
eral government, or by a State or local 
government using Federal financial as-
sistance, and that provides services di-
rected at reducing poverty, improving 
opportunities for low-income children, 
revitalizing low-income communities, 
empowering low-income families and 
low-income individuals to become self- 
sufficient, or otherwise helping people 
in need. Such programs include, but 
are not limited to, the following: 

(1) Child care services, protective 
services for children and adults, serv-
ices for children and adults in foster 
care, adoption services, services re-
lated to the management and mainte-
nance of the home, day care services 
for adults, and services to meet the 
special needs of children, older individ-
uals, and individuals with disabilities 
(including physical, mental, or emo-
tional disabilities); 

(2) Transportation services; 
(3) Job training and related services, 

and employment services; 
(4) Information, referral, and coun-

seling services; 
(5) The preparation and delivery of 

meals and services related to soup 
kitchens or food banks; 

(6) Health support services; 
(7) Literacy and mentoring programs; 
(8) Services for the prevention and 

treatment of juvenile delinquency and 

substance abuse, services for the pre-
vention of crime and the provision of 
assistance to the victims and the fami-
lies of criminal offenders, and services 
related to intervention in, and preven-
tion of, domestic violence; and 

(9) Services related to the provision 
of assistance for housing under Federal 
law. 

[81 FR 19410, Apr. 4, 2016, as amended at 85 
FR 82130, Dec. 17, 2020] 

§ 19.3 Equal ability for faith-based or-
ganizations to seek and receive fi-
nancial assistance through DHS so-
cial service programs. 

(a) Faith-based organizations are eli-
gible, on the same basis as any other 
organization and considering any reli-
gious accommodations appropriate 
under the Constitution or other provi-
sions of Federal law, including but not 
limited to 42 U.S.C. 2000bb et seq., 42 
U.S.C. 238n, 42 U.S.C. 18113, 42 U.S.C. 
2000e–1(a) and 2000e–2(e), 42 U.S.C. 
12113(d), and the Weldon Amendment, 
to seek and receive direct financial as-
sistance from DHS for social service 
programs or to participate in social 
service programs administered or fi-
nanced by DHS. 

(b) Neither DHS, nor a State or local 
government, nor any other entity that 
administers any social service program 
supported by direct financial assist-
ance from DHS, shall discriminate for 
or against an organization on the basis 
of the organization’s religious motiva-
tion, character, affiliation, or exercise. 
For purposes of this part, to discrimi-
nate against an organization on the 
basis of the organization’s religious ex-
ercise means to disfavor an organiza-
tion, including by failing to select an 
organization, disqualifying an organi-
zation, or imposing any condition or 
selection criterion that otherwise 
disfavors or penalizes an organization 
in the selection process or has such an 
effect: 

(1) Because of conduct that would not 
be considered grounds to disfavor a sec-
ular organization, 

(2) Because of conduct that must or 
could be granted an appropriate accom-
modation in a manner consistent with 
RFRA (42 U.S.C. 2000bb through 2000bb– 
4) or the Religion Clauses of the First 
Amendment to the Constitution; or 
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(3) Because of the actual or suspected 
religious motivation of the organiza-
tion’s religious exercise. 

(c) Decisions about awards of Federal 
financial assistance must be free from 
political interference or even the ap-
pearance of such interference and must 
be made on the basis of merit, not on 
the basis of religion or religious belief 
or lack thereof, or on the basis of reli-
gious or political affiliation. 

(d) Nothing in this part shall be con-
strued to preclude DHS or any of its 
components from accommodating reli-
gious organizations and persons to the 
fullest extent consistent with the Con-
stitution and laws of the United 
States. 

(e) All organizations that participate 
in DHS social service programs, includ-
ing faith-based organizations, must 
carry out eligible activities in accord-
ance with all program requirements, 
subject to any reasonable religious ac-
commodation, and other applicable re-
quirements governing the conduct of 
DHS-funded activities, including those 
prohibiting the use of direct financial 
assistance from DHS to engage in ex-
plicitly religious activities. No grant 
document, agreement, covenant, 
memorandum of understanding, policy, 
or regulation that is used by DHS or an 
intermediary in administering finan-
cial assistance from DHS shall dis-
qualify a faith-based organization from 
participating in DHS’s social service 
programs because such organization is 
motivated or influenced by religious 
faith to provide social services or be-
cause of its religious character or af-
filiation, or on grounds that discrimi-
nate against an organization on the 
basis of the organization’s religious ex-
ercise, as defined in this part. 

(f) No grant document, agreement, 
covenant, memorandum of under-
standing, policy, or regulation used by 
DHS or an intermediary in admin-
istering financial assistance from DHS 
shall require faith-based organizations 
to provide assurances or notices where 
they are not required of non-faith- 
based organizations. Any restrictions 
on the use of grant funds shall apply 
equally to faith-based and non-faith- 
based organizations. 

[81 FR 19410, Apr. 4, 2016, as amended at 85 
FR 82130, Dec. 17, 2020] 

§ 19.4 Explicitly religious activities. 

(a) Organizations that receive direct 
financial assistance from DHS to par-
ticipate in or administer any social 
service program may not use direct 
Federal financial assistance that it re-
ceives (including through a prime or 
sub-award) to support or engage in any 
explicitly religious activities (includ-
ing activities that involve overt reli-
gious content such as worship, reli-
gious instruction, or proselytization) 
or in any other manner prohibited by 
law. 

(b) Organizations receiving direct fi-
nancial assistance from DHS for social 
service programs are free to engage in 
explicitly religious activities, but such 
activities must be offered separately, 
in time or location, from the programs 
or services funded with direct financial 
assistance from DHS, and participation 
must be voluntary for beneficiaries of 
the programs or services funded with 
such assistance. 

(c) All organizations that participate 
in DHS social service programs, includ-
ing faith-based organizations, must 
carry out eligible activities in accord-
ance with all program requirements, 
subject to any religious accommoda-
tions appropriate under the Constitu-
tion or other provisions of Federal law, 
including but not limited to 42 U.S.C. 
2000bb et seq., 42 U.S.C. 238n, 42 U.S.C. 
18113, 42 U.S.C. 2000e–1(a) and 2000e–2(e), 
42 U.S.C. 12113(d), and the Weldon 
Amendment, and in accordance with 
all other applicable requirements gov-
erning the conduct of DHS-funded ac-
tivities, including those prohibiting 
the use of direct financial assistance 
from DHS to engage in explicitly reli-
gious activities. No grant document, 
agreement, covenant, memorandum of 
understanding, policy, or regulation 
that is used by DHS or a State or local 
government in administering financial 
assistance from DHS shall disqualify a 
faith-based organization from partici-
pating in DHS’s social service pro-
grams because such organization is mo-
tivated or influenced by religious faith 
to provide social services or because of 
its religious character or affiliation, or 
on grounds that discriminate against 
an organization on the basis of the or-
ganization’s religious exercise, as de-
fined in this part. 
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(d) The use of indirect Federal finan-
cial assistance is not subject to the re-
striction in paragraphs (a), (b), and (c) 
of this section. 

(e) Nothing in this part restricts 
DHS’s authority under applicable fed-
eral law to fund activities, such as the 
provision of chaplaincy services, that 
can be directly funded by the Govern-
ment consistent with the Establish-
ment Clause. 

[81 FR 19410, Apr. 4, 2016, as amended at 85 
FR 82131, Dec. 17, 2020] 

§ 19.5 Nondiscrimination require-
ments. 

An organization that receives finan-
cial assistance from DHS for a social 
service program shall not, in providing 
services or in outreach activities re-
lated to such services, favor or dis-
criminate against a beneficiary of said 
program or activity on the basis of re-
ligion or religious belief, a refusal to 
hold a religious belief, or a refusal to 
attend or participate in a religious 
practice. Organizations that favor or 
discriminate against a beneficiary will 
be subject to applicable sanctions and 
penalties, as established by the re-
quirements of the particular DHS so-
cial service program or activity. How-
ever, an organization that participates 
in a program funded by indirect finan-
cial assistance need not modify its pro-
gram activities to accommodate a ben-
eficiary who chooses to expend the in-
direct aid on the organization’s pro-
gram and may require attendance at 
all activities that are fundamental to 
the program. 

[81 FR 19410, Apr. 4, 2016, as amended at 85 
FR 82131, Dec. 17, 2020] 

§ 19.6 How to prove nonprofit status. 

In general, DHS does not require that 
a recipient, including a faith-based or-
ganization, obtain tax-exempt status 
under section 501(c)(3) of the Internal 
Revenue Code to be eligible for funding 
under DHS social service programs. 
Many grant programs, however, do re-
quire an organization to be a nonprofit 
organization in order to be eligible for 
funding. Funding announcements and 
other grant application solicitations 
for social service programs that require 
organizations to have nonprofit status 

will specifically so indicate in the eli-
gibility section of the solicitation. In 
addition, any solicitation for social 
service programs that requires an orga-
nization to maintain tax-exempt status 
will expressly state the statutory au-
thority for requiring such status. Re-
cipients should consult with the appro-
priate DHS program office to deter-
mine the scope of any applicable re-
quirements. In DHS social service pro-
grams in which an applicant for fund-
ing must show that it is a nonprofit or-
ganization, the applicant may do so by 
any of the following means: 

(a) Proof that the Internal Revenue 
Service currently recognizes the appli-
cant as an organization to which con-
tributions are tax deductible under sec-
tion 501(c)(3) of the Internal Revenue 
Code; 

(b) A statement from a State or other 
governmental taxing body or the State 
secretary of State certifying that: 

(1) The organization is a nonprofit or-
ganization operating within the State; 
and 

(2) No part of its net earnings may 
benefit any private shareholder or indi-
vidual; 

(c) A certified copy of the applicant’s 
certificate of incorporation or similar 
document that clearly establishes the 
nonprofit status of the applicant; 

(d) Any item described in paragraphs 
(a) through (c) of this section if that 
item applies to a State or national par-
ent organization, together with a 
statement by the State or parent orga-
nization that the applicant is a local 
nonprofit affiliate; or 

(e) For an entity that holds a sin-
cerely held religious belief that it can-
not apply for a determination as an en-
tity that is tax-exempt under section 
501(c)(3) of the Internal Revenue Code, 
evidence sufficient to establish that 
the entity would otherwise qualify as a 
nonprofit organization under para-
graphs (a) through (d) of this section. 

[85 FR 82131, Dec. 17, 2020] 

§ 19.7 [Reserved] 

§ 19.8 Independence of faith-based or-
ganizations. 

(a) A faith-based organization that 
applies for, or participates in, a social 



198 

6 CFR Ch. I (1–1–23 Edition) § 19.9 

service program supported with Fed-

eral financial assistance will retain its 

autonomy; right of expression; reli-

gious character; authority over its gov-

ernance; and independence from Fed-

eral, State, and local governments; and 

may continue to carry out its mission, 

including the definition, development, 

practice, and expression of its religious 

beliefs, provided that it does not use di-

rect Federal financial assistance con-

trary to § 19.4. 

(b) Faith-based organizations may 

use space in their facilities to provide 

social services using financial assist-

ance from DHS without removing, con-

cealing, or altering religious articles, 

texts, art, or symbols. 

(c) A faith-based organization using 

financial assistance from DHS for so-

cial service programs retains its au-

thority over its internal governance, 

and it may retain religious terms in its 

organization’s name, select its board 

members on the basis of their accept-

ance of or adherence to the religious 

tenets of the organization, and include 

religious references in its organiza-

tion’s mission statements and other 

governing documents. 

[85 FR 82131, Dec. 17, 2020] 

§ 19.9 Exemption from Title VII em-
ployment discrimination require-
ments. 

(a) A faith-based organization’s ex-

emption, set forth in section 702(a) of 

the Civil Rights Act of 1964 (42 U.S.C. 

2000e-1), from the Federal prohibition 

on employment discrimination on the 

basis of religion is not forfeited when 

the organization seeks or receives fi-

nancial assistance from DHS for a so-

cial service program or otherwise par-

ticipates in a DHS program. 

(b) Where a DHS program contains 

independent statutory or regulatory 

provisions that impose nondiscrimina-

tion requirements on all grantees, 

those provisions are not waived or 

mitigated by this part. Accordingly, 

grantees should consult with the ap-

propriate DHS program office to deter-

mine the scope of any applicable re-

quirements. 

§ 19.10 Commingling of Federal assist-
ance. 

(a) If a State, local, or Tribal govern-
ment voluntarily contributes its own 
funds to supplement Federally sup-
ported activities, the State, local, or 
Tribal government has the option to 
segregate the Federal assistance or 
commingle it. 

(b) If the State, local, or Tribal gov-
ernment chooses to commingle its own 
and Federal funds, the requirements of 
this part apply to all of the commin-
gled funds. 

(c) If a State, local, or Tribal govern-
ment is required to contribute match-
ing funds to supplement a Federally 
supported activity, the matching funds 
are considered commingled with the 
Federal assistance and therefore sub-
ject to the requirements of this part. 

§ 19.11 Nondiscrimination among 
faith-based organizations. 

Neither DHS nor any State or local 
government or other intermediary re-
ceiving funds under any DHS social 
service program shall construe these 
provisions in such a way as to advan-
tage or disadvantage faith-based orga-
nizations affiliated with historic or 
well-established religions or sects in 
comparison with other religions or 
sects. 

[85 FR 82132, Dec. 17, 2020] 

APPENDIX A TO PART 19—NOTICE OR 
ANNOUNCEMENT OF AWARD. 

(a) Faith-based organizations may apply 
for this award on the same basis as any other 
organization, as set forth at and subject to 
the protections and requirements of this part 
and 42 U.S.C. 2000bb et seq. DHS will not, in 
the selection of recipients, discriminate 
against an organization on the basis of the 
organization’s religious character, affili-
ation, or exercise. 

(b) A faith-based organization that partici-
pates in this program will retain its inde-
pendence from the Government and may con-
tinue to carry out its mission consistent 
with religious freedom and conscience pro-
tections in Federal law, including the Free 
Speech and Free Exercise Clauses of the Con-
stitution, 42 U.S.C. 2000bb et seq., 42 U.S.C. 
238n, 42 U.S.C. 18113, 42 U.S.C. 2000e–1(a) and 
2000e–2(e), 42 U.S.C. 12113(d), and the Weldon 
Amendment, among others. Religious ac-
commodations may also be sought under 
many of these religious freedom and con-
science protection laws. 
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(c) A faith-based organization may not use 
direct financial assistance from DHS to sup-
port or engage in any explicitly religious ac-
tivities except where consistent with the Es-
tablishment Clause and any other applicable 
requirements. Such an organization also 
may not, in providing services funded by 
DHS, discriminate against a program bene-
ficiary or prospective program beneficiary 
on the basis of religion, a religious belief, a 
refusal to hold a religious belief, or a refusal 
to attend or participate in a religious prac-
tice. 

[85 FR 82132, Dec. 17, 2020] 

APPENDIX B TO PART 19—NOTICE OF 
AWARD OR CONTRACT 

(a) A faith-based organization that partici-
pates in this program retains its independ-
ence from the Government and may continue 
to carry out its mission consistent with reli-
gious freedom and conscience protections in 
Federal law, including the Free Speech and 
Free Exercise Clauses of the Constitution, 42 
U.S.C. 2000bb et seq., 42 U.S.C. 238n, 42 U.S.C. 
18113, 42 U.S.C. 2000e–1(a) and 2000e–2(e), 42 
U.S.C. 12113(d), and the Weldon Amendment, 
among others. Religious accommodations 
may also be sought under many of these reli-
gious freedom and conscience protection 
laws. 

(b) A faith-based organization may not use 
direct financial assistance from DHS to sup-
port or engage in any explicitly religious ac-
tivities except when consistent with the Es-
tablishment Clause and any other applicable 
requirements. Such an organization also 
may not, in providing services funded by 
DHS, discriminate against a program bene-
ficiary or prospective program beneficiary 
on the basis of religion, a religious belief, a 
refusal to hold a religious belief, or a refusal 
to attend or participate in a religious prac-
tice. 

[85 FR 82132, Dec. 17, 2020] 

PART 21—NONDISCRIMINATION 
ON THE BASIS OF RACE, COLOR, 
OR NATIONAL ORIGIN IN PRO-
GRAMS OR ACTIVITIES RECEIV-
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ANCE FROM THE DEPARTMENT 
OF HOMELAND SECURITY 

Sec. 
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21.11 Conduct of investigations. 
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instructions. 

APPENDIX A TO PART 21—ACTIVITIES TO WHICH 
THIS PART APPLIES 

APPENDIX B TO PART 21—ACTIVITIES TO WHICH 
THIS PART APPLIES WHEN A PRIMARY OB-
JECTIVE OF THE FEDERAL FINANCIAL AS-
SISTANCE IS TO PROVIDE EMPLOYMENT 

AUTHORITY: 5 U.S.C. 310, 42 U.S.C. 2000d– 
2000d–7. 

SOURCE: 68 FR 10904, Mar. 6, 2003, unless 
otherwise noted. 

§ 21.1 Purpose. 

The purpose of this part is to effec-
tuate the provisions of title VI of the 
Civil Rights Act of 1964 (the Act) to the 
end that no person in the United States 
shall, on the grounds of race, color, or 
national origin, be excluded from par-
ticipation in, be denied the benefits of, 
or be otherwise subjected to discrimi-
nation under any program or activity 
receiving Federal financial assistance 
from the Department of Homeland Se-
curity. The provisions established by 
this part shall be effective for all com-
ponents of the Department, including 
all Department components that are 
transferred to the Department, except 
to the extent that a Department com-
ponent already has existing title VI 
regulations. 

§ 21.3 Application. 

(a) This part applies to any program 
for which Federal financial assistance 
is authorized under a law administered 
by the Department, including the types 
of Federal financial assistance listed in 
appendix A to this part. It also applies 
to money paid, property transferred, or 
other Federal financial assistance ex-
tended after the effective date of this 
part pursuant to an application ap-
proved before that effective date. This 
part does not apply to: 

(1) Any Federal financial assistance 
by way of insurance or guaranty con-
tracts; 

(2) Money paid, property transferred, 
or other assistance extended before the 
effective date of this part, except 
where such assistance was subject to 
the title VI regulations of any agency 
whose responsibilities are now exer-
cised by this Department; 
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(3) Any assistance to any individual 
who is the ultimate beneficiary; or 

(4) Any employment practice, under 
any such program, of any employer, 
employment agency, or labor organiza-
tion, except to the extent described in 
§ 21.5(c). The fact that a type of Federal 
financial assistance is not listed in ap-
pendix A to this part shall not mean, if 
title VI of the Act is otherwise applica-
ble, that a program is not covered. 
Other types of Federal financial assist-
ance under statutes now in force or 
hereinafter enacted may be added to 
appendix A to this part. 

(b) In any program receiving Federal 
financial assistance in the form, or for 
the acquisition, of real property or an 
interest in real property, to the extent 
that rights to space on, over, or under 
any such property are included as part 
of the program receiving that assist-
ance, the nondiscrimination require-
ment of this part shall extend to any 
facility located wholly or in part in 
that space. 

§ 21.4 Definitions. 

Unless the context requires other-
wise, as used in this part: 

(a) Applicant means a person who sub-
mits an application, request, or plan 
required to be approved by the Sec-
retary, or designee thereof, or by a pri-
mary recipient, as a condition to eligi-
bility for Federal financial assistance, 
and application means such an applica-
tion, request, or plan. 

(b) Facility includes all or any part of 
structures, equipment, or other real or 
personal property or interests therein, 
and the provision of facilities includes 
the construction, expansion, renova-
tion, remodeling, alteration or acquisi-
tion of facilities. 

(c) Federal financial assistance in-
cludes: 

(1) Grants and loans of Federal funds; 
(2) The grant or donation of Federal 

property and interests in property; 
(3) The detail of Federal personnel; 
(4) The sale and lease of, and the per-

mission to use (on other than a casual 
or transient basis), Federal property or 
any interest in such property without 
consideration or at a nominal consider-
ation, or at a consideration which is re-
duced for the purpose of assisting the 
recipient, or in recognition of the pub-

lic interest to be served by such sale or 
lease to the recipient; and 

(5) Any Federal agreement, arrange-
ment, or other contract which has as 
one of its purposes the provision of as-
sistance. 

(d) Primary recipient means any re-
cipient that is authorized or required 
to extend Federal financial assistance 
to another recipient. 

(e) Program or activity and program 
mean all of the operations of any enti-
ty described in paragraphs (e)(1) 
through (4) of this section, any part of 
which is extended Federal financial as-
sistance: 

(1)(i) A department, agency, special 
purpose district, or other instrumen-
tality of a State or of a local govern-
ment; or 

(ii) The entity of such State or local 
government that distributes such as-
sistance and each such department or 
agency (and each other State or local 
government entity) to which the as-
sistance is extended, in the case of as-
sistance to a State or local govern-
ment; 

(2)(i) A college, university, or other 
postsecondary institution, or a public 
system of higher education; or 

(ii) A local educational agency (as de-
fined in 20 U.S.C. 8801), system of voca-
tional education, or other school sys-
tem; 

(3)(i) An entire corporation, partner-
ship, or other private organization, or 
an entire sole proprietorship— 

(A) If assistance is extended to such 
corporation, partnership, private orga-
nization, or sole proprietorship as a 
whole; or 

(B) Which is principally engaged in 
the business of providing education, 
health care, housing, social services, or 
parks and recreation; or 

(ii) The entire plant or other com-
parable, geographically separate facil-
ity to which Federal financial assist-
ance is extended, in the case of any 
other corporation, partnership, private 
organization or sole proprietorship; or 

(4) Any other entity which is estab-
lished by two or more of the entities 
described in paragraph (e)(1), (2), or (3) 
of this section. 

(f) Recipient may mean any State, 
territory, possession, the District of 
Columbia, or the Commonwealth of 
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Puerto Rico, or any political subdivi-
sion thereof, or instrumentality there-
of, any public or private agency, insti-
tution, or organization, or other enti-
ty, or any individual, in any State, ter-
ritory, possession, the District of Co-
lumbia, or the Commonwealth of Puer-
to Rico, to whom Federal financial as-
sistance is extended, directly or 
through another recipient, including 
any successor, assignee, or transferee 
thereof, but such term does not include 
any ultimate beneficiary. 

(g) Secretary means the Secretary of 
the Department of Homeland Security 
or, except in § 21.17(e), any delegatee of 
the Secretary. 

§ 21.5 Discrimination prohibited. 

(a) General. No person in the United 
States shall, on the grounds of race, 
color, or national origin be excluded 
from participation in, be denied the 
benefits of, or be otherwise subjected 
to discrimination under, any program 
to which this part applies. 

(b) Specific discriminatory actions pro-
hibited. (1) A recipient to which this 
part applies may not, directly or 
through contractual or other arrange-
ments, on the grounds of race, color, or 
national origin: 

(i) Deny a person any service, finan-
cial aid, or other benefit provided 
under the program; 

(ii) Provide any service, financial aid, 
or other benefit to a person which is 
different, or is provided in a different 
manner, from that provided to others 
under the program; 

(iii) Subject a person to segregation 
or separate treatment in any matter 
related to his receipt of any service, fi-
nancial aid, or other benefit under the 
program; 

(iv) Restrict a person in any way in 
the enjoyment of any advantage or 
privilege enjoyed by others receiving 
any service, financial aid, or other ben-
efit under the program; 

(v) Treat a person differently from 
others in determining whether he satis-
fies any admission, enrollment, quota, 
eligibility, membership, or other re-
quirement or condition which persons 
must meet in order to be provided any 
service, financial aid, or other benefit 
provided under the program; 

(vi) Deny a person an opportunity to 

participate in the program through the 

provision of services or otherwise or af-

ford him an opportunity to do so which 

is different from that afforded others 

under the program; or 

(vii) Deny a person the opportunity 

to participate as a member of a plan-

ning, advisory, or similar body which is 

an integral part of the program. 

(2) A recipient, in determining the 

types of services, financial aid, or other 

benefits, or facilities which will be pro-

vided under any such program, or the 

class of person to whom, or the situa-

tions in which, such services, financial 

aid, other benefits, or facilities will be 

provided under any such program, or 

the class of persons to be afforded an 

opportunity to participate in any such 

program; may not, directly or through 

contractual or other arrangements, 

utilize criteria or methods of adminis-

tration which have the effect of sub-

jecting persons to discrimination be-

cause of their race, color, or national 

origin or have the effect of defeating or 

substantially impairing accomplish-

ment of the objectives of the program 

with respect to individuals of a par-

ticular race, color, or national origin. 

(3) In determining the site or loca-

tion of facilities, a recipient or appli-

cant may not make selections with the 

purpose or effect of excluding persons 

from, denying them the benefits of, or 

subjecting them to discrimination 

under any program to which this regu-

lation applies, on the grounds of race, 

color, or national origin; or with the 

purpose or effect of defeating or sub-

stantially impairing the accomplish-
ment of the objectives of the Act or 
this part. 

(4) As used in this section the serv-
ices, financial aid, or other benefits 
provided under a program receiving 
Federal financial assistance include 
any service, financial aid, or other ben-
efit provided in or through a facility 
provided with the aid of Federal finan-
cial assistance. 

(5) The enumeration of specific forms 
of prohibited discrimination in this 
paragraph does not limit the generality 
of the prohibition in paragraph (a) of 
this section. 
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(6) This part does not prohibit the 
consideration of race, color, or na-
tional origin if the purpose and effect 
are to remove or overcome the con-
sequences of practices or impediments 
which have restricted the availability 
of, or participation in, the program or 
activity receiving Federal financial as-
sistance, on the grounds of race, color, 
or national origin. Where prior dis-
criminatory practice or usage tends, on 
the grounds of race, color, or national 
origin to exclude individuals from par-
ticipation in, to deny them the benefits 
of, or to subject them to discrimina-
tion under any program or activity to 
which this part applies, the applicant 
or recipient must take affirmative ac-
tion to remove or overcome the effects 
of the prior discriminatory practice or 
usage. Even in the absence of prior dis-
criminatory practice or usage, a recipi-
ent in administering a program or ac-
tivity to which this part applies, may 
take affirmative action to assure that 
no person is excluded from participa-
tion in or denied the benefits of the 
program or activity on the grounds of 
race, color, or national origin. 

(c) Employment practices. (1) Where a 
primary objective of the Federal finan-
cial assistance to a program to which 
this part applies is to provide employ-
ment, a recipient subject to this part 
shall not, directly or through contrac-
tual or other arrangements, subject a 
person to discrimination on the ground 
of race, color, or national origin in its 
employment practices under such pro-
gram (including recruitment or re-
cruitment advertising, hiring, firing, 
upgrading, promotion, demotion, trans-
fer, layoff, termination, rates of pay or 
other forms of compensation or bene-
fits, selection for training or appren-
ticeship, and use of facilities). Such re-
cipient shall take affirmative action to 
insure that applicants are employed, 
and employees are treated during em-
ployment, without regard to their race, 
color, or national origin. The require-
ments applicable to construction em-
ployment under any such program 
shall be those specified in or pursuant 
to Part III of Executive Order 11246 or 
any Executive order which supersedes 
it. 

(2) Federal financial assistance to 
programs under laws funded or admin-

istered by the Department which have 
as a primary objective the providing of 
employment include those set forth in 
appendix B to this part. 

(3) Where a primary objective of the 
Federal financial assistance is not to 
provide employment, but discrimina-
tion on the grounds of race, color, or 
national origin in the employment 
practices of the recipient or other per-
sons subject to the regulation tends, on 
the grounds of race, color, or national 
origin, to exclude individuals from par-
ticipation in, deny them the benefits 
of, or subject them to discrimination 
under any program to which this regu-
lation applies, the provisions of para-
graph (c)(1) of this section shall apply 
to the employment practices of the re-
cipient or other persons subject to the 
regulation, to the extent necessary to 
assure equality of opportunity to, and 
nondiscriminatory treatment of, bene-
ficiaries. 

(d) Facility location or site. A recipient 
may not make a selection of a site or 
location of a facility if the purpose of 
that selection, or its effect when made, 
is to exclude individuals from partici-
pation in, to deny them the benefits of, 
or to subject them to discrimination 
under any program or activity to 
which this rule applies, on the grounds 
of race, color, or national origin; or if 
the purpose is to, or its effect when 
made will substantially impair the ac-
complishment of the objectives of this 
part. 

§ 21.7 Assurances required. 

(a) General. (1) Every application for 
Federal financial assistance to which 
this part applies, except an application 
to which paragraph (b) of this section 
applies, and every application for Fed-
eral financial assistance to provide a 
facility shall, as a condition to its ap-
proval and the extension of any Fed-
eral financial assistance pursuant to 
the application, contain or be accom-
panied by, an assurance that the pro-
gram will be conducted or the facility 
operated in compliance with all re-
quirements imposed by or pursuant to 
this part. Every award of Federal fi-
nancial assistance shall require the 
submission of such an assurance. In the 
case where the Federal financial assist-
ance is to provide or is in the form of 
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personal property, or real property or 
interest therein or structures thereon, 
the assurance shall obligate the recipi-
ent, or, in the case of a subsequent 
transfer, the transferee, for the period 
during which the property is used for a 
purpose for which the Federal financial 
assistance is extended or for another 
purpose involving the provision of 
similar services or benefits, or for as 
long as the recipient retains ownership 
or possession of the property, which-
ever is longer. In all other cases the as-
surance shall obligate the recipient for 
the period during which Federal finan-
cial assistance is extended to the pro-
gram. The Secretary shall specify the 
form of the foregoing assurances, and 
the extent to which like assurances 
will be required of subgrantees, con-
tractors and subcontractors, trans-
ferees, successors in interest, and other 
participants. Any such assurance shall 
include provisions which give the 
United States a right to seek its judi-
cial enforcement. 

(2) In the case where Federal finan-
cial assistance is provided in the form 
of a transfer of real property, struc-
tures, or improvements thereon, or in-
terest therein, from the Federal Gov-
ernment, the instrument effecting or 
recording the transfer shall contain a 
covenant running with the land assur-
ing nondiscrimination for the period 
during which the real property is used 
for a purpose for which the Federal fi-
nancial assistance is extended or for 
another purpose involving the provi-
sion of similar services or benefits. 
Where no transfer of property or inter-
est therein from the Federal Govern-
ment is involved, but property is ac-
quired or improved with Federal finan-
cial assistance, the recipient shall 
agree to include such covenant in any 
subsequent transfer of such property. 
When the property is obtained from the 
Federal Government, such covenant 
may also include a condition coupled 
with a right to be reserved by the De-
partment to revert title to the prop-
erty in the event of a breach of the cov-
enant where, in the discretion of the 
Secretary, such a condition and right 
of reverter is appropriate to the stat-
ute under which the real property is 
obtained and to the nature of the grant 
and the grantee. In such event if a 

transferee of real property proposes to 
mortgage or otherwise encumber the 
real property as security for financing 
construction of new, or improvement of 
existing, facilities on such property for 
the purposes for which the property 
was transferred, the Secretary may 
agree, upon request of the transferee 
and if necessary to accomplish such fi-
nancing, and upon such conditions as 
he deems appropriate, to subordinate 
such right of reversion to the lien of 
such mortgage or other encumbrance. 

(b) Continuing Federal financial assist-
ance. Every application by a State or a 
State agency for continuing Federal fi-
nancial assistance to which this part 
applies (including the types of Federal 
financial assistance listed in appendix 
A to this part) shall as a condition to 
its approval and the extension of any 
Federal financial assistance pursuant 
to the application: 

(1) Contain or be accompanied by a 
statement that the program is (or, in 
the case of a new program, will be) con-
ducted in compliance with all require-
ments imposed by or pursuant to this 
part; and 

(2) Provide or be accompanied by pro-
vision for such methods of administra-
tion for the program as are found by 
the Secretary to give reasonable guar-
antee that the applicant and all recipi-
ents of Federal financial assistance 
under such program will comply with 
all requirements imposed by or pursu-
ant to this part. 

(c) Assurance from institutions. (1) In 
the case of any application for Federal 
financial assistance to an institution of 
higher education (including assistance 
for construction, for research, for spe-
cial training projects, for student loans 
or for any other purpose), the assur-
ance required by this section shall ex-
tend to admission practices and to all 
other practices relating to the treat-
ment of students. 

(2) The assurance required with re-
spect to an institution of higher edu-
cation, hospital, or any other institu-
tion, insofar as the assurance relates to 
the institution’s practices with respect 
to admission or other treatment of in-
dividuals as students, patients, or cli-
ents of the institution or to the oppor-
tunity to participate in the provision 
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of services or other benefits to such in-
dividuals, shall be applicable to the en-
tire institution. 

§ 21.9 Compliance information. 

(a) Cooperation and assistance. The 
Secretary shall to the fullest extent 
practicable seek the cooperation of re-
cipients in obtaining compliance with 
this part and shall provide assistance 
and guidance to recipients to help 
them comply voluntarily with this 
part. 

(b) Compliance reports. Each recipient 
shall keep such records and submit to 
the Secretary timely, complete, and 
accurate compliance reports at such 
times, and in such form and containing 
such information, as the Secretary 
may determine to be necessary to en-
able him to ascertain whether the re-
cipient has complied or is complying 
with this part. In the case in which a 
primary recipient extends Federal fi-
nancial assistance to any other recipi-
ent, such other recipient shall also sub-
mit such compliance reports to the pri-
mary recipient as may be necessary to 
enable the primary recipient to carry 
out its obligations under this part. In 
general, recipients should have avail-
able for the Secretary racial and ethnic 
data showing the extent to which mem-
bers of minority groups are bene-
ficiaries of programs receiving Federal 
financial assistance. 

(c) Access to sources of information. 
Each recipient shall permit access by 
the Secretary during normal business 
hours to such of its books, records, ac-
counts, and other sources of informa-
tion, and its facilities as may be perti-
nent to ascertain compliance with this 
part. Where any information required 
of a recipient is in the exclusive posses-
sion of any other agency, institution, 
or person and this agency, institution, 
or person fails or refuses to furnish this 
information, the recipient shall so cer-
tify in its report and shall set forth 
what efforts it has made to obtain the 
information. 

(d) Information to beneficiaries and 
participants. Each recipient shall make 
available to participants, beneficiaries, 
and other interested persons such in-
formation regarding the provisions of 
this part and its applicability to the 
program for which the recipient re-

ceives Federal financial assistance, and 
make such information available to 
them in such manner, as the Secretary 
finds necessary to apprise such persons 
of the protections against discrimina-
tion assured them by the Act and this 
part. 

§ 21.11 Conduct of investigations. 

(a) Periodic compliance reviews. The 
Secretary shall from time to time re-
view the practices of recipients to de-
termine whether they are complying 
with this part. 

(b) Complaints. Any person who be-
lieves that he or she, or any specific 
class of persons, has been subjected to 
discrimination prohibited by this part 
may by himself or herself, or by a rep-
resentative, file with the Secretary a 
written complaint. A complaint must 
be filed not later than 180 days after 
the date of the alleged discrimination, 
unless the time for filing is extended 
by the Secretary. 

(c) Investigations. The Secretary will 
make a prompt investigation whenever 
a compliance review, report, com-
plaint, or any other information indi-
cates a possible failure to comply with 
this part. The investigation will in-
clude, where appropriate, a review of 
the pertinent practices and policies of 
the recipient, the circumstances under 
which the possible noncompliance with 
this part occurred, and other factors 
relevant to a determination as to 
whether the recipient has failed to 
comply with this part. 

(d) Resolution of matters. (1) If an in-
vestigation pursuant to paragraph (c) 
of this section indicates a failure to 
comply with this part, the Secretary 
will so inform the recipient and the 
matter will be resolved by informal 
means whenever possible. If it has been 
determined that the matter cannot be 
resolved by informal means, action will 
be taken as provided for in § 21.13. 

(2) If an investigation does not war-
rant action pursuant to paragraph 
(d)(1) of this section the Secretary will 
so inform the recipient and the com-
plainant, if any, in writing. 

(e) Intimidatory or retaliatory acts pro-
hibited. No recipient or other person 
shall intimidate, threaten, coerce, or 
discriminate against any individual for 
the purpose of interfering with any 
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right or privilege secured by section 601 
of the Act or this part, or because he 
has made a complaint, testified, as-
sisted, or participated in any manner 
in an investigation, proceeding, or 
hearing under this part. The identity of 
complainants shall be kept confiden-
tial except to the extent necessary to 
carry out the purposes of this part, in-
cluding the conduct of any investiga-
tion, hearing, or judicial proceeding 
arising thereunder. 

§ 21.13 Procedure for effecting compli-
ance. 

(a) General. If there appears to be a 
failure or threatened failure to comply 
with this part, and if the noncompli-
ance or threatened noncompliance can-
not be corrected by informal means, 
compliance with this part may be ef-
fected by the suspension or termi-
nation of or refusal to grant or to con-
tinue Federal financial assistance or by 
any other means authorized by law. 
Such other means may include, but are 
not limited to: 

(1) A referral to the Department of 
Justice with a recommendation that 
appropriate proceedings be brought to 
enforce any rights of the United States 
under any law of the United States (in-
cluding other titles of the Act), or any 
assurance or other contractual under-
taking; and 

(2) Any applicable proceeding under 
State or local law. 

(b) Noncompliance with § 21.7. If an ap-
plicant fails or refuses to furnish an as-
surance required under § 21.7 or other-
wise fails or refuses to comply with a 
requirement imposed by or pursuant to 
that section, Federal financial assist-
ance may be refused in accordance with 
the procedures of paragraph (c) of this 
section. The Department shall not be 
required to provide assistance in such a 
case during the pendency of the admin-
istrative proceedings under such para-
graph. However, subject to § 21.21, the 
Department shall continue assistance 
during the pendency of such pro-
ceedings where such assistance is due 
and payable pursuant to an application 
approved prior to the effective date of 
this part. 

(c) Termination of or refusal to grant or 
to continue Federal financial assistance. 
(1) No order suspending, terminating, 

or refusing to grant or continue Fed-
eral financial assistance shall become 
effective until: 

(i) The Secretary has advised the ap-
plicant or recipient of his failure to 
comply and has determined that com-
pliance cannot be secured by voluntary 
means; 

(ii) There has been an express finding 
on the record, after opportunity for 
hearing, of a failure by the applicant or 
recipient to comply with a requirement 
imposed by or pursuant to this part; 

(iii) The action has been approved by 
the Secretary pursuant to § 21.17(e); and 

(iv) The expiration of 30 days after 
the Secretary has filed with the com-
mittee of the House and the committee 
of the Senate having legislative juris-
diction over the program involved, a 
full written report of the cir-
cumstances and the grounds for such 
action. 

(2) Any action to suspend or termi-
nate or to refuse to grant or to con-
tinue Federal financial assistance shall 
be limited to the particular political 
entity, or part thereof, or other appli-
cant or recipient as to whom such a 
finding has been made and shall be lim-
ited in its effect to the particular pro-
gram, or part thereof, in which such 
noncompliance has been so found. 

(d) Other means authorized by law. No 
action to effect compliance with title 
VI of the Act by any other means au-
thorized by law shall be taken by this 
Department until: 

(1) The Secretary has determined 
that compliance cannot be secured by 
voluntary means; 

(2) The recipient or other person has 
been notified of its failure to comply 
and of the action to be taken to effect 
compliance; and 

(3) The expiration of at least 10 days 
from the mailing of such notice to the 
recipient or other person. During this 
period of at least 10 days, additional ef-
forts shall be made to persuade the re-
cipient or other person to comply with 
the regulation and to take such correc-
tive action as may be appropriate. 

§ 21.15 Hearings. 

(a) Opportunity for hearing. Whenever 
an opportunity for a hearing is re-
quired by § 21.13(c), reasonable notice 
shall be given by registered or certified 
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mail, return receipt requested, to the 
affected applicant or recipient. This 
notice shall advise the applicant or re-
cipient of the action proposed to be 
taken, the specific provision under 
which the proposed action against it is 
to be taken, and the matters of fact or 
law asserted as the basis for this ac-
tion, and either: 

(1) Fix a date not less than 20 days 
after the date of such notice within 
which the applicant or recipient may 
request of the Secretary that the mat-
ter be scheduled for hearing; or 

(2) Advise the applicant or recipient 
that the matter in question has been 
set down for hearing at a stated place 
and time. The time and place so fixed 
shall be reasonable and shall be subject 
to change for cause. The complainant, 
if any, shall be advised of the time and 
place of the hearing. An applicant or 
recipient may waive a hearing and sub-
mit written information and argument 
for the record. The failure of an appli-
cant or recipient to request a hearing 
under this paragraph or to appear at a 
hearing for which a date has been set 
shall be deemed to be a waiver of the 
right to a hearing under section 602 of 
the Act and § 21.13(c) and consent to the 
making of a decision on the basis of 
such information as is available. 

(b) Time and place of hearing. Hear-
ings shall be held at the offices of the 
Department in Washington, DC, at a 
time fixed by the Secretary unless he 
determines that the convenience of the 
applicant or recipient or of the Depart-
ment requires that another place be se-
lected. Hearings shall be held before 
the Secretary, or at his discretion, be-
fore a hearing examiner appointed in 
accordance with section 3105 of title 5, 
United States Code, or detailed under 
section 3344 of title 5, United States 
Code. 

(c) Right to counsel. In all proceedings 
under this section, the applicant or re-
cipient and the Department shall have 
the right to be represented by counsel. 

(d) Procedures, evidence, and record. (1) 
The hearing, decision, and any admin-
istrative review thereof shall be con-
ducted in conformity with sections 554 
through 557 of title 5, United States 
Code, and in accordance with such 
rules of procedure as are proper (and 
not inconsistent with this section) re-

lating to the conduct of the hearing, 

giving of notices subsequent to those 

provided for in paragraph (a) of this 

section, taking of testimony, exhibits, 

arguments and briefs, requests for find-

ings, and other related matters. Both 

the Department and the applicant or 

recipient shall be entitled to introduce 

all relevant evidence on the issues as 

stated in the notice for hearing or as 

determined by the officer conducting 

the hearing at the outset of or during 

the hearing. 

(2) Technical rules of evidence do not 

apply to hearings conducted pursuant 

to this part, but rules or principles de-

signed to assure production of the most 

credible evidence available and to sub-

ject testimony to test by cross-exam-

ination shall be applied where reason-

ably necessary by the officer con-

ducting the hearing. The hearing offi-

cer may exclude irrelevant, immate-

rial, or unduly repetitious evidence. All 

documents and other evidence offered 

or taken for the record shall be open to 

examination by the parties and oppor-

tunity shall be given to refute facts 

and arguments advanced on either side 

of the issues. A transcript shall be 

made of the oral evidence except to the 

extent the substance thereof is stipu-

lated for the record. All decisions shall 

be based upon the hearing record and 

written findings shall be made. 

(e) Consolidated or joint hearings. In 

cases in which the same or related 

facts are asserted to constitute non-

compliance with this part with respect 

to two or more Federal statutes, au-

thorities, or other means by which 

Federal financial assistance is ex-

tended and to which this part applies, 

or noncompliance with this part and 

the regulations of one or more other 

Federal departments or agencies issued 

under title VI of the Act, the Secretary 

may, by agreement with such other de-

partments or agencies, where applica-

ble, provide for the conduct of consoli-

dated or joint hearings, and for the ap-

plication to such hearings of rules or 

procedures not inconsistent with this 

part. Final decisions in such cases, in-

sofar as this regulation is concerned, 

shall be made in accordance with 

§ 21.17. 
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§ 21.17 Decisions and notices. 

(a) Procedure on decisions by hearing 
examiner. If the hearing is held by a 
hearing examiner, the hearing exam-
iner shall either make an initial deci-
sion, if so authorized, or certify the en-
tire record including his recommended 
findings and proposed decision to the 
Secretary for a final decision, and a 
copy of such initial decision or certifi-
cation shall be mailed to the applicant 
or recipient. Where the initial decision 
is made by the hearing examiner the 
applicant or recipient may, within 30 
days after the mailing of such notice of 
initial decision, file with the Secretary 
his exceptions to the initial decision, 
with his reasons therefor. In the ab-
sence of exceptions, the Secretary may, 
on his own motion, within 45 days after 
the initial decision, serve on the appli-
cant or recipient a notice that he will 
review the decision. Upon the filing of 
such exceptions or of notice of review, 
the Secretary shall review the initial 
decision and issue his own decision 
thereon including the reasons therefor. 
In the absence of either exceptions or a 
notice of review the initial decision 
shall, subject to paragraph (e) of this 
section, constitute the final decision of 
the Secretary. 

(b) Decisions on record or review by the 
Secretary. Whenever a record is cer-
tified to the Secretary for decision or 
he reviews the decision of a hearing ex-
aminer pursuant to paragraph (a) of 
this section, or whenever the Secretary 
conducts the hearing, the applicant or 
recipient shall be given reasonable op-
portunity to file with him briefs or 
other written statements of its conten-
tions, and a written copy of the final 
decision of the Secretary shall be sent 
to the applicant or recipient and to the 
complainant, if any. 

(c) Decisions on record where a hearing 
is waived. Whenever a hearing is waived 
pursuant to § 21.15, a decision shall be 
made by the Secretary on the record 
and a written copy of such decision 
shall be sent to the applicant or recipi-
ent, and to the complainant, if any. 

(d) Rulings required. Each decision of 
a hearing examiner or the Secretary 
shall set forth his ruling on each find-
ing, conclusion, or exception presented, 
and shall identify the requirement or 
requirements imposed by or pursuant 

to this part with which it is found that 
the applicant or recipient has failed to 
comply. 

(e) Approval by Secretary. Any final 
decision by an official of the Depart-
ment, other than the Secretary person-
ally, which provides for the suspension 
or termination of, or the refusal to 
grant or continue Federal financial as-
sistance, or the imposition of any other 
sanction available under this part or 
the Act, shall promptly be transmitted 
to the Secretary personally, who may 
approve such decision, may vacate it, 
or remit or mitigate any sanction im-
posed. 

(f) Content of orders. The final deci-
sion may provide for suspension or ter-
mination of, or refusal to grant or con-
tinue Federal financial assistance, in 
whole or in part, to which this regula-
tion applies, and may contain such 
terms, conditions, and other provisions 
as are consistent with and will effec-
tuate the purposes of the Act and this 
part, including provisions designed to 
assure that no Federal financial assist-
ance to which this regulation applies 
will thereafter be extended to the ap-
plicant or recipient determined by such 
decision to be in default in its perform-
ance of an assurance given by it pursu-
ant to this part, or to have otherwise 
failed to comply with this part, unless 
and until it corrects its noncompliance 
and satisfies the Secretary that it will 
fully comply with this part. 

(g) Post termination proceedings. (1) An 
applicant or recipient adversely af-
fected by an order issued under para-
graph (f) of this section shall be re-
stored to full eligibility to receive Fed-
eral financial assistance if it satisfies 
the terms and conditions of that order 
for such eligibility or if it brings itself 
into compliance with this part and pro-
vides reasonable assurance that it will 
fully comply with this part. 

(2) Any applicant or recipient ad-
versely affected by an order entered 
pursuant to paragraph (f) of this sec-
tion may at any time request the Sec-
retary to restore fully its eligibility to 
receive Federal financial assistance. 
Any such request shall be supported by 
information showing that the applicant 
or recipient has met the requirements 
of paragraph (g)(1) of this section. If 
the Secretary determines that those 
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requirements have been satisfied, he 
shall restore such eligibility. 

(3) If the Secretary denies any such 
request, the applicant or recipient may 
submit a request for a hearing in writ-
ing, specifying why it believes such of-
ficial to have been in error. It shall 
thereupon be given an expeditious 
hearing, with a decision on the record 
in accordance with rules or procedures 
issued by the Secretary. The applicant 
or recipient will be restored to such eli-
gibility if it proves at such a hearing 
that it satisfied the requirements of 
paragraph (g)(1) of this section. While 
proceedings under this paragraph are 
pending, the sanctions imposed by the 
order issued under paragraph (f) of this 
section shall remain in effect. 

§ 21.19 Judicial review. 

Action taken pursuant to section 602 
of the Act is subject to judicial review 
as provided in section 603 of the Act. 

§ 21.21 Effect on other regulations, 
forms, and instructions. 

(a) Effect on other regulations. All reg-
ulations, orders, or like directions 
issued before the effective date of this 
part by any officer of the Department 
which impose requirements designed to 
prohibit any discrimination against in-
dividuals on the grounds of race, color, 
or national origin under any program 
to which this part applies, and which 
authorize the suspension or termi-
nation of or refusal to grant or to con-
tinue Federal financial assistance to 
any applicant for a recipient of such 
assistance for failure to comply with 
such requirements, are hereby super-
seded to the extent that such discrimi-
nation is prohibited by this part, ex-
cept that nothing in this part may be 
considered to relieve any person of any 
obligation assumed or imposed under 
any such superseded regulation, order, 
instruction, or like direction before the 
effective date of this part. Nothing in 
this part, however, supersedes any of 
the following (including future amend-
ments thereof): 

(1) Executive Order 11246 (3 CFR, 1965 
Supp., p. 167) and regulations issued 
thereunder; or 

(2) Any other orders, regulations, or 
instructions, insofar as such orders, 
regulations, or instructions prohibit 

discrimination on the ground of race, 
color, or national origin in any pro-
gram or situation to which this part is 
inapplicable, or prohibit discrimina-
tion on any other ground. 

(b) Forms and instructions. The Sec-
retary shall issue and promptly make 
available to all interested persons 
forms and detailed instructions and 
procedures for effectuating this part as 
applied to programs to which this part 
applies and for which he is responsible. 

(c) Supervision and coordination. The 
Secretary may from time to time as-
sign to officials of the Department, or 
to officials of other departments or 
agencies of the Government with the 
consent of such departments or agen-
cies, responsibilities in connection 
with the effectuation of the purposes of 
title VI of the Act and this part (other 
than responsibility for final decision as 
provided in § 21.17), including the 
achievement of effective coordination 
and maximum uniformity within the 
Department and within the Executive 
Branch of the Government in the appli-
cation of title VI and this part to simi-
lar programs and in similar situations. 
Any action taken, determination made 
or requirement imposed by an official 
of another department or agency act-
ing pursuant to an assignment of re-
sponsibility under this paragraph shall 
have the same effect as though such ac-
tion had been taken by the Secretary 
of this Department. 

APPENDIX A TO PART 21—ACTIVITIES TO 
WHICH THIS PART APPLIES 

NOTE: Failure to list a type of Federal as-
sistance in appendix A shall not mean, if 
title VI is otherwise applicable, that a pro-
gram is not covered. 

1. Lease of real property and the grant of 
permits, licenses, easements and rights-of- 
way covering real property under control of 
the U.S. Coast Guard (14 U.S.C. 93 (n) and 
(o)). 

2. Utilization of U.S. Coast Guard per-
sonnel and facilities by any State, territory, 
possession, or political subdivision thereof 
(14 U.S.C. 141(a)). 

3. Use of U.S. Coast Guard personnel for 
duty in connection with maritime instruc-
tion and training by the States, territories, 
and the Commonwealth of Puerto Rico (14 
U.S.C. 148). 

4. Use of obsolete and other U.S. Coast 
Guard material by sea scout service of Boy 
Scouts of America, any incorporated unit of 
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the U.S. Coast Guard auxiliary, and public 
body or private organization not organized 
for profit (14 U.S.C. 641(a)). 

5. U.S. Coast Guard Auxiliary Program (14 
U.S.C. 821–832). 

6. U.S. Coast Guard Boating Safety Finan-
cial Assistance program. 

7. U.S. Coast Guard State Access to Oil 
Spill Liability Trust Fund. 

8. U.S. Coast Guard Bridge Alteration. 
9. Use of Customs personnel and facilities 

by any State, territory, possession, or polit-
ical subdivision thereof. 

10. Use of Customs personnel for duty in 
connection with instruction and training by 
the States, territories and the Common-
wealth of Puerto Rico. 

11. Grants to educational institutions, as-
sociations, States, or other entities for re-
search, analysis, or programs or strategies 
relating to trade issues. 

APPENDIX B TO PART 21—ACTIVITIES TO 
WHICH THIS PART APPLIES WHEN A 
PRIMARY OBJECTIVE OF THE FED-
ERAL FINANCIAL ASSISTANCE IS TO 
PROVIDE EMPLOYMENT 

NOTE: Failure to list a type of Federal as-
sistance in appendix B shall not mean, if 
title VI is otherwise applicable, that a pro-
gram is not covered. 
[Reserved] 

PART 25—REGULATIONS TO SUP-
PORT ANTI-TERRORISM BY FOS-
TERING EFFECTIVE TECH-
NOLOGIES 

Sec. 
25.1 Purpose. 
25.2 Definitions. 
25.3 Delegation. 
25.4 Designation of qualified anti-terrorism 

technologies. 
25.5 Obligations of seller. 
25.6 Procedures for designation of qualified 

anti-terrorism technologies. 
25.7 Litigation management. 
25.8 Government contractor Defense. 
25.9 Procedures for certification of approved 

products for Homeland Security. 
25.10 Confidentiality and protection of in-

tellectual property. 

AUTHORITY: Subtitle G, of Title VIII, Pub-
lic Law 107–296, 116 Stat. 2238 (6 U.S.C. 441– 
444). 

SOURCE: 71 FR 33159, June 8, 2006, unless 
otherwise noted. 

§ 25.1 Purpose. 

This part implements the Support 
Anti-terrorism by Fostering Effective 

Technologies Act of 2002, sections 441– 
444 of title 6, United States Code (the 
‘‘SAFETY Act’’ or ‘‘the Act’’). 

§ 25.2 Definitions. 

Act of Terrorism—The term ‘‘Act of 
Terrorism’’ means any act determined 
to have met the following requirements 
or such other requirements as defined 
and specified by the Secretary: 

(1) Is unlawful; 
(2) Causes harm, including financial 

harm, to a person, property, or entity, 
in the United States, or in the case of 
a domestic United States air carrier or 
a United States-flag vessel (or a vessel 
based principally in the United States 
on which United States income tax is 
paid and whose insurance coverage is 
subject to regulation in the United 
States), in or outside the United 
States; and 

(3) Uses or attempts to use instru-
mentalities, weapons or other methods 
designed or intended to cause mass de-
struction, injury or other loss to citi-
zens or institutions of the United 
States. 

Certification—The term ‘‘Certifi-
cation’’ means (unless the context re-
quires otherwise) the certification 
issued pursuant to section 25.9 that a 
Qualified Anti-Terrorism Technology 
for which a Designation has been 
issued will perform as intended, con-
forms to the Seller’s specifications, 
and is safe for use as intended. 

Contractor—The term ‘‘contractor’’ 
means any person, firm, or other entity 
with whom or with which a Seller has 
a contract or contractual arrangement 
relating to the manufacture, sale, use, 
or operation of anti-terrorism Tech-
nology for which a Designation is 
issued (regardless of whether such con-
tract is entered into before or after the 
issuance of such Designation), includ-
ing, without limitation, an inde-
pendent laboratory or other entity en-
gaged in testing or verifying the safe-
ty, utility, performance, or effective-
ness of such Technology, or the con-
formity of such Technology to the Sell-
er’s specifications. 

Designation—The term ‘‘Designation’’ 
means the designation of a Qualified 
Anti-Terrorism Technology under the 
SAFETY Act issued by the Under Sec-
retary under authority delegated to 
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the Under Secretary by the Secretary 
of Homeland Security. 

Loss—The term ‘‘loss’’ means death, 
bodily injury, or loss of or damage to 
property, including business interrup-
tion loss (which is a component of loss 
of or damage to property). 

Noneconomic damages—The term 
‘‘noneconomic damages’’ means dam-
ages for losses for physical and emo-
tional pain, suffering, inconvenience, 
physical impairment, mental anguish, 
disfigurement, loss of enjoyment of 
life, loss of society and companionship, 
loss of consortium, hedonic damages, 
injury to reputation, and any other 
nonpecuniary losses. 

Office of SAFETY Act Implementation— 
The term ‘‘Office of SAFETY Act Im-
plementation’’ or ‘‘OSAI’’ means the 
office within the Department of Home-
land Security’s Directorate of Science 
and Technology that assists with the 
implementation of the SAFETY Act. 
The responsibilities of the Office of 
SAFETY Act Implementation may in-
clude, without limitation, preparing 
the SAFETY Act Application Kit, re-
ceiving and facilitating the evaluation 
of applications, managing the SAFETY 
Act Web site and otherwise providing 
the public with information regarding 
the SAFETY Act and the application 
process. 

Physical harm—The term ‘‘physical 
harm’’ as used in the Act and this part 
means any physical injury to the body, 
including an injury that caused, either 
temporarily or permanently, partial or 
total physical disability, incapacity or 
disfigurement. In no event shall phys-
ical harm include mental pain, an-
guish, or suffering, or fear of injury. 

Qualified Anti-Terrorism Technology or 
QATT—The term ‘‘Qualified Anti-Ter-
rorism Technology’’ or ‘‘QATT’’ means 
any Technology (including information 
technology) designed, developed, modi-
fied, procured, or sold for the purpose 
of preventing, detecting, identifying, 
or deterring acts of terrorism or lim-
iting the harm such acts might other-
wise cause, for which a Designation has 
been issued pursuant to this part. 

SAFETY Act or Act—The term 
‘‘SAFETY Act’’ or ‘‘Act’’ means the 
Support Anti-terrorism by Fostering 
Effective Technologies Act of 2002, sec-

tions 441–444 of title 6, United States 
Code. 

SAFETY Act Application Kit —The 
term ‘‘SAFETY Act Application Kit’’ 
means the Application Kit containing 
the instructions and forms necessary 
to apply for Designation or Certifi-
cation. The SAFETY Act Application 
Kit shall be published at http:// 
www.safetyact.gov or made available in 
hard copy upon written request to: Di-
rectorate of Science and Technology, 
SAFETY Act/room 4320, Department of 
Homeland Security, Washington, DC 
20528. 

SAFETY Act Confidential Informa-
tion—Any and all information and data 
voluntarily submitted to the Depart-
ment under this part (including Appli-
cations, Pre-Applications, other forms, 
supporting documents and other mate-
rials relating to any of the foregoing, 
and responses to requests for addi-
tional information), including, but not 
limited to, inventions, devices, Tech-
nology, know-how, designs, copy-
righted information, trade secrets, con-
fidential business information, anal-
yses, test and evaluation results, 
manuals, videotapes, contracts, letters, 
facsimile transmissions, electronic 
mail and other correspondence, finan-
cial information and projections, actu-
arial calculations, liability estimates, 
insurance quotations, and business and 
marketing plans. Notwithstanding the 
foregoing, ‘‘SAFETY Act Confidential 
Information’’ shall not include any in-
formation or data that is in the public 
domain or becomes part of the public 
domain by any means other than the 
violation of this section. 

Secretary—The term ‘‘Secretary’’ 
means the Secretary of Homeland Se-
curity as established by section 102 of 
the Homeland Security Act of 2002. 

Seller—The term ‘‘Seller’’ means any 
person, firm, or other entity that sells 
or otherwise provides Qualified Anti- 
Terrorism Technology to any cus-
tomer(s) and to whom or to which (as 
appropriate) a Designation and/or Cer-
tification has been issued under this 
part (unless the context requires other-
wise). 

Technology—The term ‘‘Technology’’ 
means any product, equipment, service 
(including support services), device, or 
technology (including information 
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technology) or any combination of the 
foregoing. Design services, consulting 
services, engineering services, software 
development services, software inte-
gration services, threat assessments, 
vulnerability studies, and other anal-
yses relevant to homeland security 
may be deemed a Technology under 
this part. 

Under Secretary—The term ‘‘Under 
Secretary’’ means the Under Secretary 
for Science and Technology of the De-
partment of Homeland Security. 

§ 25.3 Delegation. 

All of the Secretary’s responsibil-
ities, powers, and functions under the 
SAFETY Act, except the authority to 
declare that an act is an Act of Ter-
rorism for purposes of section 865(2) of 
the SAFETY Act, may be exercised by 
the Under Secretary for Science and 
Technology of the Department of 
Homeland Security or the Under Sec-
retary’s designees. 

§ 25.4 Designation of qualified anti-ter-
rorism technologies. 

(a) General. The Under Secretary may 
Designate as a Qualified Anti-Ter-
rorism Technology for purposes of the 
protections under the system of litiga-
tion and risk management set forth in 
sections 441–444 of Title 6, United 
States Code, any qualifying Tech-
nology designed, developed, modified, 
provided or procured for the specific 
purpose of preventing, detecting, iden-
tifying, or deterring acts of terrorism 
or limiting the harm such acts might 
otherwise cause. 

(b) Criteria to be Considered. (1) In de-
termining whether to issue the Des-
ignation under paragraph (a) of this 
section, the Under Secretary may exer-
cise discretion and judgment in consid-
ering the following criteria and evalu-
ating the Technology: 

(i) Prior United States Government 
use or demonstrated substantial utility 
and effectiveness. 

(ii) Availability of the Technology 
for immediate deployment in public 
and private settings. 

(iii) Existence of extraordinarily 
large or extraordinarily unquantifiable 
potential third party liability risk ex-
posure to the Seller or other provider 
of such anti-terrorism Technology. 

(iv) Substantial likelihood that such 

anti-terrorism Technology will not be 

deployed unless protections under the 

system of risk management provided 

under sections 441–444 of title 6, United 

States Code, are extended. 

(v) Magnitude of risk exposure to the 

public if such anti-terrorism Tech-

nology is not deployed. 

(vi) Evaluation of all scientific stud-

ies that can be feasibly conducted in 

order to assess the capability of the 

Technology to substantially reduce 

risks of harm. 

(vii) Anti-terrorism Technology that 

would be effective in facilitating the 

defense against acts of terrorism, in-

cluding Technologies that prevent, de-

feat or respond to such acts. 

(viii) A determination made by Fed-

eral, State, or local officials, that the 

Technology is appropriate for the pur-

pose of preventing, detecting, identi-

fying or deterring acts of terrorism or 

limiting the harm such acts might oth-

erwise cause. 

(ix) Any other factor that the Under 

Secretary may consider to be relevant 

to the determination or to the home-

land security of the United States. 

(2) The Under Secretary has discre-

tion to give greater weight to some fac-

tors over others, and the relative 

weighting of the various criteria may 

vary depending upon the particular 

Technology at issue and the threats 

that the Technology is designed to ad-

dress. The Under Secretary may, in his 

discretion, determine that failure to 

meet a particular criterion justifies de-

nial of an application under the SAFE-

TY Act. However, the Under Secretary 

is not required to reject an application 

that fails to meet one or more of the 

criteria. The Under Secretary may con-

clude, after considering all of the rel-

evant criteria and any other relevant 

factors, that a particular Technology 

merits Designation as a Qualified Anti- 

Terrorism Technology even if one or 

more particular criteria are not satis-

fied. The Under Secretary’s consider-

ations will take into account evolving 

threats and conditions that give rise to 

the need for the anti-terrorism Tech-

nologies. 
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(c) Use of Standards. From time to 
time, the Under Secretary may de-
velop, issue, revise, adopt, and rec-
ommend technical standards for var-
ious categories or components of anti- 
terrorism Technologies (‘‘Adopted 
Standards’’). In the case of Adopted 
Standards that are developed by the 
Department or that the Department 
has the right or license to reproduce, 
the Department will make such stand-
ards available to the public consistent 
with necessary protection of sensitive 
homeland security information. In the 
case of Adopted Standards that the De-
partment does not have the right or li-
cense to reproduce, the Directorate of 
Science and Technology will publish a 
list and summaries of such standards 
and may publish information regarding 
the sources for obtaining copies of such 
standards. Compliance with any Adopt-
ed Standard or other technical stand-
ards that are applicable to a particular 
anti-terrorism Technology may be con-
sidered in determining whether a Tech-
nology will be Designated pursuant to 
paragraph (a) of this section. Depend-
ing on whether an Adopted Standard 
otherwise meets the criteria set forth 
in section 862 of the Homeland Security 
Act; 6 U.S.C. 441, the Adopted Standard 
itself may be deemed a Technology 
that may be Designated as a Qualified 
Anti-Terrorism Technology. 

(d) Consideration of Substantial 
Equivalence. In considering the criteria 
in paragraph (b) of this section, or 
evaluating whether a particular anti- 
terrorism Technology complies with 
any Adopted Standard referenced in 
paragraph (c) of this section, the Under 
Secretary may consider evidence that 
the Technology is substantially equiva-
lent to other Technologies (‘‘Predicate 
Technologies’’) that previously have 
been Designated as Qualified Anti-Ter-
rorism Technologies under the SAFE-
TY Act. A Technology may be deemed 
to be substantially equivalent to a 
Predicate Technology if: 

(1) It has the same intended use as 
the Predicate Technology; and 

(2) It has the same or substantially 
similar performance or technological 
characteristics as the Predicate Tech-
nology. 

(e) Pre-Application Consultations. To 
the extent that he deems it to be ap-

propriate, the Under Secretary may 

consult with prospective and current 

SAFETY Act applicants regarding 

their particular anti-terrorism Tech-

nologies. Prospective applicants may 

request such consultations through the 

Office of SAFETY Act Implementation. 

The confidentiality provisions in § 25.10 

shall be applicable to such consulta-

tions. 

(f) Developmental Testing & Evaluation 
(DT&E) Designations. With respect to 

any Technology that is being devel-

oped, tested, evaluated, modified or is 

otherwise being prepared for deploy-

ment for the purpose of preventing, de-

tecting, identifying, or deterring acts 

of terrorism or limiting the harm such 

acts might otherwise cause, the Under 

Secretary may Designate such Tech-

nology as a Qualified Anti-Terrorism 

Technology and make such Technology 

eligible for the protections under the 

system of litigation and risk manage-

ment set forth in sections 441–444 of 

title 6, United States Code. A Designa-

tion made pursuant to this paragraph 

shall be referred to as a ‘‘DT&E Des-

ignation,’’ and shall confer all of the 

rights, privileges and obligations that 

accompany Designations made pursu-

ant to paragraph (a) of this section ex-

cept as modified by the terms of this 

paragraph or the terms of the par-

ticular DT&E Designation. The intent 

of this paragraph is to make eligible 

for SAFETY Act protections qualifying 

Technologies that are undergoing test-

ing and evaluation and that may need 

to be deployed in the field either for 

developmental testing and evaluation 

purposes or on an emergency basis, in-

cluding during a period of heightened 

risk. DT&E Designations shall describe 

the subject Technology (in such detail 

as the Under Secretary deems to be ap-

propriate); identify the Seller of the 

subject Technology; be limited to the 

period of time set forth in the applica-

ble DT&E Designation, which in no in-

stance shall exceed a reasonable period 

for testing or evaluating the Tech-

nology (presumptively not longer than 

36 months); be terminable by the Under 

Secretary at any time upon notice to 

the Seller; be subject to the limita-

tions on the use or deployment of the 
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QATT set forth in the DT&E Designa-
tion; and be subject to such other limi-
tations as established by the Under 
Secretary. The protections associated 
with a DT&E Designation shall apply 
only during the period specified in the 
applicable DT&E Designation. Consent 
of the Seller of a QATT Designated 
pursuant to this paragraph will be a 
condition precedent to the establish-
ment of any deployment or use condi-
tion and any other obligation estab-
lished by the Under Secretary pursuant 
to this paragraph. Those seeking a 
DT&E Designation for a QATT pursu-
ant to this paragraph (f) shall follow 
the procedures for DT&E Designations 
set forth in the SAFETY Act Applica-
tion Kit. 

§ 25.5 Obligations of seller. 

(a) Liability Insurance Required. The 
Seller shall obtain liability insurance 
of such types and in such amounts as 
shall be required in the applicable Des-
ignation, which shall be the amounts 
and types certified by the Under Sec-
retary to satisfy otherwise compen-
sable third-party claims arising out of, 
relating to, or resulting from an Act of 
Terrorism when Qualified Anti-Ter-
rorism Technologies have been de-
ployed in defense against, response to, 
or recovery from, such act. The Under 
Secretary may request at any time 
that the Seller of a Qualified Anti-Ter-
rorism Technology submit any infor-
mation that would: 

(1) Assist in determining the amount 
of liability insurance required; or 

(2) Show that the Seller or any other 
provider of Qualified Anti-Terrorism 
Technology otherwise has met all of 
the requirements of this section. 

(b) Amount of Liability Insurance. (1) 
The Under Secretary may determine 
the appropriate amounts and types of 
liability insurance that the Seller will 
be required to obtain and maintain 
based on criteria he may establish to 
satisfy compensable third-party claims 
arising from, relating to or resulting 
from an Act of Terrorism. In deter-
mining the amount of liability insur-
ance required, the Under Secretary 
may consider any factor, including, but 
not limited to, the following: 

(i) The particular Technology at 
issue; 

(ii) The amount of liability insurance 
the Seller maintained prior to applica-
tion; 

(iii) The amount of liability insur-
ance maintained by the Seller for other 
Technologies or for the Seller’s busi-
ness as a whole; 

(iv) The amount of liability insur-
ance typically maintained by Sellers of 
comparable Technologies; 

(v) Information regarding the 
amount of liability insurance offered 
on the world market; 

(vi) Data and history regarding mass 
casualty losses; 

(vii) The intended use of the Tech-
nology; and 

(viii) The possible effects of the cost 
of insurance on the price of the prod-
uct, and the possible consequences 
thereof for development, production, or 
deployment of the Technology. 

(2) In determining the appropriate 
amounts and types of insurance that a 
particular Seller is obligated to carry, 
the Under Secretary may not require 
any type of insurance or any amount of 
insurance that is not available on the 
world market, and may not require any 
type or amount of insurance that 
would unreasonably distort the sales 
price of the Seller’s anti-terrorism 
Technology 

(c) Scope of Coverage. (1) Liability in-
surance required to be obtained pursu-
ant to this section shall, in addition to 
the Seller, protect the following, to the 
extent of their potential liability for 
involvement in the manufacture, quali-
fication, sale, use, or operation of 
Qualified Anti-Terrorism Technologies 
deployed in defense against, response 
to, or recovery from, an Act of Ter-
rorism: 

(i) Contractors, subcontractors, sup-
pliers, vendors and customers of the 
Seller. 

(ii) Contractors, subcontractors, sup-
pliers, and vendors of the customer. 

(2) Notwithstanding the foregoing, in 
appropriate instances the Under Sec-
retary will specify in a particular Des-
ignation that, consistent with the De-
partment’s interpretation of the SAFE-
TY Act, an action for the recovery of 
damages proximately caused by a 
Qualified Anti-Terrorism Technology 
that arises out of, relates to, or results 
from an Act of Terrorism may properly 
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be brought only against the Seller and, 
accordingly, the liability insurance re-
quired to be obtained pursuant to this 
section shall be required to protect 
only the Seller. 

(d) Third Party Claims. To the extent 
available pursuant to the SAFETY 
Act, liability insurance required to be 
obtained pursuant to this section shall 
provide coverage against third party 
claims arising out of, relating to, or re-
sulting from an Act of Terrorism when 
the applicable Qualified Anti-Ter-
rorism Technologies have been de-
ployed in defense against, response to, 
or recovery from such act. 

(e) Reciprocal Waiver of Claims. The 
Seller shall enter into a reciprocal 
waiver of claims with its contractors, 
subcontractors, suppliers, vendors, and 
customers, and contractors and sub-
contractors of the customers, involved 
in the manufacture, sale, use, or oper-
ation of Qualified Anti-Terrorism 
Technologies, under which each party 
to the waiver agrees to be responsible 
for losses, including business interrup-
tion losses, that it sustains, or for 
losses sustained by its own employees 
resulting from an activity resulting 
from an Act of Terrorism when Quali-
fied Anti-Terrorism Technologies have 
been deployed in defense against, re-
sponse to, or recovery from such act. 
Notwithstanding the foregoing, pro-
vided that the Seller has used diligent 
efforts in good faith to obtain all re-
quired reciprocal waivers, obtaining 
such waivers shall not be a condition 
precedent or subsequent for, nor shall 
the failure to obtain one or more of 
such waivers adversely affect, the 
issuance, validity, effectiveness, dura-
tion, or applicability of a Designation 
or a Certification. Nothing in this 
paragraph (e) shall be interpreted to 
render the failure to obtain one or 
more of such waivers a condition prece-
dent or subsequent for the issuance, va-
lidity, effectiveness, duration, or appli-
cability of a Designation or a Certifi-
cation. 

(f) Information to be Submitted by the 
Seller. As part of any application for a 
Designation, the Seller shall provide 
all information that may be requested 
by the Under Secretary or his designee, 
regarding a Seller’s liability insurance 
coverage applicable to third-party 

claims arising out of, relating to, or re-
sulting from an Act of Terrorism when 
the Seller’s Qualified Anti-Terrorism 
Technology has been deployed in de-
fense against, response to, or recovery 
from such act, including: 

(1) Names of insurance companies, 
policy numbers, and expiration dates; 

(2) A description of the types and na-
ture of such insurance (including the 
extent to which the Seller is self-in-
sured or intends to self-insure); 

(3) Dollar limits per occurrence and 
annually of such insurance, including 
any applicable sublimits; 

(4) Deductibles or self-insured reten-
tions, if any, that are applicable; 

(5) Any relevant exclusions from cov-
erage under such policies or other fac-
tors that would affect the amount of 
insurance proceeds that would be avail-
able to satisfy third party claims aris-
ing out of, relating to, or resulting 
from an Act of Terrorism; 

(6) The price for such insurance, if 
available, and the per-unit amount or 
percentage of such price directly re-
lated to liability coverage for the Sell-
er’s Qualified Anti-Terrorism Tech-
nology deployed in defense against, or 
response to, or recovery from an Act of 
Terrorism; 

(7) Where applicable, whether the li-
ability insurance, in addition to the 
Seller, protects contractors, sub-
contractors, suppliers, vendors and cus-
tomers of the Seller and contractors, 
subcontractors, suppliers, vendors and 
customers of the customer to the ex-
tent of their potential liability for in-
volvement in the manufacture, quali-
fication, sale, use or operation of 
Qualified Anti-terrorism Technologies 
deployed in defense against, response 
to, or recovery from an Act of Ter-
rorism; and 

(8) Any limitations on such liability 
insurance. 

(g) Under Secretary’s Certification. For 
each Qualified Anti-Terrorism Tech-
nology, the Under Secretary shall cer-
tify the amount of liability insurance 
the Seller is required to carry pursuant 
to section 443(a) of title 6, United 
States Code, and paragraphs (a), (b), 
and (c) of this section. The Under Sec-
retary shall include the insurance cer-
tification under this section as a part 
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of the applicable Designation. The in-
surance certification may specify a pe-
riod of time for which such insurance 
certification will apply. The Seller of a 
Qualified Anti-Terrorism Technology 
may at any time petition the Under 
Secretary for a revision of the insur-
ance certification under this section, 
and the Under Secretary may revise 
such insurance certification in re-
sponse to such a petition. The Under 
Secretary may at any time request in-
formation from the Seller regarding 
the insurance carried by the Seller or 
the amount of insurance available to 
the Seller. 

(h) Seller’s Continuing Obligations. 
Within 30 days after the Under Sec-
retary’s insurance certification re-
quired by paragraph (g) of this section, 
the Seller shall certify to the Under 
Secretary in writing that the Seller 
has obtained the required insurance. 
Within 30 days of each anniversary of 
the issuance of a Designation or at any 
other time as he may determine, the 
Under Secretary may require, by writ-
ten notice to the Seller, that the Seller 
certify to the Under Secretary in writ-
ing that the Seller has maintained the 
required insurance. The Under Sec-
retary may terminate a Designation if 
the Seller fails to provide any of the in-
surance certifications required by this 
paragraph (h) or provides a false cer-
tification. 

§ 25.6 Procedures for designation of 
qualified anti-terrorism tech-
nologies. 

(a) Application Procedure. Any person, 
firm or other entity seeking a Designa-
tion shall submit an application to the 
Under Secretary or such other official 
as may be named from time to time by 
the Under Secretary. Such applications 
shall be submitted according to the 
procedures set forth in and using the 
appropriate forms contained in the 
SAFETY Act Application Kit pre-
scribed by the Under Secretary, which 
shall be made available at http:// 
www.safetyact.gov and by mail upon 
written request to: Directorate of 
Science and Technology, SAFETY Act/ 
room 4320, Department of Homeland 
Security, Washington, DC 20528. The 
burden is on the applicant to make 
timely submission of all relevant data 

requested in the SAFETY Act Applica-
tion Kit to substantiate an application 
for Designation. An applicant may 
withdraw a submitted application at 
any time and for any reason by making 
a written request for withdrawal with 
the Department. Withdrawal of a 
SAFETY Act application shall have no 
prejudicial effect on any other applica-
tion. 

(b) Initial Notification. Within 30 days 
after receipt of an application for a 
Designation, the Under Secretary his 
designee shall notify the applicant in 
writing that: 

(1) The application is complete and 
will be reviewed and evaluated, or 

(2) That the application is incom-
plete, in which case the missing or in-
complete parts will be specified. 

(c) Review Process. (1) The Under Sec-
retary or his designee will review each 
complete application and any included 
supporting materials. In performing 
this function, the Under Secretary or 
his designee may but is not required to: 

(i) Request additional information 
from the Seller; 

(ii) Meet with representatives of the 
Seller; 

(iii) Consult with, and rely upon the 
expertise of, any other Federal or non- 
Federal entity; 

(iv) Perform studies or analyses of 
the subject Technology or the insur-
ance market for such Technology; and 

(v) Seek information from insurers 
regarding the availability of insurance 
for such Technology. 

(2) For Technologies with which a 
Federal, State, or local government 
agency already has substantial experi-
ence or data (through the procurement 
process or through prior use or review), 
the review may rely in part upon such 
prior experience and, thus, may be ex-
pedited. The Under Secretary may con-
sider any scientific studies, testing, 
field studies, or other experience with 
the Technology that he deems appro-
priate and that are available or can be 
feasibly conducted or obtained, includ-
ing test results produced by an inde-
pendent laboratory or other entity en-
gaged to test or verify the safety, util-
ity, performance, in order to assess the 
effectiveness of the Technology or the 
capability of the Technology to sub-
stantially reduce risks of harm. Such 
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studies may, in the Under Secretary’s 
discretion, include, without limitation: 

(i) Public source studies; 
(ii) Classified and otherwise confiden-

tial studies; 
(iii) Studies, tests, or other perform-

ance records or data provided by or 
available to the producer of the spe-
cific Technology; and 

(iv) Proprietary studies that are 
available to the Under Secretary. 

(3) In considering whether or the ex-
tent to which it is feasible to defer a 
decision on a Designation until addi-
tional scientific studies can be con-
ducted on a particular Technology, the 
Under Secretary will bring to bear his 
expertise concerning the protection of 
the security of the United States and 
will consider the urgency of the need 
for the Technology. 

(d) Action by the Under Secretary. 
Within 90 days of notification to the 
Seller that an application for a Des-
ignation is complete in accordance 
with paragraph (b)(1) of this section, 
the Under Secretary shall take one of 
the following actions: 

(1) Approve the application and issue 
an appropriate Designation to the ap-
plicant for the Technology, which shall 
include the insurance certification re-
quired by § 25.5(h) of this part; 

(2) Notify the applicant in writing 
that the Technology is potentially eli-
gible for a Designation, but that addi-
tional specified information is needed 
before a decision may be reached; or 

(3) Deny the application, and notify 
the applicant in writing of such deci-
sion. The Under Secretary may extend 
the 90-day time period for up to 45 days 
upon notice to the Seller. The Under 
Secretary is not required to provide a 
reason or cause for such extension. The 
Under Secretary’s decision shall be 
final and not subject to review, except 
at the discretion of the Under Sec-
retary. 

(e) Content of Designation. (1) A Des-
ignation shall: 

(i) Describe the Qualified Anti-Ter-
rorism Technology (in such detail as 
the Under Secretary deems to be appro-
priate); 

(ii) Identify the Seller(s) of the Quali-
fied Anti-Terrorism Technology; 

(iii) Specify the earliest date of sale 
of the Qualified Anti-Terrorism Tech-

nology to which the Designation shall 
apply (which shall be determined by 
the Under Secretary in his discretion, 
and may be prior to, but shall not be 
later than, the effective date of the 
Designation); 

(iv) Set forth the insurance certifi-
cation required by § 25.5(g); and 

(v) To the extent practicable, include 
such standards, specifications, require-
ments, performance criteria, limita-
tions, or other information as the De-
partment in its sole and unreviewable 
discretion may deem appropriate. 

(2) The Designation may, but need 
not, specify other entities that are re-
quired to be covered by the liability in-
surance required to be purchased by 
the Seller. The failure to specify a cov-
ered person, firm, or other entity in a 
Designation will not preclude the ap-
plication or applicability of the Act’s 
protections to that person, firm, or 
other entity. 

(f) Term of Designation; Renewal. A 
Designation shall be valid and effective 
for a term of five to eight years (as de-
termined by the Under Secretary) com-
mencing on the date of issuance, and 
the protections conferred by the Des-
ignation shall continue in full force 
and effect indefinitely to all sales of 
Qualified Anti-Terrorism Technologies 
covered by the Designation. At any 
time within two years prior to the ex-
piration of the term of the Designa-
tion, the Seller may apply for renewal 
of the Designation. The Under Sec-
retary shall make the application form 
for renewal available at http:// 
www.safetyact.gov and by mail upon re-
quest sent to: Directorate of Science 
and Technology, SAFETY Act/room 
4320, Department of Homeland Secu-
rity, Washington, DC 20528. 

(g) Government Procurements—(1) 
Overview. The Under Secretary may co-
ordinate the review of a Technology for 
SAFETY Act purposes in connection 
with a Federal, State, or local govern-
ment agency procurement of an anti- 
terrorism Technology in any manner 
he deems appropriate consistent with 
the Act and other applicable law. A de-
termination by the Under Secretary to 
issue a Designation, or not to issue a 
Designation for a particular Tech-
nology as a QATT is not a determina-
tion that the Technology meets, or 



217 

Office of the Secretary, Homeland Security § 25.6 

fails to meet, the requirements of any 
solicitation issued by any Federal gov-
ernment customer or non-Federal gov-
ernment customer. Determinations by 
the Under Secretary with respect to 
whether to issue a Designation for 
Technologies submitted for his review 
shall be based on the factors identified 
in § 25.4(b). 

(2) Procedure. Any Federal, State, or 
local government agency that engages 
in or is planning to engage in the pro-
curement of a Technology that poten-
tially qualifies as a Qualified Anti-ter-
rorism Technology, through the use of 
a solicitation of proposals or otherwise, 
may request that the Under Secretary 
issue a notice stating that the Tech-
nology to be procured either affirma-
tively or presumptively satisfies the 
technical criteria necessary to be 
deemed a Qualified Anti-Terrorism 
Technology (a ‘‘Pre-Qualification Des-
ignation Notice’’). The Pre-Qualifica-
tion Designation Notice will provide 
that the vendor(s) chosen to provide 
the Technology (the ‘‘Selected Ven-
dor(s)’’), upon submitting an applica-
tion for SAFETY Act Designation will: 
Receive expedited review of their appli-
cation for Designation; either affirma-
tively or presumptively (as the case 
may be) be deemed to have satisfied 
the technical criteria for SAFETY Act 
Designation with respect to the Tech-
nology identified in the Pre-Qualifica-
tion Designation Notice; and be au-
thorized to submit a streamlined appli-
cation as set forth in the Pre-Qualifica-
tion Designation Notice. In instances 
in which the subject procurement in-
volves Technology with respect to 
which a Block Designation or Block 
Certification has been issued, the De-
partment may determine that the ven-
dor providing such Technology will af-
firmatively receive Designation or Cer-
tification with respect to such Tech-
nology, provided the vendor satisfy 
each other applicable requirement for 
Designation or Certification. Govern-
ment agencies seeking a Pre-Qualifica-
tion Designation Notice shall submit a 
written request using the ‘‘Procure-
ment Pre-Qualification Request’’ form 
prescribed by the Under Secretary and 
made available at http:// 
www.safetyact.gov and by mail upon re-
quest sent to: Directorate of Science 

and Technology, SAFETY Act/room 
4320, Department of Homeland Secu-
rity, Washington, DC 20528. 

(3) Actions. Within 60 days after the 
receipt of a complete Procurement Pre- 
Qualification Request, the Under Sec-
retary shall take one of the following 
actions: 

(i) Approve the Procurement Pre- 
Qualification Request and issue an ap-
propriate Pre-Qualification Designa-
tion Notice to the requesting agency 
that it may include in the government 
contract or in the solicitation mate-
rials, as appropriate; or 

(ii) Notify the requesting agency in 
writing that the relevant procurement 
is potentially eligible for a Pre-Quali-
fication Designation Notice, but that 
additional information is needed before 
a decision may be reached; or 

(iii) Deny the Procurement Pre-Qual-
ification Request and notify the re-
questing agency in writing of such de-
cision, including the reasons for such 
denial. 

(4) Contents of Notice. A Pre-Qualifica-
tion Designation Notice shall contain, 
at a minimum, the following: 

(i) A detailed description of and de-
tailed specifications for the Tech-
nology to which the Pre-Qualification 
Designation Notice applies, which may 
incorporate by reference all or part of 
the procurement solicitation docu-
ments issued or to be issued by the re-
questing agency; 

(ii) A statement that the Technology 
to which the Pre-Qualification Des-
ignation Notice applies satisfies the 
technical criteria to be deemed a 
Qualified Anti-Terrorism Technology 
and that the Selected Vendor(s) may 
presumptively or will qualify for the 
issuance of a Designation for such 
Technology upon compliance with the 
terms and conditions set forth in such 
Pre-Qualification Designation Notice 
and the approval of the streamlined ap-
plication; 

(iii) A list of the portions of the ap-
plication referenced in § 25.6(a) that the 
Selected Vendor(s) must complete and 
submit to the Department in order to 
obtain Designation and the appropriate 
period of time for such submission; 

(iv) The period of time within which 
the Under Secretary will take action 
upon such submission; 
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(v) The date of expiration of such 
Pre-Qualification Designation Notice; 
and 

(vi) Any other terms or conditions 
that the Under Secretary deems to be 
appropriate in his discretion. 

(5) Review of Completed Applications. 
The application for Designation from 
the Selected Vendor(s) shall be consid-
ered, processed, and acted upon in ac-
cordance with the procedures set forth 
in § 25.6 (which shall be deemed to be 
modified by the terms and conditions 
set forth in the applicable Pre-Quali-
fication Designation Notice). However, 
the review and evaluation of the Tech-
nology to be procured from the Se-
lected Vendor(s), in relation to the cri-
teria set forth in § 25.4(b), shall ordi-
narily consist of a validation that that 
the Technology complies with the de-
tailed description of and detailed speci-
fications for the Technology set forth 
in the applicable Pre-Qualification 
Designation Notice. 

(h) Block Designations. (1) From time 
to time, the Under Secretary, in re-
sponse to an application submitted 
pursuant to § 25.6(a) or upon his own 
initiative, may issue a Designation 
that is applicable to any person, firm, 
or other entity that is a qualified Sell-
er of the QATT described in such Des-
ignation (a ‘‘Block Designation’’). A 
Block Designation will be issued only 
for Technology that relies on estab-
lished performance standards or de-
fined technical characteristics. All 
Block Designations shall be published 
by the Department within ten days 
after the issuance thereof at http:// 
www.safetyact.gov, and copies may also 
be obtained by mail by sending a re-
quest to: Directorate of Science and 
Technology, SAFETY Act/room 4320, 
Department of Homeland Security, 
Washington, DC 20528. Any person, 
firm, or other entity that desires to 
qualify as a Seller of a QATT that has 
received a Block Designation shall 
complete only such portions of the ap-
plication referenced in § 25.6(a) as are 
specified in such Block Designation 
and shall submit an application to the 
Department in accordance with § 25.6(a) 
and the terms of the Block Designa-
tion. Applicants seeking to be qualified 
Sellers of a QATT pursuant to a Block 
Designation will receive expedited re-

view of their applications and shall not 
be required to provide information 
with respect to the technical merits of 
the QATT that has received Block Des-
ignation. Within 60 days (or such other 
period of time as may be specified in 
the applicable Block Designation) after 
the receipt by the Department of a 
complete application, the Under Sec-
retary shall take one of the following 
actions: 

(i) Approve the application and no-
tify the applicant in writing of such ap-
proval, which notification shall include 
the certification required by § 25.5(g); 
or 

(ii) Deny the application, and notify 
the applicant in writing of such deci-
sion, including the reasons for such de-
nial. 

(2) If the application is approved, 
commencing on the date of such ap-
proval the applicant shall be deemed to 
be a Seller under the applicable Block 
Designation for all purposes under the 
SAFETY Act, this part, and such Block 
Designation. A Block Designation shall 
be valid and effective for a term of five 
to eight years (as determined by the 
Under Secretary in his discretion) com-
mencing on the date of issuance, and 
may be renewed or extended by the 
Under Secretary at his own initiative 
or in response to an application for re-
newal submitted by a qualified Seller 
under such Block Designation in ac-
cordance with § 25.6(h). Except as other-
wise specifically provided in this para-
graph, a Block Designation shall be 
deemed to be a Designation for all pur-
poses under the SAFETY Act and this 
part. 

(i) Other Bases for Expedited Review of 
Applications. The Under Secretary may 
identify other categories or types of 
Technologies for which expedited proc-
essing may be granted. For example, 
the Under Secretary may conduct expe-
dited processing for applications ad-
dressing a particular threat or for par-
ticular types of anti-terrorism Tech-
nologies. The Under Secretary shall no-
tify the public of any such opportuni-
ties for expedited processing by pub-
lishing such notice in the FEDERAL 
REGISTER. 

(j) Transfer of Designation. Except as 
may be restricted by the terms and 
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conditions of a Designation, any Des-
ignation may be transferred and as-
signed to any other person, firm, or 
other entity to which the Seller trans-
fers and assigns all right, title, and in-
terest in and to the Technology cov-
ered by the Designation, including the 
intellectual property rights therein (or, 
if the Seller is a licensee of the Tech-
nology, to any person, firm, or other 
entity to which such Seller transfers 
all of its right, title, and interest in 
and to the applicable license agree-
ment). Such transfer and assignment of 
a Designation will not be effective un-
less and until the Under Secretary is 
notified in writing of the transfer using 
the ‘‘Application for Transfer of Des-
ignation’’ form issued by the Under 
Secretary (the Under Secretary shall 
make this application form available 
at http://www.safetyact.gov and by mail 
by written request sent to: Directorate 
of Science and Technology, SAFETY 
Act/room 4320, Department of Home-
land Security, Washington, DC 20528). 
Upon the effectiveness of such transfer 
and assignment, the transferee will be 
deemed to be a Seller in the place and 
stead of the transferor with respect to 
the applicable Technology for all pur-
poses under the SAFETY Act, this 
part, and the transferred Designation. 
The transferred Designation will con-
tinue to apply to the transferor with 
respect to all transactions and occur-
rences that occurred through the time 
at which the transfer and assignment 
of the Designation became effective, as 
specified in the applicable Application 
for Transfer of Designation. 

(k) Application of Designation to Li-
censees. Except as may be restricted by 
the terms and conditions of a Designa-
tion, any Designation shall apply to 
any other person, firm, or other entity 
to which the Seller licenses (exclu-
sively or nonexclusively) the right to 
manufacture, use, or sell the Tech-
nology, in the same manner and to the 
same extent that such Designation ap-
plies to the Seller, effective as of the 
date of commencement of the license, 
provided that the Seller notifies the 
Under Secretary of such license by sub-
mitting, within 30 days after such date 
of commencement, a ‘‘Notice of Li-
cense of Qualified Anti-terrorism Tech-
nology’’ form issued by the Under Sec-

retary. The Under Secretary shall 
make this form available at http:// 
www.safetyact.gov and by mail upon re-
quest sent to: Directorate of Science 
and Technology, SAFETY Act/room 
4320, Department of Homeland Secu-
rity, Washington, DC 20528. Such noti-
fication shall not be required for any 
licensee listed as a Seller on the appli-
cable Designation. 

(l) Significant Modification of Qualified 
Anti-terrorism Technologies. (1) The De-
partment recognizes that Qualified 
Anti-Terrorism Technologies may rou-
tinely undergo changes or modifica-
tions in their manufacturing, mate-
rials, installation, implementation, op-
erating processes, component assem-
bly, or in other respects from time to 
time. When a Seller makes routine 
changes or modifications to a Qualified 
Anti-Terrorism Technology, such that 
the QATT remains within the scope of 
the description set forth in the applica-
ble Designation or Certification, the 
Seller shall not be required to provide 
notice under this subsection, and the 
changes or modifications shall not ad-
versely affect the force or effect of the 
Seller’s QATT Designation or Certifi-
cation. 

(2) A Seller shall promptly notify the 
Department and provide details of any 
change or modification to a QATT that 
causes the QATT no longer to be with-
in the scope of the Designation or Cer-
tification by submitting to the Depart-
ment a completed ‘‘Notice of Modifica-
tion to Qualified Anti-Terrorism Tech-
nology’’ form issued by the Under Sec-
retary (a ‘‘Modification Notice’’). A 
Seller is not required to notify the De-
partment of any change or modifica-
tion of a particular Qualified Anti-Ter-
rorism Technology that is made post- 
sale by a purchaser unless the Seller 
has consented expressly to the modi-
fication. The Under Secretary shall 
make an appropriate form available at 
http://www.safetyact.gov and by mail 
upon request sent to: Directorate of 
Science and Technology, SAFETY Act/ 
room 4320, Department of Homeland 
Security, Washington, DC 20528. The 
Department will promptly acknowl-
edge receipt of a Modification Notice 
by providing the relevant Seller with 
written notice to that effect. Within 60 
days of the receipt of a Modification 
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Notice, the Under Secretary may, in 
his sole and unreviewable discretion: 

(i) Inform the submitting Seller that 
the QATT as changed or modified is 
consistent with, and is not outside the 
scope of, the Seller’s Designation or 
Certification; 

(ii) Issue to the Seller a modified 
Designation or Certification incor-
porating some or all of the notified 
changes or modifications; 

(iii) Seek further information regard-
ing the changes or modifications and 
temporarily suspend the 60-day period 
of review; 

(iv) Inform the submitting Seller 
that the changes or modifications 
might cause the QATT as changed or 
modified to be outside the scope of the 
Seller’s Designation or Certification, 
and require further review and consid-
eration by the Department; 

(v) Inform the submitting Seller that 
the QATT as changed or modified is 
outside the scope of the subject Seller’s 
Designation or Certification, and re-
quire that the QATT be brought back 
into conformance with the Seller’s Des-
ignation or Certification; or 

(vi) If the Seller fails to bring the 
subject QATT into conformance in ac-
cordance with the Under Secretary’s 
direction pursuant to paragraph 
(l)(2)(v) of this section, issue a public 
notice stating that the QATT as 
changed or modified is outside the 
scope of the submitting Seller’s Des-
ignation or Certification and, con-
sequentially, that such Designation or 
Certification is not applicable to the 
QATT as changed or modified. If the 
Under Secretary does not take one or 
more of such actions within the 60-day 
period following the Department’s re-
ceipt of a Seller’s Modification Notice, 
the changes or modifications identified 
in the Modification Notice will be 
deemed to be approved by the Under 
Secretary and the QATT, as changed or 
modified, will be conclusively estab-
lished to be within the scope of the de-
scription of the QATT in the Seller’s 
Designation or Certification. 

(3) Notwithstanding anything to the 
contrary herein, a Seller’s original 
QATT Designation or Certification will 
continue in full force and effect in ac-
cordance with its terms unless modi-
fied, suspended, or terminated by the 

Under Secretary in his discretion, in-

cluding during the pendency of the re-

view of the Seller’s Modification No-

tice. In no event will any SAFETY Act 

Designation or Certification terminate 

automatically or retroactively under 

this section. A Seller is not required to 

notify the Under Secretary of any 

change or modification that is made 

post-sale by a purchaser or end-user of 

the QATT without the Seller’s consent, 

but the Under Secretary may, in appro-

priate circumstances, require an end- 

user to provide periodic reports on 

modifications or permit inspections or 

audits. 

§ 25.7 Litigation management. 

(a) Liability for all claims against a 

Seller arising out of, relating to, or re-

sulting from an Act of Terrorism when 

such Seller’s Qualified Anti-Terrorism 

Technology has been deployed in de-

fense against, response to, or recovery 

from such act and such claims result or 

may result in loss to the Seller shall 

not be in an amount greater than the 

limits of liability insurance coverage 

required to be maintained by the Seller 

under this section or as specified in the 

applicable Designation. 

(b) In addition, in any action for 

damages brought under section 442 of 

Title 6, United States Code: 

(1) No punitive damages intended to 

punish or deter, exemplary damages, or 

other damages not intended to com-

pensate a plaintiff for actual losses 

may be awarded, nor shall any party be 

liable for interest prior to the judg-

ment; 

(2) Noneconomic damages may be 

awarded against a defendant only in an 

amount directly proportional to the 

percentage of responsibility of such de-

fendant for the harm to the plaintiff, 

and no plaintiff may recover non-

economic damages unless the plaintiff 

suffered physical harm; and 

(3) Any recovery by a plaintiff shall 

be reduced by the amount of collateral 

source compensation, if any, that the 

plaintiff has received or is entitled to 

receive as a result of such Acts of Ter-

rorism that result or may result in loss 

to the Seller. 
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(c) Without prejudice to the author-
ity of the Under Secretary to termi-
nate a Designation pursuant to para-
graph (h) of § 25.6, the liability limita-
tions and reductions set forth in this 
section shall apply in perpetuity to all 
sales or deployments of a Qualified 
Anti-Terrorism Technology in defense 
against, response to, or recovery from 
any Act of Terrorism that occurs on or 
after the effective date of the Designa-
tion applicable to such Qualified Anti- 
Terrorism Technology, regardless of 
whether any liability insurance cov-
erage required to be obtained by the 
Seller is actually obtained or main-
tained or not, provided that the sale of 
such Qualified Anti-Terrorism Tech-
nology was consummated by the Seller 
on or after the earliest date of sale of 
such Qualified Anti-Terrorism Tech-
nology specified in such Designation 
and prior to the earlier of the expira-
tion or termination of such Designa-
tion. 

(d) There shall exist only one cause 
of action for loss of property, personal 
injury, or death for performance or 
non-performance of the Seller’s Quali-
fied Anti-Terrorism Technology in re-
lation to an Act of Terrorism. Such 
cause of action may be brought only 
against the Seller of the Qualified 
Anti-Terrorism Technology and may 
not be brought against the buyers, the 
buyers’ contractors, or downstream 
users of the Technology, the Seller’s 
suppliers or contractors, or any other 
person or entity. In addition, such 
cause of action must be brought in the 
appropriate district court of the United 
States. 

§ 25.8 Government contractor Defense. 

(a) Criteria for Certification. The Under 
Secretary may issue a Certification for 
a Qualified Anti-Terrorism Technology 
as an Approved Product for Homeland 
Security for purposes of establishing a 
rebuttable presumption of the applica-
bility of the government contractor de-
fense. In determining whether to issue 
such Certification, the Under Secretary 
or his designee shall conduct a com-
prehensive review of the design of such 
Technology and determine whether it 
will perform as intended, conforms to 
the Seller’s specifications, and is safe 
for use as intended. The Seller shall 

provide safety and hazard analyses and 

other relevant data and information re-

garding such Qualified Anti-Terrorism 

Technology to the Department in con-

nection with an application. The Under 

Secretary or his designee may require 

that the Seller submit any information 

that the Under Secretary or his des-

ignee considers relevant to the applica-

tion for approval. The Under Secretary 

or his designee may consult with, and 

rely upon the expertise of, any other 

governmental or non-governmental 

person, firm, or entity, and may con-

sider test results produced by an inde-

pendent laboratory or other person, 

firm, or other entity engaged by the 

Seller. 

(b) Extent of liability. Should a prod-

uct liability or other lawsuit be filed 

for claims arising out of, relating to, or 

resulting from an Act of Terrorism 

when Qualified Anti-Terrorism Tech-

nologies Certified by the Under Sec-

retary as provided in §§ 25.8 and 25.9 of 

this part have been deployed in defense 

against or response or recovery from 

such act and such claims result or may 

result in loss to the Seller, there shall 

be a rebuttable presumption that the 

government contractor defense applies 

in such lawsuit. This presumption shall 

only be overcome by clear and con-

vincing evidence showing that the Sell-

er acted fraudulently or with willful 

misconduct in submitting information 

to the Department during the course of 

the consideration of such Technology 

under this section and § 25.9 of this 

part. A claimant’s burden to show 

fraud or willful misconduct in connec-

tion with a Seller’s SAFETY Act appli-

cation cannot be satisfied unless the 

claimant establishes there was a know-

ing and deliberate intent to deceive the 

Department. This presumption of the 

government contractor defense shall 

apply regardless of whether the claim 

against the Seller arises from a sale of 

the product to Federal Government or 

non-Federal Government customers. 

Such presumption shall apply in per-

petuity to all deployments of a Quali-

fied Anti-Terrorism Technology (for 

which a Certification has been issued 

by the Under Secretary as provided in 

this section and § 25.9 of this part) in 
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defense against, response to, or recov-
ery from any Act of Terrorism that oc-
curs on or after the effective date of 
the Certification applicable to such 
Technology, provided that the sale of 
such Technology was consummated by 
the Seller on or after the earliest date 
of sale of such Technology specified in 
such Certification (which shall be de-
termined by the Under Secretary in his 
discretion, and may be prior to, but 
shall not be later than, such effective 
date) and prior to the expiration or ter-
mination of such Certification. 

(c) Establishing applicability of the gov-
ernment contractor defense. The Under 
Secretary will be exclusively respon-
sible for the review and approval of 
anti-terrorism Technology for purposes 
of establishing the government con-
tractor defense in any product liability 
lawsuit for claims arising out of, relat-
ing to, or resulting from an Act of Ter-
rorism when Qualified Anti-Terrorism 
Technologies approved by the Under 
Secretary, as provided in this final 
rule, have been deployed in defense 
against or response or recovery from 
such act and such claims result or may 
result in loss to the Seller. The Certifi-
cation of a Technology as an Approved 
Product for Homeland Security shall 
be the only evidence necessary to es-
tablish that the Seller of the Qualified 
Anti-Terrorism Technology that has 
been issue a Certification is entitled to 
a presumption of dismissal from a 
cause of action brought against a Sell-
er arising out of, relating to, or result-
ing from an Act of Terrorism when the 
Qualified Anti-Terrorism Technology 
was deployed in defense against or re-
sponse to or recovery from such Act of 
Terrorism. This presumption of dis-
missal is based upon the statutory gov-
ernment contractor defense conferred 
by the SAFETY Act. 

§ 25.9 Procedures for certification of 
approved products for Homeland 
Security. 

(a) Application procedure. An appli-
cant seeking a Certification of anti- 
terrorism Technology as an Approved 
Product for Homeland Security under 
§ 25.8 shall submit information sup-
porting such request to the Under Sec-
retary. The Under Secretary shall 
make application forms available at 

http://www.safetyact.gov, and copies 
may also be obtained by mail by send-
ing a request to: Directorate of Science 
and Technology, SAFETY Act/room 
4320, Department of Homeland Secu-
rity, Washington, DC 20528. An applica-
tion for a Certification may not be 
filed unless the applicant has also filed 
an application for a Designation for the 
same Technology in accordance with 
§ 25.6(a). Such applications may be filed 
simultaneously and may be reviewed 
simultaneously by the Department. 

(b) Initial notification. Within 30 days 
after receipt of an application for a 
Certification, the Under Secretary or 
his designee shall notify the applicant 
in writing that: 

(1) The application is complete and 
will be reviewed, or 

(2) That the application is incom-
plete, in which case the missing or in-
complete parts will be specified. 

(c) Review process. The Under Sec-
retary or his designee will review each 
complete application for a Certifi-
cation and any included supporting 
materials. In performing this function, 
the Under Secretary or his designee 
may, but is not required to: 

(1) Request additional information 
from the Seller; 

(2) Meet with representatives of the 
Seller; 

(3) Consult with, and rely upon the 
expertise of, any other Federal or non- 
Federal entity; and 

(4) Perform or seek studies or anal-
yses of the Technology. 

(d) Action by the Under Secretary. (1) 
Within 90 days after receipt of a com-
plete application for a Certification, 
the Under Secretary shall take one of 
the following actions: 

(i) Approve the application and issue 
an appropriate Certification to the 
Seller; 

(ii) Notify the Seller in writing that 
the Technology is potentially eligible 
for a Certification, but that additional 
specified information is needed before a 
decision may be reached; or 

(iii) Deny the application, and notify 
the Seller in writing of such decision. 

(2) The Under Secretary may extend 
the time period one time for 45 days 
upon notice to the Seller, and the 
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Under Secretary is not required to pro-
vide a reason or cause for such exten-
sion. The Under Secretary’s decision 
shall be final and not subject to review, 
except at the discretion of the Under 
Secretary. 

(e) Designation is a pre-condition. The 
Under Secretary may approve an appli-
cation for a Certification only if the 
Under Secretary has also approved an 
application for a Designation for the 
same Technology in accordance with 
§ 25.4. 

(f) Content and term of certification; re-
newal. (1) A Certification shall: 

(i) Describe the Qualified Anti-Ter-
rorism Technology (in such detail as 
the Under Secretary deems to be appro-
priate); 

(ii) Identify the Seller(s) of the Quali-
fied Anti-Terrorism Technology; 

(iii) Specify the earliest date of sale 
of the Qualified Anti-Terrorism Tech-
nology to which the Certification shall 
apply (which shall be determined by 
the Under Secretary in his discretion, 
and may be prior to, but shall not be 
later than, the effective date of the 
Certification); and 

(iv) To the extent practicable, in-
clude such standards, specifications, 
requirements, performance criteria, 
limitations, or other information as 
the Department in its sole and 
unreviewable discretion may deem ap-
propriate. 

(2) A Certification shall be valid and 
effective for the same period of time 
for which the related Designation is 
issued, and shall terminate upon the 
termination of such related Designa-
tion. The Seller may apply for renewal 
of the Certification in connection with 
an application for renewal of the re-
lated Designation. An application for 
renewal must be made using the ‘‘Ap-
plication for Certification of an Ap-
proved Product for Homeland Secu-
rity’’ form issued by the Under Sec-
retary. 

(g) Application of Certification to li-
censees. A Certification shall apply to 
any other person, firm, or other entity 
to which the applicable Seller licenses 
(exclusively or nonexclusively) the 
right to manufacture, use, or and sell 
the Technology, in the same manner 
and to the same extent that such Cer-
tification applies to the Seller, effec-

tive as of the date of commencement of 
the license, provided that the Seller 
notifies the Under Secretary of such li-
cense by submitting, within 30 days 
after such date of commencement, a 
‘‘Notice of License of Approved Anti- 
terrorism Technology’’ form issued by 
the Under Secretary. The Under Sec-
retary shall make this form available 
at http://www.safetyact.gov and by mail 
upon request sent to: Directorate of 
Science and Technology, SAFETY Act/ 
room 4320, Department of Homeland 
Security, Washington, DC 20528. Such 
notification shall not be required for 
any licensee listed as a Seller on the 
applicable Certification. 

(h) Transfer of Certification. In the 
event of any permitted transfer and as-
signment of a Designation, any related 
Certification for the same anti-ter-
rorism Technology shall automatically 
be deemed to be transferred and as-
signed to the same transferee to which 
such Designation is transferred and as-
signed. The transferred Certification 
will continue to apply to the transferor 
with respect to all transactions and oc-
currences that occurred through the 
time at which such transfer and assign-
ment of the Certification became effec-
tive. 

(i) Issuance of Certificate; Approved 
Product List. For anti-terrorism Tech-
nology reviewed and approved by the 
Under Secretary and for which a Cer-
tification is issued, the Under Sec-
retary shall issue a certificate of con-
formance to the Seller and place the 
anti-terrorism Technology on an Ap-
proved Product List for Homeland Se-
curity, which shall be published by the 
Department. 

(j) Block Certifications. (1) From time 
to time, the Under Secretary, in re-
sponse to an application submitted 
pursuant to § 25.9(a) or at his own ini-
tiative, may issue a Certification that 
is applicable to any person, firm or 
other entity that is a qualified Seller 
of the Approved Product for Homeland 
Security described in such Certifi-
cation (a ‘‘Block Certification’’). All 
Block Certifications shall be published 
by the Department within ten days 
after the issuance thereof at http:// 
www.safetyact.gov, and copies may also 
be obtained by mail by sending a re-
quest to: Directorate of Science and 
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Technology, SAFETY Act/room 4320, 

Department of Homeland Security, 

Washington, DC 20528. Any person, 

firm, or other entity that desires to 

qualify as a Seller of an Approved 

Product for Homeland Security under a 

Block Certification shall complete only 

such portions of the application ref-

erenced in § 25.9(a) as are specified in 

such Block Certification and shall sub-

mit such application to the Depart-

ment in accordance with § 9(a). Appli-

cants seeking to be qualified Sellers of 

an Approved Product for Homeland Se-

curity pursuant to a Block Certifi-

cation will receive expedited review of 

their applications and shall not be re-

quired to provide information with re-

spect to the technical merits of the Ap-

proved Product for Homeland Security 

that has received Block Certification. 

Within 60 days (or such other period of 

time as may be specified in the applica-

ble Block Certification) after the re-

ceipt by the Department of a complete 

application, the Under Secretary shall 

take one of the following actions: 

(i) Approve the application and no-

tify the applicant in writing of such ap-

proval; or 

(ii) Deny the application, and notify 

the applicant in writing of such deci-

sion, including the reasons for such de-

nial. 

(2) If the application is approved, 

commencing on the date of such ap-

proval, the applicant shall be deemed 

to be a Seller under the applicable 

Block Certification for all purposes 

under the SAFETY Act, this part, and 

such Block Certification. A Block Cer-

tification shall be valid and effective 

for the same period of time for which 

the related Block Designation is 

issued. A Block Certification may be 

renewed by the Under Secretary at his 

own initiative or in response to an ap-

plication for renewal submitted by a 

qualified Seller under such Block Cer-

tification in accordance with § 25.9(g). 

Except as otherwise specifically pro-

vided in this paragraph, a Block Cer-

tification shall be deemed to be a Cer-

tification for all purposes under the 

SAFETY Act and this part. 

§ 25.10 Confidentiality and protection 
of Intellectual Property. 

(a) General. The Secretary, in con-
sultation with the Office of Manage-
ment and Budget and appropriate Fed-
eral law enforcement and intelligence 
officials, and in a manner consistent 
with existing protections for sensitive 
or classified information, shall estab-
lish confidentiality procedures for safe-
guarding, maintenance and use of in-
formation submitted to the Depart-
ment under this part. Such protocols 
shall, among other things, ensure that 
the Department will utilize all appro-
priate exemptions from the Freedom of 
Information Act. 

(b) Non-disclosure. Except as other-
wise required by applicable law or reg-
ulation or a final order of a court of 
competent jurisdiction, or as expressly 
authorized in writing by the Under 
Secretary, no person, firm, or other en-
tity may: 

(1) Disclose SAFETY Act Confiden-
tial Information (as defined above) to 
any person, firm, or other entity, or 

(2) Use any SAFETY Act Confidential 
Information for his, her, or its own 
benefit or for the benefit of any other 
person, firm, or other entity, unless 
the applicant has consented to the re-
lease of such SAFETY Act Confidential 
Information. 

(c) Legends. Any person, firm, or 
other entity that submits data or in-
formation to the Department under 
this part may place a legend on such 
data or information indicating that the 
submission constitutes SAFETY Act 
Confidential Information. The absence 
of such a legend shall not prevent any 
data or information submitted to the 
Department under this part from con-
stituting or being considered by the 
Department to constitute SAFETY Act 
Confidential Information. 

PART 27—CHEMICAL FACILITY 
ANTI-TERRORISM STANDARDS 

Subpart A—General 

Sec. 

27.100 Purpose. 

27.105 Definitions. 

27.110 Applicability. 

27.115 Implementation. 
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Program 

27.200 Information regarding security risk 
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27.203 Calculating the screening threshold 
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APPENDIX A TO PART 27—DHS CHEMICALS OF 

INTEREST 

AUTHORITY: 6 U.S.C. 624; Pub. L. 101–410, 104 

Stat. 890, as amended by Pub. L. 114–74, 129 

Stat. 599; Pub. L. 113–254, 128 Stat. 2898, as 

amended by Pub. L. 116–150, 134 Stat. 679. 

SOURCE: 72 FR 17729, Apr. 9, 2007, unless 

otherwise noted. 

Subpart A—General 

§ 27.100 Purpose. 

The purpose of this part is to en-
hance the security of our Nation by 
furthering the mission of the Depart-
ment as provided in 6 U.S.C. 111(b)(1) 
and by lowering the risk posed by cer-
tain chemical facilities. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 

FR 41890, Aug. 4, 2021] 

§ 27.105 Definitions. 

As used in this part: 

A Commercial Grade (ACG) shall refer 
to any quality or concentration of a 
chemical of interest offered for com-
mercial sale that a facility uses, stores, 
manufactures, or ships. 

A Placarded Amount (APA) shall refer 
to the screening threshold quantity 
(STQ) for a sabotage and contamina-
tion chemical of interest, as calculated 
in accordance with § 27.203(d). 

Alternative Security Program or ASP 
shall mean a third-party or industry 
organization program, a local author-
ity, State or Federal government pro-
gram, or any element or aspect thereof, 
that the Executive Assistant Director 
has determined meets the requirements 
of this part and provides for an equiva-
lent level of security to that estab-
lished by this part. 

Associate Director for Chemical Security 
shall mean the Associate Director for 
Chemical Security, Infrastructure Se-
curity Division, Cybersecurity and In-
frastructure Security Agency, Depart-
ment of Homeland Security, or any 
successors to that position within the 
Department, or designee. 

Chemical Facility or facility shall mean 
any establishment that possesses or 
plans to possess, at any relevant point 
in time, a quantity of a chemical sub-
stance determined by the Secretary to 
be potentially dangerous or that meets 
other risk-related criteria identified by 
the Department. As used herein, the 
term chemical facility or facility shall 
also refer to the owner or operator of 
the chemical facility. Where multiple 
owners and/or operators function with-
in a common infrastructure or within a 
single fenced area, the Executive As-
sistant Director may determine that 



226 

6 CFR Ch. I (1–1–23 Edition) § 27.105 

such owners and/or operators con-
stitute a single chemical facility or 
multiple chemical facilities depending 
on the circumstances. 

Chemical of Interest shall refer to a 
chemical listed in appendix A to part 
27. 

Chemical Security Assessment Tool or 
CSAT shall mean a suite of applica-
tions through which the Department 
will collect and analyze key data from 
chemical facilities. 

Chemical-terrorism Vulnerability Infor-
mation (CVI) shall mean the informa-
tion listed in § 27.400(b). 

Coordinating Official shall mean the 
person (or designee(s)) selected by the 
Executive Assistant Director to ensure 
that the regulations are implemented 
in a uniform, impartial, and fair man-
ner. 

Covered Facility or Covered Chemical 
Facility shall mean a chemical facility 
determined by the Executive Assistant 
Director to present high levels of secu-
rity risk, or a facility that the Execu-
tive Assistant Director has determined 
is presumptively high risk under 
§ 27.200. 

CUM 100g shall refer to the cumu-
lative STQ of 100 grams for designated 
Chemical Weapons (CW), located in ap-
pendix A to part 27 as the entry for the 
STQ and Minimum Concentration of 
certain Theft-CW/CWP chemicals. 

Department shall mean the Depart-
ment of Homeland Security. 

Director shall mean the Director of 
the Cybersecurity and Infrastructure 
Security Agency, Department of Home-
land Security, or any successors to 
that position within the Department, 
or designee. 

Executive Assistant Director shall 
mean the Executive Assistant Director 
for the Infrastructure Security Divi-
sion, Cybersecurity and Infrastructure 
Security Agency, Department of Home-
land Security, any successors to that 
position within the Department, or 
designee. 

Office of the Chief Counsel shall mean 
the Office of the Chief Counsel of the 
Cybersecurity and Infrastructure Secu-
rity Agency, Department of Homeland 
Security, or any successors within the 
Department. 

Operator shall mean a person who has 
responsibility for the daily operations 

of a facility or facilities subject to this 
part. 

Owner shall mean the person or enti-
ty that owns any facility subject to 
this part. 

Present high levels of security risk and 
high risk shall refer to a chemical facil-
ity that, in the discretion of the Sec-
retary of Homeland Security, presents 
a high risk of significant adverse con-
sequences for human life or health, na-
tional security, and/or critical eco-
nomic assets if subjected to terrorist 
attack, compromise, infiltration, or ex-
ploitation. 

Risk profiles shall mean criteria iden-
tified by the Executive Assistant Di-
rector for determining which chemical 
facilities will complete the Top-Screen 
or provide other risk assessment infor-
mation. 

Screening Threshold Quantity or STQ 
shall mean the quantity of a chemical 
of interest, upon which the facility’s 
obligation to complete and submit the 
CSAT Top-Screen is based. 

Secretary or Secretary of Homeland Se-
curity shall mean the Secretary of the 
Department of Homeland Security or 
any person, officer, or entity within 
the Department to whom the Sec-
retary’s authority under 6 U.S.C. 621 et 
seq. is delegated. 

Security Issue shall refer to the type 
of risks associated with a given chem-
ical. For purposes of this part, there 
are four main security issues: 

(1) Release (including toxic, flam-
mable, and explosive); 

(2) Theft and diversion (including 
chemical weapons and chemical weap-
ons precursors, weapons of mass effect, 
and explosives and improvised explo-
sive device precursors); 

(3) Sabotage and contamination; and 
(4) Critical to government mission 

and national economy. 
Terrorist attack or terrorist incident 

shall mean any incident or attempt 
that constitutes terrorism or terrorist 
activity under 6 U.S.C. 101(16) or 18 
U.S.C. 2331(5) or 8 U.S.C. 
1182(a)(3)(B)(iii), including any incident 
or attempt that involves or would in-
volve sabotage of chemical facilities or 
theft, misappropriation, or misuse of a 
dangerous quantity of chemicals. 

Tier shall mean the risk level associ-
ated with a covered chemical facility 
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that is assigned to a facility by the De-

partment. For purposes of this part, 

there are four risk-based tiers, ranging 

from highest risk at Tier 1 to lowest 

risk at Tier 4. 

Top-Screen shall mean an initial 

screening process designed by the Exec-

utive Assistant Director through which 
chemical facilities provide information 
to the Department for use pursuant to 
§ 27.200 of these regulations. 

[72 FR 17729, Apr. 9, 2007, as amended at 72 

FR 65418, Nov. 20, 2007; 86 FR 41890, Aug. 4, 

2021] 

§ 27.110 Applicability. 

(a) This part applies to chemical fa-
cilities and to covered facilities as set 
out herein; and 

(b) This part does not apply to a fa-
cility that is excluded as set forth in 6 
U.S.C. 621(4): 

(1) A facility regulated under the 
Maritime Transportation Security Act 
of 2002 (Pub. L. 107–295; 116 Stat. 2064); 

(2) A public water system, as that 
term is defined in 42 U.S.C. 300f; 

(3) A Treatment Works, as that term 
is defined in 33 U.S.C. 1292; 

(4) A facility owned or operated by 
the Department of Defense or the De-
partment of Energy; or 

(5) A facility subject to regulation by 
the Nuclear Regulatory Commission, 
or by a State that has entered into an 
agreement with the Nuclear Regu-
latory Commission under 42 U.S.C. 
2021(b) to protect against unauthorized 
access of any material, activity, or 
structure licensed by the Nuclear Reg-
ulatory Commission. 

[86 FR 41890, Aug. 4, 2021] 

§ 27.115 Implementation. 

The Executive Assistant Director 
may implement this part in a phased 
manner, selecting certain chemical fa-
cilities for expedited initial processes 
under these regulations and identifying 
other chemical facilities or types or 
classes of chemical facilities for other 
phases of program implementation. 
The Executive Assistant Director has 
flexibility to designate particular 
chemical facilities for specific phases 
of program implementation based on 

potential risk or any other factor con-

sistent with this part. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 

FR 41891, Aug. 4, 2021] 

§ 27.120 Designation of a Coordinating 
Official; consultations and technical 
assistance. 

(a) The Executive Assistant Director 

will designate a Coordinating Official 

who will be responsible for ensuring 

that these regulations are implemented 

in a uniform, impartial, and fair man-

ner. 

(b) The Coordinating Official shall 

provide guidance to covered facilities 

regarding compliance with this part 

and shall, as necessary and to the ex-

tent that resources permit, be avail-

able to consult and to provide tech-

nical assistance to an owner or oper-

ator who seeks such consultation or as-

sistance. 

(c) In order to initiate consultations 

or seek technical assistance, a covered 

facility shall submit a written request 

for consultation or technical assistance 

to the Coordinating Official or contact 

the Department in any other manner 

specified in any subsequent guidance. 

Requests for consultation or technical 

guidance do not serve to toll any of the 

applicable timelines set forth in this 

part. 

(d) If a covered facility modifies its 

facility, processes, or the types or 

quantities of materials that it pos-

sesses, and believes that such changes 

may impact the covered facility’s obli-

gations under this part, the covered fa-

cility may request a consultation with 

the Coordinating Official as specified 

in paragraph (c). 

[72 FR 17729, Apr. 9, 2007, as amended at 86 

FR 41891, Aug. 4, 2021] 

§ 27.125 Severability. 

If a court finds any portion of this 

part to have been promulgated without 

proper authority, the remainder of this 

part will remain in full effect. 



228 

6 CFR Ch. I (1–1–23 Edition) § 27.200 

Subpart B—Chemical Facility 
Security Program 

§ 27.200 Information regarding secu-
rity risk for a chemical facility. 

(a) Information to determine security 
risk. In order to determine the security 
risk posed by chemical facilities, the 
Secretary may, at any time, request 
information from chemical facilities 
that may reflect potential con-
sequences of or vulnerabilities to a ter-
rorist attack or incident, including 
questions specifically related to the 
nature of the business and activities 
conducted at the facility; information 
concerning the names, nature, condi-
tions of storage, quantities, volumes, 
properties, customers, major uses, and 
other pertinent information about spe-
cific chemicals or chemicals meeting a 
specific criterion; information con-
cerning facilities’ security, safety, and 
emergency response practices, oper-
ations, and procedures; information re-
garding incidents, history, funding, and 
other matters bearing on the effective-
ness of the security, safety, and emer-
gency response programs, and other in-
formation as necessary. 

(b) Obtaining information from facili-
ties. (1) The Executive Assistant Direc-
tor may seek the information provided 
in paragraph (a) of this section by con-
tacting chemical facilities individually 
or by publishing a notice in the FED-
ERAL REGISTER seeking information 
from chemical facilities that meet cer-
tain criteria, which the Department 
will use to determine risk profiles. 
Through any such individual or FED-
ERAL REGISTER notification, the Execu-
tive Assistant Director may instruct 
such facilities to complete and submit 
a Top-Screen process, which may be 
completed through a secure Depart-
ment Web site or through other means 
approved by the Executive Assistant 
Director. 

(2) A facility must complete and sub-
mit a Top-Screen in accordance with 
the schedule provided in § 27.210, the 
calculation provisions in § 27.203, and 
the minimum concentration provisions 
in § 27.204 if it possesses any of the 
chemicals listed in appendix A to this 
part at or above the STQ for any appli-
cable Security Issue. 

(3) Where the Department requests 
that a facility complete and submit a 
Top-Screen, the facility must des-
ignate a person who is responsible for 
the submission of information through 
the CSAT system and who attests to 
the accuracy of the information con-
tained in any CSAT submissions. Such 
submitter must be an officer of the cor-
poration or other person designated by 
an officer of the corporation and must 
be domiciled in the United States. 

(c) Presumptively High-Risk Facilities. 
(1) If a chemical facility subject to 
paragraph (a) or (b) of this section fails 
to provide information requested or 
complete the Top-Screen within the 
time frame provided in § 27.210, the Ex-
ecutive Assistant Director may, after 
attempting to consult with the facil-
ity, reach a preliminary determina-
tion, based on the information then 
available, that the facility presump-
tively presents a high level of security 
risk. The Executive Assistant Director 
shall then issue a notice to the entity 
of this determination and, if necessary, 
order the facility to provide informa-
tion or complete the Top-Screen pursu-
ant to these rules. If the facility then 
fails to do so, it may be subject to civil 
penalties pursuant to § 27.300, audit and 
inspection under § 27.250, or, if appro-
priate, an order to cease operations 
under § 27.300. 

(2) If the facility deemed ‘‘presump-
tively high risk’’ pursuant to para-
graph (c)(1) of this section completes 
the Top-Screen, and the Department 
determines that it does not present a 
high level of security risk under 
§ 27.205, its status as ‘‘presumptively 
high risk’’ will terminate, and the De-
partment will issue a notice to the fa-
cility to that effect. 

[72 FR 17729, Apr. 9, 2007, as amended at 72 
FR 65418, Nov. 20, 2007; 86 FR 41891, Aug. 4, 
2021] 

§ 27.203 Calculating the screening 
threshold quantity by security 
issue. 

(a) General. In calculating whether a 
facility possesses a chemical of inter-
est that meets the STQ for any secu-
rity issue, a facility need not include 
chemicals of interest: 

(1) Used as a structural component; 
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(2) Used as products for routine jani-
torial maintenance; 

(3) Contained in food, drugs, cos-
metics, or other personal items used by 
employees; 

(4) In process water or non-contact 
cooling water as drawn from environ-
ment or municipal sources; 

(5) In air either as compressed air or 
as part of combustion; 

(6) Contained in articles, as defined 
in 40 CFR 68.3; 

(7) In solid waste (including haz-
ardous waste) regulated under the Re-
source Conservation and Recovery Act, 
42 U.S.C. 6901 et seq., except for the 
waste described in 40 CFR 261.33; or 

(8) In naturally occurring hydro-
carbon mixtures prior to entry of the 
mixture into a natural gas processing 
plant or a petroleum refining process 
unit. Naturally occurring hydrocarbon 
mixtures include condensate, crude oil, 
field gas, and produced water as defined 
in 40 CFR 68.3. 

(b) Release chemicals—(1) Release-toxic, 
release-flammable, and release-explosive 
chemicals. Except as provided in para-
graphs (b)(2) and (b)(3), in calculating 
whether a facility possesses an amount 
that meets the STQ for release chemi-
cals of interest, the facility shall only 
include release chemicals of interest: 

(i) In a vessel as defined in 40 CFR 
68.3, in a underground storage facility, 
or stored in a magazine as defined in 27 
CFR 555.11; 

(ii) In transportation containers used 
for storage not incident to transpor-
tation, including transportation con-
tainers connected to equipment at a fa-
cility for loading or unloading and 
transportation containers detached 
from the motive power that delivered 
the container to the facility; 

(iii) Present as process intermedi-
ates, by-products, or materials pro-
duced incidental to the production of a 
product if they exist at any given time; 

(iv) In natural gas or liquefied nat-
ural gas stored in peak shaving facili-
ties; and 

(v) In gasoline, diesel, kerosene, or 
jet fuel (including fuels that have flam-
mability hazard ratings of 1, 2, 3, or 4, 
as determined by using National Fire 
Protection Association (NFPA) 704: 
Standard System for the Identification 
of the Hazards of Materials for Emer-

gency Response [2007 ed.], which is in-
corporated by reference at 
§ 27.204(a)(2)), stored in aboveground 
tank farms, including tank farms that 
are part of pipeline systems; 

(2) Release-toxic, release-flammable, 
and release-explosive chemicals. Except 
as provided in paragraph (b)(2)(i), in 
calculating whether a facility pos-
sesses an amount that meets the STQ 
for release-toxic, release-flammable, 
and release-explosive chemicals, a fa-
cility need not include release-toxic, 
release-flammable, or release-explosive 
chemicals of interest that a facility 
manufactures, processes, or uses in a 
laboratory at the facility under the su-
pervision of a technically qualified in-
dividual as defined in 40 CFR 720.3. 

(i) This exemption does not apply to 
specialty chemical production; manu-
facture, processing, or use of sub-
stances in pilot plant scale operations; 
or activities, including research and 
development, involving chemicals of 
interest conducted outside the labora-
tory. 

(ii) [Reserved] 

(3) Propane. In calculating whether a 
facility possesses an amount that 
meets the STQ for propane, a facility 
need not include propane in tanks of 
10,000 pounds or less. 

(c) Theft and diversion chemicals. In 
calculating whether a facility pos-
sesses an amount of a theft/diversion 
chemical of interest that meets the 
STQ, the facility shall only include 
theft/diversion chemicals of interest in 
a transportation packaging, as defined 
in 49 CFR 171.8. Where a theft/diver-
sion-CW chemical is designated by 
‘‘CUM 100g,’’ a facility shall total the 
quantity of all such designated chemi-
cals in its possession to determine 
whether the facility possesses theft/di-
version-CW chemicals that meet or ex-
ceed the STQ of 100 grams. 

(d) Sabotage and contamination chemi-
cals. A facility meets the STQ for a 
sabotage/contamination chemical of in-
terest if it ships the chemical and is re-
quired to placard the shipment of that 
chemical pursuant to the provisions of 
subpart F of 49 CFR part 172. 

[72 FR 65419, Nov. 20, 2007, as amended at 86 

FR 41891, Aug. 4, 2021] 
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§ 27.204 Minimum concentration by se-
curity issue. 

(a) Release chemicals—(1) Release-toxic 
chemicals. If a release-toxic chemical of 
interest is present in a mixture, and 
the concentration of the chemical is 
equal to or greater than one percent 
(1%) by weight, the facility shall count 
the amount of the chemical of interest 
in the mixture toward the STQ. If a re-
lease-toxic chemical of interest is 
present in a mixture, and the con-
centration of the chemical is less than 
one percent (1%) by weight of the mix-
ture, the facility need not count the 
amount of that chemical in the mix-
ture in determining whether the facil-
ity possesses the STQ. Except for 
oleum, if the concentration of the 
chemical of interest in the mixture is 
one percent (1%) or greater by weight, 
but the facility can demonstrate that 
the partial pressure of the regulated 
substance in the mixture (solution) 
under handling or storage conditions in 
any portion of the process is less than 
10 millimeters of mercury (mm Hg), 
the amount of the substance in the 
mixture in that portion of a vessel need 
not be considered when determining 
the STQ. The facility shall document 
this partial pressure measurement or 
estimate. 

(2) Release-flammable chemicals. If a 
release-flammable chemical of interest 
is present in a mixture in a concentra-
tion equal to or greater than one per-
cent (1%) by weight of the mixture, and 
the mixture has a NFPA flammability 
hazard rating of 4, the facility shall 
count the entire amount of the mixture 
toward the STQ. Except as provided in 
§ 27.203(b)(1)(v) for fuels that are stored 
in aboveground tank farms (including 
farms that are part of pipeline sys-
tems), if a release-flammable chemical 
of interest is present in a mixture in a 
concentration equal to or greater than 
one percent (1%) by weight of the mix-
ture, and the mixture has a NFPA 
flammability hazard rating of 1, 2, or 3, 
the facility need not count the mixture 
toward the STQ. The flammability haz-
ard ratings are defined in NFPA 704: 
Standard System for the Identification 
of the Hazards of Materials for Emer-
gency Response [2007 ed.]. The Director 
of the Federal Register approves the 
incorporation by reference of this 

standard in accordance with 5 U.S.C. 
552(a) and 1 CFR part 51. You may ob-
tain a copy of the incorporated stand-
ard from the NFPA at 1 Batterymarch 
Park, Quincy, MA 02169–7471 or http:// 
www.nfpa.org. You may inspect a copy 
of the incorporated standard at the De-
partment of Homeland Security, 1621 
Kent Street, 9th Floor, Rosslyn, VA 
(please call 703–235–0709 to make an ap-
pointment), or at the National Ar-
chives and Records Administration 
(NARA). For information on the avail-
ability of material at NARA, call 202– 
741–6030, or go to http:// 
www.archives.gov/federal_register/ 
code_of_federal_regulations/ 
ibr_locations.html. If a release-flam-
mable chemical of interest is present 
in a mixture, and the concentration of 
the chemical is less than one percent 
(1%) by weight, the facility need not 
count the mixture in determining 
whether the facility possesses the STQ. 

(3) Release-explosive chemicals. For 
each release-explosive chemical of in-
terest, a facility shall count the total 
quantity of all commercial grades of 
the chemical of interest toward the 
STQ, unless a specific minimum con-
centration is assigned in the Minimum 
Concentration column of appendix A to 
part 27, in which case the facility 
should count the total quantity of all 
commercial grades of the chemical at 
the specified minimum concentration. 

(b) Theft and diversion chemicals—(1) 
Theft/Diversion-Chemical Weapons (CW) 
and Chemical Weapons Precursors (CWP) 
chemicals. Where a theft/diversion-CW/ 
CWP chemical of interest is not des-
ignated by ‘‘CUM 100g’’ in appendix A, 
and the chemical is present in a mix-
ture at or above the minimum con-
centration amount listed in the Min-
imum Concentration column of appen-
dix A to part 27, the facility shall 
count the entire amount of the mixture 
toward the STQ. 

(2) Theft/Diversion-Weapon of Mass Ef-
fect (WME) chemicals. If a theft/diver-
sion-WME chemical of interest is 
present in a mixture at or above the 
minimum concentration amount listed 
in the Minimum Concentration column 
of appendix A to part 27, the facility 
shall count the entire amount of the 
mixture toward the STQ. 
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(3) Theft/Diversion-Explosives/Impro-
vised Explosive Device Precursor (EXP/ 
IEDP) chemicals. For each theft/diver-
sion-EXP/IEDP chemical of interest, a 
facility shall count the total quantity 
of all commercial grades of the chem-
ical toward the STQ, unless a specific 
minimum concentration is assigned in 
the Minimum Concentration column of 
appendix A to part 27, in which case 
the facility should count the total 
quantity of all commercial grades of 
the chemical at the specified minimum 
concentration. 

(c) Sabotage and contamination chemi-
cals. For each sabotage and contamina-
tion chemical of interest, a facility 
shall count the total quantity of all 
commercial grades of the chemical to-
ward the STQ. 

[72 FR 65419, Nov. 20, 2007, as amended at 86 
FR 41891, Aug. 4, 2021] 

§ 27.205 Determination that a chemical 
facility ‘‘presents a high level of se-
curity risk.’’ 

(a) Initial determination. The Execu-
tive Assistant Director may determine 
at any time that a chemical facility 
presents a high level of security risk 
based on any information available (in-
cluding any information submitted to 
the Department under § 27.200) that, in 
the Secretary’s discretion, indicates 
the potential that a terrorist attack 
involving the facility could result in 
significant adverse consequences for 
human life or health, national secu-
rity, or critical economic assets. Upon 
determining that a facility presents a 
high level of security risk, the Depart-
ment shall notify the facility in writ-
ing of such initial determination and 
may also notify the facility of the De-
partment’s preliminary determination 
of the facility’s placement in a risk- 
based tier pursuant to § 27.220(a). 

(b) Redetermination. If a covered facil-
ity previously determined to present a 
high level of security risk has materi-
ally altered its operations, it may seek 
a redetermination by filing a Request 
for Redetermination with the Execu-
tive Assistant Director, and may re-
quest a meeting regarding the Request. 
Within 45 calendar days of receipt of 
such a Request, or within 45 calendar 
days of a meeting under this para-
graph, the Executive Assistant Direc-

tor shall notify the covered facility in 
writing of the Department’s decision 
on the Request for Redetermination. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41891, Aug. 4, 2021] 

§ 27.210 Submissions schedule. 

(a) Initial submission. The time frames 
in paragraphs (a)(2) and (a)(3) of this 
section also apply to covered facilities 
that submit an Alternative Security 
Program pursuant to § 27.235. 

(1) Top-Screen. Facilities shall com-
plete and submit a Top-Screen within 
the following time frames: 

(i) Unless otherwise notified, within 
60 calendar days of November 20, 2007 
for facilities that possess any of the 
chemicals listed in appendix A at or 
above the STQ for any applicable Secu-
rity Issue, or within 60 calendar days 
for facilities that come into possession 
of any of the chemicals listed in appen-
dix A at or above the STQ for any ap-
plicable Security Issue; or 

(ii) Within the time frame provided 
in any written notification from the 
Department or specified in any subse-
quent FEDERAL REGISTER notice. 

(2) Security Vulnerability Assessment. 
Unless otherwise notified, a covered fa-
cility must complete and submit a Se-
curity Vulnerability Assessment with-
in 90 calendar days of written notifica-
tion from the Department or within 
the time frame specified in any subse-
quent FEDERAL REGISTER notice. 

(3) Site Security Plan. Unless other-
wise notified, a covered facility must 
complete and submit a Site Security 
Plan within 120 calendar days of writ-
ten notification from the Department 
or within the time frame specified in 
any subsequent FEDERAL REGISTER no-
tice. 

(b) Resubmission schedule for covered 
facilities. The timeframes in this sub-
section also apply to covered facilities 
who submit an Alternative Security 
Program pursuant to § 27.235. 

(1) Top-Screen. Unless otherwise noti-
fied: 

(i) Tier 1 and Tier 2 covered facilities 
must complete and submit a new Top- 
Screen no less than two years, and no 
more than two years and 60 calendar 
days, from the date of the Depart-
ment’s approval of the facility’s most 
recent Site Security Plan. 
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(ii) Tier 3 and Tier 4 covered facili-

ties must routinely complete and sub-

mit a Top-Screen no less than three 

years, and no more than three years 

and 60 calendar days, from the date of 

the Department’s approval of the fa-

cility’s most recent Site Security Plan. 

(2) Security Vulnerability Assessment. 
Unless otherwise notified and following 

a Top-Screen resubmission pursuant to 

paragraph (b)(1) of this section, a cov-

ered facility must complete and submit 

a new Security Vulnerability Assess-

ment within 90 calendar days of writ-

ten notification from the Department 

or within the time frame specified in 

any subsequent FEDERAL REGISTER no-

tice. 

(3) Site Security Plan. Unless other-

wise notified and following a Security 

Vulnerability Assessment resubmission 
pursuant to paragraph (b)(2) of this sec-
tion, a covered facility must complete 
and submit a new Site Security Plan 
within 120 calendar days of written no-
tification from the Department or 
within the time frame specified in any 
subsequent FEDERAL REGISTER notice. 

(c) The Executive Assistant Director 
retains the authority to modify the 
schedule in this part as needed. The 
Executive Assistant Director may 
shorten or extend these time periods 
based on the operations at the facility, 
the nature of the covered facility’s 
vulnerabilities, the level and imme-
diacy of security risk, or for other rea-
sons. If the Department alters the time 
periods for a specific facility, the De-
partment will do so in written notice 
to the facility. 

(d) If a covered facility makes mate-
rial modifications to its operations or 
site, the covered facility must com-
plete and submit a revised Top-Screen 
to the Department within 60 days of 
the material modification. In accord-
ance with the resubmission require-
ments in § 27.210(b)(2) and (3), the De-
partment will notify the covered facil-
ity as to whether the covered facility 
must submit a revised Security Vulner-
ability Assessment, Site Security Plan, 
or both. 

[72 FR 17729, Apr. 9, 2007, as amended at 72 

FR 65420, Nov. 20, 2007; 86 FR 41891, Aug. 4, 

2021] 

§ 27.215 Security vulnerability assess-
ments. 

(a) Initial assessment. If the Executive 
Assistant Director determines that a 
chemical facility is high risk, the facil-
ity must complete a Security Vulner-
ability Assessment. A Security Vulner-
ability Assessment shall include: 

(1) Asset Characterization, which in-
cludes the identification and charac-
terization of potential critical assets; 
identification of hazards and con-
sequences of concern for the facility, 
its surroundings, its identified critical 
asset(s), and its supporting infrastruc-
ture; and identification of existing lay-
ers of protection; 

(2) Threat Assessment, which in-
cludes a description of possible inter-
nal threats, external threats, and in-
ternally-assisted threats; 

(3) Security Vulnerability Analysis, 
which includes the identification of po-
tential security vulnerabilities and the 
identification of existing counter-
measures and their level of effective-
ness in both reducing identified 
vulnerabilities and in meeting the ap-
plicable risk-based performance stand-
ards; 

(4) Risk Assessment, including a de-
termination of the relative degree of 
risk to the facility in terms of the ex-
pected effect on each critical asset and 
the likelihood of a success of an at-
tack; and 

(5) Countermeasures Analysis, in-
cluding strategies that reduce the 
probability of a successful attack or re-
duce the probable degree of success, 
strategies that enhance the degree of 
risk reduction, the reliability and 
maintainability of the options, the ca-
pabilities and effectiveness of mitiga-
tion options, and the feasibility of the 
options. 

(b) Except as provided in § 27.235, a 
covered facility must complete the Se-
curity Vulnerability Assessment 
through the CSAT process, or through 
any other methodology or process iden-
tified or issued by the Executive As-
sistant Director. 

(c) Covered facilities must submit a 
Security Vulnerability Assessment to 
the Department in accordance with the 
schedule provided in § 27.210. 

(d) Updates and revisions. (1) A cov-
ered facility must update and revise its 
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Security Vulnerability Assessment in 
accordance with the schedule provided 
in § 27.210. 

(2) Notwithstanding paragraph (d)(1) 
of this section, a covered facility must 
update, revise, or otherwise alter its 
Security Vulnerability Assessment to 
account for new or differing modes of 
potential terrorist attack or for other 
security-related reasons, if requested 
by the Executive Assistant Director. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41891, Aug. 4, 2021] 

§ 27.220 Tiering. 

(a) Preliminary determination of risk- 
based tiering. Based on the information 
the Department receives in accordance 
with §§ 27.200 and 27.205 (including in-
formation submitted through the Top- 
Screen process) and following its ini-
tial determination in § 27.205(a) that a 
facility presents a high level of secu-
rity risk, the Department shall notify 
a facility of the Department’s prelimi-
nary determination of the facility’s 
placement in a risk-based tier. 

(b) Confirmation or alteration of risk- 
based tiering. Following review of a cov-
ered facility’s Security Vulnerability 
Assessment, the Executive Assistant 
Director shall notify the covered facil-
ity of its final placement within a risk- 
based tier, or for covered facilities pre-
viously notified of a preliminary 
tiering, confirm or alter such tiering. 

(c) The Department shall place cov-
ered facilities in one of four risk-based 
tiers, ranging from highest risk facili-
ties in Tier 1 to lowest risk facilities in 
Tier 4. 

(d) The Executive Assistant Director 
may provide the facility with guidance 
regarding the risk-based performance 
standards and any other necessary 
guidance materials applicable to its as-
signed tier. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41892, Aug. 4, 2021] 

§ 27.225 Site security plans. 

(a) The Site Security Plan must meet 
the following standards: 

(1) Address each vulnerability identi-
fied in the facility’s Security Vulner-
ability Assessment, and identify and 
describe the security measures to ad-
dress each such vulnerability; 

(2) Identify and describe how security 
measures selected by the facility will 
address the applicable risk-based per-
formance standards and potential 
modes of terrorist attack including, as 
applicable, vehicle-borne explosive de-
vices, water-borne explosive devices, 
ground assault, or other modes or po-
tential modes identified by the Depart-
ment; 

(3) Identify and describe how security 
measures selected and utilized by the 
facility will meet or exceed each appli-
cable performance standard for the ap-
propriate risk-based tier for the facil-
ity; and 

(4) Specify other information the Ex-
ecutive Assistant Director deems nec-
essary regarding chemical facility se-
curity. 

(b) Except as provided in § 27.235, a 
covered facility must complete the 
Site Security Plan through the CSAT 
process, or through any other method-
ology or process identified or issued by 
the Executive Assistant Director. 

(c) Covered facilities must submit a 
Site Security Plan to the Department 
in accordance with the schedule pro-
vided in § 27.210. 

(d) Updates and revisions. (1) When a 
covered facility updates, revises, or 
otherwise alters its Security Vulner-
ability Assessment pursuant to 
§ 27.215(d), the covered facility shall 
make corresponding changes to its Site 
Security Plan. 

(2) A covered facility must also up-
date and revise its Site Security Plan 
in accordance with the schedule in 
§ 27.210. 

(e) A covered facility must conduct 
an annual audit of its compliance with 
its Site Security Plan. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41892, Aug. 4, 2021] 

§ 27.230 Risk-based performance 
standards. 

(a) Covered facilities must satisfy the 
performance standards identified in 
this section. The Executive Assistant 
Director will issue guidance on the ap-
plication of these standards to risk- 
based tiers of covered facilities, and 
the acceptable layering of measures 
used to meet these standards will vary 
by risk-based tier. Each covered facil-
ity must select, develop in their Site 
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Security Plan, and implement appro-
priately risk-based measures designed 
to satisfy the following performance 
standards: 

(1) Restrict area perimeter. Secure and 
monitor the perimeter of the facility; 

(2) Secure site assets. Secure and mon-
itor restricted areas or potentially 
critical targets within the facility; 

(3) Screen and control access. Control 
access to the facility and to restricted 
areas within the facility by screening 
and/or inspecting individuals and vehi-
cles as they enter, including, 

(i) Measures to deter the unauthor-
ized introduction of dangerous sub-
stances and devices that may facilitate 
an attack or actions having serious 
negative consequences for the popu-
lation surrounding the facility; and 

(ii) Measures implementing a regu-
larly updated identification system 
that checks the identification of facil-
ity personnel and other persons seek-
ing access to the facility and that dis-
courages abuse through established dis-
ciplinary measures; 

(4) Deter, detect, and delay. Deter, de-
tect, and delay an attack, creating suf-
ficient time between detection of an 
attack and the point at which the at-
tack becomes successful, including 
measures to: 

(i) Deter vehicles from penetrating 
the facility perimeter, gaining unau-
thorized access to restricted areas or 
otherwise presenting a hazard to poten-
tially critical targets; 

(ii) Deter attacks through visible, 
professional, well maintained security 
measures and systems, including secu-
rity personnel, detection systems, bar-
riers and barricades, and hardened or 
reduced value targets; 

(iii) Detect attacks at early stages, 
through countersurveillance, frustra-
tion of opportunity to observe poten-
tial targets, surveillance and sensing 
systems, and barriers and barricades; 
and 

(iv) Delay an attack for a sufficient 
period of time so to allow appropriate 
response through on-site security re-
sponse, barriers and barricades, hard-
ened targets, and well-coordinated re-
sponse planning; 

(5) Shipping, receipt, and storage. Se-
cure and monitor the shipping, receipt, 

and storage of hazardous materials for 
the facility; 

(6) Theft and diversion. Deter theft or 
diversion of potentially dangerous 
chemicals; 

(7) Sabotage. Deter insider sabotage; 

(8) Cyber. Deter cyber sabotage, in-
cluding by preventing unauthorized on-
site or remote access to critical proc-
ess controls, such as Supervisory Con-
trol and Data Acquisition (SCADA) 
systems, Distributed Control Systems 
(DCS), Process Control Systems (PCS), 
Industrial Control Systems (ICS), crit-
ical business system, and other sen-
sitive computerized systems; 

(9) Response. Develop and exercise an 
emergency plan to respond to security 
incidents internally and with assist-
ance of local law enforcement and first 
responders; 

(10) Monitoring. Maintain effective 
monitoring, communications and warn-
ing systems, including, 

(i) Measures designed to ensure that 
security systems and equipment are in 
good working order and inspected, test-
ed, calibrated, and otherwise main-
tained; 

(ii) Measures designed to regularly 
test security systems, note defi-
ciencies, correct for detected defi-
ciencies, and record results so that 
they are available for inspection by the 
Department; and 

(iii) Measures to allow the facility to 
promptly identify and respond to secu-
rity system and equipment failures or 
malfunctions; 

(11) Training. Ensure proper security 
training, exercises, and drills of facil-
ity personnel; 

(12) Personnel surety. Perform appro-
priate background checks on and en-
sure appropriate credentials for facil-
ity personnel, and as appropriate, for 
unescorted visitors with access to re-
stricted areas or critical assets, includ-
ing, 

(i) Measures designed to verify and 
validate identity; 

(ii) Measures designed to check 
criminal history; 

(iii) Measures designed to verify and 
validate legal authorization to work; 
and 

(iv) Measures designed to identify 
people with terrorist ties; 
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(13) Elevated threats. Escalate the 
level of protective measures for periods 
of elevated threat; 

(14) Specific threats, vulnerabilities, or 
risks. Address specific threats, 
vulnerabilities or risks identified by 
the Executive Assistant Director for 
the particular facility at issue; 

(15) Reporting of significant security in-
cidents. Report significant security in-
cidents to the Department and to local 
law enforcement officials; 

(16) Significant security incidents and 
suspicious activities. Identify, inves-
tigate, report, and maintain records of 
significant security incidents and sus-
picious activities in or near the site; 

(17) Officials and organization. Estab-
lish official(s) and an organization re-
sponsible for security and for compli-
ance with these standards; 

(18) Records. Maintain appropriate 
records; and 

(19) Address any additional perform-
ance standards the Executive Assistant 
Director may specify. 

(b) [Reserved] 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41892, Aug. 4, 2021] 

§ 27.235 Alternative security program. 

(a) Covered facilities may submit an 
Alternative Security Program (ASP) 
pursuant to the requirements of this 
section. The Executive Assistant Direc-
tor may approve an ASP, in whole, in 
part, or subject to revisions or supple-
ments, upon a determination that the 
ASP meets the requirements of this 
part and provides for an equivalent 
level of security to that established by 
this part. 

(1) A Tier 4 facility may submit an 
ASP in lieu of a Security Vulnerability 
Assessment, Site Security Plan, or 
both. 

(2) Tier 1, Tier 2, or Tier 3 facilities 
may submit an ASP in lieu of a Site 
Security Plan. Tier 1, Tier 2, and Tier 
3 facilities may not submit an ASP in 
lieu of a Security Vulnerability Assess-
ment. 

(b) The Department will provide no-
tice to a covered facility about the ap-
proval or disapproval, in whole or in 
part, of an ASP, using the procedure 
specified in § 27.240 if the ASP is in-
tended to take the place of a Security 
Vulnerability Assessment or using the 

procedure specified in § 27.245 if the 
ASP is intended to take the place of a 
Site Security Plan. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41892, Aug. 4, 2021] 

§ 27.240 Review and approval of secu-
rity vulnerability assessments. 

(a) Review and approval. The Depart-
ment will review and approve in writ-
ing all Security Vulnerability Assess-
ments that satisfy the requirements of 
§ 27.215, including ASPs submitted pur-
suant to § 27.235. 

(b) If a Security Vulnerability As-
sessment does not satisfy the require-
ments of § 27.215, the Department will 
provide the facility with a written no-
tification that includes a clear expla-
nation of deficiencies in the Security 
Vulnerability Assessment. The facility 
shall then enter further consultations 
with the Department and resubmit a 
sufficient Security Vulnerability As-
sessment by the time specified in the 
written notification provided by the 
Department under this section. If the 
resubmitted Security Vulnerability As-
sessment does not satisfy the require-
ments of § 27.215, the Department will 
provide the facility with written notifi-
cation (including a clear explanation of 
deficiencies in the Security Vulner-
ability Assessment) of the Depart-
ment’s disapproval of the Security Vul-
nerability Assessment. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41892, Aug. 4, 2021] 

§ 27.245 Review and approval of site 
security plans. 

(a) Review and approval. (1) The De-
partment will review, and either ap-
prove or disapprove, all Site Security 
Plans that satisfy the requirements of 
§ 27.225, including ASPs submitted pur-
suant to § 27.235. 

(i) The Department will review Site 
Security Plans through a two-step 
process. Upon receipt of the Site Secu-
rity Plan from the covered facility, the 
Department will review the docu-
mentation and make a preliminary de-
termination as to whether it satisfies 
the requirements of § 27.225. If the De-
partment finds that the requirements 
are satisfied, the Department will issue 
a Letter of Authorization to the cov-
ered facility. 
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(ii) Following issuance of the Letter 
of Authorization, the Department will 
inspect the covered facility in accord-
ance with § 27.250 for purposes of deter-
mining compliance with the require-
ments of this part. 

(iii) If the Department approves the 
Site Security Plan in accordance with 
§ 27.250, the Department will issue a 
Letter of Approval to the facility, and 
the facility shall implement the ap-
proved Site Security Plan. 

(2) The Department will not dis-
approve a Site Security Plan submitted 
under this part based on the presence 
or absence of a particular security 
measure. The Department may dis-
approve a Site Security Plan that fails 
to satisfy the risk-based performance 
standards established in § 27.230. 

(b) When the Department disapproves 
a preliminary Site Security Plan 
issued prior to inspection or a Site Se-
curity Plan following inspection, the 
Department will provide the facility 
with a written notification that in-
cludes a clear explanation of defi-
ciencies in the Site Security Plan. The 
facility shall then enter further con-
sultations with the Department and re-
submit a sufficient Site Security Plan 
by the time specified in the written no-
tification provided by the Department 
under this section. If the resubmitted 
Site Security Plan does not satisfy the 
requirements of § 27.225, the Depart-
ment will provide the facility with 
written notification (including a clear 
explanation of deficiencies in the Site 
Security Plan) of the Department’s dis-
approval of the Site Security Plan. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41892, Aug. 4, 2021] 

§ 27.250 Inspections and audits. 

(a) Authority. In order to assess com-
pliance with the requirements of this 
part, authorized Department officials 
may enter, inspect, and audit the prop-
erty, equipment, operations, and 
records of covered facilities. 

(b) Following preliminary approval of 
a Site Security Plan in accordance 
with § 27.245, the Department will in-
spect the covered facility for purposes 
of determining compliance with the re-
quirements of this part. 

(1) If after the inspection, the Depart-
ment determines that the requirements 

of § 27.225 have been met, the Depart-

ment will issue a Letter of Approval to 

the covered facility. 

(2) If after the inspection, the Depart-

ment determines that the requirements 

of § 27.225 have not been met, the De-

partment will proceed as directed by 

§ 27.245(b) in ‘‘Review and Approval of 

Site Security Plans.’’ 

(c) Time and manner. Authorized De-

partment officials will conduct audits 

and inspections at reasonable times 

and in a reasonable manner. The De-

partment will provide covered facility 

owners and/or operators with 24-hour 

advance notice before inspections, ex-

cept 

(1) If the Director or Executive As-
sistant Director determines that an in-
spection without such notice is war-
ranted by exigent circumstances and 
approves such inspection; or 

(2) If any delay in conducting an in-
spection might be seriously detri-
mental to security, and the Associate 
Director for Chemical Security deter-
mines that an inspection without no-
tice is warranted, and approves an in-
spector to conduct such inspection. 

(d) Inspectors. Inspections and audits 
are conducted by personnel duly au-
thorized and designated for that pur-
pose as ‘‘inspectors’’ by the Secretary 
or the Secretary’s designee. 

(1) An inspector will, on request, 
present his or her credentials for exam-
ination, but the credentials may not be 
reproduced by the facility. 

(2) An inspector may administer 
oaths and receive affirmations, with 
the consent of any witness, in any mat-
ter. 

(3) An inspector may gather informa-
tion by reasonable means including, 
but not limited to, interviews, state-
ments, photocopying, photography, and 
video- and audio-recording. All docu-
ments, objects, and electronically 
stored information collected by each 
inspector during the performance of 
that inspector’s duties shall be main-
tained for a reasonable period of time 
in the files of the Department of Home-
land Security maintained for that fa-
cility or matter. 

(4) An inspector may request forth-
with access to all records required to 
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be kept pursuant to § 27.255. An inspec-
tor shall be provided with the imme-
diate use of any photocopier or other 
equipment necessary to copy any such 
record. If copies can not be provided 
immediately upon request, the inspec-
tor shall be permitted immediately to 
take the original records for duplica-
tion and prompt return. 

(e) Confidentiality. In addition to the 
protections provided under Chemical- 
terrorism Vulnerability Information in 
§ 27.400, information received in an 
audit or inspection under this section, 
including the identity of the persons 
involved in the inspection or who pro-
vide information during the inspection, 
shall remain confidential under the in-
vestigatory file exception, or other ap-
propriate exception, to the public dis-
closure requirements of 5 U.S.C. 552. 

(f) Guidance. The Executive Assistant 
Director shall issue guidance identi-
fying appropriate processes for such in-
spections, and specifying the type and 
nature of documentation that must be 
made available for review during in-
spections and audits. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41892, Aug. 4, 2021] 

§ 27.255 Recordkeeping requirements. 

(a) Except as provided in § 27.255(b), 
the covered facility must keep records 
of the activities as set out below for at 
least three years and make them avail-
able to the Department upon request. 
A covered facility must keep the fol-
lowing records: 

(1) Training. For training, the date 
and location of each session, time of 
day and duration of session, a descrip-
tion of the training, the name and 
qualifications of the instructor, a 
clear, legible list of attendees to in-
clude the attendee signature, at least 
one other unique identifier of each 
attendee receiving the training, and 
the results of any evaluation or test-
ing; 

(2) Drills and exercises. For each drill 
or exercise, the date held, a description 
of the drill or exercise, a list of partici-
pants, a list of equipment (other than 
personal equipment) tested or em-
ployed in the exercise, the name(s) and 
qualifications of the exercise director, 
and any best practices or lessons 

learned, which may improve the Site 
Security Plan; 

(3) Incidents and breaches of security. 
Date and time of occurrence, location 
within the facility, a description of the 
incident or breach, the identity of the 
individual to whom it was reported, 
and a description of the response; 

(4) Maintenance, calibration, and test-
ing of security equipment. The date and 
time, name and qualifications of the 
technician(s) doing the work, and the 
specific security equipment involved 
for each occurrence of maintenance, 
calibration, and testing; 

(5) Security threats. Date and time of 
occurrence, how the threat was com-
municated, who received or identified 
the threat, a description of the threat, 
to whom it was reported, and a descrip-
tion of the response; 

(6) Audits. For each audit of a covered 
facility’s Site Security Plan (including 
each audit required under § 27.225(e)) or 
Security Vulnerability Assessment, a 
record of the audit, including the date 
of the audit, results of the audit, 
name(s) of the person(s) who conducted 
the audit, and a letter certified by the 
covered facility stating the date the 
audit was conducted; and 

(7) Letters of Authorization and Ap-
proval. All Letters of Authorization 
and Approval from the Department, 
and documentation identifying the re-
sults of audits and inspections con-
ducted pursuant to § 27.250. 

(b) A covered facility must retain 
records of submitted Top-Screens, Se-
curity Vulnerability Assessments, Site 
Security Plans, and all related cor-
respondence with the Department for 
at least six years and make them avail-
able to the Department upon request. 

(c) To the extent necessary for secu-
rity purposes, the Department may re-
quest that a covered facility make 
available records kept pursuant to 
other Federal programs or regulations. 

(d) Records required by this section 
may be kept in electronic format. If 
kept in an electronic format, they 
must be protected against unauthor-
ized access, deletion, destruction, 
amendment, and disclosure. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 

FR 41892, Aug. 4, 2021] 
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Subpart C—Orders and 
Adjudications 

§ 27.300 Orders. 

(a) Orders generally. When the Execu-
tive Assistant Director determines 
that a facility is in violation of any of 
the requirements of this part, the Ex-
ecutive Assistant Director may take 
appropriate action including the 
issuance of an appropriate Order. 

(b) Orders Assessing Civil Penalty and 
Orders to Cease Operations. (1) Where 
the Executive Assistant Director deter-
mines that a facility is in violation of 
an Order issued pursuant to paragraph 
(a) of this section, the Executive As-
sistant Director may enter an Order 
Assessing Civil Penalty, Order to Cease 
Operations, or both. 

(2) Following the issuance of an 
Order by the Executive Assistant Di-
rector pursuant to paragraph (b)(1) of 
this section, the facility may enter fur-
ther consultations with the Depart-
ment. 

(3) Where the Assistant Secretary de-
termines that a facility is in violation 
of an Order issued pursuant to para-
graph (a) of this section and issues an 
Order Assessing Civil Penalty pursuant 
to paragraph (b)(1) of this section, a 
chemical facility is liable to the United 
States for a civil penalty of not more 
than $25,000 for each day during which 
the violation continues, if the violation 
of the Order occurred on or before No-
vember 2, 2015, or $38,139 for each day 
during which the violation of the Order 
continues, if the violation occurred 
after November 2, 2015. 

(c) Procedures for Orders. (1) At a min-
imum, an Order shall be signed by the 
Executive Assistant Director, shall be 
dated, and shall include: 

(i) The name and address of the facil-
ity in question; 

(ii) A listing of the provision(s) that 
the facility is alleged to have violated; 

(iii) A statement of facts upon which 
the alleged instances of noncompliance 
are based; 

(iv) A clear explanation of defi-
ciencies in the facility’s chemical secu-
rity program, including, if applicable, 
any deficiencies in the facility’s Secu-
rity Vulnerability Assessment, Site Se-
curity Plan, or both; 

(v) A statement indicating what ac-

tion(s) the facility must take to rem-

edy the instance(s) of noncompliance; 

and 

(vi) The date by which the facility 

must comply with the terms of the 

Order. 

(2) The Executive Assistant Director 

may establish procedures for the 

issuance of Orders. 

(d) A facility must comply with the 

terms of the Order by the date specified 

in the Order unless the facility has 

filed a timely Notice of Application for 

Review under § 27.310. 

(e) Where a facility or other person 

contests the determination of the Ex-

ecutive Assistant Director to issue an 

Order, a chemical facility may seek an 

adjudication pursuant to § 27.310. 

(f) An Order issued under this section 

becomes final agency action when the 

time to file a Notice of Application for 

Review under § 27.310 has passed with-

out such a filing or upon the conclu-

sion of adjudication or appeal pro-

ceedings under this subpart. 

[72 FR 17729, Apr. 9, 2007, as amended at 81 

FR 43001, July 1, 2016; 82 FR 8579, Jan. 27, 

2017; 83 FR 13834, Apr. 2, 2018; 84 FR 13508, 

Apr. 5, 2019; 85 FR 36478, June 17, 2020; 86 FR 

41892, Aug. 4, 2021; 86 FR 57539, Oct. 18, 2021; 

87 FR 1326, Jan. 11, 2022] 

§ 27.305 Neutral adjudications. 

(a) Any facility or other person who 

has received a Finding pursuant to 

§ 27.230(a)(12)(iv), a Determination pur-

suant to § 27.245(b), or an Order pursu-

ant to § 27.300 is entitled to an adju-

dication, by a neutral adjudications of-

ficer, of any issue of material fact rel-

evant to any administrative action 

that deprives that person of a cog-

nizable interest in liberty or property. 

(b) A neutral adjudications officer 

appointed pursuant to § 27.315 shall 

issue an Initial Decision on any mate-

rial factual issue related to a Finding 

pursuant to § 27.230(a)(12)(iv), a Deter-

mination pursuant to § 27.245, or an 

Order pursuant to § 27.300 before any 

such administrative action is reviewed 

on appeal pursuant to § 27.345. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 

FR 41892, Aug. 4, 2021] 
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§ 27.310 Commencement of adjudica-
tion proceedings. 

(a) Proceedings instituted by facilities 
or other persons. A facility or other per-
son may institute proceedings to re-
view a determination by the Executive 
Assistant Director: 

(1) Finding, pursuant to the 
§ 27.230(a)(12)(iv), that an individual is a 
potential security threat; 

(2) Disapproving a Site Security Plan 
pursuant to § 27.245(b); or 

(3) Issuing an Order pursuant to 
§ 27.300(a) or (b). 

(b) Procedure for applications by facili-
ties or other persons. A facility or other 
person may institute Proceedings by 
filing a Notice of Application for Re-
view specifying that the facility or 
other person requests a Proceeding to 
review a determination specified in 
paragraph (a) of this section. 

(1) An Applicant institutes a Pro-
ceeding by filing a Notice of Applica-
tion for Review. 

(2) An Applicant must file a Notice of 
Application for Review within seven 
calendar days of notification to the fa-
cility or other person of the Executive 
Assistant Director’s Finding, Deter-
mination, or Order. 

(3) The Applicant shall file and si-
multaneously serve each Notice of Ap-
plication for Review and all subsequent 
filings on the Executive Assistant Di-
rector and the Office of the Chief Coun-
sel. 

(4) An Order is stayed from the time-
ly filing of a Notice of Application for 
Review until the Presiding Officer 
issues an Initial Decision, unless the 
Secretary has lifted the stay due to ex-
igent circumstances pursuant to para-
graph (d) of this section. 

(5) The Applicant shall file and serve 
an Application for Review within 14 
calendar days of the notification to the 
facility or other person of the Execu-
tive Assistant Director’s Finding, De-
termination, or Order. 

(6) Each Application for Review shall 
be accompanied by all legal memo-
randa, other documents, declarations, 
affidavits, and other evidence sup-
porting the position asserted by the 
Applicant. 

(c) Response. The Executive Assistant 
Director, through the Office of the 
Chief Counsel, shall file and serve a Re-

sponse, accompanied by all legal 
memoranda, other documents, declara-
tions, affidavits, and other evidence 
supporting the position asserted by the 
Executive Assistant Director within 14 
calendar days of the filing and service 
of the Application for Review and all 
supporting papers. 

(d) Procedural modifications. The Sec-
retary may, in exigent circumstances 
(as determined in his or her sole discre-
tion): 

(1) Lift any stay applicable to any 
Order under § 27.300; 

(2) Modify the time for a response; 
(3) Rule on the sufficiency of Applica-

tions for Review; or 
(4) Otherwise modify these proce-

dures with respect to particular mat-
ters. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41892, Aug. 4, 2021] 

§ 27.315 Presiding officers for pro-
ceedings. 

(a) Immediately upon the filing of 
any Application for Review, the Sec-
retary shall appoint an attorney, who 
is employed by the Department and 
who has not performed any investiga-
tive or prosecutorial function with re-
spect to the matter, to act as a neutral 
adjudications officer or Presiding Offi-
cer for the compilation of a factual 
record and the recommendation of an 
Initial Decision for each Proceeding. 

(b) Notwithstanding paragraph (a) of 
this section, the Secretary may ap-
point one or more attorneys who are 
employed by the Department and who 
do not perform any investigative or 
prosecutorial function with respect to 
this subpart, to serve, generally, in the 
capacity as Presiding Officer(s) for 
such matters pursuant to such proce-
dures as the Secretary may hereafter 
establish. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41892, Aug. 4, 2021] 

§ 27.320 Prohibition on ex parte com-
munications during proceedings. 

(a) At no time after the designation 
of a Presiding Officer for a Proceeding 
and prior to the issuance of a Final De-
cision pursuant to § 27.345 with respect 
to a facility or other person, shall the 
appointed Presiding Officer, or any per-
son who will advise that official in the 
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decision on the matter, discuss ex 
parte the merits of the proceeding with 
any interested person outside the De-
partment, with any Department offi-
cial who performs a prosecutorial or in-
vestigative function in such proceeding 
or a factually related proceeding, or 
with any representative of such person. 

(b) If, after appointment of a Pre-
siding Officer and prior to the issuance 
of a Final Decision pursuant to § 27.345 
with respect to a facility or other per-
son, the appointed Presiding Officer, or 
any person who will advise that official 
in the decision on the matter, receives 
from or on behalf of any party, by 
means of an ex parte communication, 
information that is relevant to the de-
cision of the matter and to which other 
parties have not had an opportunity to 
respond, a summary of such informa-
tion shall be served on all other par-
ties, who shall have an opportunity to 
reply to the ex parte communication 
within a time set by the Presiding Offi-
cer. 

(c) The consideration of classified in-
formation or CVI pursuant to an in 
camera procedure does not constitute a 
prohibited ex parte communication for 
purposes of this subpart. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41892, Aug. 4, 2021] 

§ 27.325 Burden of proof. 

The Executive Assistant Director 
bears the initial burden of proving the 
facts necessary to support the chal-
lenged administrative action at every 
proceeding instituted under this sub-
part. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41892, Aug. 4, 2021] 

§ 27.330 Summary decision procedures. 

(a) The Presiding Officer appointed 
for each Proceeding shall immediately 
consider whether the summary adju-
dication of the Application for Review 
is appropriate based on the Application 
for Review, the Response, and all the 
supporting filings of the parties pursu-
ant to §§ 27.310(b)(5) and 27.310(c). 

(1) The Presiding Officer shall 
promptly issue any necessary sched-
uling order for any additional briefing 
of the issue of summary adjudication 

on the Application for Review and Re-
sponse. 

(2) The Presiding Officer may con-
duct scheduling conferences and other 
proceedings that the Presiding Officer 
determines to be appropriate. 

(b) If the Presiding Officer deter-
mines that there is no genuine issue of 
material fact and that one party or the 
other is entitled to a decision as a mat-
ter of law, then the record shall be 
closed and the Presiding Officer shall 
issue an Initial Decision on the Appli-
cation for Review pursuant to § 27.340. 

(c) If a Presiding Officer determines 
that any factual issues require the 
cross-examination of one or more wit-
nesses or other proceedings at a hear-
ing, the Presiding Officer, in consulta-
tion with the parties, shall promptly 
schedule a hearing to be conducted pur-
suant to § 27.335. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41892, Aug. 4, 2021] 

§ 27.335 Hearing procedures. 

(a) Any hearing shall be held as expe-
ditiously as possible at the location 
most conducive to a prompt presen-
tation of any necessary testimony or 
other proceedings. 

(1) Videoconferencing and teleconfer-
encing may be used where appropriate 
at the discretion of the Presiding Offi-
cer. 

(2) Each party offering the affirma-
tive testimony of a witness shall 
present that testimony by declaration, 
affidavit, or other sworn statement 
submitted in advance as ordered by the 
Presiding Officer. 

(3) Any witness presented for further 
examination shall be asked to testify 
under an oath or affirmation. 

(4) The hearing shall be recorded ver-
batim. 

(b)(1) A facility or other person may 
appear and be heard on his or her own 
behalf or through any counsel of his or 
her choice who is qualified to possess 
CVI. 

(2) A facility or other person individ-
ually, or through counsel, may offer 
relevant and material information in-
cluding written direct testimony, 
which he or she believes should be con-
sidered in opposition to the adminis-
trative action, or which may bear on 
the sanction being sought. 
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(3) The facility or other person indi-
vidually, or through counsel, may con-
duct such cross-examination as may be 
specifically allowed by the Presiding 
Officer for a full determination of the 
facts. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41892, Aug. 4, 2021] 

§ 27.340 Completion of adjudication 
proceedings. 

(a) The Presiding Officer shall close 
and certify the record of the adjudica-
tion promptly upon the completion of: 

(1) Summary judgment proceedings, 
(2) A hearing, if necessary, 
(3) The submission of post hearing 

briefs, if any are ordered by the Pre-
siding Officer, and 

(4) The conclusion of oral arguments, 
if any are permitted by the Presiding 
Officer. 

(b) The Presiding Officer shall issue 
an Initial Decision based on the cer-
tified record, and the decision shall be 
subject to appeal pursuant to § 27.345. 

(c) An Initial Decision shall become a 
final agency action on the expiration of 
the time for an Appeal pursuant to 
§ 27.345. 

§ 27.345 Appeals. 

(a) Right to appeal. A facility or any 
person who has received an Initial De-
cision under § 27.340(b) has the right to 
appeal to the Director acting as a neu-
tral appeals officer. 

(b) Procedure for appeals. (1) The Ex-
ecutive Assistant Director, a facility or 
other person, or a representative on be-
half of a facility or person, may insti-
tute an Appeal by filing a Notice of Ap-
peal with the office of the Department 
hereinafter designated by the Sec-
retary. 

(2) The Executive Assistant Director, 
a facility, or other person must file a 
Notice of Appeal within seven calendar 
days of the service of the Presiding Of-
ficer’s Initial Decision. 

(3) The Appellant shall file with the 
designated office and simultaneously 
serve each Notice of Appeal and all 
subsequent filings on the Office of the 
Chief Counsel. 

(4) An Initial Decision is stayed from 
the timely filing of a Notice of Appeal 
until the Director issues a Final Deci-
sion, unless the Secretary lifts the stay 

due to exigent circumstances pursuant 
to § 27.310(d). 

(5) The Appellant shall file and serve 
a Brief within 28 calendar days of the 
notification of the service of the Pre-
siding Officer’s Initial Decision. 

(6) The Appellee shall file and serve 
its Opposition Brief within 28 calendar 
days of the service of the Appellant’s 
Brief. 

(c) The Director may provide for an 
expedited appeal for appropriate mat-
ters. 

(d) Ex parte communications. (1) At no 
time after the filing of a Notice of Ap-
peal pursuant to paragraph (b)(1) of 
this section and prior to the issuance 
of a Final Decision on an Appeal pursu-
ant to paragraph (f) of this section 
with respect to a facility or other per-
son shall the Director, his or her des-
ignee, or any person who will advise 
that official in the decision on the mat-
ter, discuss ex parte the merits of the 
proceeding with any interested person 
outside the Department, with any De-
partment official who performs a pros-
ecutorial or investigative function in 
such proceeding or a factually related 
proceeding, or with any representative 
of such person. 

(2) If, after the filing of a Notice of 
Appeal pursuant to paragraph (b)(1) of 
this section and prior to the issuance 
of a Final Decision on an Appeal pursu-
ant to paragraph (f) of this section 
with respect to a facility or other per-
son, the Director, his or her designee, 
or any person who will advise that offi-
cial in the decision on the matter, re-
ceives from or on behalf of any party, 
by means of an ex parte communica-
tion, information that is relevant to 
the decision of the matter and to which 
other parties have not had an oppor-
tunity to respond, a summary of such 
information shall be served on all other 
parties, who shall have an opportunity 
to reply to the ex parte communication 
within a time set by the Director or his 
or her designee. 

(3) The consideration of classified in-
formation or CVI pursuant to an in 
camera procedure does not constitute a 
prohibited ex parte communication for 
purposes of this subpart. 

(e) A facility or other person may 
elect to have the Director participate 
in any mediation or other resolution 
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process by expressly waiving, in writ-
ing, any argument that such participa-
tion has compromised the Appeal proc-
ess. 

(f) The Director shall issue a Final 
Decision and serve it upon the parties. 
A Final Decision made by the Director 
constitutes final agency action. 

(g) The Secretary may establish pro-
cedures for the conduct of Appeals pur-
suant to this section. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41893, Aug. 4, 2021] 

Subpart D—Other 

§ 27.400 Chemical-terrorism vulner-
ability information. 

(a) Applicability. This section governs 
the maintenance, safeguarding, and 
disclosure of information and records 
that constitute Chemical-terrorism 
Vulnerability Information (CVI), as de-
fined in § 27.400(b). The Secretary shall 
administer this section consistent with 
6 U.S.C. 621 et seq., including appro-
priate sharing with Federal, State, and 
local officials. 

(b) Chemical-terrorism vulnerability in-
formation. In accordance with 6 U.S.C. 
623, the following information, whether 
transmitted verbally, electronically, or 
in written form, shall constitute CVI: 

(1) Security Vulnerability Assess-
ments under § 27.215; 

(2) Site Security Plans under § 27.225; 
(3) Documents relating to the Depart-

ment’s review and approval of Security 
Vulnerability Assessments and Site Se-
curity Plans, including Letters of Au-
thorization, Letters of Approval, and 
responses thereto; written notices; and 
other documents developed pursuant to 
§ 27.240 or § 27.245; 

(4) Alternative Security Programs 
under § 27.235; 

(5) Documents relating to inspection 
or audits under § 27.250; 

(6) Any records required to be created 
or retained under § 27.255; 

(7) Sensitive portions of orders, no-
tices, or letters under § 27.300; 

(8) Information developed pursuant 
to §§ 27.200 and 27.205; and 

(9) Other information developed for 
chemical facility security purposes 
that the Secretary, in his or her discre-
tion, determines is similar to the infor-
mation protected in § 27.400(b)(1) 

through (8) and thus warrants protec-
tion as CVI. 

(c) Covered persons. Persons subject to 
the requirements of this section are: 

(1) Each person who has a need to 
know CVI, as specified in § 27.400(e); and 

(2) Each person who otherwise re-
ceives or gains access to what they 
know or should reasonably know con-
stitutes CVI. 

(d) Duty to protect information. A cov-
ered person must: 

(1) Take reasonable steps to safe-
guard CVI in that person’s possession 
or control, including electronic data, 
from unauthorized disclosure. When a 
person is not in physical possession of 
CVI, the person must store it in a se-
cure container, such as a safe, that 
limits access only to covered persons 
with a need to know; 

(2) Disclose, or otherwise provide ac-
cess to, CVI only to persons who have 
a need to know; 

(3) Refer requests for CVI by persons 
without a need to know to the Execu-
tive Assistant Director; 

(4) Mark CVI as specified in § 27.400(f); 

(5) Dispose of CVI as specified in 
§ 27.400(k); 

(6) If a covered person receives a 
record or verbal transmission con-
taining CVI that is not marked as spec-
ified in § 27.400(f), the covered person 
must: 

(i) Mark the record as specified in 
§ 27.400(f) of this section; and 

(ii) Inform the sender of the record 
that the record must be marked as 
specified in § 27.400(f); or 

(iii) If received verbally, make rea-
sonable efforts to memorialize such in-
formation and mark the memorialized 
record as specified in § 27.400(f) of this 
section, and inform the speaker of any 
determination that such information 
warrants CVI protection. 

(7) When a covered person becomes 
aware that CVI has been released to 
persons without a need to know (in-
cluding a covered person under 
§ 27.400(c)(2)), the covered person must 
promptly inform the Executive Assist-
ant Director; and 

(8) In the case of information that is 
CVI and also has been designated as 
Protected Critical Infrastructure Infor-
mation under 6 U.S.C. 133, any covered 
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person in possession of such informa-
tion must comply with the disclosure 
restrictions and other requirements ap-
plicable to such information under 6 
U.S.C. 133 and any implementing regu-
lations. 

(e) Need to know. (1) A person, includ-
ing a State or local official, has a need 
to know CVI in each of the following 
circumstances: 

(i) When the person requires access to 
specific CVI to carry out chemical fa-
cility security activities approved, ac-
cepted, funded, recommended, or di-
rected by the Department. 

(ii) When the person needs the infor-
mation to receive training to carry out 
chemical facility security activities 
approved, accepted, funded, rec-
ommended, or directed by the Depart-
ment. 

(iii) When the information is nec-
essary for the person to supervise or 
otherwise manage individuals carrying 
out chemical facility security activi-
ties approved, accepted, funded, rec-
ommended, or directed by the Depart-
ment. 

(iv) When the person needs the infor-
mation to provide technical or legal 
advice to a covered person, who has a 
need to know the information, regard-
ing chemical facility security require-
ments of Federal law. 

(v) When the Department determines 
that access is required under § 27.400(h) 
or § 27.400(i) in the course of a judicial 
or administrative proceeding. 

(2) Federal employees, contractors, and 
grantees. (i) A Federal employee has a 
need to know CVI if access to the infor-
mation is necessary for performance of 
the employee’s official duties. 

(ii) A person acting in the perform-
ance of a contract with or grant from 
the Department has a need to know 
CVI if access to the information is nec-
essary to performance of the contract 
or grant. Contractors or grantees may 
not further disclose CVI without the 
consent of the Executive Assistant Di-
rector. 

(iii) The Department may require 
that non-Federal persons seeking ac-
cess to CVI complete a non-disclosure 
agreement before such access is grant-
ed. 

(3) Background check. The Depart-
ment may make an individual’s access 

to the CVI contingent upon satisfac-

tory completion of a security back-

ground check or other procedures and 

requirements for safeguarding CVI that 

are satisfactory to the Department. 

(4) Need to know further limited by the 

Department. For some specific CVI, the 

Department may make a finding that 

only specific persons or classes of per-

sons have a need to know. 

(5) Nothing in § 27.400(e) shall prevent 

the Department from determining, in 

its discretion, that a person not other-

wise listed in § 27.400(e) has a need to 

know CVI in a particular circumstance. 

(f) Marking of paper records. (1) In the 

case of paper records containing CVI, a 

covered person must mark the record 

by placing the protective marking con-

spicuously on the top, and the distribu-

tion limitation statement on the bot-

tom, of: 

(i) The outside of any front and back 

cover, including a binder cover or fold-

er, if the document has a front and 

back cover; 

(ii) Any title page; and 

(iii) Each page of the document. 

(2) Protective markings. The protective 

marking is: CHEMICAL-TERRORISM 

VULNERABILITY INFORMATION. 

(3) Distribution limitation statement. 

The distribution limitation statement 

is: WARNING: This record contains 

Chemical-terrorism Vulnerability In-

formation controlled by 6 CFR 27.400. 

Do not disclose to persons without a 

‘‘need to know’’ in accordance with 6 

CFR 27.400(e). Unauthorized release 

may result in civil penalties or other 

action. In any administrative or judi-

cial proceeding, this information shall 

be treated as classified information in 

accordance with 6 CFR 27.400(h) and (i). 

(4) Other types of records. In the case 

of non-paper records that contain CVI, 

including motion picture films, video-

tape recordings, audio recordings, and 

electronic and magnetic records, a cov-

ered person must clearly and conspicu-

ously mark the records with the pro-

tective marking and the distribution 

limitation statement such that the 

viewer or listener is reasonably likely 

to see or hear them when obtaining ac-

cess to the contents of the record. 
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(g) Disclosure by the Department—(1) 
In general. Except as otherwise pro-
vided in this section, and notwith-
standing the Freedom of Information 
Act (5 U.S.C. 552), the Privacy Act (5 
U.S.C. 552a), and other laws, records 
containing CVI are not available for 
public inspection or copying, nor does 
the Department release such records to 
persons without a need to know. 

(2) Disclosure of Segregable Information 
under the Freedom of Information Act 
and the Privacy Act. If a record is 
marked to signify both CVI and infor-
mation that is not CVI, the Depart-
ment, on a proper Freedom of Informa-
tion Act or Privacy Act request, may 
disclose the record with the CVI re-
dacted, provided the record is not oth-
erwise exempt from disclosure under 
the Freedom of Information Act or Pri-
vacy Act. 

(h) Disclosure in administrative enforce-
ment proceedings. (1) The Department 
may provide CVI to a person governed 
by 6 U.S.C. 621 et seq., and his or her 
counsel, in the context of an adminis-
trative enforcement proceeding of 6 
U.S.C. 621 et seq. when, in the sole dis-
cretion of the Department, as appro-
priate, access to the CVI is necessary 
for the person to prepare a response to 
allegations contained in a legal en-
forcement action document issued by 
the Department. 

(2) Security background check. Prior to 
providing CVI to a person under 
§ 27.400(h)(1), the Department may re-
quire the individual or, in the case of 
an entity, the individuals representing 
the entity, and their counsel, to under-
go and satisfy, in the judgment of the 
Department, a security background 
check. 

(i) Disclosure in judicial proceedings. 
(1) In any judicial enforcement pro-
ceeding of 6 U.S.C. 621 et seq., the Sec-
retary, in his or her sole discretion, 
may, subject to § 27.400(i)(1)(i), author-
ize access to CVI for persons necessary 
for the conduct of such proceedings, in-
cluding such persons’ counsel, provided 
that no other persons not so authorized 
shall have access to or be present for 
the disclosure of such information. 

(i) Security background check. Prior to 
providing CVI to a person under 
§ 27.400(i)(1), the Department may re-
quire the individual to undergo and 

satisfy, in the judgment of the Depart-
ment, a security background check. 

(ii) [Reserved] 
(2) In any judicial enforcement pro-

ceeding under 6 U.S.C. 621 et seq. where 
a person seeks to disclose CVI to a per-
son not authorized to receive it under 
paragraph (i)(1) of this section, or 
where a person not authorized to re-
ceive CVI under paragraph (i)(1) of this 
section seeks to compel its disclosure 
through discovery, the United States 
may make an ex parte application in 
writing to the court seeking authoriza-
tion to: 

(i) Redact specified items of CVI from 
documents to be introduced into evi-
dence or made available to the defend-
ant through discovery under the Fed-
eral Rules of Civil Procedure; 

(ii) Substitute a summary of the in-
formation for such CVI; or 

(iii) Substitute a statement admit-
ting relevant facts that the CVI would 
tend to prove. 

(3) The court shall grant a request 
under paragraph (i)(2) of this section if, 
after in camera review, the court finds 
that the redacted item, stipulation, or 
summary is sufficient to allow the de-
fendant to prepare a defense. 

(4) If the court enters an order grant-
ing a request under paragraph (i)(2) of 
this section, the entire text of the doc-
uments to which the request relates 
shall be sealed and preserved in the 
records of the court to be made avail-
able to the appellate court in the event 
of an appeal. 

(5) If the court enters an order deny-
ing a request of the United States 
under paragraph (i)(2) of this section, 
the United States may take an imme-
diate, interlocutory appeal of the 
court’s order in accordance with 18 
U.S.C. 2339B(f)(4), (5). For purposes of 
such an appeal, the entire text of the 
documents to which the request re-
lates, together with any transcripts of 
arguments made ex parte to the court 
in connection therewith, shall be main-
tained under seal and delivered to the 
appellate court. 

(6) Except as provided otherwise at 
the sole discretion of the Secretary, ac-
cess to CVI shall not be available in 
any civil or criminal litigation unre-
lated to the enforcement under 6 U.S.C. 
621 et seq.. 
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(7) Taking of trial testimony—(i) Objec-
tion. During the examination of a wit-
ness in any judicial proceeding, the 
United States may object to any ques-
tion or line of inquiry that may require 
the witness to disclose CVI not pre-
viously found to be admissible. 

(ii) Action by court. In determining 
whether a response is admissible, the 
court shall take precautions to guard 
against the compromise of any CVI, in-
cluding— 

(A) Permitting the United States to 
provide the court, ex parte, with a prof-
fer of the witness’s response to the 
question or line of inquiry; and 

(B) Requiring the defendant to pro-
vide the court with a proffer of the na-
ture of the information that the de-
fendant seeks to elicit. 

(iii) Obligation of defendant. In any ju-
dicial enforcement proceeding, it shall 
be the defendant’s obligation to estab-
lish the relevance and materiality of 
any CVI sought to be introduced. 

(8) Construction. Nothing in this sub-
section shall prevent the United States 
from seeking protective orders or as-
serting privileges ordinarily available 
to the United States to protect against 
the disclosure of classified informa-
tion, including the invocation of the 
military and State secrets privilege. 

(j) Consequences of violation. Violation 
of this section is grounds for a civil 
penalty and other enforcement or cor-
rective action by the Department, and 
appropriate personnel actions for Fed-
eral employees. Corrective action may 
include issuance of an order requiring 
retrieval of CVI to remedy unauthor-
ized disclosure or an order to cease fu-
ture unauthorized disclosure. 

(k) Destruction of CVI. (1) The Depart-
ment of Homeland Security. Subject to 
the requirements of the Federal 
Records Act (codified at 44 U.S.C. 3101 
et seq. and 3301 et seq.), including the 
duty to preserve records containing 
documentation of a Federal agency’s 
policies, decisions, and essential trans-
actions, the Department destroys CVI 
when no longer needed to carry out the 
agency’s function. 

(2) Other covered persons—(i) In gen-
eral. A covered person must destroy 
CVI completely to preclude recognition 
or reconstruction of the information 
when the covered person no longer 

needs the CVI to carry out security 
measures under paragraph (e) of this 
section. 

(ii) Exception. Section 27.400(k)(2) 
does not require a State or local gov-
ernment agency to destroy information 
that the agency is required to preserve 
under State or local law. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41893, Aug. 4, 2021] 

§ 27.405 Review and preemption of 
State laws and regulations. 

(a) As per current law, no law, regu-
lation, or administrative action of a 
State or political subdivision thereof, 
or any decision or order rendered by a 
court under State law, shall have any 
effect if such law, regulation, or deci-
sion conflicts with, hinders, poses an 
obstacle to, or frustrates the purposes 
of this regulation or of any approval, 
disapproval, or order issued there 
under. 

(1) Nothing in this part is intended to 
displace other federal requirements ad-
ministered by the Environmental Pro-
tection Agency, U.S. Department of 
Justice, U.S. Department of Labor, 
U.S. Department of Transportation, or 
other federal agencies. 

(2) [Reserved] 
(b) State law, regulation, or adminis-

trative action defined. For purposes of 
this section, the phrase ‘‘State law, 
regulation, or administrative action’’ 
means any enacted law, promulgated 
regulation, ordinance, administrative 
action, order, decision, or common law 
standard of a State or any of its polit-
ical subdivisions. 

(c) Submission for review. Any chem-
ical facility covered by these regula-
tions and any State may petition the 
Department by submitting a copy of a 
State law, regulation, administrative 
action, decision, or order of a court for 
review under this section. 

(d) Review and opinion—(1) Review. 
The Department may review State 
laws, administrative actions, opinions, 
or orders of a court under State law 
and regulations submitted under this 
section, and may offer an opinion 
whether the application or enforce-
ment of the State law or regulation 
would conflict with, hinder, pose an ob-
stacle to, or frustrate the purposes of 
this part. 
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(2) Opinion. The Department may 

issue a written opinion on any question 

regarding preemption. If the question 

was submitted under subsection (c) of 

this part, the Executive Assistant Di-

rector will notify the affected chemical 

facility and the Attorney General of 

the subject State of any opinion under 

this section. 

(3) Consultation with States. In con-

ducting a review under this section, 

the Department will seek the views of 

the State or local jurisdiction whose 

laws may be affected by the Depart-

ment’s review. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 

FR 41893, Aug. 4, 2021] 

§ 27.410 Third-party actions. 

(a) Nothing in this part shall confer 
upon any person except the Secretary a 
right of action, in law or equity, for 
any remedy including, but not limited 
to, injunctions or damages to enforce 
any provision of this part. 

(b) An owner or operator of a chem-
ical facility may petition the Execu-
tive Assistant Director to provide the 
Department’s view in any litigation in-
volving any issues or matters regard-
ing this part. 

[72 FR 17729, Apr. 9, 2007, as amended at 86 
FR 41894, Aug. 4, 2021] 
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PART 29—PROTECTED CRITICAL 
INFRASTRUCTURE INFORMATION 

Sec. 
29.1 Purpose and scope. 
29.2 Definitions. 
29.3 FOIA exemptions and restrictions on 

use of PCII. 
29.4 PCII program administration. 
29.5 Requirements for protection. 
29.6 Acknowledgement of receipt, valida-

tion, and marking. 
29.7 Safeguarding of PCII. 
29.8 Disclosure of PCII. 
29.9 Investigation and reporting of violation 

of PCII procedures. 

AUTHORITY: 6 U.S.C. 671–674; Section 2222– 
2225 of the Homeland Security Act of 2002, 
Pub. L. 107–296, 116 Stat. 2135, as amended by 
Subtitle B of the Cybersecurity and Infra-
structure Security Act of 2018, Pub. L. 115– 
278, 132 Stat. 4184. 5 U.S.C. 301. 

SOURCE: 71 FR 52271, Sept. 1, 2006, as 
amended at 87 FR 77972, Dec. 21, 2022, unless 
otherwise noted. 

§ 29.1 Purpose and scope. 

(a) Purpose of this part. This part im-
plements the Critical Infrastructure 
Information Act of 2002 (CII Act) by es-
tablishing uniform procedures for the 
receipt, care, and storage of Critical 
Infrastructure Information voluntarily 
submitted to the Department of Home-
land Security through CISA. Con-
sistent with the statutory mission of 
DHS to prevent terrorist attacks with-
in the United States and reduce the 
vulnerability of the United States to 
terrorism, CISA will encourage the vol-
untary submission of CII by safe-
guarding and protecting that informa-
tion from unauthorized disclosure and 
by ensuring that such information is, 
as necessary, securely shared with 
State and Local governments pursuant 
to the CII Act. As required by the CII 
Act, this part establishes procedures 
regarding: 

(1) The acknowledgment of receipt by 
CISA of voluntarily submitted CII; 

(2) The receipt, validation, handling, 
storage, proper marking, and use of in-
formation as PCII; 

(3) The safeguarding and mainte-
nance of the confidentiality of such in-
formation and appropriate sharing of 
such information with State and Local 
governments or government agencies 
pursuant to 6 U.S.C. 673(a)(1)(E); and 

(4) The issuance of advisories, no-

tices, and warnings related to the pro-

tection of critical infrastructure or 

protected systems in such a manner to 

protect, as appropriate, from unauthor-

ized disclosure the source of critical in-

frastructure information that forms 

the basis of the warning, and any infor-

mation that is proprietary or business 

sensitive, might be used to identify the 

submitting person or entity, or is oth-

erwise not appropriately in the public 

domain. 

(b) Scope. This part applies to all per-

sons and entities that are authorized to 

handle, use, store, or otherwise accept 

receipt of PCII. 

§ 29.2 Definitions. 

For purposes of this part: 

Critical Infrastructure has the same 

meaning stated in 6 U.S.C. 101(4) (which 

cross references the term used in 42 

U.S.C. 5195c(e)) and means systems and 
assets, whether physical or virtual, so 
vital to the United States that the in-
capacity or destruction of such sys-
tems and assets would have a debili-
tating impact on security, national 
economic security, national public 
health or safety, or any combination of 
those matters. 

Critical Infrastructure Information or 
CII has the same meaning stated in 6 
U.S.C. 671(1) and means information 
not customarily in the public domain 
and related to the security of critical 
infrastructure or protected systems, 
including documents, records or other 
information concerning: 

(1) Actual, potential, or threatened 
interference with, attack on, com-
promise of, or incapacitation of critical 
infrastructure or protected systems by 
either physical or computer-based at-
tack or other similar conduct (includ-
ing the misuse of or unauthorized ac-
cess to all types of communications 
and data transmission systems) that 
violates Federal, State, or Local law, 
harms interstate commerce of the 
United States, or threatens public 
health or safety; 

(2) The ability of any critical infra-
structure or protected system to resist 
such interference, compromise, or inca-
pacitation, including any planned or 
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past assessment, projection, or esti-
mate of the vulnerability of critical in-
frastructure or a protected system, in-
cluding security testing, risk evalua-
tion thereto, risk-management plan-
ning, or risk audit; or 

(3) Any planned or past operational 
problem or solution regarding critical 
infrastructure or protected systems, 
including repair, recovery, reconstruc-
tion, insurance, or continuity, to the 
extent it is related to such inter-
ference, compromise, or incapacita-
tion. 

CII Act means the Critical Infrastruc-
ture Information Act of 2002 in 6 U.S.C. 
671–674; Sections 2222–2225 of the Home-
land Security Act of 2002, Public Law 
107–296, 116 Stat. 2135, as amended by 
Subtitle B of the Cybersecurity and In-
frastructure Security Act of 2018, Pub-
lic Law 115–278, 132 Stat. 4168. 

CISA means the Cybersecurity and 
Infrastructure Security Agency. 

Department or DHS means the Depart-
ment of Homeland Security. 

Director means the Director of the 
CISA, any successors to that position 
within the Department, or any des-
ignee. 

Executive Assistant Director means the 
Executive Assistant Director for the 
Infrastructure Security Division of the 
CISA, any successors to that position 
within the Department, or any des-
ignee. 

Information Sharing and Analysis Or-
ganization or ISAO has the same mean-
ing stated in 6 U.S.C. 671(5) and means 
any formal or informal entity or col-
laboration created or employed by pub-
lic or private sector organizations for 
purposes of: 

(1) Gathering and analyzing CII, in-
cluding information related to cyberse-
curity risks and incidents, in order to 
better understand security problems 
and interdependencies related to crit-
ical infrastructure and protected sys-
tems, so as to ensure the availability, 
integrity, and reliability thereof; 

(2) Communicating or disclosing CII, 
including cybersecurity risks and inci-
dents, to help prevent, detect, miti-
gate, or recover from the effects of an 
interference, compromise, or an inca-
pacitation problem related to critical 
infrastructure or protected systems; 
and 

(3) Voluntarily disseminating CII, in-
cluding cybersecurity risks and inci-
dents, to its members, Federal, State, 
and Local governments, or any other 
entities that may be of assistance in 
carrying out the purposes specified in 
paragraphs (h)(1) and (2) of this section. 

In the public domain means informa-
tion lawfully, properly, and regularly 
disclosed generally or broadly to the 
public. Information regarding system, 
facility, or operational security is not 
‘‘in the public domain.’’ Information 
submitted with CII that is proprietary 
or business sensitive, or which might 
be used to identify a submitting person 
or entity will not be considered ‘‘in the 
public domain.’’ Information may be 
‘‘business sensitive’’ for this purpose 
whether or not it is commercial in na-
ture, and even if its release could not 
demonstrably cause substantial harm 
to the competitive position of the sub-
mitting person or entity. 

Local government has the same mean-
ing stated in 6 U.S.C. 101(13) and 
means: 

(1) A county, municipality, city, 
town, township, local public authority, 
school district, special district, intra-
state district, council of governments 
(regardless of whether the council of 
governments is incorporated as a non-
profit corporation under State law), re-
gional or interstate government entity, 
or agency or instrumentality of a 
Local government; 

(2) An Indian tribe or authorized trib-
al organization, or in Alaska, a Native 
village or Alaska Regional Native Cor-
poration; and 

(3) A rural community, unincor-
porated town or village, or other public 
entity. 

Protected Critical Infrastructure Infor-
mation or PCII means validated CII, in-
cluding information covered by § 29.6(b) 
and (h), including the identity of the 
submitting person or entity and any 
person or entity on whose behalf the 
submitting person or entity submits 
the CII, that is voluntarily submitted, 
directly or indirectly, to CISA, for its 
use regarding the security of critical 
infrastructure and protected systems, 
analysis, warning, interdependency 
study, recovery, reconstitution, or 
other appropriate purpose. PCII also 
includes any information, statements, 
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compilations or other materials rea-
sonably necessary to explain the CII, 
put the CII in context, or describe the 
importance or use of the CII when ac-
companied by an express statement as 
described in § 29.5. 

PCII Program Manager means the fed-
eral employee within the Infrastruc-
ture Security Division of CISA ap-
pointed as responsible for the adminis-
tration of the PCII Program pursuant 
to this part, any successors to that po-
sition within the Department, or any 
designee. 

PCII Program Manager’s Designee 
means a federal employee outside of 
the PCII Program Office, whether em-
ployed by CISA or another federal 
agency, to whom certain functions of 
the PCII Program Office are delegated 
by the PCII Program Manager, as de-
termined on a case-by-case basis. 

Protected Critical Infrastructure Infor-
mation Program Office or PCII Program 
Office means the personnel organized 
within the Infrastructure Security Di-
vision of CISA who carry out the oper-
ational and administrative functions of 
the PCII Program pursuant to the di-
rection of the PCII Program Manager. 

PCII Program Officer means a Federal, 
State, or Local government employee 
appointed by their respective agency or 
entity and, upon approval of the PCII 
Program Manager, carries out the re-
sponsibilities described in 6 CFR 29.4(d) 
to ensure the proper use, storage, and 
handling of PCII within their respec-
tive agency or entity. 

Protected Critical Infrastructure Infor-
mation Program or PCII Program means 
the program implementing the CII Act 
within the Infrastructure Security Di-
vision of the CISA, including the main-
tenance, management, and review of 
the information provided in further-
ance of the protections provided by the 
CII Act. 

Protected Critical Infrastructure Infor-
mation Management System or PCIIMS 
means the electronic database and 
platform used to record the receipt, ac-
knowledgement, validation, storage, 
dissemination, and destruction of PCII. 
PCIIMS also enables CISA to manage 
and train individuals authorized to 
view, handle, and access PCII. 

Protected system has the same mean-
ing stated in 6 U.S.C. 671(6) and means 

any service, physical or computer- 
based system, process, or procedure 
that directly or indirectly affects the 
viability of a facility of critical infra-
structure; and includes any physical or 
computer-based system, including a 
computer, computer system, computer 
or communications network, or any 
component hardware or element there-
of, software program, processing in-
structions, or information or data in 
transmission or storage therein, irre-
spective of the medium of transmission 
or storage. 

Purposes of the CII Act has the mean-
ing set forth in the CII Act and in-
cludes the security of critical infra-
structure and protected systems, anal-
ysis, warning, interdependency study, 
recovery, reconstitution, or other in-
formational purposes. 

Regulatory proceeding, as used in 6 
U.S.C. 671(7) and this part, means ad-
ministrative proceedings in which DHS 
is the adjudicating entity, and does not 
include any form or type of regulatory 
proceeding or other matter outside of 
DHS. 

State has the same meaning stated in 
6 U.S.C. 101(17) and means any State of 
the United States, the District of Co-
lumbia, the Commonwealth of Puerto 
Rico, the Virgin Islands, Guam, Amer-
ican Samoa, the Commonwealth of the 
Northern Mariana Islands, and any pos-
session of the United States. 

Submission as referenced in these pro-
cedures means any transmittal, either 
directly or indirectly, of CII to the 
CISA PCII Program Office or the PCII 
Program Manager’s Designee, as set 
forth herein. 

Submitted in good faith means any 
submission of information that could 
reasonably be defined as CII or PCII 
under this section. Upon validation of a 
submission as PCII, CISA has conclu-
sively established the good faith of the 
submission. Any information quali-
fying as PCII by virtue of a categorical 
inclusion identified by the PCII Pro-
gram Manager pursuant to this part is 
submitted in good faith. 

Voluntary or voluntarily, when used in 
reference to any submission of CII, 
means the submittal thereof in the ab-
sence of an exercise of legal authority 
by DHS to compel access to or submis-
sion of such information. Voluntary 
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submission of CII may be accomplished 
by (i.e., come from) a single State or 
Local governmental entity; private en-
tity or person; or by an ISAO acting on 
behalf of its members or otherwise. 
There are two exclusions from this def-
inition: 

(1) In the case of any action brought 
under the securities laws—as is defined 
in 15 U.S.C. 78c(a)(47)—the term ‘‘vol-
untary’’ or ‘‘voluntarily’’ does not in-
clude: 

(i) Information or statements con-
tained in any documents or materials 
filed pursuant to 15 U.S.C. 78l(i) with 
the U.S. Securities and Exchange Com-
mission or with federal banking regu-
lators; or 

(ii) A writing that accompanied the 
solicitation of an offer or a sale of se-
curities; and 

(2) Information or statements pre-
viously submitted to DHS in the course 
of a regulatory proceeding or a licens-
ing or permitting determination are 
not ‘‘voluntarily submitted.’’ In addi-
tion, the submission of information to 
DHS for purposes of seeking a federal 
preference or benefit, including CII 
submitted to support an application for 
a DHS grant to secure critical infra-
structure will be considered a vol-
untary submission of information. Ap-
plications for Support Anti-terrorism 
by Fostering Effective Technologies 
Act of 2002 filed pursuant to 6 U.S.C. 
441 et seq., or SAFETY Act Designation 
or Certification under 6 CFR part 25, 
will also be considered a voluntary sub-
mission. 

Used directly by such agency, any other 
Federal, State, or Local authority, or any 
third party, in any civil action arising 
under Federal or State law in 6 U.S.C. 
673(a)(1)(C) means any use in any pro-
ceeding other than a criminal prosecu-
tion before any court of the United 
States or of a State or otherwise, of 
any PCII, or any drafts or copies of 
PCII retained by the submitter, includ-
ing the opinions, evaluations, analyses 
and conclusions prepared and sub-
mitted as CII, as evidence at trial or in 
any pretrial or other discovery, not-
withstanding whether the United 
States, its agencies, officers, or em-
ployees is or are a party to such pro-
ceeding. 

§ 29.3 FOIA exemptions and restric-
tions on use of PCII. 

(a) Freedom of Information Act disclo-
sure exemptions. Information that is 
separately exempt from public disclo-
sure under the Freedom of Information 
Act (5 U.S.C. 552) or applicable State, 
or Local law does not lose its separate 
exemption from public disclosure due 
to the applicability of these procedures 
or any failure to follow them. 

(b) Restriction on use of PCII by regu-
latory agencies and other Federal, State, 
and Local agencies. A Federal, State, or 
Local government agency that receives 
PCII may utilize the PCII only for pur-
poses appropriate under the CII Act, in-
cluding securing critical infrastructure 
or protected systems. Such PCII may 
not be utilized for any other collateral 
regulatory purposes without the writ-
ten consent of the PCII Program Man-
ager and of the submitting person or 
entity. The PCII Program Manager or 
the PCII Program Manager’s Designee 
will not share PCII with Federal, 
State, or Local government agencies 
without instituting appropriate meas-
ures to ensure that PCII is used only 
for appropriate purposes. 

§ 29.4 PCII Program administration. 

(a) Cybersecurity and Infrastructure Se-
curity Agency. The Secretary of the De-
partment of Homeland Security hereby 
designates the Director as the senior 
DHS official responsible for the direc-
tion and administration of the PCII 
Program. The Director administers 
this program through the Executive 
Assistant Director. 

(b) Appointment of a PCII Program 
Manager. The Director will: 

(1) Appoint a PCII Program Manager 
serving under the Executive Assistant 
Director who is responsible for the ad-
ministration of the PCII Program; 

(2) Commit resources necessary for 
the effective implementation of the 
PCII Program; 

(3) Ensure that sufficient personnel, 
including detailees or assignees from 
other federal national security, home-
land security, or law enforcement enti-
ties, as the Director deems appropriate, 
are assigned to the PCII Program to fa-
cilitate secure information sharing 
with appropriate authorities; and 
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(4) Promulgate implementing direc-
tives and prepare training materials, as 
appropriate, for the proper treatment 
of PCII. 

(c) Appointment of PCII Program Offi-
cers. The PCII Program Manager will 
establish procedures to ensure that 
each DHS component and each Federal, 
State, or Local agency or entity that 
works with PCII appoints one or more 
employees to serve as a PCII Program 
Officer in order to carry out the re-
sponsibilities stated in paragraph (d) of 
this section. Persons appointed to 
serve as PCII Program Officers must be 
fully familiar with these procedures. 

(d) Responsibilities of PCII Program Of-
ficers. PCII Program Officers: 

(1) Oversee the handling, use, and 
storage of PCII; 

(2) Ensure the secure sharing of PCII 
with appropriate authorities and indi-
viduals, as set forth in § 29.1(a), and 
paragraph (b)(3) of this section; 

(3) Establish and maintain an ongo-
ing self-inspection program including 
periodic review and assessment of com-
pliance with handling, use, and storage 
of PCII; 

(4) Establish additional procedures, 
measures, and penalties, as necessary, 
to prevent unauthorized access to PCII; 
and 

(5) Ensure prompt and appropriate 
coordination with the PCII Program 
Manager regarding any request, chal-
lenge, or complaint arising out of the 
implementation of these regulations. 

(e) Protected Critical Infrastructure In-
formation Management System or 
PCIIMS. The PCII Program Manager 
will develop, for use by the PCII Pro-
gram Office and the PCII Manager’s 
Designees, an electronic database to be 
known as PCIIMS to record the receipt, 
acknowledgement, validation, storage, 
dissemination, and destruction of PCII. 
This compilation of PCII must be safe-
guarded and protected in accordance 
with the provisions of the CII Act. The 
PCII Program Manager may require 
the completion of appropriate back-
ground investigations of an individual 
before granting that individual access 
to any PCII. 

§ 29.5 Requirements for protection. 

(a) CII receives the protections of the 
CII Act when: 

(1) Such information is voluntarily 
submitted, directly or indirectly, to 
the PCII Program Office or a PCII Pro-
gram Manager’s Designee; 

(2) The information is submitted for 
protected use regarding the security of 
critical infrastructure or protected sys-
tems, analysis, warning, interdepend-
ency study, recovery, reconstitution, 
or other appropriate purposes includ-
ing, without limitation, for the identi-
fication, analysis, prevention, preemp-
tion, disruption, defense against and/or 
mitigation of terrorist threats to the 
homeland; 

(3) The information is labeled with an 
express statement as follows: 

(i) Documentary submissions. In the 
case of documentary submissions, a 
written marking on the information or 
records substantially similar to the fol-
lowing: ‘‘This information is volun-
tarily submitted to the federal govern-
ment in expectation of protection from 
disclosure as provided by the provi-
sions of the Critical Infrastructure In-
formation Act of 2002, as amended by 
the Cybersecurity and Infrastructure 
Security Act of 2018’’; 

(ii) Oral submissions. In the case of 
oral submissions: 

(A) Through an oral statement, made 
at the time of the oral submission or 
within a reasonable period of time 
thereafter, indicating an expectation of 
protection from disclosure as provided 
by the provisions of the CII Act; and 

(B) Through a written statement sub-
stantially similar to the one specified 
above in paragraph (a)(3)(i) of this sec-
tion accompanied by a document that 
memorializes the nature of the oral 
submission initially provided to the 
PCII Program Office or the PCII Pro-
gram Manager’s Designee within a rea-
sonable period of time after making 
the oral submission; or 

(iii) Electronic submissions. In the case 
of electronic submissions: 

(A) Through an electronically sub-
mitted statement made within a rea-
sonable period of time after making 
the electronic submission, indicating 
an expectation of protection from dis-
closure as provided by the provisions of 
the CII Act; or 

(B) Through a non-electronically sub-
mitted written statement substantially 
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similar to the one specified in para-
graph (a)(3)(i) of this section accom-
panied by a document that memorial-
izes the nature of the electronic sub-
mission initially provided to the PCII 
Program Office or the PCII Program 
Manager’s Designee within a reason-
able period after making the electronic 
submission; and 

(4) The documentary, electronic, or 
oral submission is accompanied by a 
statement, signed by the submitting 
person or an authorized person on be-
half of an entity identifying the sub-
mitting person or entity, containing 
such contact information as is consid-
ered necessary by the PCII Program Of-
fice, and certifying that the informa-
tion being submitted is not custom-
arily in the public domain. 

(b) Information that is not submitted 
to the PCII Program Office or the PCII 
Program Manager’s Designees will not 
qualify for protection under the CII 
Act. Only the PCII Program Office or a 
PCII Program Manager’s Designee are 
authorized to acknowledge receipt of 
information submitted for consider-
ation of protection under the CII Act. 

(c) All Federal, State, and Local gov-
ernment entities must protect and 
maintain information as required by 
this part and by the provisions of the 
CII Act when that information is pro-
vided to the entity by the PCII Pro-
gram Manager or a PCII Program Man-
ager’s Designee and is marked as re-
quired in § 29.6(c). 

(d) All submissions seeking PCII sta-
tus are presumed to have been sub-
mitted in good faith until validation or 
a determination not to validate is 
made pursuant to this part. 

§ 29.6 Acknowledgment of receipt, vali-
dation, and marking. 

(a) Authorized officials. Only the PCII 
Program Manager is authorized to vali-
date and mark information submitted 
for protection outside of a categorical 
inclusion as PCII. The PCII Program 
Manager or a Program Manager’s Des-
ignee may mark information quali-
fying for protection under categorical 
inclusions pursuant to paragraph (f) of 
this section as PCII. 

(b) Presumption of protection. All in-
formation submitted in accordance 
with the procedures set forth in § 29.5 of 

this part will be presumed to be and 
will be treated as PCII, enjoying the 
protections of the CII Act, from the 
time the information is received by the 
PCII Program Office or a PCII Program 
Manager’s Designee. The information 
must remain protected unless and until 
the PCII Program Office renders a final 
decision that the information is not 
PCII. The PCII Program Office will, 
with respect to information that is not 
properly submitted, inform the submit-
ting person or entity within thirty cal-
endar days of receipt, by a means of 
communication to be prescribed by the 
PCII Program Manager, that the sub-
mittal was procedurally defective. The 
submitter will then have an additional 
thirty calendar days to remedy the de-
ficiency from the date of receipt of 
such notification by the PCII Program 
Office. If the submitting person or enti-
ty does not cure the deficiency within 
thirty calendar days after the date of 
receipt of the notification provided by 
the PCII Program Office in this para-
graph, the PCII Program Office may 
determine that the presumption of pro-
tection is terminated. Under such cir-
cumstances, the PCII Program Office 
may cure the deficiency by labeling the 
submission with the information re-
quired in § 29.5 or may notify the appli-
cant that the submission does not qual-
ify as PCII. No CII submission will lose 
its presumptive status as PCII except 
as provided in paragraph (g) of this sec-
tion. 

(c) Marking of information. All PCII 
must be clearly identified through 
markings made by the PCII Program 
Office. The PCII Program Office will 
mark PCII materials as follows: ‘‘This 
document contains PCII. In accordance 
with the provisions of 6 CFR part 29, 
this document is exempt from release 
under the Freedom of Information Act 
(5 U.S.C. 552(b)(3)) and similar laws re-
quiring public disclosure. Unauthorized 
release may result in criminal and ad-
ministrative penalties. This document 
is to be safeguarded and disseminated 
in accordance with the CII Act and 
PCII Program requirements.’’ When 
distributing PCII, the distributing per-
son must ensure that the distributed 
information contains this marking. 

(d) Acknowledgement of receipt of infor-
mation. The PCII Program Office or a 
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PCII Program Manager’s Designee will 
acknowledge receipt of information 
submitted as CII and accompanied by 
an express statement, and in so doing 
will: 

(1) Contact the submitting person or 
entity, within thirty calendar days of 
receipt of the submission of CII, by the 
means of delivery prescribed in proce-
dures developed by the PCII Program 
Manager. In the case of oral submis-
sions, receipt will be acknowledged in 
writing within thirty calendar days 
after receipt by the PCII Program Of-
fice or a PCII Program Manager’s Des-
ignee of a written statement, certifi-
cation, and documents that memori-
alize the oral submission, as referenced 
in § 29.5(a)(3)(ii); 

(2) Enter the appropriate data into 
the PCIIMS as required in § 29.4(e); and 

(3) Provide the submitting person or 
entity with a unique tracking number 
that will accompany the information 
from the time it is received by the PCII 
Program Office or a PCII Program 
Manager’s Designee. 

(e) Validation of information. (1) The 
PCII Program Manager is responsible 
for reviewing all submissions that re-
quest protection under the CII Act. The 
PCII Program Manager will review the 
submitted information as soon as prac-
ticable. If a final determination is 
made that the submitted information 
meets the requirements for protection, 
the PCII Program Manager must en-
sure that the information has been 
marked as required in paragraph (c) of 
this section, notify the submitting per-
son or entity of the determination, and 
disclose it only pursuant to § 29.8. 

(2) If the PCII Program Office makes 
an initial determination that the infor-
mation submitted does not meet the 
requirements for protection under the 
CII Act, the PCII Program Office will: 

(i) Notify the submitting person or 
entity of the initial determination that 
the information is not considered to be 
PCII. This notification also will, as 
necessary: 

(A) Request that the submitting per-
son or entity complete the require-
ments of § 29.5(a) or further explain the 
nature of the information and the sub-
mitting person or entity’s basis for be-
lieving the information qualifies for 
protection under the CII Act; 

(B) Advise the submitting person or 
entity that the PCII Program Office 
will review any further information 
provided before rendering a final deter-
mination; 

(C) Advise the submitting person or 
entity that the submission can be with-
drawn at any time before a final deter-
mination is made; 

(D) Notify the submitting person or 
entity that until a final determination 
is made the submission will be treated 
as PCII; 

(E) Notify the submitting person or 
entity that any response to the notifi-
cation must be received by the PCII 
Program Office no later than thirty 
calendar days after the date of the no-
tification; and 

(F) Request the submitting person or 
entity to state whether, in the event 
the PCII Program Office makes a final 
determination that any such informa-
tion is not PCII, the submitting person 
or entity prefers that the information 
be maintained without the protections 
of the CII Act, returned to the submit-
ting person or entity, or destroyed. If a 
request for return is made, all such in-
formation will be returned to the sub-
mitting person or entity. 

(ii) If the information submitted has 
not been withdrawn by the submitting 
person or entity, the PCII Program Of-
fice will return the information to the 
submitter in accordance with the sub-
mitting person or entity’s written pref-
erence and the procedures set forth in 
paragraph (e)(2)(i) of this section with-
in thirty calendar days of making a 
final determination that the informa-
tion submitted is not eligible for pro-
tections under the CII Act. If the sub-
mitting person or entity cannot be no-
tified or the submitting person or enti-
ty’s response is not received within 
thirty calendar days of the date of the 
notification as provided in paragraph 
(e)(2)(i) of this section, the PCII Pro-
gram Office will make the initial deter-
mination final and return the informa-
tion to the submitter. If return to the 
submitter is impractical, the PCII Pro-
gram Office will destroy the informa-
tion within thirty calendar days. This 
process is consistent with the appro-
priate National Archives and Records 
Administration-approved records dis-
position schedule. 



268 

6 CFR Ch. I (1–1–23 Edition) § 29.7 

(f) Categorical Inclusions of Certain 
Types of CII as PCII. The PCII Program 
Manager has discretion to declare cer-
tain subject matter or types of infor-
mation categorically protected as PCII 
and to set procedures for receipt and 
processing of such information. Infor-
mation within a categorical inclusion 
will be considered validated upon re-
ceipt by the PCII Program Manager or 
any of the PCII Program Manager’s 
Designees without further review, pro-
vided that the submitter provides the 
express statement required by 
§ 29.5(a)(3). The PCII Program Man-
ager’s designees will provide to the 
PCII Program Office information sub-
mitted under a categorical inclusion. 

(g) Changing the status of PCII to non- 
PCII. Once information is validated, 
only the PCII Program Manager may 
change the status of PCII to that of 
non-PCII and remove its PCII mark-
ings. Status changes may only take 
place when the submitting person or 
entity requests in writing that the in-
formation no longer be protected under 
the CII Act; or when the PCII Program 
Office determines that the information 
was, at the time of the submission, cus-
tomarily in the public domain. Upon 
making an initial determination that a 
change in status may be warranted, but 
prior to a final determination, the PCII 
Program Office, using the procedures 
in paragraph (e)(2) of this section, will 
inform the submitting person or entity 
of the initial determination of a 
change in status. Notice of the final 
change in status of PCII will be pro-
vided to all recipients of PCII received 
under § 29.8. 

§ 29.7 Safeguarding of PCII. 

(a) Safeguarding. All persons granted 
access to PCII are responsible for safe-
guarding such information in their pos-
session or control. PCII must be pro-
tected at all times by appropriate stor-
age and handling. Each person who 
works with PCII is personally respon-
sible for taking proper precautions to 
ensure that unauthorized persons do 
not gain access to it. 

(b) Background checks on persons with 
access to PCII. For those who require 
access to PCII, CISA will, to the extent 
practicable and consistent with the 
purposes of the CII Act, undertake ap-

propriate background checks to ensure 
that individuals with access to PCII do 
not pose a threat to national security. 
These checks may also be waived in ex-
igent circumstances. 

(c) Use and storage. When PCII is in 
the physical possession of a person, 
reasonable steps must be taken, in ac-
cordance with procedures prescribed by 
the PCII Program Manager, to mini-
mize the risk of access to PCII by un-
authorized persons. When PCII is not in 
the physical possession of a person, it 
must be stored in a secure environ-
ment. 

(d) Reproduction. Pursuant to proce-
dures prescribed by the PCII Program 
Manager, a document or other material 
containing PCII may be reproduced to 
the extent necessary and consistent 
with the need to carry out official du-
ties, provided that the reproduced doc-
uments or material are marked and 
protected in the same manner as the 
original documents or material. 

(e) Disposal of information. Documents 
and material containing PCII may be 
disposed of by any method that pre-
vents unauthorized retrieval, such as 
shredding or incineration. 

(f) Transmission of information. PCII 
will be transmitted only by secure 
means of delivery as determined by the 
PCII Program Manager, and in con-
formance with appropriate federal 
standards. 

(g) Automated Information Systems. 
The PCII Program Manager will estab-
lish security requirements designed to 
protect information to the maximum 
extent practicable, and consistent with 
the CII Act, for Automated Informa-
tion Systems that contain PCII. Such 
security requirements will be in con-
formance with the information tech-
nology security requirements in the 
Federal Information Security Manage-
ment Act and the Office of Manage-
ment and Budget’s implementing poli-
cies. 

§ 29.8 Disclosure of PCII. 

(a) Authorization of access. The Direc-
tor, the Executive Assistant Director, 
or either’s designee may choose to pro-
vide or authorize access to PCII under 
one or more of the paragraphs in this 
section when it is determined that ac-
cess supports a lawful and authorized 
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government purpose as enumerated in 
the CII Act or other law, regulation, or 
legal authority. 

(b) Federal, State, and Local govern-
ment sharing. The PCII Program Office 
or a PCII Program Manager’s Designee 
may provide PCII to an employee of 
the federal government, provided, sub-
ject to paragraph (f) of this section, 
that such information is shared for 
purposes of securing the critical infra-
structure or protected systems, anal-
ysis, warning, interdependency study, 
recovery, reconstitution, or for another 
appropriate purpose including, without 
limitation, the identification, analysis, 
prevention, preemption, and/or disrup-
tion of terrorist threats to the home-
land. PCII may not be used, directly or 
indirectly, for any collateral regu-
latory purpose. PCII may be provided 
to a State or Local government entity 
for the purpose of protecting critical 
infrastructure or protected systems, or 
in furtherance of the investigation or 
prosecution of a criminal act. The pro-
vision of PCII to a State or Local gov-
ernment entity will normally be made 
only pursuant to an arrangement with 
the PCII Program Manager providing 
for compliance with the requirements 
of paragraph (d) of this section and ac-
knowledging the understanding and re-
sponsibilities of the recipient. State 
and Local governments receiving such 
information will acknowledge in such 
arrangements the primacy of PCII pro-
tections under the CII Act; agree to as-
sert all available legal defenses to dis-
closure of PCII under State or Local 
public disclosure laws, statutes, or or-
dinances; and will agree to treat 
breaches of the agreements by their 
employees or contractors as matters 
subject to the applicable criminal code 
or employee code of conduct for the ju-
risdiction. 

(c) Disclosure of information to Federal, 
State, and Local government contractors. 
Disclosure of PCII to Federal, State, 
and Local government contractors may 
be made when necessary for an appro-
priate purpose under the CII Act, and 
only after the PCII Program Manager 
or a PCII Program Officer certifies that 
the contractor is performing services 
in support of the purposes of the CII 
Act. The contractor’s employees who 
will be handling PCII must sign indi-

vidual nondisclosure agreements in a 
form prescribed by the PCII Program 
Manager, and the contractor must 
agree by contract, whenever and to 
whatever extent possible, to comply 
with all relevant requirements of the 
PCII Program. The contractor must 
safeguard PCII in accordance with 
these procedures and may not remove 
any ‘‘PCII’’ markings. An employee of 
the contractor may, in the perform-
ance of services in support of the pur-
poses of the CII Act and when author-
ized to do so by the PCII Program Man-
ager or a PCII Program Manager’s Des-
ignee, communicate with a submitting 
person or an authorized person of a 
submitting entity about a submittal of 
information by that person or entity. 
Contractors will not further disclose 
PCII to any other party not already au-
thorized to receive such information by 
the PCII Program Manager or a PCII 
Program Manager’s Designee, without 
the prior written approval of the PCII 
Program Manager or a PCII Program 
Manager’s Designee. 

(d) Further use or disclosure of informa-
tion by State and Local governments. (1) 
State and Local governments receiving 
information marked ‘‘Protected Crit-
ical Infrastructure Information’’ will 
not share that information with any 
other party not already authorized to 
receive such information by the PCII 
Program Manager or a PCII Program 
Manager’s Designee, with the exception 
of their contractors after complying 
with the requirements of paragraph (c) 
of this section, or remove any PCII 
markings, without first obtaining au-
thorization from the PCII Program 
Manager or a PCII Program Manager’s 
Designee, who is responsible for re-
questing and obtaining written consent 
from the submitter of the information. 

(2) State and Local governments may 
use PCII only for the purpose of pro-
tecting critical infrastructure or pro-
tected systems, or as set forth else-
where in these rules. 

(e) Disclosure of information to appro-
priate entities or to the general public. 
PCII may be used to prepare advisories, 
alerts, and warnings to relevant com-
panies, targeted sectors, governmental 
entities, ISAOs, or the general public 
regarding potential threats and 
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vulnerabilities to critical infrastruc-
ture as appropriate pursuant to the CII 
Act. Unless exigent circumstances re-
quire otherwise, any such warnings to 
the general public will be authorized by 
the Secretary of the Department of 
Homeland Security, the Director, the 
Executive Assistant Director for Infra-
structure Security of CISA, or the Ex-
ecutive Assistant Director for Cyberse-
curity of CISA. Such exigent cir-
cumstances exist only when approval 
of the Secretary, the Director, the Ex-
ecutive Assistant Director for Infra-
structure Security for CISA, or the Ex-
ecutive Assistant Director for Cyberse-
curity for CISA cannot be obtained 
within a reasonable time necessary to 
issue an effective advisory, alert, or 
warning. In issuing advisories, alerts, 
and warnings, DHS will consider the 
exigency of the situation, the extent of 
possible harm to the public or to crit-
ical infrastructure, and the necessary 
scope of the advisory, alert, or warn-
ing; and take appropriate actions to 
protect from disclosure any informa-
tion that is proprietary, business sen-
sitive, relates specifically to or might 
be used to identify the submitting per-
son or entity or any persons or entities 
on whose behalf the CII was submitted, 
or is not otherwise appropriately in the 
public domain. Depending on the exi-
gency of the circumstances, DHS may 
consult or cooperate with the sub-
mitter in making such advisories, 
alerts, or warnings. 

(f) Disclosure for law enforcement pur-
poses and communication with submitters; 
access by Congress, the Comptroller Gen-
eral, and the Inspector General; and whis-
tleblower protection. 

(1) Exceptions for disclosure. 
(i) PCII will not, without the written 

consent of the person or entity submit-
ting such information, be used or dis-
closed for purposes other than the pur-
poses of the CII Act, except: 

(A) In furtherance of the investiga-
tion or prosecution of a criminal act by 
the federal government, or by a State, 
Local, or foreign government, when 
such disclosure is coordinated by a fed-
eral law enforcement official; 

(B) To communicate with a submit-
ting person or an authorized person on 
behalf of a submitting entity, about a 
submittal of information by that per-

son or entity when authorized to do so 
by the PCII Program Manager or a 
PCII Program Manager’s Designee; or 

(C) When disclosure of the informa-
tion is made by any officer or employee 
of the United States; 

(1) To either House of Congress, or to 
the extent of matter within its juris-
diction, any committee or sub-
committee thereof, any joint com-
mittee thereof or subcommittee of any 
such joint committee; or 

(2) To the Comptroller General, or 
any authorized representative of the 
Comptroller General, in the course of 
the performance of the duties of the 
Government Accountability Office. 

(ii) If any officer or employee of the 
United States makes any disclosure 
pursuant to these exceptions, contem-
poraneous written notification must be 
provided to CISA through the PCII 
Program Manager. 

(2) Consistent with the authority to 
disclose information for any of the pur-
poses of the CII Act, disclosure of PCII 
may be made, without the written con-
sent of the person or entity submitting 
such information, to the DHS Office of 
Inspector General. 

(g) Responding to requests made under 
the Freedom of Information Act or State 
and Local government information access 
laws. PCII will be treated as exempt 
from disclosure under the Freedom of 
Information Act and any State or 
Local government law requiring disclo-
sure of records or information. Any 
Federal, State, or Local government 
agency with questions regarding the 
protection of PCII from public disclo-
sure must contact the PCII Program 
Office, who will in turn consult with 
the CISA Office of the Chief Counsel. 

(h) Ex parte communications with deci-
sion-making officials. Pursuant to 6 
U.S.C. 673(a)(1)(B), PCII is not subject 
to any agency rules or judicial doctrine 
regarding ex parte communications 
with a decision-making official. 

(i) Restriction on use of PCII in civil ac-
tions. Pursuant to 6 U.S.C. 673(a)(1)(C), 
PCII will not, without the written con-
sent of the person or entity submitting 
such information, be used directly by 
any Federal, State, or Local authority, 
or by any third party, in any civil ac-
tion arising under Federal, State, or 
Local law. 
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§ 29.9 Investigation and reporting of 
violation of PCII procedures. 

(a) Reporting of possible violations. 
Persons authorized to have access to 
PCII must report any suspected viola-
tion of security procedures, the loss or 
misplacement of PCII, and any sus-
pected unauthorized disclosure of PCII 
immediately to the PCII Program Man-
ager or a PCII Program Manager’s Des-
ignee. Suspected violations may also 
be reported to the DHS Office of In-
spector General. The PCII Program 
Manager or a PCII Program Manager’s 
Designee will in turn report the inci-
dent to the appropriate security officer 
and to the DHS Office of Inspector Gen-
eral. 

(b) Review and investigation of written 
report. The PCII Program Manager, or 
the appropriate security officer must 
notify the DHS Office of Inspector Gen-
eral of their intent to investigate any 
alleged violation of procedures, loss of 
information, and/or unauthorized dis-
closure, prior to initiating any such in-
vestigation. Evidence of wrongdoing 
resulting from any such investigations 
by agencies other than the DHS Inspec-
tor General must be reported to the 
United States Department of Justice, 
Criminal Division, through the CISA 
Office of the Chief Counsel. The DHS 
Office of Inspector General also has au-
thority to conduct such investigations 
and will report any evidence of wrong-
doing to the United States Department 
of Justice, Criminal Division, for con-
sideration of prosecution. 

(c) Notification to originator of PCII. If 
the PCII Program Manager or the ap-
propriate security officer determines 
that a loss of information or an unau-
thorized disclosure of PCII has oc-
curred, the PCII Program Manager or a 
PCII Program Manager’s Designee 
must notify the person or entity that 
submitted the PCII, unless providing 
such notification could reasonably be 
expected to hamper the relevant inves-
tigation or adversely affect any other 
law enforcement, national security, or 
homeland security interest. 

(d) Criminal and administrative pen-
alties. (1) As established in 6 U.S.C. 
673(f), whoever, being an officer or em-
ployee of the United States or of any 
department or agency thereof, know-
ingly publishes, divulges, discloses, or 

makes known in any manner or to any 
extent not authorized by law, any in-
formation protected from disclosure by 
the CII Act coming to the officer or 
employee in the course of his or her 
employment or official duties or by 
reason of any examination or inves-
tigation made by, or return, report, or 
record made to or filed with, such de-
partment or agency or officer or em-
ployee thereof, shall be fined under 
title 18 of the United States Code, im-
prisoned not more than one year, or 
both, and shall be removed from office 
or employment. 

(2) In addition to the penalties set 
forth in paragraph (d)(1) of this section, 
if the PCII Program Manager deter-
mines that an entity or person who has 
received PCII has violated the provi-
sions of this part or used PCII for an 
inappropriate purpose, the PCII Pro-
gram Manager may disqualify that en-
tity or person from future receipt of 
any PCII or future receipt of any sen-
sitive homeland security information 
under 6 U.S.C. 482, provided, however, 
that any such decision by the PCII Pro-
gram Manager may be appealed to the 
Director. 

PART 37—REAL ID DRIVER’S LI-
CENSES AND IDENTIFICATION 
CARDS 

Subpart A—General 

Sec. 

37.1 Applicability. 

37.3 Definitions. 

37.5 Validity periods and deadlines for 
REAL ID driver’s licenses and identifica-
tion cards. 

Subpart B—Minimum Documentation, 
Verification, and Card Issuance Re-
quirements 

37.11 Application and documents the appli-
cant must provide. 

37.13 Document verification requirements. 

37.15 Physical security features for the driv-
er’s license or identification card. 

37.17 Requirements for the surface of the 
driver’s license or identification card. 

37.19 Machine readable technology on the 
driver’s license or identification card. 

37.21 Temporary or limited-term driver’s li-
censes and identification cards. 

37.23 Reissued REAL ID driver’s licenses 
and identification cards. 
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37.25 Renewal of REAL ID driver’s licenses 
and identification cards. 

37.27 Driver’s licenses and identification 
cards issued during the age-based enroll-
ment period. 

37.29 Prohibition against holding more than 
one REAL ID card or more than one driv-
er’s license. 

Subpart C—Other Requirements 

37.31 Source document retention. 
37.33 DMV databases. 

Subpart D—Security at DMVs and Driver’s 
License and Identification Card Pro-
duction Facilities 

37.41 Security plan. 
37.43 Physical security of DMV production 

facilities. 
37.45 Background checks for covered em-

ployees. 

Subpart E—Procedures for Determining 
State Compliance 

37.51 Compliance—general requirements. 
37.55 State certification documentation. 
37.59 DHS reviews of State compliance. 
37.61 Results of compliance determination. 
37.63 Extension of deadline. 
37.65 Effect of failure to comply with this 

part. 

Subpart F—Driver’s Licenses and Identifica-
tion Cards Issued Under section 
202(d)(11) of the REAL ID Act 

37.71 Driver’s licenses and identification 
cards issued under section 202(d)(11) of 
the REAL ID Act. 

AUTHORITY: 49 U.S.C. 30301 note; 6 U.S.C. 
111, 112. 

SOURCE: 73 FR 5331, Jan. 29, 2008, unless 
otherwise noted. 

Subpart A—General 

§ 37.1 Applicability. 

(a) Subparts A through E of this part 
apply to States and U.S. territories 
that choose to issue driver’s licenses 
and identification cards that can be ac-
cepted by Federal agencies for official 
purposes. 

(b) Subpart F establishes certain 
standards for State-issued driver’s li-
censes and identification cards issued 
by States that participate in REAL ID, 
but that are not intended to be accept-
ed by Federal agencies for official pur-
pose under section 202(d)(11) of the 
REAL ID Act. 

§ 37.3 Definitions. 

For purposes of this part: 

Birth certificate means the record re-

lated to a birth that is permanently 

stored either electronically or phys-

ically at the State Office of Vital Sta-

tistics or equivalent agency in a reg-

istrant’s State of birth. 

Card means either a driver’s license 

or identification card issued by the 

State Department of Motor Vehicles 

(DMV) or equivalent State office. 

Certification means an assertion by 

the State to the Department of Home-

land Security that the State has met 

the requirements of this part. 

Certified copy of a birth certificate 
means a copy of the whole or part of a 

birth certificate registered with the 

State that the State considers to be 

the same as the original birth certifi-

cate on file with the State Office of 

Vital Statistics or equivalent agency 

in a registrant’s State of birth. 

Covered employees means Department 

of Motor Vehicles employees or con-

tractors who are involved in the manu-

facture or production of REAL ID driv-

er’s licenses and identification cards, 

or who have the ability to affect the 

identity information that appears on 

the driver’s license or identification 

card. 

Data verification means checking the 

validity of data contained in source 

documents presented under this regula-

tion. 

DHS means the U.S. Department of 

Homeland Security. 

DMV means the Department of Motor 

Vehicles or any State Government en-

tity that issues driver’s licenses and 

identification cards, or an office with 

equivalent function for issuing driver’s 

licenses and identification cards. 

Determination means a decision by 

the Department of Homeland Security 

that a State has or has not met the re-

quirements of this part and that Fed-

eral agencies may or may not accept 

the driver’s licenses and identification 

cards issued by the State for official 

purposes. 

Digital photograph means a digital 

image of the face of the holder of the 

driver’s license or identification card. 
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Document authentication means deter-
mining that the source document pre-
sented under these regulations is gen-
uine and has not been altered. 

Domestic violence and dating violence 
have the meanings given the terms in 
section 3, Universal definitions and 
grant provisions, of the Violence 
Against Women and Department of 
Justice Reauthorization Act of 2005 
(Pub. L. 109–162, 119 Stat. 2960, 2964, 
Jan. 5, 2006); codified at section 40002, 
Definitions and grant provisions, 42 
U.S.C. 13925, or State laws addressing 
domestic and dating violence. 

Driver’s license means a motor vehicle 
operator’s license, as defined in 49 
U.S.C. 30301. 

Duplicate means a driver’s license or 
identification card issued subsequent 
to the original document that bears 
the same information and expiration 
date as the original document and that 
is reissued at the request of the holder 
when the original is lost, stolen, or 
damaged and there has been no mate-
rial change in information since prior 
issuance. 

Federal agency means all executive 
agencies including Executive depart-
ments, a Government corporation, and 
an independent establishment as de-
fined in 5 U.S.C. 105. 

Federally-regulated commercial aircraft 
means a commercial aircraft regulated 
by the Transportation Security Admin-
istration (TSA). 

Full compliance means that the Sec-
retary or his designate(s) has deter-
mined that a State has met all the re-
quirements of Subparts A through E. 

Full legal name means an individual’s 
first name, middle name(s), and last 
name or surname, without use of ini-
tials or nicknames. 

IAFIS means the Integrated Auto-
mated Fingerprint Identification Sys-
tem, a national fingerprint and crimi-
nal history system maintained by the 
Federal Bureau of Investigation (FBI) 
that provides automated fingerprint 
search capabilities. 

Identification card means a document 
made or issued by or under the author-
ity of a State Department of Motor Ve-
hicles or State office with equivalent 
function which, when completed with 
information concerning a particular in-
dividual, is of a type intended or com-

monly accepted for the purpose of iden-
tification of individuals. 

INS means the former-Immigration 
and Naturalization Service of the U.S. 
Department of Justice. 

Lawful status: A person in lawful sta-
tus is a citizen or national of the 
United States; or an alien: lawfully ad-
mitted for permanent or temporary 
residence in the United States; with 
conditional permanent resident status 
in the United States; who has an ap-
proved application for asylum in the 
United States or has entered into the 
United States in refugee status; who 
has a valid nonimmigrant status in the 
United States; who has a pending appli-
cation for asylum in the United States; 
who has a pending or approved applica-
tion for temporary protected status 
(TPS) in the United States; who has 
approved deferred action status; or who 
has a pending application for lawful 
permanent residence (LPR) or condi-
tional permanent resident status. This 
definition does not affect other defini-
tions or requirements that may be con-
tained in the Immigration and Nation-
ality Act or other laws. 

Material change means any change to 
the personally identifiable information 
of an individual as defined under this 
part. Notwithstanding the definition of 
personally identifiable information 
below, a change of address of principal 
residence does not constitute a mate-
rial change. 

Material compliance means a deter-
mination by DHS that a State has met 
the benchmarks contained in the Mate-
rial Compliance Checklist. 

NCIC means the National Crime In-
formation Center, a computerized 
index of criminal justice information 
maintained by the Federal Bureau of 
Investigation (FBI) that is available to 
Federal, State, and local law enforce-
ment and other criminal justice agen-
cies. 

Official purpose means accessing Fed-
eral facilities, boarding Federally-regu-
lated commercial aircraft, and enter-
ing nuclear power plants. 

Passport means a passport booklet or 
card issued by the U.S. Department of 
State that can be used as a travel docu-
ment to gain entry into the United 
States and that denotes identity and 
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citizenship as determined by the U.S. 
Department of State. 

Personally identifiable information 
means any information which can be 
used to distinguish or trace an individ-
ual’s identity, such as their name; driv-
er’s license or identification card num-
ber; social security number; biometric 
record, including a digital photograph 
or signature; alone, or when combined 
with other personal or identifying in-
formation, which is linked or linkable 
to a specific individual, such as a date 
and place of birth or address, whether 
it is stored in a database, on a driver’s 
license or identification card, or in the 
machine readable technology on a li-
cense or identification card. 

Principal residence means the location 
where a person currently resides (i.e., 
presently resides even if at a tem-
porary address) in conformance with 
the residency requirements of the 
State issuing the driver’s license or 
identification card, if such require-
ments exist. 

REAL ID Driver’s License or Identifica-
tion Card means a driver’s license or 
identification card that has been issued 
by a State that has been certified by 
DHS to be in compliance with the re-
quirements of the REAL ID Act and 
which meets the standards of subparts 
A through D of this part, including 
temporary or limited-term driver’s li-
censes or identification cards issued 
under § 37.21. 

Reissued card means a card that a 
State DMV issues to replace a card 
that has been lost, stolen or damaged, 
or to replace a card that includes out-
dated information. A card may not be 
reissued remotely when there is a ma-
terial change to the personally identi-
fiable information as defined by the 
Rule. 

Renewed card means a driver’s license 
or identification card that a State 
DMV issues to replace a renewable 
driver’s license or identification card. 

SAVE means the DHS Systematic 
Alien Verification for Entitlements 
system, or such successor or alternate 
verification system at the Secretary’s 
discretion. 

Secretary means the Secretary of 
Homeland Security. 

Sexual assault and stalking have the 
meanings given the terms in section 3, 

universal definitions and grant provi-

sions, of the Violence Against Women 

and Department of Justice Reauthor-

ization Act of 2005 (Pub. L. 109–162, 119 

Stat. 2960, 2964, Jan. 5, 2006); codified at 

section 40002, Definitions and grant 

provisions, 42 U.S.C. 13925, or State 

laws addressing sexual assault and 

stalking. 

Source document(s) means original or 

certified copies (where applicable) of 

documents presented by an applicant 

as required under these regulations to 

the Department of Motor Vehicles to 

apply for a driver’s license or identi-

fication card. 

State means a State of the United 

States, the District of Columbia, Puer-

to Rico, the Virgin Islands, Guam, 

American Samoa, and the Common-

wealth of the Northern Mariana Is-

lands. 

State address confidentiality program 

means any State-authorized or State- 

administered program that— 

(1) Allows victims of domestic vio-

lence, dating violence, sexual assault, 

stalking, or a severe form of traf-

ficking to keep, obtain, and use alter-

native addresses; or 

(2) Provides confidential record-keep-

ing regarding the addresses of such vic-

tims or other categories of persons. 

Temporary lawful status: A person in 

temporary lawful status is a person 

who: Has a valid nonimmigrant status 

in the United States (other than a per-

son admitted as a nonimmigrant under 

the Compacts of Free Association be-

tween the United States and the Re-

public of the Marshall Islands, the Fed-

erated States of Micronesia, or the Re-

public of Palau); has a pending applica-

tion for asylum in the United States; 

has a pending or approved application 

for temporary protected status (TPS) 

in the United States; has approved de-

ferred action status; or has a pending 

application for LPR or conditional per-

manent resident status. 

Verify means procedures to ensure 

that: 

(1) The source document is genuine 

and has not been altered (i.e., ‘‘docu-

ment authentication’’); and 
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(2) The identity data contained on 
the document is valid (‘‘data 
verification’’). 

[73 FR 5331, Jan. 29, 2008, as amended at 84 
FR 46426, Sept. 4, 2019] 

§ 37.5 Validity periods and deadlines 
for REAL ID driver’s licenses and 
identification cards. 

(a) Driver’s licenses and identifica-
tion cards issued under this part, that 
are not temporary or limited-term 
driver’s licenses and identification 
cards, are valid for a period not to ex-
ceed eight years. A card may be valid 
for a shorter period based on other 
State or Federal requirements. 

(b) On or after May 3, 2023, Federal 
agencies shall not accept a driver’s li-
cense or identification card for official 
purposes from any individual unless 
such license or card is a REAL ID–com-
pliant driver’s license or identification 
card issued by a State that has been 
determined by DHS to be in full com-
pliance as defined under this subpart. 

(c) Through the end of May 2, 2023, 
Federal agencies may accept for offi-
cial purposes a driver’s license or iden-
tification card issued under § 37.71. On 
or after May 3, 2023, Federal agencies 
shall not accept for official purposes a 
driver’s license or identification card 
issued under § 37.71. 

[73 FR 5331, Jan. 29, 2008, as amended at 79 
FR 77838, Dec. 29, 2014; 84 FR 55019, Oct. 15, 
2019; 85 FR 23208, Apr. 27, 2020; 86 FR 23240, 
May 3, 2021] 

Subpart B—Minimum Documenta-
tion, Verification, and Card 
Issuance Requirements 

§ 37.11 Application and documents the 
applicant must provide. 

(a) The State must subject each per-
son applying for a REAL ID driver’s li-
cense or identification card to a man-
datory facial image capture, and shall 
maintain photographs of individuals 
even if no card is issued. The photo-
graphs must be stored in a format in 
accordance with § 37.31 as follows: 

(1) If no card is issued, for a min-
imum period of five years. 

(2) If a card is issued, for a period of 
at least two years beyond the expira-
tion date of the card. 

(b) Declaration. Each applicant must 
sign a declaration under penalty of per-
jury that the information presented on 
the application is true and correct, and 
the State must retain this declaration. 
An applicant must sign a new declara-
tion when presenting new source docu-
ments to the DMV on subsequent vis-
its. 

(c) Identity. (1) To establish identity, 
the applicant must present at least one 
of the following source documents: 

(i) Valid, unexpired U.S. passport. 
(ii) Certified copy of a birth certifi-

cate filed with a State Office of Vital 
Statistics or equivalent agency in the 
individual’s State of birth. 

(iii) Consular Report of Birth Abroad 
(CRBA) issued by the U.S. Department 
of State, Form FS–240, DS–1350 or FS– 
545. 

(iv) Valid, unexpired Permanent 
Resident Card (Form I–551) issued by 
DHS or INS. 

(v) Unexpired employment authoriza-
tion document (EAD) issued by DHS, 
Form I–766 or Form I–688B. 

(vi) Unexpired foreign passport with 
a valid, unexpired U.S. visa affixed ac-
companied by the approved I–94 form 
documenting the applicant’s most re-
cent admittance into the United 
States. 

(vii) Certificate of Naturalization 
issued by DHS, Form N–550 or Form N– 
570. 

(viii) Certificate of Citizenship, Form 
N–560 or Form N–561, issued by DHS. 

(ix) REAL ID driver’s license or iden-
tification card issued in compliance 
with the standards established by this 
part. 

(x) Such other documents as DHS 
may designate by notice published in 
the FEDERAL REGISTER. 

(2) Where a State permits an appli-
cant to establish a name other than 
the name that appears on a source doc-
ument (for example, through marriage, 
adoption, court order, or other mecha-
nism permitted by State law or regula-
tion), the State shall require evidence 
of the name change through the pres-
entation of documents issued by a 
court, governmental body or other en-
tity as determined by the State. The 
State shall maintain copies of the doc-
umentation presented pursuant to 
§ 37.31, and maintain a record of both 
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the recorded name and the name on the 
source documents in a manner to be de-
termined by the State and in con-
formity with § 37.31. 

(d) Date of birth. To establish date of 
birth, an individual must present at 
least one document included in para-
graph (c) of this section. 

(e) Social security number (SSN). (1) 
Except as provided in paragraph (e)(3) 
of this section, individuals presenting 
the identity documents listed in 
§ 37.11(c)(1) and (2) must present his or 
her Social Security Administration ac-
count number card; or, if a Social Se-
curity Administration account card is 
not available, the person may present 
any of the following documents bearing 
the applicant’s SSN: 

(i) A W–2 form, 
(ii) A SSA–1099 form, 
(iii) A non-SSA–1099 form, or 
(iv) A pay stub with the applicant’s 

name and SSN on it. 
(2) The State DMV must verify the 

SSN pursuant to § 37.13(b)(2) of this 
subpart. 

(3) Individuals presenting the iden-
tity document listed in § 37.11(c)(1)(vi) 
must present an SSN or demonstrate 
non-work authorized status. 

(f) Documents demonstrating address of 
principal residence. To document the ad-
dress of principal residence, a person 
must present at least two documents of 
the State’s choice that include the in-
dividual’s name and principal resi-
dence. A street address is required ex-
cept as provided in § 37.17(f) of this 
part. 

(g) Evidence of lawful status in the 
United States. A DMV may issue a 
REAL ID driver’s license or identifica-
tion card only to a person who has pre-
sented satisfactory evidence of lawful 
status. 

(1) If the applicant presents one of 
the documents listed under paragraphs 
(c)(1)(i), (c)(1)(ii), (c)(1)(iii), (c)(1)(iv), 
(c)(1)(vii) or (c)(1)(viii) of this section, 
the issuing State’s verification of the 
applicant’s identity in the manner pre-
scribed in § 37.13 will also provide satis-
factory evidence of lawful status. 

(2) If the applicant presents one of 
the identity documents listed under 
paragraphs (c)(1)(v) or (c)(1)(vi), or 
(c)(1)(ix) of this section, the issuing 
State’s verification of the identity doc-

ument(s) does not provide satisfactory 
evidence of lawful status. The appli-
cant must also present a second docu-
ment from § 37.11(g)(1) or documenta-
tion issued by DHS or other Federal 
agencies demonstrating lawful status 
as determined by USCIS. All docu-
ments shall be verified in the manner 
prescribed in § 37.13. 

(h) Exceptions Process. A State DMV 
may choose to establish a written, de-
fined exceptions process for persons 
who, for reasons beyond their control, 
are unable to present all necessary doc-
uments and must rely on alternate doc-
uments to establish identity or date of 
birth. Alternative documents to dem-
onstrate lawful status will only be al-
lowed to demonstrate U.S. citizenship. 

(1) Each State establishing an excep-
tions process must make reasonable ef-
forts to establish the authenticity of 
alternate documents each time they 
are presented and indicate that an ex-
ceptions process was used in the appli-
cant’s record. 

(2) The State shall retain copies or 
images of the alternate documents ac-
cepted pursuant to § 37.31 of this part. 

(3) The State shall conduct a review 
of the use of the exceptions process, 
and pursuant to subpart E of this part, 
prepare and submit a report with a 
copy of the exceptions process as part 
of the certification documentation de-
tailed in § 37.55. 

(i) States are not required to comply 
with these requirements when issuing 
REAL ID driver’s licenses or identifica-
tion cards in support of Federal, State, 
or local criminal justice agencies or 
other programs that require special li-
censing or identification to safeguard 
persons or in support of their other of-
ficial duties. As directed by appro-
priate officials of these Federal, State, 
or local agencies, States should take 
sufficient steps to safeguard the identi-
ties of such persons. Driver’s licenses 
and identification cards issued in sup-
port of Federal, State, or local crimi-
nal justice agencies or programs that 
require special licensing or identifica-
tion to safeguard persons or in support 
of their other official duties shall not 
be distinguishable from other REAL ID 
licenses or identification cards issued 
by the State. 
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§ 37.13 Document verification require-
ments. 

(a) States shall make reasonable ef-
forts to ensure that the applicant does 
not have more than one driver’s license 
or identification card already issued by 
that State under a different identity. 
In States where an individual is per-
mitted to hold both a driver’s license 
and identification card, the State shall 
ensure that the individual has not been 
issued identification documents in 
multiple or different names. States 
shall also comply with the provisions 
of § 37.29 before issuing a driver’s li-
cense or identification card. 

(b) States must verify the documents 
and information required under § 37.11 
with the issuer of the document. States 
shall use systems for electronic valida-
tion of document and identity data as 
they become available or use alter-
native methods approved by DHS. 

(1) States shall verify any document 
described in § 37.11(c) or (g) and issued 
by DHS (including, but not limited to, 
the I–94 form described in § 37.11(c)(vi)) 
through the Systematic Alien 
Verification for Entitlements (SAVE) 
system or alternate methods approved 
by DHS, except that if two DHS-issued 
documents are presented, a SAVE 
verification of one document that con-
firms lawful status does not need to be 
repeated for the second document. In 
the event of a non-match, the DMV 
must not issue a REAL ID driver’s li-
cense or identification card to an appli-
cant, and must refer the individual to 
U.S. Citizenship and Immigration Serv-
ices for resolution. 

(2) States must verify SSNs with the 
Social Security Administration (SSA) 
or through another method approved 
by DHS. In the event of a non-match 
with SSA, a State may use existing 
procedures to resolve non-matches. If 
the State is unable to resolve the non- 
match, and the use of an exceptions 
process is not warranted in the situa-
tion, the DMV must not issue a REAL 
ID driver’s license or identification 
card to an applicant until the informa-
tion verifies with SSA. 

(3) States must verify birth certifi-
cates presented by applicants. States 
should use the Electronic Verification 
of Vital Events (EVVE) system or 
other electronic systems whenever the 

records are available. If the document 
does not appear authentic upon inspec-
tion or the data does not match and 
the use of an exceptions process is not 
warranted in the situation, the State 
must not issue a REAL ID driver’s li-
cense or identification card to the ap-
plicant until the information verifies, 
and should refer the individual to the 
issuing office for resolution. 

(4) States shall verify documents 
issued by the Department of State with 
the Department of State or through 
methods approved by DHS. 

(5) States must verify REAL ID driv-
er’s licenses and identification cards 
with the State of issuance. 

(6) Nothing in this section precludes 
a State from issuing an interim license 
or a license issued under § 37.71 that 
will not be accepted for official pur-
poses to allow the individual to resolve 
any non-match. 

§ 37.15 Physical security features for 
the driver’s license or identification 
card. 

(a) General. States must include doc-
ument security features on REAL ID 
driver’s licenses and identification 
cards designed to deter forgery and 
counterfeiting, promote an adequate 
level of confidence in the authenticity 
of cards, and facilitate detection of 
fraudulent cards in accordance with 
this section. 

(1) These features must not be capa-
ble of being reproduced using tech-
nologies that are commonly used and 
made available to the general public. 

(2) The proposed card solution must 
contain a well-designed, balanced set of 
features that are effectively combined 
and provide multiple layers of security. 
States must describe these document 
security features in their security 
plans pursuant to § 37.41. 

(b) Integrated security features. REAL 
ID driver’s licenses and identification 
cards must contain at least three levels 
of integrated security features that 
provide the maximum resistance to 
persons’ efforts to— 

(1) Counterfeit, alter, simulate, or re-
produce a genuine document; 

(2) Alter, delete, modify, mask, or 
tamper with data concerning the origi-
nal or lawful card holder; 
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(3) Substitute or alter the original or 
lawful card holder’s photograph and/or 
signature by any means; and 

(4) Create a fraudulent document 
using components from legitimate 
driver’s licenses or identification 
cards. 

(c) Security features to detect false 
cards. States must employ security fea-
tures to detect false cards for each of 
the following three levels: 

(1) Level 1. Cursory examination, 
without tools or aids involving easily 
identifiable visual or tactile features, 
for rapid inspection at point of usage. 

(2) Level 2. Examination by trained 
inspectors with simple equipment. 

(3) Level 3. Inspection by forensic spe-
cialists. 

(d) Document security and integrity. 
States must conduct a review of their 
card design and submit a report to DHS 
with their certification that indicates 
the ability of the design to resist com-
promise and document fraud attempts. 
The report required by this paragraph 
is SSI and must be handled and pro-
tected in accordance with 49 CFR part 
1520. Reports must be updated and sub-
mitted to DHS whenever a security fea-
ture is modified, added, or deleted. 
After reviewing the report, DHS may 
require a State to provide DHS with 
examination results from a recognized 
independent laboratory experienced 
with adversarial analysis of identifica-
tion documents concerning one or more 
areas relating to the card’s security. 

§ 37.17 Requirements for the surface of 
the driver’s license or identification 
card. 

To be accepted by a Federal agency 
for official purposes, REAL ID driver’s 
licenses and identification cards must 
include on the front of the card (unless 
otherwise specified below) the fol-
lowing information: 

(a) Full legal name. Except as per-
mitted in § 37.11(c)(2), the name on the 
face of the license or card must be the 
same as the name on the source docu-
ment presented by the applicant to es-
tablish identity. Where the individual 
has only one name, that name should 
be entered in the last name or family 
name field, and the first and middle 
name fields should be left blank. Place 

holders such as NFN, NMN, and NA 
should not be used. 

(b) Date of birth. 

(c) Gender, as determined by the 
State. 

(d) Unique Driver’s license or identifica-
tion card number. This cannot be the in-
dividual’s SSN, and must be unique 
across driver’s license or identification 
cards within the State. 

(e) Full facial digital photograph. A 
full facial photograph must be taken 
pursuant to the standards set forth 
below: 

(1) States shall follow specifically 
ISO/IEC 19794–5:2005(E) Information 
technology—Biometric Data Inter-
change Formats—Part 5: Face Image 
Data. The Director of the Federal Reg-
ister approves this incorporation by 
reference in accordance with 5 U.S.C. 
552(a) and 1 CFR part 51. You may ob-
tain a copy of these incorporated 
standards from http://www.ansi.org, or 
by contacting ANSI at ANSI, 25 West 
43rd Street, 4th Floor, New York, New 
York 10036. You may inspect a copy of 
the incorporated standard at the De-
partment of Homeland Security, 1621 
Kent Street, 9th Floor, Rosslyn, VA 
(please call 703–235–0709 to make an ap-
pointment) or at the National Archives 
and Records Administration (NARA). 
For information on the availability of 
material at NARA, call 202–741–6030, or 
go to www.archives.gov/federal_register/ 
code_of_federal_regulations/ 
ibr_locations.html. 

These standards include: 

(i) Lighting shall be equally distrib-
uted on the face. 

(ii) The face from crown to the base 
of the chin, and from ear-to-ear, shall 
be clearly visible and free of shadows. 

(iii) Veils, scarves or headdresses 
must not obscure any facial features 
and not generate shadow. The person 
may not wear eyewear that obstructs 
the iris or pupil of the eyes and must 
not take any action to obstruct a pho-
tograph of their facial features. 

(iv) Where possible, there must be no 
dark shadows in the eye-sockets due to 
the brow. The iris and pupil of the eyes 
shall be clearly visible. 

(v) Care shall be taken to avoid ‘‘hot 
spots’’ (bright areas of light shining on 
the face). 
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(2) Photographs may be in black and 
white or color. 

(f) Address of principal residence, ex-
cept an alternative address may be dis-
played for: 

(1) Individuals for whom a State law, 
regulation, or DMV procedure permits 
display of an alternative address, or 

(2) Individuals who satisfy any of the 
following: 

(i) If the individual is enrolled in a 
State address confidentiality program 
which allows victims of domestic vio-
lence, dating violence, sexual assault, 
stalking, or a severe form of traf-
ficking, to keep, obtain, and use alter-
native addresses; and provides that the 
addresses of such persons must be kept 
confidential, or other similar program; 

(ii) If the individual’s address is enti-
tled to be suppressed under State or 
Federal law or suppressed by a court 
order including an administrative 
order issued by a State or Federal 
court; or 

(iii) If the individual is protected 
from disclosure of information pursu-
ant to section 384 of the Illegal Immi-
gration Reform and Immigrant Respon-
sibility Act of 1996. 

(3) In areas where a number and 
street name has not been assigned for 
U.S. mail delivery, an address conven-
tion used by the U.S. Postal Service is 
acceptable. 

(g) Signature. (1) The card must in-
clude the signature of the card holder. 
The signature must meet the require-
ments of the March 2005 American As-
sociation of Motor Vehicle Administra-
tors (AAMVA) standards for the 2005 
AAMVA Driver’s License/Identification 
Card Design Specifications, Annex A, 
section A.7.7.2. This standard includes 
requirements for size, scaling, crop-
ping, color, borders, and resolution. 
The Director of the Federal Register 
approves this incorporation by ref-
erence in accordance with 5 U.S.C. 
552(a) and 1 CFR part 51. You may ob-
tain a copy of these standards from 
AAMVA on-line at http:// 
www.aamva.org, or by contacting 
AAMVA at 4301 Wilson Boulevard, 
Suite 400, Arlington, VA 22203. You 
may inspect a copy of these incor-
porated standards at the Department 
of Homeland Security, 1621 Kent 
Street, 9th Floor, Rosslyn, VA (please 

call 703–235–0709 to make an appoint-

ment) or at the National Archives and 

Records Administration (NARA). For 

information on the availability of ma-

terial at NARA, call 202–741–6030, or go 

to http://www.archives.gov/fed-
eral_register/code_of_federal_regulations/ 
ibr_locations.html. 

(2) The State shall establish alter-

native procedures for individuals un-

able to sign their name. 

(h) Physical security features, pursuant 

to § 37.15 of this subpart. 

(i) Machine-readable technology on the 
back of the card, pursuant to § 37.19 of 

this subpart. 

(j) Date of transaction. 

(k) Expiration date. 

(l) State or territory of issuance. 

(m) Printed information. The name, 

date of birth, gender, card number, 

issue date, expiration date, and address 

on the face of the card must be in 

Latin alpha-numeric characters. The 

name must contain a field of no less 

than a total of 39 characters, and 

longer names shall be truncated fol-

lowing the standard established by 
International Civil Aviation Organiza-
tion (ICAO) 9303, ‘‘Machine Readable 
Travel Documents,’’ Volume 1, part 1, 
Sixth Edition, 2006. The Director of the 
Federal Register approves this incorpo-
ration by reference in accordance with 
5 U.S.C. 552(a) and 1 CFR part 51. You 
may obtain a copy of ICAO 9303 from 
the ICAO, Document Sales Unit, 999 
University Street, Montreal, Quebec, 
Canada H3C 5H7, e-mail: sales@icao.int. 
You may inspect a copy of the incor-
porated standard at the Department of 
Homeland Security, 1621 Kent Street, 
9th Floor, Rosslyn, VA (please call 703– 
235–0709 to make an appointment) or at 
the National Archives and Records Ad-
ministration (NARA). For information 
on the availability of material at 
NARA, call 202–741–6030, or go to http:// 
www.archives.gov/federal_register/ 
code_of_federal_regulations/ 
ibr_locations.html. 

(n) The card shall bear a DHS-ap-
proved security marking on each driv-
er’s license or identification card that 
is issued reflecting the card’s level of 
compliance as set forth in § 37.51 of this 
Rule. 
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§ 37.19 Machine readable technology 
on the driver’s license or identifica-
tion card. 

For the machine readable portion of 
the REAL ID driver’s license or identi-
fication card, States must use the ISO/ 
IEC 15438:2006(E) Information Tech-
nology—Automatic identification and 
data capture techniques—PDF417 sym-
bology specification. The Director of 
the Federal Register approves this in-
corporation by reference in accordance 
with 5 U.S.C. 552(a) and 1 CFR part 51. 
You may obtain a copy of these incor-
porated standards at http:// 
www.ansi.org, or by contacting ANSI at 
ANSI, 25 West 43rd Street, 4th Floor, 
New York, New York 10036. You may 
inspect a copy of the incorporated 
standard at the Department of Home-
land Security, 1621 Kent Street, 9th 
Floor, Rosslyn, VA (please call 703–235– 
0709 to make an appointment) or at the 
National Archives and Records Admin-
istration (NARA). For information on 
the availability of material at NARA, 
call 202–741–6030, or go to http:// 
www.archives.gov/federal_register/ 
code_of_federal_regulations/ 
ibr_locations.html. The PDF417 bar code 
standard must have the following de-
fined minimum data elements: 

(a) Expiration date. 
(b) Full legal name, unless the State 

permits an applicant to establish a 
name other than the name that ap-
pears on a source document, pursuant 
to § 37.11(c)(2). 

(c) Date of transaction. 
(d) Date of birth. 
(e) Gender. 
(f) Address as listed on the card pur-

suant to § 37.17(f). 
(g) Unique driver’s license or identi-

fication card number. 
(h) Card design revision date, indi-

cating the most recent change or modi-
fication to the visible format of the 
driver’s license or identification card. 

(i) Inventory control number of the 
physical document. 

(j) State or territory of issuance. 

§ 37.21 Temporary or limited-term 
driver’s licenses and identification 
cards. 

States may only issue a temporary or 
limited-term REAL ID driver’s license 
or identification card to an individual 

who has temporary lawful status in the 
United States. 

(a) States must require, before 
issuing a temporary or limited-term 
driver’s license or identification card 
to a person, valid documentary evi-
dence, verifiable through SAVE or 
other DHS-approved means, that the 
person has lawful status in the United 
States. 

(b) States shall not issue a temporary 
or limited-term driver’s license or 
identification card pursuant to this 
section: 

(1) For a time period longer than the 
expiration of the applicant’s authorized 
stay in the United States, or, if there is 
no expiration date, for a period longer 
than one year; and 

(2) For longer than the State’s max-
imum driver’s license or identification 
card term. 

(c) States shall renew a temporary or 
limited-term driver’s license or identi-
fication card pursuant to this section 
and § 37.25(b)(2), only if: 

(1) the individual presents valid docu-
mentary evidence that the status by 
which the applicant qualified for the 
temporary or limited-term driver’s li-
cense or identification card is still in 
effect, or 

(2) the individual presents valid docu-
mentary evidence that he or she con-
tinues to qualify for lawful status 
under paragraph (a) of this section. 

(d) States must verify the informa-
tion presented to establish lawful sta-
tus through SAVE, or another method 
approved by DHS. 

(e) Temporary or limited-term driv-
er’s licenses and identification cards 
must clearly indicate on the face of the 
license and in the machine readable 
zone that the license or card is a tem-
porary or limited-term driver’s license 
or identification card. 

§ 37.23 Reissued REAL ID driver’s li-
censes and identification cards. 

(a) State procedure. States must es-
tablish an effective procedure to con-
firm or verify an applicant’s identity 
each time a REAL ID driver’s license 
or identification card is reissued, to en-
sure that the individual receiving the 
reissued REAL ID driver’s license or 
identification card is the same indi-
vidual to whom the driver’s license or 
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identification card was originally 
issued. 

(b) Remote/Non-in-person reissuance. 
Except as provided in paragraph (c) of 
this section a State may conduct a 
non-in-person (remote) reissuance if 
State procedures permit the reissuance 
to be conducted remotely. Except for 
the reissuance of duplicate driver’s li-
censes and identification cards as de-
fined in this rule, the State must 
reverify pursuant to § 37.13, the appli-
cant’s SSN and lawful status prior to 
reissuing the driver’s license or identi-
fication card. 

(c) In-person reissuance. The State 
may not remotely reissue a driver’s li-
cense or identification card where 
there has been a material change in 
any personally identifiable information 
since prior issuance. All material 
changes must be established through 
an applicant’s presentation of an origi-
nal source document as provided in 
this subpart, and must be verified as 
specified in § 37.13. 

§ 37.25 Renewal of REAL ID driver’s li-
censes and identification cards. 

(a) In-person renewals. States must 
require holders of REAL ID driver’s li-
censes and identification cards to 
renew their driver’s licenses and identi-
fication cards with the State DMV in 
person, no less frequently than every 
sixteen years. 

(1) The State DMV shall take an up-
dated photograph of the applicant, no 
less frequently than every sixteen 
years. 

(2) The State must reverify the re-
newal applicant’s SSN and lawful sta-
tus through SSOLV and SAVE, respec-
tively (or other DHS-approved means) 
as applicable prior to renewing the 
driver’s license or identification card. 
The State must also verify electroni-
cally information that it was not able 
to verify at a previous issuance or re-
newal if the systems or processes exist 
to do so. 

(3) Holders of temporary or limited- 
term REAL ID driver’s licenses and 
identification cards must present evi-
dence of continued lawful status via 
SAVE or other method approved by 
DHS when renewing their driver’s li-
cense or identification card. 

(b) Remote/Non-in-person renewal. Ex-
cept as provided in (b)(2) a State may 
conduct a non-in-person (remote) re-
newal if State procedures permit the 
renewal to be conducted remotely. 

(1) The State must reverify the appli-
cant’s SSN and lawful status pursuant 
to § 37.13 prior to renewing the driver’s 
license or identification card. 

(2) The State may not remotely 
renew a REAL ID driver’s license or 
identification card where there has 
been a material change in any person-
ally identifiable information since 
prior issuance. All material changes 
must be established through the appli-
cant’s presentation of an original 
source document as provided in Sub-
part B, and must be verified as speci-
fied in § 37.13. 

§ 37.27 Driver’s licenses and identifica-
tion cards issued during the age- 
based enrollment period. 

Driver’s licenses and identification 
cards issued to individuals prior to a 
DHS determination that the State is 
materially compliant may be renewed 
or reissued pursuant to current State 
practices, and will be accepted for offi-
cial purposes until the validity dates 
described in § 37.5. 

[73 FR 5331, Jan. 29, 2008, as amended at 79 
FR 77838, Dec. 29, 2014] 

§ 37.29 Prohibition against holding 
more than one REAL ID card or 
more than one driver’s license. 

(a) An individual may hold only one 
REAL ID card. An individual cannot 
hold a REAL ID driver’s license and a 
REAL ID identification card simulta-
neously. Nothing shall preclude an in-
dividual from holding a REAL ID card 
and a non-REAL ID card unless prohib-
ited by his or her State. 

(b) Prior to issuing a REAL ID driv-
er’s license, 

(1) A State must check with all other 
States to determine if the applicant 
currently holds a driver’s license or 
REAL ID identification card in another 
State. 

(2) If the State receives confirmation 
that the individual holds a driver’s li-
cense in another State, or possesses a 
REAL ID identification card in another 
State, the receiving State must take 
measures to confirm that the person 
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has terminated or is terminating the 
driver’s license or REAL ID identifica-
tion card issued by the prior State pur-
suant to State law, regulation or pro-
cedure. 

(c) Prior to issuing a REAL ID identi-
fication card, 

(1) A State must check with all other 
States to determine if the applicant 
currently holds a REAL ID driver’s li-
cense or identification card in another 
State. 

(2) If the State receives confirmation 
that the individual holds a REAL ID 
card in another State the receiving 
State must take measures to confirm 
that the person has terminated or is 
terminating the REAL ID driver’s li-
cense or identification card issued by 
the prior State pursuant to State law, 
regulation or procedure. 

Subpart C—Other Requirements 

§ 37.31 Source document retention. 

(a) States must retain copies of the 
application, declaration and source 
documents presented under § 37.11 of 
this part, including documents used to 
establish all names recorded by the 
DMV under § 37.11(c)(2). States shall 
take measures to protect any person-
ally identifiable information collected 
pursuant to the REAL ID Act as de-
scribed in their security plan under 
§ 37.41(b)(2). 

(1) States that choose to keep paper 
copies of source documents must retain 
the copies for a minimum of seven 
years. 

(2) States that choose to transfer in-
formation from paper copies to micro-
fiche must retain the microfiche for a 
minimum of ten years. 

(3) States that choose to keep digital 
images of source documents must re-
tain the images for a minimum of ten 
years. 

(4) States are not required to retain 
the declaration with application and 
source documents, but must retain the 
declaration consistent with applicable 
State document retention require-
ments and retention periods. 

(b) States using digital imaging to 
retain source documents must store 
the images as follows: 

(1) Photo images must be stored in 
the Joint Photographic Experts Group 

(JPEG) 2000 standard for image com-
pression, or a standard that is inter-
operable with the JPEG standard. Im-
ages must be stored in an open (con-
sensus) format, without proprietary 
wrappers, to ensure States can effec-
tively use the image captures of other 
States as needed. 

(2) Document and signature images 
must be stored in a compressed Tagged 
Image Format (TIF), or a standard 
that is interoperable with the TIF 
standard. 

(3) All images must be retrievable by 
the DMV if properly requested by law 
enforcement. 

(c) Upon request by an applicant, a 
State shall record and retain the appli-
cant’s name, date of birth, certificate 
numbers, date filed, and issuing agency 
in lieu of an image or copy of the appli-
cant’s birth certificate, where such 
procedures are required by State law. 

§ 37.33 DMV databases. 

(a) States must maintain a State 
motor vehicle database that contains, 
at a minimum— 

(1) All data fields printed on driver’s 
licenses and identification cards issued 
by the State, individual serial numbers 
of the card, and SSN; 

(2) A record of the full legal name 
and recorded name established under 
§ 37.11(c)(2) as applicable, without trun-
cation; 

(3) All additional data fields included 
in the MRZ but not printed on the driv-
er’s license or identification card; and 

(4) Motor vehicle driver’s histories, 
including motor vehicle violations, 
suspensions, and points on driver’s li-
censes. 

(b) States must protect the security 
of personally identifiable information, 
collected pursuant to the REAL ID 
Act, in accordance with § 37.41(b)(2) of 
this part. 

Subpart D—Security at DMVs and 
Driver’s License and Identi-
fication Card Production Fa-
cilities 

§ 37.41 Security plan. 

(a) In General. States must have a se-
curity plan that addresses the provi-
sions in paragraph (b) of this section 



283 

Office of the Secretary, Homeland Security § 37.41 

and must submit the security plan as 
part of its REAL ID certification under 
§ 37.55. 

(b) Security plan contents. At a min-
imum, the security plan must ad-
dress— 

(1) Physical security for the fol-
lowing: 

(i) Facilities used to produce driver’s 
licenses and identification cards. 

(ii) Storage areas for card stock and 
other materials used in card produc-
tion. 

(2) Security of personally identifiable 
information maintained at DMV loca-
tions involved in the enrollment, 
issuance, manufacture and/or produc-
tion of cards issued under the REAL ID 
Act, including, but not limited to, pro-
viding the following protections: 

(i) Reasonable administrative, tech-
nical, and physical safeguards to pro-
tect the security, confidentiality, and 
integrity of the personally identifiable 
information collected, stored, and 
maintained in DMV records and infor-
mation systems for purposes of com-
plying with the REAL ID Act. These 
safeguards must include procedures to 
prevent unauthorized access, use, or 
dissemination of applicant information 
and images of source documents re-
tained pursuant to the Act and stand-
ards and procedures for document re-
tention and destruction. 

(ii) A privacy policy regarding the 
personally identifiable information col-
lected and maintained by the DMV pur-
suant to the REAL ID Act. 

(iii) Any release or use of personal in-
formation collected and maintained by 
the DMV pursuant to the REAL ID Act 
must comply with the requirements of 
the Driver’s Privacy Protection Act, 18 
U.S.C. 2721 et seq. State plans may go 
beyond these minimum privacy re-
quirements to provide greater protec-
tion, and such protections are not sub-
ject to review by DHS for purposes of 
determining compliance with this part. 

(3) Document and physical security 
features for the card, consistent with 
the requirements of § 37.15, including a 
description of the State’s use of bio-
metrics, and the technical standard 
utilized, if any; 

(4) Access control, including the fol-
lowing: 

(i) Employee identification and 

credentialing, including access badges. 

(ii) Employee background checks, in 

accordance with § 37.45 of this part. 

(iii) Controlled access systems. 

(5) Periodic training requirements 

in— 

(i) Fraudulent document recognition 

training for all covered employees han-

dling source documents or engaged in 

the issuance of driver’s licenses and 

identification cards. The fraudulent 

document training program approved 

by AAMVA or other DHS approved 

method satisfies the requirement of 

this subsection. 

(ii) Security awareness training, in-

cluding threat identification and han-

dling of SSI as necessary. 

(6) Emergency/incident response plan; 

(7) Internal audit controls; 

(8) An affirmation that the State pos-

sesses both the authority and the 

means to produce, revise, expunge, and 

protect the confidentiality of REAL ID 

driver’s licenses or identification cards 

issued in support of Federal, State, or 

local criminal justice agencies or simi-

lar programs that require special li-

censing or identification to safeguard 

persons or support their official duties. 

These procedures must be designed in 

coordination with the key requesting 

authorities to ensure that the proce-

dures are effective and to prevent con-

flicting or inconsistent requests. In 

order to safeguard the identities of in-

dividuals, these procedures should not 

be discussed in the plan and States 

should make every effort to prevent 

disclosure to those without a need to 

know about either this confidential 

procedure or any substantive informa-

tion that may compromise the con-

fidentiality of these operations. The 

appropriate law enforcement official 

and United States Attorney should be 

notified of any action seeking informa-

tion that could compromise Federal 

law enforcement interests. 

(c) Handling of Security Plan. The Se-

curity Plan required by this section 

contains Sensitive Security Informa-

tion (SSI) and must be handled and 

protected in accordance with 49 CFR 

part 1520. 
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§ 37.43 Physical security of DMV pro-
duction facilities. 

(a) States must ensure the physical 
security of facilities where driver’s li-
censes and identification cards are pro-
duced, and the security of document 
materials and papers from which driv-
er’s licenses and identification cards 
are produced or manufactured. 

(b) States must describe the security 
of DMV facilities as part of their secu-
rity plan, in accordance with § 37.41. 

§ 37.45 Background checks for covered 
employees. 

(a) Scope. States are required to sub-
ject persons who are involved in the 
manufacture or production of REAL ID 
driver’s licenses and identification 
cards, or who have the ability to affect 
the identity information that appears 
on the driver’s license or identification 
card, or current employees who will be 
assigned to such positions (‘‘covered 
employees’’ or ‘‘covered positions’’), to 
a background check. The background 
check must include, at a minimum, the 
validation of references from prior em-
ployment, a name-based and finger-
print-based criminal history records 
check, and employment eligibility 
verification otherwise required by law. 
States shall describe their background 
check process as part of their security 
plan, in accordance with § 37.41(b)(4)(ii). 
This section also applies to contractors 
utilized in covered positions. 

(b) Background checks. States must 
ensure that any covered employee 
under paragraph (a) of this section is 
provided notice that he or she must un-
dergo a background check and the con-
tents of that check. 

(1) Criminal history records check. 
States must conduct a name-based and 
fingerprint-based criminal history 
records check (CHRC) using, at a min-
imum, the FBI’s National Crime Infor-
mation Center (NCIC) and the Inte-
grated Automated Fingerprint Identi-
fication (IAFIS) database and State re-
pository records on each covered em-
ployee identified in paragraph (a) of 
this section, and determine if the cov-
ered employee has been convicted of 
any of the following disqualifying 
crimes: 

(i) Permanent disqualifying criminal of-
fenses. A covered employee has a per-

manent disqualifying offense if con-
victed, or found not guilty by reason of 
insanity, in a civilian or military juris-
diction, of any of the felonies set forth 
in 49 CFR 1572.103(a). 

(ii) Interim disqualifying criminal of-
fenses. The criminal offenses referenced 
in 49 CFR 1572.103(b) are disqualifying 
if the covered employee was either con-
victed of those offenses in a civilian or 
military jurisdiction, or admits having 
committed acts which constitute the 
essential elements of any of those 
criminal offenses within the seven 
years preceding the date of employ-
ment in the covered position; or the 
covered employee was released from in-
carceration for the crime within the 
five years preceding the date of em-
ployment in the covered position. 

(iii) Under want or warrant. A covered 
employee who is wanted or under in-
dictment in any civilian or military ju-
risdiction for a felony referenced in 
this section is disqualified until the 
want or warrant is released. 

(iv) Determination of arrest status. 
When a fingerprint-based check dis-
closes an arrest for a disqualifying 
crime referenced in this section with-
out indicating a disposition, the State 
must determine the disposition of the 
arrest. 

(v) Waiver. The State may establish 
procedures to allow for a waiver of the 
requirements of paragraphs (b)(1)(ii) or 
(b)(1)(iv) of this section under cir-
cumstances determined by the State. 
These procedures can cover cir-
cumstances where the covered em-
ployee has been arrested, but no final 
disposition of the matter has been 
reached. 

(2) Employment eligibility status 
verification. The State shall ensure it is 
fully in compliance with the require-
ments of section 274A of the Immigra-
tion and Nationality Act (8 U.S.C. 
1324a) and its implementing regula-
tions (8 CFR part 274A) with respect to 
each covered employee. The State is 
encouraged to participate in the USCIS 
E-Verify program (or any successor 
program) for employment eligibility 
verification. 

(3) Reference check. Reference checks 
from prior employers are not required 
if the individual has been employed by 
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the DMV for at least two consecutive 
years since May 11, 2006. 

(4) Disqualification. If results of the 
State’s CHRC reveal a permanent dis-
qualifying criminal offense under para-
graph (b)(1)(i) or an interim disquali-
fying criminal offense under paragraph 
(b)(1)(ii), the covered employee may 
not be employed in a position described 
in paragraph (a) of this section. An em-
ployee whose employment eligibility 
has not been verified as required by 
section 274A of the Immigration and 
Nationality Act (8 U.S.C. 1324a) and its 
implementing regulations (8 CFR part 
274A) may not be employed in any posi-
tion. 

(c) Appeal. If a State determines that 
the results from the CHRC do not meet 
the standards of such check the State 
must so inform the employee of the de-
termination to allow the individual an 
opportunity to appeal to the State or 
Federal government, as applicable. 

(d) Background checks substantially 
similar to the requirements of this sec-
tion that were conducted on existing 
employees on or after May 11, 2006 need 
not be re-conducted. 

Subpart E—Procedures for 
Determining State Compliance 

§ 37.51 Compliance—general require-
ments. 

(a) Full compliance. To be in full com-
pliance with the REAL ID Act of 2005, 
49 U.S.C. 30301 note, States must meet 
the standards of subparts A through D 
or have a REAL ID program that DHS 
has determined to be comparable to the 
standards of subparts A through D. 
States certifying compliance with the 
REAL ID Act must follow the certifi-
cation requirements described in § 37.55. 
States must be fully compliant with 
Subparts A through D on or before Jan-
uary 15, 2013. States must file the docu-
mentation required under § 37.55 at 
least 90 days prior to the effective date 
of full compliance. 

(b) Material compliance. States must 
be in material compliance by January 
1, 2010 to receive an additional exten-
sion until no later than May 10, 2011 as 
described in § 37.63. Benchmarks for 
material compliance are detailed in the 

Material Compliance Checklist found 
in DHS’ Web site at http://www.dhs.gov. 

[73 FR 5331, Jan. 29, 2008, as amended at 76 

FR 12271, Mar. 7, 2011] 

EFFECTIVE DATE NOTE: At 74 FR 68478, Dec. 

28, 2009, in § 37.51, paragraph (b) was stayed 

from Jan. 1, 2010, until further notice. 

§ 37.55 State certification documenta-
tion. 

(a) States seeking DHS’s determina-
tion that its program for issuing REAL 
ID driver’s licenses and identification 
cards is meeting the requirements of 
this part (full compliance), must pro-
vide DHS with the following docu-
ments: 

(1) A certification by the highest 
level Executive official in the State 
overseeing the DMV reading as follows: 

‘‘I, [name and title (name of certifying offi-

cial), (position title) of the State (Common-

wealth))] of ______, do hereby certify that the 

State (Commonwealth) has implemented a 

program for issuing driver’s licenses and 

identification cards in compliance with the 

requirements of the REAL ID Act of 2005, as 

further defined in 6 CFR par_t 37, and intends 

to remain in compliance with these regula-

tions.’’ 

(2) A letter from the Attorney Gen-
eral of the State confirming that the 
State has the legal authority to impose 
requirements necessary to meet the 
standards established by this part. 

(3) A description of the State’s excep-
tions process under § 37.11(h), and the 
State’s waiver processes under 
§ 37.45(b)(1)(v). 

(4) The State’s Security Plan under 
§ 37.41. 

(b) After DHS’s final compliance de-
termination, States shall recertify 
compliance with this part every three 
years on a rolling basis as determined 
by DHS. 

§ 37.59 DHS reviews of State compli-
ance. 

State REAL ID programs will be sub-
ject to DHS review to determine 
whether the State meets the require-
ments for compliance with this part. 

(a) General inspection authority. 
States must cooperate with DHS’s re-
view of the State’s compliance at any 
time. In addition, the State must: 
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(1) Provide any reasonable informa-
tion pertinent to determining compli-
ance with this part as requested by 
DHS; 

(2) Permit DHS to conduct inspec-
tions of any and all sites associated 
with the enrollment of applicants and 
the production, manufacture, personal-
ization and issuance of driver’s licenses 
or identification cards; and 

(3) Allow DHS to conduct interviews 
of the State’s employees and contrac-
tors who are involved in the applica-
tion and verification process, or the 
manufacture and production of driver’s 
licenses or identification cards. DHS 
shall provide written notice to the 
State in advance of an inspection visit. 

(b) Preliminary DHS determination. 
DHS shall review forms, conduct audits 
of States as necessary, and make a pre-
liminary determination on whether the 
State has satisfied the requirements of 
this part within 45 days of receipt of 
the Material Compliance Checklist or 
State certification documentation of 
full compliance pursuant to § 37.55. 

(1) If DHS determines that the State 
meets the benchmarks of the Material 
Compliance Checklist, DHS may grant 
the State an additional extension until 
no later than May 10, 2011. 

(2) If DHS determines that the State 
meets the full requirements of subparts 
A through E, the Secretary shall make 
a final determination that the State is 
in compliance with the REAL ID Act. 

(c) State reply. The State will have up 
to 30 calendar days to respond to the 
preliminary determination. The 
State’s reply must explain what correc-
tive action it either has implemented, 
or intends to implement, to correct 
any deficiencies cited in the prelimi-
nary determination or, alternatively, 
detail why the DHS preliminary deter-
mination is incorrect. Upon request by 
the State, an informal conference will 
be scheduled during this time. 

(d) Final DHS determination. DHS will 
notify States of its final determination 
of State compliance with this part, 
within 45 days of receipt of a State 
reply. 

(e) State’s right to judicial review. Any 
State aggrieved by an adverse decision 
under this section may seek judicial 
review under 5 U.S.C. Chapter 7. 

§ 37.61 Results of compliance deter-
mination. 

(a) A State shall be deemed in com-
pliance with this part when DHS issues 
a determination that the State meets 
the requirements of this part. 

(b) The Secretary will determine that 
a State is not in compliance with this 
part when it— 

(1) Fails to submit a timely certifi-
cation or request an extension as pre-
scribed in this subpart; or 

(2) Does not meet one or more of the 
standards of this part, as established in 
a determination by DHS under § 37.59. 

§ 37.63 Extension of deadline. 

(a) A State may request an initial ex-
tension by filing a request with the 
Secretary no later than March 31, 2008. 
In the absence of extraordinary cir-
cumstances, such an extension request 
will be deemed justified for a period 
lasting until, but not beyond, Decem-
ber 31, 2009. DHS shall notify a State of 
its acceptance of the State’s request 
for initial extension within 45 days of 
receipt. 

(b) States granted an initial exten-
sion may file a request for an addi-
tional extension until no later than 
May 10, 2011, by submitting a Material 
Compliance Checklist demonstrating 
material compliance, per § 37.51(b) with 
certain elements of subparts A through 
E as defined by DHS. Such additional 
extension request must be filed by De-
cember 1, 2009. DHS shall notify a 
State whether an additional extension 
has been granted within 45 days of re-
ceipt of the request and documents de-
scribed above. 

(c) Subsequent extensions, if any, 
will be at the discretion of the Sec-
retary. 

[73 FR 5331, Jan. 29, 2008, as amended at 74 
FR 49309, Sept. 28, 2009] 

§ 37.65 Effect of failure to comply with 
this part. 

(a) Any driver’s license or identifica-
tion card issued by a State that DHS 
determines is not in compliance with 
this part is not acceptable as identi-
fication by Federal agencies for official 
purposes. 

(b) Driver’s licenses and identifica-
tion cards issued by a State that has 
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obtained an extension of the compli-
ance date from DHS per § 37.51 are ac-
ceptable for official purposes until the 
end of the applicable enrollment period 
under § 37.5; or the State subsequently 
is found by DHS under this Subpart to 
not be in compliance. 

(c) Driver’s licenses and identifica-
tion cards issued by a State that has 
been determined by DHS to be in mate-
rial compliance and that are marked to 
identify that the licenses and cards are 
materially compliant will continue to 
be accepted by Federal agencies after 
the expiration of the enrollment period 
under § 37.5, until the expiration date 
on the face of the document. 

Subpart F—Driver’s Licenses and 
Identification Cards Issued 
Under section 202(d)(11) of 
the REAL ID Act 

§ 37.71 Driver’s licenses and identifica-
tion cards issued under section 
202(d)(11) of the REAL ID Act. 

(a) Except as authorized in § 37.27, 
States that DHS determines are com-
pliant with the REAL ID Act that 
choose to also issue driver’s licenses 
and identification cards that are not 
acceptable by Federal agencies for offi-
cial purposes must ensure that such 
driver’s licenses and identification 
cards— 

(1) Clearly state on their face and in 
the machine readable zone that the 
card is not acceptable for official pur-
poses; and 

(2) Have a unique design or color in-
dicator that clearly distinguishes them 
from driver’s licenses and identifica-
tion cards that meet the standards of 
this part. 

(b) DHS reserves the right to approve 
such designations, as necessary, during 
certification of compliance. 

PART 46—PROTECTION OF HUMAN 
SUBJECTS 

Sec. 
46.101 To what does this policy apply? 
46.102 Definitions for purposes of this pol-

icy. 
46.103 Assuring compliance with this pol-

icy—research conducted or supported by 
any Federal department or agency. 

46.104 Exempt research. 

46.105–46.106 [Reserved] 
46.107 IRB membership. 
46.108 IRB functions and operations. 
46.109 IRB review of research. 
46.110 Expedited review procedures for cer-

tain kinds of research involving no more 
than minimal risk, and for minor 
changes in approved research. 

46.111 Criteria for IRB approval of research. 
46.112 Review by institution. 
46.113 Suspension or termination of IRB ap-

proval of research. 
46.114 Cooperative research. 
46.115 IRB records. 
46.116 General requirements for informed 

consent. 
46.117 Documentation of informed consent. 
46.118 Applications and proposals lacking 

definite plans for involvement of human 
subjects. 

46.119 Research undertaken without the in-
tention of involving human subjects. 

46.120 Evaluation and disposition of applica-
tions and proposals for research to be 
conducted or supported by a Federal de-
partment or agency. 

46.121 [Reserved] 
46.122 Use of Federal funds. 
46.123 Early termination of research sup-

port: Evaluation of applications and pro-
posals. 

46.124 Conditions. 

AUTHORITY: 5 U.S.C. 301; Pub. L. 107–296, 
sec. 102, 306(c); Pub. L. 108–458, sec. 8306. 

SOURCE: 82 FR 7269, Jan. 19, 2017, unless 
otherwise noted. 

§ 46.101 To what does this policy 
apply? 

(a) Except as detailed in § 46.104, this 
policy applies to all research involving 
human subjects conducted, supported, 
or otherwise subject to regulation by 
any Federal department or agency that 
takes appropriate administrative ac-
tion to make the policy applicable to 
such research. This includes research 
conducted by Federal civilian employ-
ees or military personnel, except that 
each department or agency head may 
adopt such procedural modifications as 
may be appropriate from an adminis-
trative standpoint. It also includes re-
search conducted, supported, or other-
wise subject to regulation by the Fed-
eral Government outside the United 
States. Institutions that are engaged 
in research described in this paragraph 
and institutional review boards (IRBs) 
reviewing research that is subject to 
this policy must comply with this pol-
icy. 

(b) [Reserved] 
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62 The National Commission for the Protec-
tion of Human Subjects of Biomedical and 
Behavioral Research.– Belmont Report. 
Washington, DC: U.S. Department of Health 
and Human Services. 1979. 63 Id. 

(c) Department or agency heads re-
tain final judgment as to whether a 
particular activity is covered by this 
policy and this judgment shall be exer-
cised consistent with the ethical prin-
ciples of the Belmont Report.62 

(d) Department or agency heads may 
require that specific research activities 
or classes of research activities con-
ducted, supported, or otherwise subject 
to regulation by the Federal depart-
ment or agency but not otherwise cov-
ered by this policy comply with some 
or all of the requirements of this pol-
icy. 

(e) Compliance with this policy re-
quires compliance with pertinent fed-
eral laws or regulations that provide 
additional protections for human sub-
jects. 

(f) This policy does not affect any 
state or local laws or regulations (in-
cluding tribal law passed by the official 
governing body of an American Indian 
or Alaska Native tribe) that may oth-
erwise be applicable and that provide 
additional protections for human sub-
jects. 

(g) This policy does not affect any 
foreign laws or regulations that may 
otherwise be applicable and that pro-
vide additional protections to human 
subjects of research. 

(h) When research covered by this 
policy takes place in foreign countries, 
procedures normally followed in the 
foreign countries to protect human 
subjects may differ from those set 
forth in this policy. In these cir-
cumstances, if a department or agency 
head determines that the procedures 
prescribed by the institution afford 
protections that are at least equivalent 
to those provided in this policy, the de-
partment or agency head may approve 
the substitution of the foreign proce-
dures in lieu of the procedural require-
ments provided in this policy. Except 
when otherwise required by statute, 
Executive Order, or the department or 
agency head, notices of these actions 
as they occur will be published in the 
FEDERAL REGISTER or will be otherwise 

published as provided in department or 

agency procedures. 

(i) Unless otherwise required by law, 

department or agency heads may waive 

the applicability of some or all of the 

provisions of this policy to specific re-

search activities or classes of research 

activities otherwise covered by this 
policy, provided the alternative proce-
dures to be followed are consistent 
with the principles of the Belmont Re-
port.63 Except when otherwise required 
by statute or Executive Order, the de-
partment or agency head shall forward 
advance notices of these actions to the 
Office for Human Research Protec-
tions, Department of Health and 
Human Services (HHS), or any suc-
cessor office, or to the equivalent office 
within the appropriate Federal depart-
ment or agency, and shall also publish 
them in the FEDERAL REGISTER or in 
such other manner as provided in de-
partment or agency procedures. The 
waiver notice must include a state-
ment that identifies the conditions 
under which the waiver will be applied 
and a justification as to why the waiv-
er is appropriate for the research, in-
cluding how the decision is consistent 
with the principles of the Belmont Re-
port. 

(j) Federal guidance on the require-
ments of this policy shall be issued 
only after consultation, for the purpose 
of harmonization (to the extent appro-
priate), with other Federal depart-
ments and agencies that have adopted 
this policy, unless such consultation is 
not feasible. 

(k) [Reserved] 

(l) Compliance dates and transition 
provisions: 

(1) Pre-2018 Requirements. For pur-
poses of this section, the pre-2018 Re-
quirements means this subpart as pub-
lished in the 2016 edition of the Code of 
Federal Regulations. 

(2) 2018 Requirements. For purposes of 
this section, the 2018 Requirements 
means the Federal Policy for the Pro-
tection of Human Subjects require-
ments contained in this part. The gen-
eral compliance date for the 2018 Re-
quirements is January 21, 2019. The 
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compliance date for § 46.114(b) (coopera-
tive research) of the 2018 Requirements 
is January 20, 2020. 

(3) Research subject to pre-2018 require-
ments. The pre-2018 Requirements shall 
apply to the following research, unless 
the research is transitioning to comply 
with the 2018 Requirements in accord-
ance with paragraph (l)(4) of this sec-
tion: 

(i) Research initially approved by an 
IRB under the pre-2018 Requirements 
before January 21, 2019; 

(ii) Research for which IRB review 
was waived pursuant to § 46.101(i) of the 
pre-2018 Requirements) before January 
21, 2019; and 

(iii) Research for which a determina-
tion was made that the research was 
exempt under § 46.101(b) of the pre-2018 
Requirements before January 21, 2019. 

(4) Transitioning research. If, on or 
after July 19, 2018, an institution plan-
ning or engaged in research otherwise 
covered by paragraph (l)(3) of this sec-
tion determines that such research in-
stead will transition to comply with 
the 2018 Requirements, the institution 
or an IRB must document and date 
such determination. 

(i) If the determination to transition 
is documented between July 19, 2018, 
and January 20, 2019, the research 
shall: 

(A) Beginning on the date of such 
documentation through January 20, 
2019, comply with the pre-2018 Require-
ments, except that the research shall 
comply with the following: 

(1) Section 46.102(l) of the 2018 Re-
quirements (definition of research) (in-
stead of § 46.102(d) of the pre-2018 Re-
quirements); 

(2) Section 46.103(d) of the 2018 Re-
quirements (revised certification re-
quirement that eliminates IRB review 
of application or proposal) (instead of 
§ 46.103(f) of the pre-2018 Requirements); 
and 

(3) Section 46.109(f)(1)(i) and (iii) of 
the 2018 Requirements (exceptions to 
mandated continuing review) (instead 
of § 46.103(b), as related to the require-
ment for continuing review, and in ad-
dition to § 46.109, of the pre-2018 Re-
quirements); and 

(B) Beginning on January 21, 2019, 
comply with the 2018 Requirements. 

(ii) If the determination to transition 
is documented on or after January 21, 
2019, the research shall, beginning on 
the date of such documentation, com-
ply with the 2018 Requirements. 

(5) Research subject to 2018 Require-
ments. The 2018 Requirements shall 
apply to the following research: 

(i) Research initially approved by an 
IRB on or after January 21, 2019; 

(ii) Research for which IRB review is 
waived pursuant to paragraph (i) of 
this section on or after January 21, 
2019; and 

(iii) Research for which a determina-
tion is made that the research is ex-
empt on or after January 21, 2019. 

(m) Severability: Any provision of 
this part held to be invalid or unen-
forceable by its terms, or as applied to 
any person or circumstance, shall be 
construed so as to continue to give 
maximum effect to the provision per-
mitted by law, unless such holding 
shall be one of utter invalidity or unen-
forceability, in which event the provi-
sion shall be severable from this part 
and shall not affect the remainder 
thereof or the application of the provi-
sion to other persons not similarly sit-
uated or to other dissimilar cir-
cumstances. 

[82 FR 7269, Jan. 19, 2017, as amended at 83 
FR 2890, Jan. 22, 2018; 83 FR 28510, June 19, 
2018] 

§ 46.102 Definitions for purposes of 
this policy. 

(a) Certification means the official no-
tification by the institution to the sup-
porting Federal department or agency 
component, in accordance with the re-
quirements of this policy, that a re-
search project or activity involving 
human subjects has been reviewed and 
approved by an IRB in accordance with 
an approved assurance. 

(b) Clinical trial means a research 
study in which one or more human sub-
jects are prospectively assigned to one 
or more interventions (which may in-
clude placebo or other control) to 
evaluate the effects of the interven-
tions on biomedical or behavioral 
health-related outcomes. 

(c) Department or agency head means 
the head of any Federal department or 
agency, for example, the Secretary of 
HHS, and any other officer or employee 
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of any Federal department or agency 
to whom the authority provided by 
these regulations to the department or 
agency head has been delegated. 

(d) Federal department or agency refers 
to a federal department or agency (the 
department or agency itself rather 
than its bureaus, offices or divisions) 
that takes appropriate administrative 
action to make this policy applicable 
to the research involving human sub-
jects it conducts, supports, or other-
wise regulates (e.g., the U.S. Depart-
ment of Health and Human Services, 
the U.S. Department of Defense, or the 
Central Intelligence Agency). 

(e)(1) Human subject means a living 
individual about whom an investigator 
(whether professional or student) con-
ducting research: 

(i) Obtains information or biospeci-
mens through intervention or inter-
action with the individual, and uses, 
studies, or analyzes the information or 
biospecimens; or (ii) Obtains, uses, 
studies, analyzes, or generates identifi-
able private information or identifiable 
biospecimens. 

(2) Intervention includes both physical 
procedures by which information or 
biospecimens are gathered (e.g., 
venipuncture) and manipulations of the 
subject or the subject’s environment 
that are performed for research pur-
poses. 

(3) Interaction includes communica-
tion or interpersonal contact between 
investigator and subject. 

(4) Private information includes infor-
mation about behavior that occurs in a 
context in which an individual can rea-
sonably expect that no observation or 
recording is taking place, and informa-
tion that has been provided for specific 
purposes by an individual and that the 
individual can reasonably expect will 
not be made public (e.g., a medical 
record). 

(5) Identifiable private information is 
private information for which the iden-
tity of the subject is or may readily be 
ascertained by the investigator or asso-
ciated with the information. 

(6) An identifiable biospecimen is a bio-
specimen for which the identity of the 
subject is or may readily be 
ascertained by the investigator or asso-
ciated with the biospecimen. 

(7) Federal departments or agencies 
implementing this policy shall: 

(i) Upon consultation with appro-
priate experts (including experts in 
data matching and re-identification), 
reexamine the meaning of ‘‘identifiable 
private information,’’ as defined in 
paragraph (e)(5) of this section, and 
‘‘identifiable biospecimen,’’ as defined 
in paragraph (e)(6) of this section. This 
reexamination shall take place within 
1 year and regularly thereafter (at 
least every 4 years). This process will 
be conducted by collaboration among 
the Federal departments and agencies 
implementing this policy. If appro-
priate and permitted by law, such Fed-
eral departments and agencies may 
alter the interpretation of these terms, 
including through the use of guidance. 

(ii) Upon consultation with appro-
priate experts, assess whether there are 
analytic technologies or techniques 
that should be considered by investiga-
tors to generate ‘‘identifiable private 
information,’’ as defined in paragraph 
(e)(5) of this section, or an ‘‘identifi-
able biospecimen,’’ as defined in para-
graph (e)(6) of this section. This assess-
ment shall take place within 1 year and 
regularly thereafter (at least every 4 
years). This process will be conducted 
by collaboration among the Federal de-
partments and agencies implementing 
this policy. Any such technologies or 
techniques will be included on a list of 
technologies or techniques that 
produce identifiable private informa-
tion or identifiable biospecimens. This 
list will be published in the FEDERAL 
REGISTER after notice and an oppor-
tunity for public comment. The Sec-
retary, HHS, shall maintain the list on 
a publicly accessible Web site. 

(f) Institution means any public or 
private entity, or department or agen-
cy (including federal, state, and other 
agencies). 

(g) IRB means an institutional review 
board established in accord with and 
for the purposes expressed in this pol-
icy. 

(h) IRB approval means the deter-
mination of the IRB that the research 
has been reviewed and may be con-
ducted at an institution within the 
constraints set forth by the IRB and by 
other institutional and federal require-
ments. 
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(i) Legally authorized representative 
means an individual or judicial or 
other body authorized under applicable 
law to consent on behalf of a prospec-
tive subject to the subject’s participa-
tion in the procedure(s) involved in the 
research. If there is no applicable law 
addressing this issue, legally authorized 
representative means an individual rec-
ognized by institutional policy as ac-
ceptable for providing consent in the 
nonresearch context on behalf of the 
prospective subject to the subject’s 
participation in the procedure(s) in-
volved in the research. 

(j) Minimal risk means that the prob-
ability and magnitude of harm or dis-
comfort anticipated in the research are 
not greater in and of themselves than 
those ordinarily encountered in daily 
life or during the performance of rou-
tine physical or psychological exami-
nations or tests. 

(k) Public health authority means an 
agency or authority of the United 
States, a state, a territory, a political 
subdivision of a state or territory, an 
Indian tribe, or a foreign government, 
or a person or entity acting under a 
grant of authority from or contract 
with such public agency, including the 
employees or agents of such public 
agency or its contractors or persons or 
entities to whom it has granted au-
thority, that is responsible for public 
health matters as part of its official 
mandate. 

(l) Research means a systematic in-
vestigation, including research devel-
opment, testing, and evaluation, de-
signed to develop or contribute to gen-
eralizable knowledge. Activities that 
meet this definition constitute re-
search for purposes of this policy, 
whether or not they are conducted or 
supported under a program that is con-
sidered research for other purposes. 
For example, some demonstration and 
service programs may include research 
activities. For purposes of this part, 
the following activities are deemed not 
to be research: 

(1) Scholarly and journalistic activi-
ties (e.g., oral history, journalism, bi-
ography, literary criticism, legal re-
search, and historical scholarship), in-
cluding the collection and use of infor-
mation, that focus directly on the spe-

cific individuals about whom the infor-

mation is collected. 

(2) Public health surveillance activi-

ties, including the collection and test-

ing of information or biospecimens, 

conducted, supported, requested, or-

dered, required, or authorized by a pub-

lic health authority. Such activities 

are limited to those necessary to allow 

a public health authority to identify, 

monitor, assess, or investigate poten-

tial public health signals, onsets of dis-

ease outbreaks, or conditions of public 

health importance (including trends, 

signals, risk factors, patterns in dis-

eases, or increases in injuries from 

using consumer products). Such activi-

ties include those associated with pro-

viding timely situational awareness 

and priority setting during the course 

of an event or crisis that threatens 

public health (including natural or 

man-made disasters). 

(3) Collection and analysis of infor-

mation, biospecimens, or records by or 

for a criminal justice agency for activi-

ties authorized by law or court order 

solely for criminal justice or criminal 

investigative purposes. 

(4) Authorized operational activities 

(as determined by each agency) in sup-

port of intelligence, homeland secu-

rity, defense, or other national secu-

rity missions. 

(m) Written, or in writing, for purposes 

of this part, refers to writing on a tan-

gible medium (e.g., paper) or in an elec-

tronic format. 

§ 46.103 Assuring compliance with this 
policy—research conducted or sup-
ported by any Federal department 
or agency. 

(a) Each institution engaged in re-

search that is covered by this policy, 

with the exception of research eligible 

for exemption under § 46.104, and that is 

conducted or supported by a Federal 

department or agency, shall provide 

written assurance satisfactory to the 

department or agency head that it will 

comply with the requirements of this 

policy. In lieu of requiring submission 

of an assurance, individual department 

or agency heads shall accept the exist-

ence of a current assurance, appro-

priate for the research in question, on 
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file with the Office for Human Re-
search Protections, HHS, or any suc-
cessor office, and approved for Federal- 
wide use by that office. When the exist-
ence of an HHS-approved assurance is 
accepted in lieu of requiring submis-
sion of an assurance, reports (except 
certification) required by this policy to 
be made to department and agency 
heads shall also be made to the Office 
for Human Research Protections, HHS, 
or any successor office. Federal depart-
ments and agencies will conduct or 
support research covered by this policy 
only if the institution has provided an 
assurance that it will comply with the 
requirements of this policy, as provided 
in this section, and only if the institu-
tion has certified to the department or 
agency head that the research has been 
reviewed and approved by an IRB (if 
such certification is required by 
§ 46.103(d)). 

(b) The assurance shall be executed 
by an individual authorized to act for 
the institution and to assume on behalf 
of the institution the obligations im-
posed by this policy and shall be filed 
in such form and manner as the depart-
ment or agency head prescribes. 

(c) The department or agency head 
may limit the period during which any 
assurance shall remain effective or 
otherwise condition or restrict the as-
surance. 

(d) Certification is required when the 
research is supported by a Federal de-
partment or agency and not otherwise 
waived under § 46.101(i) or exempted 
under § 46.104. For such research, insti-
tutions shall certify that each proposed 
research study covered by the assur-
ance and this section has been reviewed 
and approved by the IRB. Such certifi-
cation must be submitted as prescribed 
by the Federal department or agency 
component supporting the research. 
Under no condition shall research cov-
ered by this section be initiated prior 
to receipt of the certification that the 
research has been reviewed and ap-
proved by the IRB. 

(e) For nonexempt research involving 
human subjects covered by this policy 
(or exempt research for which limited 
IRB review takes place pursuant to 
§ 46.104(d)(2)(iii), (d)(3)(i)(C), or (d)(7) or 
(8)) that takes place at an institution 
in which IRB oversight is conducted by 

an IRB that is not operated by the in-
stitution, the institution and the orga-
nization operating the IRB shall docu-
ment the institution’s reliance on the 
IRB for oversight of the research and 
the responsibilities that each entity 
will undertake to ensure compliance 
with the requirements of this policy 
(e.g., in a written agreement between 
the institution and the IRB, by imple-
mentation of an institution-wide policy 
directive providing the allocation of re-
sponsibilities between the institution 
and an IRB that is not affiliated with 
the institution, or as set forth in a re-
search protocol). 

(Approved by the Office of Management and 
Budget under Control Number 0990–0260) 

§ 46.104 Exempt research. 

(a) Unless otherwise required by law 
or by department or agency heads, re-
search activities in which the only in-
volvement of human subjects will be in 
one or more of the categories in para-
graph (d) of this section are exempt 
from the requirements of this policy, 
except that such activities must com-
ply with the requirements of this sec-
tion and as specified in each category. 

(b) Use of the exemption categories 
for research subject to the require-
ments of subparts B, C, and D: Applica-
tion of the exemption categories to re-
search subject to the requirements of 
45 CFR part 46, subparts B, C, and D, is 
as follows: 

(1) Subpart B. Each of the exemptions 
at this section may be applied to re-
search subject to subpart B if the con-
ditions of the exemption are met. 

(2) Subpart C. The exemptions at this 
section do not apply to research sub-
ject to subpart C, except for research 
aimed at involving a broader subject 
population that only incidentally in-
cludes prisoners. 

(3) Subpart D. The exemptions at 
paragraphs (d)(1), (4), (5), (6), (7), and (8) 
of this section may be applied to re-
search subject to subpart D if the con-
ditions of the exemption are met. Para-
graphs (d)(2)(i) and (ii) of this section 
only may apply to research subject to 
subpart D involving educational tests 
or the observation of public behavior 
when the investigator(s) do not partici-
pate in the activities being observed. 
Paragraph (d)(2)(iii) of this section 
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may not be applied to research subject 
to subpart D. 

(c) [Reserved] 
(d) Except as described in paragraph 

(a) of this section, the following cat-
egories of human subjects research are 
exempt from this policy: 

(1) Research, conducted in estab-
lished or commonly accepted edu-
cational settings, that specifically in-
volves normal educational practices 
that are not likely to adversely impact 
students’ opportunity to learn required 
educational content or the assessment 
of educators who provide instruction. 
This includes most research on regular 
and special education instructional 
strategies, and research on the effec-
tiveness of or the comparison among 
instructional techniques, curricula, or 
classroom management methods. 

(2) Research that only includes inter-
actions involving educational tests 
(cognitive, diagnostic, aptitude, 
achievement), survey procedures, 
interview procedures, or observation of 
public behavior (including visual or au-
ditory recording) if at least one of the 
following criteria is met: 

(i) The information obtained is re-
corded by the investigator in such a 
manner that the identity of the human 
subjects cannot readily be ascertained, 
directly or through identifiers linked 
to the subjects; 

(ii) Any disclosure of the human sub-
jects’ responses outside the research 
would not reasonably place the sub-
jects at risk of criminal or civil liabil-
ity or be damaging to the subjects’ fi-
nancial standing, employability, edu-
cational advancement, or reputation; 
or 

(iii) The information obtained is re-
corded by the investigator in such a 
manner that the identity of the human 
subjects can readily be ascertained, di-
rectly or through identifiers linked to 
the subjects, and an IRB conducts a 
limited IRB review to make the deter-
mination required by § 46.111(a)(7). 

(3)(i) Research involving benign be-
havioral interventions in conjunction 
with the collection of information from 
an adult subject through verbal or 
written responses (including data 
entry) or audiovisual recording if the 
subject prospectively agrees to the 
intervention and information collec-

tion and at least one of the following 
criteria is met: 

(A) The information obtained is re-
corded by the investigator in such a 
manner that the identity of the human 
subjects cannot readily be ascertained, 
directly or through identifiers linked 
to the subjects; 

(B) Any disclosure of the human sub-
jects’ responses outside the research 
would not reasonably place the sub-
jects at risk of criminal or civil liabil-
ity or be damaging to the subjects’ fi-
nancial standing, employability, edu-
cational advancement, or reputation; 
or 

(C) The information obtained is re-
corded by the investigator in such a 
manner that the identity of the human 
subjects can readily be ascertained, di-
rectly or through identifiers linked to 
the subjects, and an IRB conducts a 
limited IRB review to make the deter-
mination required by § 46.111(a)(7). 

(ii) For the purpose of this provision, 
benign behavioral interventions are 
brief in duration, harmless, painless, 
not physically invasive, not likely to 
have a significant adverse lasting im-
pact on the subjects, and the investi-
gator has no reason to think the sub-
jects will find the interventions offen-
sive or embarrassing. Provided all such 
criteria are met, examples of such be-
nign behavioral interventions would in-
clude having the subjects play an on-
line game, having them solve puzzles 
under various noise conditions, or hav-
ing them decide how to allocate a 
nominal amount of received cash be-
tween themselves and someone else. 

(iii) If the research involves deceiv-
ing the subjects regarding the nature 
or purposes of the research, this ex-
emption is not applicable unless the 
subject authorizes the deception 
through a prospective agreement to 
participate in research in cir-
cumstances in which the subject is in-
formed that he or she will be unaware 
of or misled regarding the nature or 
purposes of the research. 

(4) Secondary research for which con-
sent is not required: Secondary re-
search uses of identifiable private in-
formation or identifiable biospecimens, 
if at least one of the following criteria 
is met: 
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(i) The identifiable private informa-
tion or identifiable biospecimens are 
publicly available; 

(ii) Information, which may include 
information about biospecimens, is re-
corded by the investigator in such a 
manner that the identity of the human 
subjects cannot readily be ascertained 
directly or through identifiers linked 
to the subjects, the investigator does 
not contact the subjects, and the inves-
tigator will not re-identify subjects; 

(iii) The research involves only infor-
mation collection and analysis involv-
ing the investigator’s use of identifi-
able health information when that use 
is regulated under 45 CFR parts 160 and 
164, subparts A and E, for the purposes 
of ‘‘health care operations’’ or ‘‘re-
search’’ as those terms are defined at 
45 CFR 164.501 or for ‘‘public health ac-
tivities and purposes’’ as described 
under 45 CFR 164.512(b); or 

(iv) The research is conducted by, or 
on behalf of, a Federal department or 
agency using government-generated or 
government-collected information ob-
tained for nonresearch activities, if the 
research generates identifiable private 
information that is or will be main-
tained on information technology that 
is subject to and in compliance with 
section 208(b) of the E-Government Act 
of 2002, 44 U.S.C. 3501 note, if all of the 
identifiable private information col-
lected, used, or generated as part of the 
activity will be maintained in systems 
of records subject to the Privacy Act of 
1974, 5 U.S.C. 552a, and, if applicable, 
the information used in the research 
was collected subject to the Paperwork 
Reduction Act of 1995, 44 U.S.C. 3501 et 
seq. 

(5) Research and demonstration 
projects that are conducted or sup-
ported by a Federal department or 
agency, or otherwise subject to the ap-
proval of department or agency heads 
(or the approval of the heads of bureaus 
or other subordinate agencies that 
have been delegated authority to con-
duct the research and demonstration 
projects), and that are designed to 
study, evaluate, improve, or otherwise 
examine public benefit or service pro-
grams, including procedures for obtain-
ing benefits or services under those 
programs, possible changes in or alter-
natives to those programs or proce-

dures, or possible changes in methods 
or levels of payment for benefits or 
services under those programs. Such 
projects include, but are not limited to, 
internal studies by Federal employees, 
and studies under contracts or con-
sulting arrangements, cooperative 
agreements, or grants. Exempt projects 
also include waivers of otherwise man-
datory requirements using authorities 
such as sections 1115 and 1115A of the 
Social Security Act, as amended. 

(i) Each Federal department or agen-
cy conducting or supporting the re-
search and demonstration projects 
must establish, on a publicly accessible 
Federal Web site or in such other man-
ner as the department or agency head 
may determine, a list of the research 
and demonstration projects that the 
Federal department or agency conducts 
or supports under this provision. The 
research or demonstration project 
must be published on this list prior to 
commencing the research involving 
human subjects. 

(ii) [Reserved] 
(6) Taste and food quality evaluation 

and consumer acceptance studies: 
(i) If wholesome foods without addi-

tives are consumed, or 
(ii) If a food is consumed that con-

tains a food ingredient at or below the 
level and for a use found to be safe, or 
agricultural chemical or environ-
mental contaminant at or below the 
level found to be safe, by the Food and 
Drug Administration or approved by 
the Environmental Protection Agency 
or the Food Safety and Inspection 
Service of the U.S. Department of Agri-
culture. 

(7) Storage or maintenance for sec-
ondary research for which broad con-
sent is required: Storage or mainte-
nance of identifiable private informa-
tion or identifiable biospecimens for 
potential secondary research use if an 
IRB conducts a limited IRB review and 
makes the determinations required by 
§ 46.111(a)(8). 

(8) Secondary research for which 
broad consent is required: Research in-
volving the use of identifiable private 
information or identifiable biospeci-
mens for secondary research use, if the 
following criteria are met: 

(i) Broad consent for the storage, 
maintenance, and secondary research 
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use of the identifiable private informa-
tion or identifiable biospecimens was 
obtained in accordance with 
§ 46.116(a)(1) through (4), (a)(6), and (d); 

(ii) Documentation of informed con-
sent or waiver of documentation of 
consent was obtained in accordance 
with § 46.117; 

(iii) An IRB conducts a limited IRB 
review and makes the determination 
required by § 46.111(a)(7) and makes the 
determination that the research to be 
conducted is within the scope of the 
broad consent referenced in paragraph 
(d)(8)(i) of this section; and (iv) The in-
vestigator does not include returning 
individual research results to subjects 
as part of the study plan. This provi-
sion does not prevent an investigator 
from abiding by any legal requirements 
to return individual research results. 

(Approved by the Office of Management and 
Budget under Control Number 0990–0260) 

§§ 46.105–46.106 [Reserved] 

§ 46.107 IRB membership. 

(a) Each IRB shall have at least five 
members, with varying backgrounds to 
promote complete and adequate review 
of research activities commonly con-
ducted by the institution. The IRB 
shall be sufficiently qualified through 
the experience and expertise of its 
members (professional competence), 
and the diversity of its members, in-
cluding race, gender, and cultural 
backgrounds and sensitivity to such 
issues as community attitudes, to pro-
mote respect for its advice and counsel 
in safeguarding the rights and welfare 
of human subjects. The IRB shall be 
able to ascertain the acceptability of 
proposed research in terms of institu-
tional commitments (including policies 
and resources) and regulations, appli-
cable law, and standards of professional 
conduct and practice. The IRB shall 
therefore include persons knowledge-
able in these areas. If an IRB regularly 
reviews research that involves a cat-
egory of subjects that is vulnerable to 
coercion or undue influence, such as 
children, prisoners, individuals with 
impaired decision-making capacity, or 
economically or educationally dis-
advantaged persons, consideration 
shall be given to the inclusion of one or 
more individuals who are knowledge-

able about and experienced in working 
with these categories of subjects. 

(b) Each IRB shall include at least 
one member whose primary concerns 
are in scientific areas and at least one 
member whose primary concerns are in 
nonscientific areas. 

(c) Each IRB shall include at least 
one member who is not otherwise affili-
ated with the institution and who is 
not part of the immediate family of a 
person who is affiliated with the insti-
tution. 

(d) No IRB may have a member par-
ticipate in the IRB’s initial or con-
tinuing review of any project in which 
the member has a conflicting interest, 
except to provide information re-
quested by the IRB. 

(e) An IRB may, in its discretion, in-
vite individuals with competence in 
special areas to assist in the review of 
issues that require expertise beyond or 
in addition to that available on the 
IRB. These individuals may not vote 
with the IRB. 

§ 46.108 IRB functions and operations. 

(a) In order to fulfill the require-
ments of this policy each IRB shall: 

(1) Have access to meeting space and 
sufficient staff to support the IRB’s re-
view and recordkeeping duties; 

(2) Prepare and maintain a current 
list of the IRB members identified by 
name; earned degrees; representative 
capacity; indications of experience 
such as board certifications or licenses 
sufficient to describe each member’s 
chief anticipated contributions to IRB 
deliberations; and any employment or 
other relationship between each mem-
ber and the institution, for example, 
full-time employee, part-time em-
ployee, member of governing panel or 
board, stockholder, paid or unpaid con-
sultant; 

(3) Establish and follow written pro-
cedures for: 

(i) Conducting its initial and con-
tinuing review of research and for re-
porting its findings and actions to the 
investigator and the institution; 

(ii) Determining which projects re-
quire review more often than annually 
and which projects need verification 
from sources other than the investiga-
tors that no material changes have oc-
curred since previous IRB review; and 
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(iii) Ensuring prompt reporting to 
the IRB of proposed changes in a re-
search activity, and for ensuring that 
investigators will conduct the research 
activity in accordance with the terms 
of the IRB approval until any proposed 
changes have been reviewed and ap-
proved by the IRB, except when nec-
essary to eliminate apparent imme-
diate hazards to the subject. 

(4) Establish and follow written pro-
cedures for ensuring prompt reporting 
to the IRB; appropriate institutional 
officials; the department or agency 
head; and the Office for Human Re-
search Protections, HHS, or any suc-
cessor office, or the equivalent office 
within the appropriate Federal depart-
ment or agency of 

(i) Any unanticipated problems in-
volving risks to subjects or others or 
any serious or continuing noncompli-
ance with this policy or the require-
ments or determinations of the IRB; 
and 

(ii) Any suspension or termination of 
IRB approval. 

(b) Except when an expedited review 
procedure is used (as described in 
§ 46.110), an IRB must review proposed 
research at convened meetings at 
which a majority of the members of the 
IRB are present, including at least one 
member whose primary concerns are in 
nonscientific areas. In order for the re-
search to be approved, it shall receive 
the approval of a majority of those 
members present at the meeting. 

(Approved by the Office of Management and 
Budget under Control Number 0990–0260) 

§ 46.109 IRB review of research. 

(a) An IRB shall review and have au-
thority to approve, require modifica-
tions in (to secure approval), or dis-
approve all research activities covered 
by this policy, including exempt re-
search activities under § 46.104 for 
which limited IRB review is a condi-
tion of exemption (under 
§ 46.104(d)(2)(iii), (d)(3)(i)(C), and (d)(7), 
and (8)). 

(b) An IRB shall require that infor-
mation given to subjects (or legally au-
thorized representatives, when appro-
priate) as part of informed consent is 
in accordance with § 46.116. The IRB 
may require that information, in addi-
tion to that specifically mentioned in 

§ 46.116, be given to the subjects when 

in the IRB’s judgment the information 

would meaningfully add to the protec-

tion of the rights and welfare of sub-

jects. 

(c) An IRB shall require documenta-

tion of informed consent or may waive 

documentation in accordance with 

§ 46.117. 

(d) An IRB shall notify investigators 

and the institution in writing of its de-

cision to approve or disapprove the pro-

posed research activity, or of modifica-

tions required to secure IRB approval 

of the research activity. If the IRB de-

cides to disapprove a research activity, 

it shall include in its written notifica-

tion a statement of the reasons for its 

decision and give the investigator an 

opportunity to respond in person or in 

writing. 

(e) An IRB shall conduct continuing 

review of research requiring review by 

the convened IRB at intervals appro-

priate to the degree of risk, not less 

than once per year, except as described 

in § 46.109(f). 

(f)(1) Unless an IRB determines oth-

erwise, continuing review of research is 

not required in the following cir-

cumstances: 

(i) Research eligible for expedited re-

view in accordance with § 46.110; 

(ii) Research reviewed by the IRB in 

accordance with the limited IRB re-

view described in § 46.104(d)(2)(iii), 

(d)(3)(i)(C), or (d)(7) or (8); 

(iii) Research that has progressed to 

the point that it involves only one or 

both of the following, which are part of 

the IRB-approved study: 

(A) Data analysis, including analysis 

of identifiable private information or 

identifiable biospecimens, or 

(B) Accessing follow-up clinical data 

from procedures that subjects would 

undergo as part of clinical care. 

(2) [Reserved] 

(g) An IRB shall have authority to 

observe or have a third party observe 

the consent process and the research. 

(Approved by the Office of Management and 

Budget under Control Number 0990–0260) 
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§ 46.110 Expedited review procedures 
for certain kinds of research involv-
ing no more than minimal risk, and 
for minor changes in approved re-
search. 

(a) The Secretary of HHS has estab-
lished, and published as a Notice in the 
FEDERAL REGISTER, a list of categories 
of research that may be reviewed by 
the IRB through an expedited review 
procedure. The Secretary will evaluate 
the list at least every 8 years and 
amend it, as appropriate, after con-
sultation with other federal depart-
ments and agencies and after publica-
tion in the FEDERAL REGISTER for pub-
lic comment. A copy of the list is 
available from the Office for Human 
Research Protections, HHS, or any suc-
cessor office. 

(b)(1) An IRB may use the expedited 
review procedure to review the fol-
lowing: 

(i) Some or all of the research ap-
pearing on the list described in para-
graph (a) of this section, unless the re-
viewer determines that the study in-
volves more than minimal risk; 

(ii) Minor changes in previously ap-
proved research during the period for 
which approval is authorized; or 

(iii) Research for which limited IRB 
review is a condition of exemption 
under § 46.104(d)(2)(iii), (d)(3)(i)(C), and 
(d)(7) and (8). 

(2) Under an expedited review proce-
dure, the review may be carried out by 
the IRB chairperson or by one or more 
experienced reviewers designated by 
the chairperson from among members 
of the IRB. In reviewing the research, 
the reviewers may exercise all of the 
authorities of the IRB except that the 
reviewers may not disapprove the re-
search. A research activity may be dis-
approved only after review in accord-
ance with the nonexpedited procedure 
set forth in § 46.108(b). 

(c) Each IRB that uses an expedited 
review procedure shall adopt a method 
for keeping all members advised of re-
search proposals that have been ap-
proved under the procedure. 

(d) The department or agency head 
may restrict, suspend, terminate, or 
choose not to authorize an institu-
tion’s or IRB’s use of the expedited re-
view procedure. 

§ 46.111 Criteria for IRB approval of 
research. 

(a) In order to approve research cov-
ered by this policy the IRB shall deter-
mine that all of the following require-
ments are satisfied: 

(1) Risks to subjects are minimized: 
(i) By using procedures that are con-

sistent with sound research design and 
that do not unnecessarily expose sub-
jects to risk, and 

(ii) Whenever appropriate, by using 
procedures already being performed on 
the subjects for diagnostic or treat-
ment purposes. 

(2) Risks to subjects are reasonable 
in relation to anticipated benefits, if 
any, to subjects, and the importance of 
the knowledge that may reasonably be 
expected to result. In evaluating risks 
and benefits, the IRB should consider 
only those risks and benefits that may 
result from the research (as distin-
guished from risks and benefits of 
therapies subjects would receive even if 
not participating in the research). The 
IRB should not consider possible long- 
range effects of applying knowledge 
gained in the research (e.g., the pos-
sible effects of the research on public 
policy) as among those research risks 
that fall within the purview of its re-
sponsibility. 

(3) Selection of subjects is equitable. 
In making this assessment the IRB 
should take into account the purposes 
of the research and the setting in 
which the research will be conducted. 
The IRB should be particularly cog-
nizant of the special problems of re-
search that involves a category of sub-
jects who are vulnerable to coercion or 
undue influence, such as children, pris-
oners, individuals with impaired deci-
sion-making capacity, or economically 
or educationally disadvantaged per-
sons. 

(4) Informed consent will be sought 
from each prospective subject or the 
subject’s legally authorized representa-
tive, in accordance with, and to the ex-
tent required by, § 46.116. 

(5) Informed consent will be appro-
priately documented or appropriately 
waived in accordance with § 46.117. 

(6) When appropriate, the research 
plan makes adequate provision for 
monitoring the data collected to en-
sure the safety of subjects. 
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(7) When appropriate, there are ade-

quate provisions to protect the privacy 

of subjects and to maintain the con-

fidentiality of data. 

(i) The Secretary of HHS will, after 

consultation with the Office of Man-

agement and Budget’s privacy office 

and other Federal departments and 

agencies that have adopted this policy, 

issue guidance to assist IRBs in assess-

ing what provisions are adequate to 

protect the privacy of subjects and to 

maintain the confidentiality of data. 

(ii) [Reserved] 

(8) For purposes of conducting the 

limited IRB review required by 

§ 46.104(d)(7)), the IRB need not make 

the determinations at paragraphs (a)(1) 

through (7) of this section, and shall 

make the following determinations: 

(i) Broad consent for storage, mainte-

nance, and secondary research use of 

identifiable private information or 

identifiable biospecimens is obtained in 

accordance with the requirements of 

§ 46.116(a)(1)–(4), (a)(6), and (d); 

(ii) Broad consent is appropriately 

documented or waiver of documenta-

tion is appropriate, in accordance with 

§ 46.117; and 

(iii) If there is a change made for re-

search purposes in the way the identifi-

able private information or identifiable 

biospecimens are stored or maintained, 

there are adequate provisions to pro-

tect the privacy of subjects and to 

maintain the confidentiality of data. 

(b) When some or all of the subjects 

are likely to be vulnerable to coercion 

or undue influence, such as children, 

prisoners, individuals with impaired 

decision-making capacity, or economi-

cally or educationally disadvantaged 

persons, additional safeguards have 

been included in the study to protect 

the rights and welfare of these sub-

jects. 

§ 46.112 Review by institution 

Research covered by this policy that 

has been approved by an IRB may be 

subject to further appropriate review 

and approval or disapproval by officials 

of the institution. However, those offi-

cials may not approve the research if it 

has not been approved by an IRB. 

§ 46.113 Suspension or termination of 
IRB approval of research. 

An IRB shall have authority to sus-
pend or terminate approval of research 
that is not being conducted in accord-
ance with the IRB’s requirements or 
that has been associated with unex-
pected serious harm to subjects. Any 
suspension or termination of approval 
shall include a statement of the rea-
sons for the IRB’s action and shall be 
reported promptly to the investigator, 
appropriate institutional officials, and 
the department or agency head. 

(Approved by the Office of Management and 

Budget under Control Number 0990–0260) 

§ 46.114 Cooperative research. 

(a) Cooperative research projects are 
those projects covered by this policy 
that involve more than one institution. 
In the conduct of cooperative research 
projects, each institution is responsible 
for safeguarding the rights and welfare 
of human subjects and for complying 
with this policy. 

(b)(1) Any institution located in the 
United States that is engaged in coop-
erative research must rely upon ap-
proval by a single IRB for that portion 
of the research that is conducted in the 
United States. The reviewing IRB will 
be identified by the Federal depart-
ment or agency supporting or con-
ducting the research or proposed by the 
lead institution subject to the accept-
ance of the Federal department or 
agency supporting the research. 

(2) The following research is not sub-
ject to this provision: 

(i) Cooperative research for which 
more than single IRB review is re-
quired by law (including tribal law 
passed by the official governing body of 
an American Indian or Alaska Native 
tribe); or 

(ii) Research for which any Federal 
department or agency supporting or 
conducting the research determines 
and documents that the use of a single 
IRB is not appropriate for the par-
ticular context. 

(c) For research not subject to para-
graph (b) of this section, an institution 
participating in a cooperative project 
may enter into a joint review arrange-
ment, rely on the review of another 
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IRB, or make similar arrangements for 
avoiding duplication of effort. 

§ 46.115 IRB records. 

(a) An institution, or when appro-
priate an IRB, shall prepare and main-
tain adequate documentation of IRB 
activities, including the following: 

(1) Copies of all research proposals re-
viewed, scientific evaluations, if any, 
that accompany the proposals, ap-
proved sample consent forms, progress 
reports submitted by investigators, and 
reports of injuries to subjects. 

(2) Minutes of IRB meetings, which 
shall be in sufficient detail to show at-
tendance at the meetings; actions 
taken by the IRB; the vote on these ac-
tions including the number of members 
voting for, against, and abstaining; the 
basis for requiring changes in or dis-
approving research; and a written sum-
mary of the discussion of controverted 
issues and their resolution. 

(3) Records of continuing review ac-
tivities, including the rationale for 
conducting continuing review of re-
search that otherwise would not re-
quire continuing review as described in 
§ 46.109(f)(1). 

(4) Copies of all correspondence be-
tween the IRB and the investigators. 

(5) A list of IRB members in the same 
detail as described in § 46.108(a)(2). 

(6) Written procedures for the IRB in 
the same detail as described in 
§ 46.108(a)(3) and (4). 

(7) Statements of significant new 
findings provided to subjects, as re-
quired by § 46.116(c)(5). 

(8) The rationale for an expedited re-
viewer’s determination under 
§ 46.110(b)(1)(i) that research appearing 
on the expedited review list described 
in § 46.110(a) is more than minimal risk. 

(9) Documentation specifying the re-
sponsibilities that an institution and 
an organization operating an IRB each 
will undertake to ensure compliance 
with the requirements of this policy, as 
described in § 46.103(e). 

(b) The records required by this pol-
icy shall be retained for at least 3 
years, and records relating to research 
that is conducted shall be retained for 
at least 3 years after completion of the 
research. The institution or IRB may 
maintain the records in printed form, 
or electronically. All records shall be 

accessible for inspection and copying 
by authorized representatives of the 
Federal department or agency at rea-
sonable times and in a reasonable man-
ner. 

(Approved by the Office of Management and 
Budget under Control Number 0990–0260) 

§ 46.116 General requirements for in-
formed consent. 

(a) General. General requirements for 
informed consent, whether written or 
oral, are set forth in this paragraph 
and apply to consent obtained in ac-
cordance with the requirements set 
forth in paragraphs (b) through (d) of 
this section. Broad consent may be ob-
tained in lieu of informed consent ob-
tained in accordance with paragraphs 
(b) and (c) of this section only with re-
spect to the storage, maintenance, and 
secondary research uses of identifiable 
private information and identifiable 
biospecimens. Waiver or alteration of 
consent in research involving public 
benefit and service programs conducted 
by or subject to the approval of state 
or local officials is described in para-
graph (e) of this section. General waiv-
er or alteration of informed consent is 
described in paragraph (f) of this sec-
tion. Except as provided elsewhere in 
this policy: 

(1) Before involving a human subject 
in research covered by this policy, an 
investigator shall obtain the legally ef-
fective informed consent of the subject 
or the subject’s legally authorized rep-
resentative. 

(2) An investigator shall seek in-
formed consent only under cir-
cumstances that provide the prospec-
tive subject or the legally authorized 
representative sufficient opportunity 
to discuss and consider whether or not 
to participate and that minimize the 
possibility of coercion or undue influ-
ence. 

(3) The information that is given to 
the subject or the legally authorized 
representative shall be in language un-
derstandable to the subject or the le-
gally authorized representative. 

(4) The prospective subject or the le-
gally authorized representative must 
be provided with the information that 
a reasonable person would want to 
have in order to make an informed de-
cision about whether to participate, 
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and an opportunity to discuss that in-
formation. 

(5) Except for broad consent obtained 
in accordance with paragraph (d) of 
this section: 

(i) Informed consent must begin with 
a concise and focused presentation of 
the key information that is most likely 
to assist a prospective subject or le-
gally authorized representative in un-
derstanding the reasons why one might 
or might not want to participate in the 
research. This part of the informed 
consent must be organized and pre-
sented in a way that facilitates com-
prehension. 

(ii) Informed consent as a whole must 
present information in sufficient detail 
relating to the research, and must be 
organized and presented in a way that 
does not merely provide lists of iso-
lated facts, but rather facilitates the 
prospective subject’s or legally author-
ized representative’s understanding of 
the reasons why one might or might 
not want to participate. 

(6) No informed consent may include 
any exculpatory language through 
which the subject or the legally au-
thorized representative is made to 
waive or appear to waive any of the 
subject’s legal rights, or releases or ap-
pears to release the investigator, the 
sponsor, the institution, or its agents 
from liability for negligence. 

(b) Basic elements of informed consent. 
Except as provided in paragraph (d), 
(e), or (f) of this section, in seeking in-
formed consent the following informa-
tion shall be provided to each subject 
or the legally authorized representa-
tive: 

(1) A statement that the study in-
volves research, an explanation of the 
purposes of the research and the ex-
pected duration of the subject’s partici-
pation, a description of the procedures 
to be followed, and identification of 
any procedures that are experimental; 

(2) A description of any reasonably 
foreseeable risks or discomforts to the 
subject; 

(3) A description of any benefits to 
the subject or to others that may rea-
sonably be expected from the research; 

(4) A disclosure of appropriate alter-
native procedures or courses of treat-
ment, if any, that might be advan-
tageous to the subject; 

(5) A statement describing the ex-

tent, if any, to which confidentiality of 

records identifying the subject will be 

maintained; 

(6) For research involving more than 

minimal risk, an explanation as to 

whether any compensation and an ex-

planation as to whether any medical 

treatments are available if injury oc-

curs and, if so, what they consist of, or 

where further information may be ob-

tained; 

(7) An explanation of whom to con-

tact for answers to pertinent questions 

about the research and research sub-

jects’ rights, and whom to contact in 

the event of a research-related injury 

to the subject; 

(8) A statement that participation is 

voluntary, refusal to participate will 

involve no penalty or loss of benefits to 

which the subject is otherwise entitled, 

and the subject may discontinue par-

ticipation at any time without penalty 
or loss of benefits to which the subject 
is otherwise entitled; and 

(9) One of the following statements 
about any research that involves the 
collection of identifiable private infor-
mation or identifiable biospecimens: 

(i) A statement that identifiers 
might be removed from the identifiable 
private information or identifiable bio-
specimens and that, after such re-
moval, the information or biospeci-
mens could be used for future research 
studies or distributed to another inves-
tigator for future research studies 
without additional informed consent 
from the subject or the legally author-
ized representative, if this might be a 
possibility; or 

(ii) A statement that the subject’s in-
formation or biospecimens collected as 
part of the research, even if identifiers 
are removed, will not be used or dis-
tributed for future research studies. 

(c) Additional elements of informed con-
sent. Except as provided in paragraph 
(d), (e), or (f) of this section, one or 
more of the following elements of in-
formation, when appropriate, shall also 
be provided to each subject or the le-
gally authorized representative: 

(1) A statement that the particular 
treatment or procedure may involve 
risks to the subject (or to the embryo 
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or fetus, if the subject is or may be-
come pregnant) that are currently un-
foreseeable; 

(2) Anticipated circumstances under 
which the subject’s participation may 
be terminated by the investigator 
without regard to the subject’s or the 
legally authorized representative’s 
consent; 

(3) Any additional costs to the sub-
ject that may result from participation 
in the research; 

(4) The consequences of a subject’s 
decision to withdraw from the research 
and procedures for orderly termination 
of participation by the subject; 

(5) A statement that significant new 
findings developed during the course of 
the research that may relate to the 
subject’s willingness to continue par-
ticipation will be provided to the sub-
ject; 

(6) The approximate number of sub-
jects involved in the study; 

(7) A statement that the subject’s 
biospecimens (even if identifiers are re-
moved) may be used for commercial 
profit and whether the subject will or 
will not share in this commercial prof-
it; 

(8) A statement regarding whether 
clinically relevant research results, in-
cluding individual research results, 
will be disclosed to subjects, and if so, 
under what conditions; and 

(9) For research involving biospeci-
mens, whether the research will (if 
known) or might include whole genome 
sequencing (i.e., sequencing of a human 
germline or somatic specimen with the 
intent to generate the genome or 
exome sequence of that specimen). 

(d) Elements of broad consent for the 
storage, maintenance, and secondary re-
search use of identifiable private informa-
tion or identifiable biospecimens. Broad 
consent for the storage, maintenance, 
and secondary research use of identifi-
able private information or identifiable 
biospecimens (collected for either re-
search studies other than the proposed 
research or nonresearch purposes) is 
permitted as an alternative to the in-
formed consent requirements in para-
graphs (b) and (c) of this section. If the 
subject or the legally authorized rep-
resentative is asked to provide broad 
consent, the following shall be provided 

to each subject or the subject’s legally 
authorized representative: 

(1) The information required in para-
graphs (b)(2), (b)(3), (b)(5), and (b)(8) 
and, when appropriate, (c)(7) and (9) of 
this section; 

(2) A general description of the types 
of research that may be conducted with 
the identifiable private information or 
identifiable biospecimens. This descrip-
tion must include sufficient informa-
tion such that a reasonable person 
would expect that the broad consent 
would permit the types of research con-
ducted; 

(3) A description of the identifiable 
private information or identifiable bio-
specimens that might be used in re-
search, whether sharing of identifiable 
private information or identifiable bio-
specimens might occur, and the types 
of institutions or researchers that 
might conduct research with the iden-
tifiable private information or identifi-
able biospecimens; 

(4) A description of the period of time 
that the identifiable private informa-
tion or identifiable biospecimens may 
be stored and maintained (which period 
of time could be indefinite), and a de-
scription of the period of time that the 
identifiable private information or 
identifiable biospecimens may be used 
for research purposes (which period of 
time could be indefinite); 

(5) Unless the subject or legally au-
thorized representative will be pro-
vided details about specific research 
studies, a statement that they will not 
be informed of the details of any spe-
cific research studies that might be 
conducted using the subject’s identifi-
able private information or identifiable 
biospecimens, including the purposes of 
the research, and that they might have 
chosen not to consent to some of those 
specific research studies; 

(6) Unless it is known that clinically 
relevant research results, including in-
dividual research results, will be dis-
closed to the subject in all cir-
cumstances, a statement that such re-
sults may not be disclosed to the sub-
ject; and 

(7) An explanation of whom to con-
tact for answers to questions about the 
subject’s rights and about storage and 
use of the subject’s identifiable private 
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information or identifiable biospeci-
mens, and whom to contact in the 
event of a research-related harm. 

(e) Waiver or alteration of consent in 
research involving public benefit and serv-
ice programs conducted by or subject to 
the approval of state or local officials—(1) 
Waiver. An IRB may waive the require-
ment to obtain informed consent for 
research under paragraphs (a) through 
(c) of this section, provided the IRB 
satisfies the requirements of paragraph 
(e)(3) of this section. If an individual 
was asked to provide broad consent for 
the storage, maintenance, and sec-
ondary research use of identifiable pri-
vate information or identifiable bio-
specimens in accordance with the re-
quirements at paragraph (d) of this sec-
tion, and refused to consent, an IRB 
cannot waive consent for the storage, 
maintenance, or secondary research 
use of the identifiable private informa-
tion or identifiable biospecimens. 

(2) Alteration. An IRB may approve a 
consent procedure that omits some, or 
alters some or all, of the elements of 
informed consent set forth in para-
graphs (b) and (c) of this section pro-
vided the IRB satisfies the require-
ments of paragraph (e)(3) of this sec-
tion. An IRB may not omit or alter any 
of the requirements described in para-
graph (a) of this section. If a broad con-
sent procedure is used, an IRB may not 
omit or alter any of the elements re-
quired under paragraph (d) of this sec-
tion. 

(3) Requirements for waiver and alter-
ation. In order for an IRB to waive or 
alter consent as described in this sub-
section, the IRB must find and docu-
ment that: 

(i) The research or demonstration 
project is to be conducted by or subject 
to the approval of state or local gov-
ernment officials and is designed to 
study, evaluate, or otherwise examine: 

(A) Public benefit or service pro-
grams; 

(B) Procedures for obtaining benefits 
or services under those programs; 

(C) Possible changes in or alter-
natives to those programs or proce-
dures; or 

(D) Possible changes in methods or 
levels of payment for benefits or serv-
ices under those programs; and 

(ii) The research could not prac-
ticably be carried out without the 
waiver or alteration. 

(f) General waiver or alteration of con-
sent—(1) Waiver. An IRB may waive the 
requirement to obtain informed con-
sent for research under paragraphs (a) 
through (c) of this section, provided 
the IRB satisfies the requirements of 
paragraph (f)(3) of this section. If an in-
dividual was asked to provide broad 
consent for the storage, maintenance, 
and secondary research use of identifi-
able private information or identifiable 
biospecimens in accordance with the 
requirements at paragraph (d) of this 
section, and refused to consent, an IRB 
cannot waive consent for the storage, 
maintenance, or secondary research 
use of the identifiable private informa-
tion or identifiable biospecimens. 

(2) Alteration. An IRB may approve a 
consent procedure that omits some, or 
alters some or all, of the elements of 
informed consent set forth in para-
graphs (b) and (c) of this section pro-
vided the IRB satisfies the require-
ments of paragraph (f)(3) of this sec-
tion. An IRB may not omit or alter any 
of the requirements described in para-
graph (a) of this section. If a broad con-
sent procedure is used, an IRB may not 
omit or alter any of the elements re-
quired under paragraph (d) of this sec-
tion. 

(3) Requirements for waiver and alter-
ation. In order for an IRB to waive or 
alter consent as described in this sub-
section, the IRB must find and docu-
ment that: 

(i) The research involves no more 
than minimal risk to the subjects; 

(ii) The research could not prac-
ticably be carried out without the re-
quested waiver or alteration; 

(iii) If the research involves using 
identifiable private information or 
identifiable biospecimens, the research 
could not practicably be carried out 
without using such information or bio-
specimens in an identifiable format; 

(iv) The waiver or alteration will not 
adversely affect the rights and welfare 
of the subjects; and 

(v) Whenever appropriate, the sub-
jects or legally authorized representa-
tives will be provided with additional 
pertinent information after participa-
tion. 
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(g) Screening, recruiting, or determining 
eligibility. An IRB may approve a re-
search proposal in which an investi-
gator will obtain information or bio-
specimens for the purpose of screening, 
recruiting, or determining the eligi-
bility of prospective subjects without 
the informed consent of the prospective 
subject or the subject’s legally author-
ized representative, if either of the fol-
lowing conditions are met: 

(1) The investigator will obtain infor-
mation through oral or written com-
munication with the prospective sub-
ject or legally authorized representa-
tive, or 

(2) The investigator will obtain iden-
tifiable private information or identifi-
able biospecimens by accessing records 
or stored identifiable biospecimens. 

(h) Posting of clinical trial consent 
form. (1) For each clinical trial con-
ducted or supported by a Federal de-
partment or agency, one IRB-approved 
informed consent form used to enroll 
subjects must be posted by the awardee 
or the Federal department or agency 
component conducting the trial on a 
publicly available Federal Web site 
that will be established as a repository 
for such informed consent forms. 

(2) If the Federal department or agen-
cy supporting or conducting the clin-
ical trial determines that certain infor-
mation should not be made publicly 
available on a Federal Web site (e.g. 
confidential commercial information), 
such Federal department or agency 
may permit or require redactions to 
the information posted. 

(3) The informed consent form must 
be posted on the Federal Web site after 
the clinical trial is closed to recruit-
ment, and no later than 60 days after 
the last study visit by any subject, as 
required by the protocol. 

(i) Preemption. The informed consent 
requirements in this policy are not in-
tended to preempt any applicable Fed-
eral, state, or local laws (including 
tribal laws passed by the official gov-
erning body of an American Indian or 
Alaska Native tribe) that require addi-
tional information to be disclosed in 
order for informed consent to be le-
gally effective. 

(j) Emergency medical care. Nothing in 
this policy is intended to limit the au-
thority of a physician to provide emer-

gency medical care, to the extent the 
physician is permitted to do so under 
applicable Federal, state, or local law 
(including tribal law passed by the offi-
cial governing body of an American In-
dian or Alaska Native tribe). 

(Approved by the Office of Management and 

Budget under Control Number 0990–0260) 

§ 46.117 Documentation of informed 
consent. 

(a) Except as provided in paragraph 
(c) of this section, informed consent 
shall be documented by the use of a 
written informed consent form ap-
proved by the IRB and signed (includ-
ing in an electronic format) by the sub-
ject or the subject’s legally authorized 
representative. A written copy shall be 
given to the person signing the in-
formed consent form. 

(b) Except as provided in paragraph 
(c) of this section, the informed con-
sent form may be either of the fol-
lowing: 

(1) A written informed consent form 
that meets the requirements of § 46.116. 
The investigator shall give either the 
subject or the subject’s legally author-
ized representative adequate oppor-
tunity to read the informed consent 
form before it is signed; alternatively, 
this form may be read to the subject or 
the subject’s legally authorized rep-
resentative. 

(2) A short form written informed 
consent form stating that the elements 
of informed consent required by § 46.116 
have been presented orally to the sub-
ject or the subject’s legally authorized 
representative, and that the key infor-
mation required by § 46.116(a)(5)(i) was 
presented first to the subject, before 
other information, if any, was pro-
vided. The IRB shall approve a written 
summary of what is to be said to the 
subject or the legally authorized rep-
resentative. When this method is used, 
there shall be a witness to the oral 
presentation. Only the short form itself 
is to be signed by the subject or the 
subject’s legally authorized representa-
tive. However, the witness shall sign 
both the short form and a copy of the 
summary, and the person actually ob-
taining consent shall sign a copy of the 
summary. A copy of the summary shall 
be given to the subject or the subject’s 
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legally authorized representative, in 
addition to a copy of the short form. 

(c)(1) An IRB may waive the require-
ment for the investigator to obtain a 
signed informed consent form for some 
or all subjects if it finds any of the fol-
lowing: 

(i) That the only record linking the 
subject and the research would be the 
informed consent form and the prin-
cipal risk would be potential harm re-
sulting from a breach of confiden-
tiality. Each subject (or legally author-
ized representative) will be asked 
whether the subject wants documenta-
tion linking the subject with the re-
search, and the subject’s wishes will 
govern; 

(ii) That the research presents no 
more than minimal risk of harm to 
subjects and involves no procedures for 
which written consent is normally re-
quired outside of the research context; 
or 

(iii) If the subjects or legally author-
ized representatives are members of a 
distinct cultural group or community 
in which signing forms is not the norm, 
that the research presents no more 
than minimal risk of harm to subjects 
and provided there is an appropriate al-
ternative mechanism for documenting 
that informed consent was obtained. 

(2) In cases in which the documenta-
tion requirement is waived, the IRB 
may require the investigator to provide 
subjects or legally authorized rep-
resentatives with a written statement 
regarding the research. 

(Approved by the Office of Management and 
Budget under Control Number 0990–0260) 

§ 46.118 Applications and proposals 
lacking definite plans for involve-
ment of human subjects. 

Certain types of applications for 
grants, cooperative agreements, or con-
tracts are submitted to Federal depart-
ments or agencies with the knowledge 
that subjects may be involved within 
the period of support, but definite 
plans would not normally be set forth 
in the application or proposal. These 
include activities such as institutional 
type grants when selection of specific 
projects is the institution’s responsi-
bility; research training grants in 
which the activities involving subjects 
remain to be selected; and projects in 

which human subjects’ involvement 
will depend upon completion of instru-
ments, prior animal studies, or purifi-
cation of compounds. Except for re-
search waived under § 46.101(i) or ex-
empted under § 46.104, no human sub-
jects may be involved in any project 
supported by these awards until the 
project has been reviewed and approved 
by the IRB, as provided in this policy, 
and certification submitted, by the in-
stitution, to the Federal department or 
agency component supporting the re-
search. 

§ 46.119 Research undertaken without 
the intention of involving human 
subjects. 

Except for research waived under 
§ 46.101(i) or exempted under § 46.104, in 
the event research is undertaken with-
out the intention of involving human 
subjects, but it is later proposed to in-
volve human subjects in the research, 
the research shall first be reviewed and 
approved by an IRB, as provided in this 
policy, a certification submitted by the 
institution to the Federal department 
or agency component supporting the 
research, and final approval given to 
the proposed change by the Federal de-
partment or agency component. 

§ 46.120 Evaluation and disposition of 
applications and proposals for re-
search to be conducted or sup-
ported by a Federal department or 
agency. 

(a) The department or agency head 
will evaluate all applications and pro-
posals involving human subjects sub-
mitted to the Federal department or 
agency through such officers and em-
ployees of the Federal department or 
agency and such experts and consult-
ants as the department or agency head 
determines to be appropriate. This 
evaluation will take into consideration 
the risks to the subjects, the adequacy 
of protection against these risks, the 
potential benefits of the research to 
the subjects and others, and the impor-
tance of the knowledge gained or to be 
gained. 

(b) On the basis of this evaluation, 
the department or agency head may 
approve or disapprove the application 
or proposal, or enter into negotiations 
to develop an approvable one. 
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§ 46.121 [Reserved] 

§ 46.122 Use of Federal funds. 

Federal funds administered by a Fed-
eral department or agency may not be 
expended for research involving human 
subjects unless the requirements of 
this policy have been satisfied. 

§ 46.123 Early termination of research 
support: Evaluation of applications 
and proposals. 

(a) The department or agency head 
may require that Federal department 
or agency support for any project be 
terminated or suspended in the manner 
prescribed in applicable program re-
quirements, when the department or 
agency head finds an institution has 
materially failed to comply with the 
terms of this policy. 

(b) In making decisions about sup-
porting or approving applications or 
proposals covered by this policy the de-
partment or agency head may take 
into account, in addition to all other 
eligibility requirements and program 
criteria, factors such as whether the 
applicant has been subject to a termi-
nation or suspension under paragraph 
(a) of this section and whether the ap-
plicant or the person or persons who 
would direct or has/have directed the 
scientific and technical aspects of an 
activity has/have, in the judgment of 
the department or agency head, mate-
rially failed to discharge responsibility 
for the protection of the rights and 
welfare of human subjects (whether or 
not the research was subject to federal 
regulation). 

§ 46.124 Conditions. 

With respect to any research project 
or any class of research projects the de-
partment or agency head of either the 
conducting or the supporting Federal 
department or agency may impose ad-
ditional conditions prior to or at the 
time of approval when in the judgment 
of the department or agency head addi-
tional conditions are necessary for the 
protection of human subjects. 

PART 115—SEXUAL ABUSE AND 
ASSAULT PREVENTION STANDARDS 

Sec. 
115.5 General definitions. 

115.6 Definitions related to sexual abuse and 
assault. 

Subpart A—Standards for Immigration 
Detention Facilities 

COVERAGE 

115.10 Coverage of DHS immigration deten-
tion facilities. 

PREVENTION PLANNING 

115.11 Zero tolerance of sexual abuse; Pre-
vention of Sexual Assault Coordinator. 

115.12 Contracting with non-DHS entities 
for the confinement of detainees. 

115.13 Detainee supervision and monitoring. 
115.14 Juvenile and family detainees. 
115.15 Limits to cross-gender viewing and 

searches. 
115.16 Accommodating detainees with dis-

abilities and detainees who are limited 
English proficient. 

115.17 Hiring and promotion decisions. 
115.18 Upgrades to facilities and tech-

nologies. 

RESPONSIVE PLANNING 

115.21 Evidence protocols and forensic med-
ical examinations. 

115.22 Policies to ensure investigation of al-
legations and appropriate agency over-
sight. 

TRAINING AND EDUCATION 

115.31 Staff training. 
115.32 Other training. 
115.33 Detainee education. 
115.34 Specialized training: Investigations. 
115.35 Specialized training: Medical and 

mental health care. 

ASSESSMENT FOR RISK OF SEXUAL 
VICTIMIZATION AND ABUSIVENESS 

115.41 Assessment for risk of victimization 
and abusiveness. 

115.42 Use of assessment information. 
115.43 Protective custody. 

REPORTING 

115.51 Detainee reporting. 
115.52 Grievances. 
115.53 Detainee access to outside confiden-

tial support services. 
115.54 Third-party reporting. 

OFFICIAL RESPONSE FOLLOWING A DETAINEE 
REPORT 

115.61 Staff reporting duties. 
115.62 Protection duties. 
115.63 Reporting to other confinement fa-

cilities. 
115.64 Responder duties. 
115.65 Coordinated response. 
115.66 Protection of detainees from contact 

with alleged abusers. 
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115.67 Agency protection against retalia-
tion. 

115.68 Post-allegation protective custody. 

INVESTIGATIONS 

115.71 Criminal and administrative inves-
tigations. 

115.72 Evidentiary standard for administra-
tive investigations. 

115.73 Reporting to detainees. 

DISCIPLINE 

115.76 Disciplinary sanctions for staff. 

115.77 Corrective action for contractors and 
volunteers. 

115.78 Disciplinary sanctions for detainees. 

MEDICAL AND MENTAL CARE 

115.81 Medical and mental health assess-
ments; history of sexual abuse. 

115.82 Access to emergency medical and 
mental health services. 

115.83 Ongoing medical and mental health 
care for sexual abuse victims and abus-
ers. 

DATA COLLECTION AND REVIEW 

115.86 Sexual abuse incident reviews. 

115.87 Data collection. 

115.88 Data review for corrective action. 

115.89 Data storage, publication, and de-
struction. 

AUDITS AND COMPLIANCE 

115.93 Audits of standards. 

ADDITIONAL PROVISIONS IN AGENCY POLICIES 

115.95 Additional provisions in agency poli-
cies. 

Subpart B—Standards for DHS Holding 
Facilities 

COVERAGE 

115.110 Coverage of DHS holding facilities. 

PREVENTION PLANNING 

115.111 Zero tolerance of sexual abuse; Pre-
vention of Sexual Assault Coordinator. 

115.112 Contracting with non-DHS entities 
for the confinement of detainees. 

115.113 Detainee supervision and moni-
toring. 

115.114 Juvenile and family detainees. 

115.115 Limits to cross-gender viewing and 
searches. 

115.116 Accommodating detainees with dis-
abilities and detainees who are limited 
English proficient. 

115.117 Hiring and promotion decisions. 

115.118 Upgrades to facilities and tech-
nologies. 

RESPONSIVE PLANNING 

115.121 Evidence protocols and forensic 
medical examinations. 

115.122 Policies to ensure investigation of 
allegations and appropriate agency over-
sight. 

TRAINING AND EDUCATION 

115.131 Employee, contractor, and volunteer 
training. 

115.132 Notification to detainees of the 
agency’s zero-tolerance policy. 

115.133 [Reserved] 

115.134 Specialized training: Investigations. 

ASSESSMENT FOR RISK OF SEXUAL 
VICTIMIZATION AND ABUSIVENESS 

115.141 Assessment for risk of victimization 
and abusiveness. 

REPORTING 

115.151 Detainee reporting. 

115.152–115.153 [Reserved] 

115.154 Third-party reporting. 

OFFICIAL RESPONSE FOLLOWING A DETAINEE 
REPORT 

115.161 Staff reporting duties. 

115.162 Agency protection duties. 

115.163 Reporting to other confinement fa-
cilities. 

115.164 Responder duties. 

115.165 Coordinated response. 

115.166 Protection of detainees from contact 
with alleged abusers. 

115.167 Agency protection against retalia-
tion. 

INVESTIGATIONS 

115.171 Criminal and administrative inves-
tigations. 

115.172 Evidentiary standard for administra-
tive investigations. 

DISCIPLINE 

115.176 Disciplinary sanctions for staff. 

115.177 Corrective action for contractors 
and volunteers. 

MEDICAL AND MENTAL CARE 

115.181 [Reserved] 

115.182 Access to emergency medical serv-
ices. 

DATA COLLECTION AND REVIEW 

115.186 Sexual abuse incident reviews. 

115.187 Data collection. 

115.188 Data review for corrective action. 

115.189 Data storage, publication, and de-
struction. 

AUDITS AND COMPLIANCE 

115.193 Audits of standards. 
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ADDITIONAL PROVISIONS IN AGENCY POLICIES 

115.195 Additional provisions in agency poli-
cies. 

Subpart C—External Auditing and 
Corrective Action 

115.201 Scope of audits. 
115.202 Auditor qualifications. 
115.203 Audit contents and findings. 
115.204 Audit corrective action plan. 
115.205 Audit appeals. 

AUTHORITY: 5 U.S.C. 301, 552, 552a; 8 U.S.C. 
1103, 1182, 1223, 1224, 1225, 1226, 1227, 1228, 1231, 
1251, 1253, 1255, 1330, 1362; 18 U.S.C. 4002, 
4013(c)(4); Pub. L. 107–296, 116 Stat. 2135 (6 
U.S.C. 101, et seq.); 8 CFR part 2. 

SOURCE: 79 FR 13165, Mar. 7, 2014, unless 
otherwise noted. 

§ 115.5 General definitions. 

For purposes of this part, the term— 
Agency means the unit or component 

of DHS responsible for operating or su-
pervising any facility, or part of a fa-
cility, that confines detainees. 

Agency head means the principal offi-
cial of an agency. 

Contractor means a person who or en-
tity that provides services on a recur-
ring basis pursuant to a contractual 
agreement with the agency or facility. 

Detainee means any person detained 
in an immigration detention facility or 
holding facility. 

Employee means a person who works 
directly for the agency. 

Exigent circumstances means any set 
of temporary and unforeseen cir-
cumstances that require immediate ac-
tion in order to combat a threat to the 
security or institutional order of a fa-
cility or a threat to the safety or secu-
rity of any person. 

Facility means a place, building (or 
part thereof), set of buildings, struc-
ture, or area (whether or not enclosing 
a building or set of buildings) that was 
built or retrofitted for the purpose of 
detaining individuals and is routinely 
used by the agency to detain individ-
uals in its custody. References to re-
quirements placed on facilities extend 
to the entity responsible for the direct 
operation of the facility. 

Facility head means the principal offi-
cial responsible for a facility. 

Family unit means a group of detain-
ees that includes one or more non- 
United States citizen juvenile(s) ac-

companied by his/her/their parent(s) or 

legal guardian(s), whom the agency 

will evaluate for safety purposes to 

protect juveniles from sexual abuse and 

violence. 

Gender nonconforming means having 

an appearance or manner that does not 

conform to traditional societal gender 

expectations. 

Holding facility means a facility that 

contains holding cells, cell blocks, or 

other secure enclosures that are: 

(1) Under the control of the agency; 

and 

(2) Primarily used for the short-term 

confinement of individuals who have 

recently been detained, or are being 

transferred to or from a court, jail, 

prison, other agency, or other unit of 
the facility or agency. 

Immigration detention facility means a 
confinement facility operated by or 
pursuant to contract with U.S. Immi-
gration and Customs Enforcement 
(ICE) that routinely holds persons for 
over 24 hours pending resolution or 
completion of immigration removal op-
erations or processes, including facili-
ties that are operated by ICE, facilities 
that provide detention services under a 
contract awarded by ICE, and facilities 
used by ICE pursuant to an Intergov-
ernmental Service Agreement. 

Intersex means having sexual or re-
productive anatomy or chromosomal 
pattern that does not seem to fit typ-
ical definitions of male or female. 
Intersex medical conditions are some-
times referred to as disorders of sex de-
velopment. 

Juvenile means any person under the 
age of 18. 

Law enforcement staff means officers 
or agents of the agency or facility that 
are responsible for the supervision and 
control of detainees in a holding facil-
ity. 

Medical practitioner means a health 
professional who, by virtue of edu-
cation, credentials, and experience, is 
permitted by law to evaluate and care 
for patients within the scope of his or 
her professional practice. A ‘‘qualified 
medical practitioner’’ refers to such a 
professional who has also successfully 
completed specialized training for 
treating sexual abuse victims. 
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Mental health practitioner means a 
mental health professional who, by vir-
tue of education, credentials, and expe-
rience, is permitted by law to evaluate 
and care for patients within the scope 
of his or her professional practice. A 
‘‘qualified mental health practitioner’’ 
refers to such a professional who has 
also successfully completed specialized 
training for treating sexual abuse vic-
tims. 

Pat-down search means a sliding or 
patting of the hands over the clothed 
body of a detainee by staff to deter-
mine whether the individual possesses 
contraband. 

Security staff means employees pri-
marily responsible for the supervision 
and control of detainees in housing 
units, recreational areas, dining areas, 
and other program areas of an immi-
gration detention facility. 

Staff means employees or contractors 
of the agency or facility, including any 
entity that operates within the facil-
ity. 

Strip search means a search that re-
quires a person to remove or arrange 
some or all clothing so as to permit a 
visual inspection of the person’s 
breasts, buttocks, or genitalia. 

Substantiated allegation means an al-
legation that was investigated and de-
termined to have occurred. 

Transgender means a person whose 
gender identity (i.e., internal sense of 
feeling male or female) is different 
from the person’s assigned sex at birth. 

Unfounded allegation means an allega-
tion that was investigated and deter-
mined not to have occurred. 

Unsubstantiated allegation means an 
allegation that was investigated and 
the investigation produced insufficient 
evidence to make a final determination 
as to whether or not the event oc-
curred. 

Volunteer means an individual who 
donates time and effort on a recurring 
basis to enhance the activities and pro-
grams of the agency or facility. 

§ 115.6 Definitions related to sexual 
abuse and assault. 

For purposes of this part, the term— 

Sexual abuse includes— 

(1) Sexual abuse and assault of a de-
tainee by another detainee; and 

(2) Sexual abuse and assault of a de-
tainee by a staff member, contractor, 
or volunteer. 

Sexual abuse of a detainee by another 
detainee includes any of the following 
acts by one or more detainees, pris-
oners, inmates, or residents of the fa-
cility in which the detainee is housed 
who, by force, coercion, or intimida-
tion, or if the victim did not consent or 
was unable to consent or refuse, en-
gages in or attempts to engage in: 

(1) Contact between the penis and the 
vulva or anus and, for purposes of this 
paragraph (1), contact involving the 
penis upon penetration, however slight; 

(2) Contact between the mouth and 
the penis, vulva, or anus; 

(3) Penetration, however slight, of 
the anal or genital opening of another 
person by a hand or finger or by any 
object; 

(4) Touching of the genitalia, anus, 
groin, breast, inner thighs or buttocks, 
either directly or through the clothing, 
with an intent to abuse, humiliate, 
harass, degrade or arouse or gratify the 
sexual desire of any person; or 

(5) Threats, intimidation, or other 
actions or communications by one or 
more detainees aimed at coercing or 
pressuring another detainee to engage 
in a sexual act. 

Sexual abuse of a detainee by a staff 
member, contractor, or volunteer includes 
any of the following acts, if engaged in 
by one or more staff members, volun-
teers, or contract personnel who, with 
or without the consent of the detainee, 
engages in or attempts to engage in: 

(1) Contact between the penis and the 
vulva or anus and, for purposes of this 
paragraph (1), contact involving the 
penis upon penetration, however slight; 

(2) Contact between the mouth and 
the penis, vulva, or anus; 

(3) Penetration, however slight, of 
the anal or genital opening of another 
person by a hand or finger or by any 
object that is unrelated to official du-
ties or where the staff member, con-
tractor, or volunteer has the intent to 
abuse, arouse, or gratify sexual desire; 

(4) Intentional touching of the geni-
talia, anus, groin, breast, inner thighs 
or buttocks, either directly or through 
the clothing, that is unrelated to offi-
cial duties or where the staff member, 
contractor, or volunteer has the intent 
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to abuse, arouse, or gratify sexual de-
sire; 

(5) Threats, intimidation, harass-
ment, indecent, profane or abusive lan-
guage, or other actions or communica-
tions, aimed at coercing or pressuring 
a detainee to engage in a sexual act; 

(6) Repeated verbal statements or 
comments of a sexual nature to a de-
tainee; 

(7) Any display of his or her uncov-
ered genitalia, buttocks, or breast in 
the presence of an inmate, detainee, or 
resident, or 

(8) Voyeurism, which is defined as 
the inappropriate visual surveillance of 
a detainee for reasons unrelated to offi-
cial duties. Where not conducted for 
reasons relating to official duties, the 
following are examples of voyeurism: 
staring at a detainee who is using a 
toilet in his or her cell to perform bod-
ily functions; requiring an inmate de-
tainee to expose his or her buttocks, 
genitals, or breasts; or taking images 
of all or part of a detainee’s naked 
body or of a detainee performing bodily 
functions. 

Subpart A—Standards for 
Immigration Detention Facilities 

COVERAGE 

§ 115.10 Coverage of DHS immigration 
detention facilities. 

This subpart covers ICE immigration 
detention facilities. Standards set 
forth in this subpart A are not applica-
ble to Department of Homeland Secu-
rity (DHS) holding facilities. 

PREVENTION PLANNING 

§ 115.11 Zero tolerance of sexual 
abuse; Prevention of Sexual Assault 
Coordinator. 

(a) The agency shall have a written 
policy mandating zero tolerance to-
ward all forms of sexual abuse and out-
lining the agency’s approach to pre-
venting, detecting, and responding to 
such conduct. 

(b) The agency shall employ or des-
ignate an upper-level, agency-wide Pre-
vention of Sexual Assault Coordinator 
(PSA Coordinator) with sufficient time 
and authority to develop, implement, 
and oversee agency efforts to comply 

with these standards in all of its immi-
gration detention facilities. 

(c) Each facility shall have a written 
policy mandating zero tolerance to-
ward all forms of sexual abuse and out-
lining the facility’s approach to pre-
venting, detecting, and responding to 
such conduct. The agency shall review 
and approve each facility’s written pol-
icy. 

(d) Each facility shall employ or des-
ignate a Prevention of Sexual Assault 
Compliance Manager (PSA Compliance 
Manager) who shall serve as the facil-
ity point of contact for the agency PSA 
Coordinator and who has sufficient 
time and authority to oversee facility 
efforts to comply with facility sexual 
abuse prevention and intervention poli-
cies and procedures. 

§ 115.12 Contracting with non-DHS en-
tities for the confinement of detain-
ees. 

(a) When contracting for the confine-
ment of detainees in immigration de-
tention facilities operated by non-DHS 
private or public agencies or other en-
tities, including other government 
agencies, the agency shall include in 
any new contracts, contract renewals, 
or substantive contract modifications 
the entity’s obligation to adopt and 
comply with these standards. 

(b) Any new contracts, contract re-
newals, or substantive contract modi-
fications shall provide for agency con-
tract monitoring to ensure that the 
contractor is complying with these 
standards. 

§ 115.13 Detainee supervision and 
monitoring. 

(a) Each facility shall ensure that it 
maintains sufficient supervision of de-
tainees, including through appropriate 
staffing levels and, where applicable, 
video monitoring, to protect detainees 
against sexual abuse. 

(b) Each facility shall develop and 
document comprehensive detainee su-
pervision guidelines to determine and 
meet the facility’s detainee supervision 
needs, and shall review those guide-
lines at least annually. 

(c) In determining adequate levels of 
detainee supervision and determining 
the need for video monitoring, the fa-
cility shall take into consideration 
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generally accepted detention and cor-
rectional practices, any judicial find-
ings of inadequacy, the physical layout 
of each facility, the composition of the 
detainee population, the prevalence of 
substantiated and unsubstantiated in-
cidents of sexual abuse, the findings 
and recommendations of sexual abuse 
incident review reports, and any other 
relevant factors, including but not lim-
ited to the length of time detainees 
spend in agency custody. 

(d) Each facility shall conduct fre-
quent unannounced security inspec-
tions to identify and deter sexual abuse 
of detainees. Such inspections shall be 
implemented for night as well as day 
shifts. Each facility shall prohibit staff 
from alerting others that these secu-
rity inspections are occurring, unless 
such announcement is related to the le-
gitimate operational functions of the 
facility. 

§ 115.14 Juvenile and family detainees. 

(a) Juveniles shall be detained in the 
least restrictive setting appropriate to 
the juvenile’s age and special needs, 
provided that such setting is consistent 
with the need to protect the juvenile’s 
well-being and that of others, as well 
as with any other laws, regulations, or 
legal requirements. 

(b) The facility shall hold juveniles 
apart from adult detainees, minimizing 
sight, sound, and physical contact, un-
less the juvenile is in the presence of 
an adult member of the family unit, 
and provided there are no safety or se-
curity concerns with the arrangement. 

(c) In determining the existence of a 
family unit for detention purposes, the 
agency shall seek to obtain reliable 
evidence of a family relationship. 

(d) The agency and facility shall pro-
vide priority attention to unaccom-
panied alien children as defined by 6 
U.S.C. 279(g)(2), including transfer to a 
Department of Health and Human 
Services Office of Refugee Resettle-
ment facility within 72 hours, except in 
exceptional circumstances, in accord-
ance with 8 U.S.C. 1232(b)(3). 

(e) If a juvenile who is an unaccom-
panied alien child has been convicted 
as an adult of a crime related to sexual 
abuse, the agency shall provide the fa-
cility and the Department of Health 
and Human Services Office of Refugee 

Resettlement with the releasable infor-
mation regarding the conviction(s) to 
ensure the appropriate placement of 
the alien in a Department of Health 
and Human Services Office of Refugee 
Resettlement facility. 

§ 115.15 Limits to cross-gender viewing 
and searches. 

(a) Searches may be necessary to en-
sure the safety of officers, civilians and 
detainees; to detect and secure evi-
dence of criminal activity; and to pro-
mote security, safety, and related in-
terests at immigration detention fa-
cilities. 

(b) Cross-gender pat-down searches of 
male detainees shall not be conducted 
unless, after reasonable diligence, staff 
of the same gender is not available at 
the time the pat-down search is re-
quired or in exigent circumstances. 

(c) Cross-gender pat-down searches of 
female detainees shall not be con-
ducted unless in exigent cir-
cumstances. 

(d) All cross-gender pat-down 
searches shall be documented. 

(e) Cross-gender strip searches or 
cross-gender visual body cavity 
searches shall not be conducted except 
in exigent circumstances, including 
consideration of officer safety, or when 
performed by medical practitioners. 
Facility staff shall not conduct visual 
body cavity searches of juveniles and, 
instead, shall refer all such body cavity 
searches of juveniles to a medical prac-
titioner. 

(f) All strip searches and visual body 
cavity searches shall be documented. 

(g) Each facility shall implement 
policies and procedures that enable de-
tainees to shower, perform bodily func-
tions, and change clothing without 
being viewed by staff of the opposite 
gender, except in exigent cir-
cumstances or when such viewing is in-
cidental to routine cell checks or is 
otherwise appropriate in connection 
with a medical examination or mon-
itored bowel movement. Such policies 
and procedures shall require staff of 
the opposite gender to announce their 
presence when entering an area where 
detainees are likely to be showering, 
performing bodily functions, or chang-
ing clothing. 
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(h) The facility shall permit detain-
ees in Family Residential Facilities to 
shower, perform bodily functions, and 
change clothing without being viewed 
by staff, except in exigent cir-
cumstances or when such viewing is in-
cidental to routine cell checks or is 
otherwise appropriate in connection 
with a medical examination or mon-
itored bowel movement. 

(i) The facility shall not search or 
physically examine a detainee for the 
sole purpose of determining the detain-
ee’s genital characteristics. If the de-
tainee’s gender is unknown, it may be 
determined during conversations with 
the detainee, by reviewing medical 
records, or, if necessary, learning that 
information as part of a standard med-
ical examination that all detainees 
must undergo as part of intake or 
other processing procedure conducted 
in private, by a medical practitioner. 

(j) The agency shall train security 
staff in proper procedures for con-
ducting pat-down searches, including 
cross-gender pat-down searches and 
searches of transgender and intersex 
detainees. All pat-down searches shall 
be conducted in a professional and re-
spectful manner, and in the least intru-
sive manner possible, consistent with 
security needs and agency policy, in-
cluding consideration of officer safety. 

§ 115.16 Accommodating detainees 
with disabilities and detainees who 
are limited English proficient. 

(a) The agency and each facility shall 
take appropriate steps to ensure that 
detainees with disabilities (including, 
for example, detainees who are deaf or 
hard of hearing, those who are blind or 
have low vision, or those who have in-
tellectual, psychiatric, or speech dis-
abilities) have an equal opportunity to 
participate in or benefit from all as-
pects of the agency’s and facility’s ef-
forts to prevent, detect, and respond to 
sexual abuse. Such steps shall include, 
when necessary to ensure effective 
communication with detainees who are 
deaf or hard of hearing, providing ac-
cess to in-person, telephonic, or video 
interpretive services that enable effec-
tive, accurate, and impartial interpre-
tation, both receptively and expres-
sively, using any necessary specialized 
vocabulary. In addition, the agency 

and facility shall ensure that any writ-
ten materials related to sexual abuse 
are provided in formats or through 
methods that ensure effective commu-
nication with detainees with disabil-
ities, including detainees who have in-
tellectual disabilities, limited reading 
skills, or who are blind or have low vi-
sion. An agency or facility is not re-
quired to take actions that it can dem-
onstrate would result in a fundamental 
alteration in the nature of a service, 
program, or activity, or in undue finan-
cial and administrative burdens, as 
those terms are used in regulations 
promulgated under title II of the Amer-
icans with Disabilities Act, 28 CFR 
35.164. 

(b) The agency and each facility shall 
take steps to ensure meaningful access 
to all aspects of the agency’s and facili-
ty’s efforts to prevent, detect, and re-
spond to sexual abuse to detainees who 
are limited English proficient, includ-
ing steps to provide in-person or tele-
phonic interpretive services that en-
able effective, accurate, and impartial 
interpretation, both receptively and 
expressively, using any necessary spe-
cialized vocabulary. 

(c) In matters relating to allegations 
of sexual abuse, the agency and each 
facility shall provide in-person or tele-
phonic interpretation services that en-
able effective, accurate, and impartial 
interpretation, by someone other than 
another detainee, unless the detainee 
expresses a preference for another de-
tainee to provide interpretation and 
the agency determines that such inter-
pretation is appropriate and consistent 
with DHS policy. The provision of in-
terpreter services by minors, alleged 
abusers, detainees who witnessed the 
alleged abuse, and detainees who have 
a significant relationship with the al-
leged abuser is not appropriate in mat-
ters relating to allegations of sexual 
abuse. 

§ 115.17 Hiring and promotion deci-
sions. 

(a) An agency or facility shall not 
hire or promote anyone who may have 
contact with detainees, and shall not 
enlist the services of any contractor or 
volunteer who may have contact with 
detainees, who has engaged in sexual 
abuse in a prison, jail, holding facility, 
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community confinement facility, juve-
nile facility, or other institution (as 
defined in 42 U.S.C. 1997); who has been 
convicted of engaging or attempting to 
engage in sexual activity facilitated by 
force, overt or implied threats of force, 
or coercion, or if the victim did not 
consent or was unable to consent or 
refuse; or who has been civilly or ad-
ministratively adjudicated to have en-
gaged in such activity. 

(b) An agency or facility considering 
hiring or promoting staff shall ask all 
applicants who may have contact with 
detainees directly about previous mis-
conduct described in paragraph (a) of 
this section, in written applications or 
interviews for hiring or promotions and 
in any interviews or written self-eval-
uations conducted as part of reviews of 
current employees. Agencies and facili-
ties shall also impose upon employees a 
continuing affirmative duty to disclose 
any such misconduct. The agency, con-
sistent with law, shall make its best ef-
forts to contact all prior institutional 
employers of an applicant for employ-
ment, to obtain information on sub-
stantiated allegations of sexual abuse 
or any resignation during a pending in-
vestigation of alleged sexual abuse. 

(c) Before hiring new staff who may 
have contact with detainees, the agen-
cy or facility shall conduct a back-
ground investigation to determine 
whether the candidate for hire is suit-
able for employment with the facility 
or agency, including a criminal back-
ground records check. Upon request by 
the agency, the facility shall submit 
for the agency’s approval written docu-
mentation showing the detailed ele-
ments of the facility’s background 
check for each staff member and the 
facility’s conclusions. The agency shall 
conduct an updated background inves-
tigation every five years for agency 
employees who may have contact with 
detainees. The facility shall require an 
updated background investigation 
every five years for those facility staff 
who may have contact with detainees 
and who work in immigration-only de-
tention facilities. 

(d) The agency or facility shall also 
perform a background investigation be-
fore enlisting the services of any con-
tractor who may have contact with de-
tainees. Upon request by the agency, 

the facility shall submit for the agen-

cy’s approval written documentation 

showing the detailed elements of the 

facility’s background check for each 

contractor and the facility’s conclu-

sions. 

(e) Material omissions regarding such 

misconduct, or the provision of materi-

ally false information, shall be grounds 

for termination or withdrawal of an 

offer of employment, as appropriate. 

(f) Unless prohibited by law, the 

agency shall provide information on 

substantiated allegations of sexual 

abuse involving a former employee 

upon receiving a request from an insti-

tutional employer for whom such em-

ployee has applied to work. 

(g) In the event the agency contracts 

with a facility for the confinement of 

detainees, the requirements of this sec-

tion otherwise applicable to the agency 

also apply to the facility and its staff. 

§ 115.18 Upgrades to facilities and 
technologies. 

(a) When designing or acquiring any 

new facility and in planning any sub-

stantial expansion or modification of 

existing facilities, the facility or agen-

cy, as appropriate, shall consider the 

effect of the design, acquisition, expan-

sion, or modification upon their ability 

to protect detainees from sexual abuse. 

(b) When installing or updating a 

video monitoring system, electronic 

surveillance system, or other moni-

toring technology in an immigration 

detention facility, the facility or agen-

cy, as appropriate, shall consider how 

such technology may enhance their 

ability to protect detainees from sex-

ual abuse. 

RESPONSIVE PLANNING 

§ 115.21 Evidence protocols and foren-
sic medical examinations. 

(a) To the extent that the agency or 

facility is responsible for investigating 

allegations of sexual abuse involving 

detainees, it shall follow a uniform evi-

dence protocol that maximizes the po-

tential for obtaining usable physical 

evidence for administrative pro-

ceedings and criminal prosecutions. 
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The protocol shall be developed in co-
ordination with DHS and shall be de-
velopmentally appropriate for juve-
niles, where applicable. 

(b) The agency and each facility de-
veloping an evidence protocol referred 
to in paragraph (a) of this section, 
shall consider how best to utilize avail-
able community resources and services 
to provide valuable expertise and sup-
port in the areas of crisis intervention 
and counseling to most appropriately 
address victims’ needs. Each facility 
shall establish procedures to make 
available, to the full extent possible, 
outside victim services following inci-
dents of sexual abuse; the facility shall 
attempt to make available to the vic-
tim a victim advocate from a rape cri-
sis center. If a rape crisis center is not 
available to provide victim advocate 
services, the agency shall provide these 
services by making available a quali-
fied staff member from a community- 
based organization, or a qualified agen-
cy staff member. A qualified agency 
staff member or a qualified commu-
nity-based staff member means an indi-
vidual who has received education con-
cerning sexual assault and forensic ex-
amination issues in general. The out-
side or internal victim advocate shall 
provide emotional support, crisis inter-
vention, information, and referrals. 

(c) Where evidentiarily or medically 
appropriate, at no cost to the detainee, 
and only with the detainee’s consent, 
the facility shall arrange for an alleged 
victim detainee to undergo a forensic 
medical examination by qualified 
health care personnel, including a Sex-
ual Assault Forensic Examiner (SAFE) 
or Sexual Assault Nurse Examiner 
(SANE) where practicable. If SAFEs or 
SANEs cannot be made available, the 
examination can be performed by other 
qualified health care personnel. 

(d) As requested by a victim, the 
presence of his or her outside or inter-
nal victim advocate, including any 
available victim advocacy services of-
fered by a hospital conducting a foren-
sic exam, shall be allowed for support 
during a forensic exam and investiga-
tory interviews. 

(e) To the extent that the agency is 
not responsible for investigating alle-
gations of sexual abuse, the agency or 
the facility shall request that the in-

vestigating agency follow the require-
ments of paragraphs (a) through (d) of 
this section. 

§ 115.22 Policies to ensure investiga-
tion of allegations and appropriate 
agency oversight. 

(a) The agency shall establish an 
agency protocol, and shall require each 
facility to establish a facility protocol, 
to ensure that each allegation of sexual 
abuse is investigated by the agency or 
facility, or referred to an appropriate 
investigative authority. The agency 
shall ensure that an administrative or 
criminal investigation is completed for 
all allegations of sexual abuse. 

(b) The agency shall ensure that the 
agency and facility protocols required 
by paragraph (a) of this section, in-
clude a description of responsibilities 
of the agency, the facility, and any 
other investigating entities; and re-
quire the documentation and mainte-
nance, for at least five years, of all re-
ports and referrals of allegations of 
sexual abuse. 

(c) The agency shall post its proto-
cols on its Web site; each facility shall 
also post its protocols on its Web site, 
if it has one, or otherwise make the 
protocol available to the public. 

(d) Each facility protocol shall en-
sure that all allegations are promptly 
reported to the agency as described in 
paragraphs (e) and (f) of this section, 
and, unless the allegation does not in-
volve potentially criminal behavior, 
are promptly referred for investigation 
to an appropriate law enforcement 
agency with the legal authority to con-
duct criminal investigations. A facility 
may separately, and in addition to the 
above reports and referrals, conduct its 
own investigation. 

(e) When a detainee, prisoner, in-
mate, or resident of the facility in 
which an alleged detainee victim is 
housed is alleged to be the perpetrator 
of detainee sexual abuse, the facility 
shall ensure that the incident is 
promptly reported to the Joint Intake 
Center, the ICE Office of Professional 
Responsibility or the DHS Office of In-
spector General, as well as the appro-
priate ICE Field Office Director, and, if 
it is potentially criminal, referred to 
an appropriate law enforcement agency 
having jurisdiction for investigation. 
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(f) When a staff member, contractor, 
or volunteer is alleged to be the perpe-
trator of detainee sexual abuse, the fa-
cility shall ensure that the incident is 
promptly reported to the Joint Intake 
Center, the ICE Office of Professional 
Responsibility or the DHS Office of In-
spector General, as well as to the ap-
propriate ICE Field Office Director, 
and to the local government entity or 
contractor that owns or operates the 
facility. If the incident is potentially 
criminal, the facility shall ensure that 
it is promptly referred to an appro-
priate law enforcement agency having 
jurisdiction for investigation. 

(g) The agency shall ensure that all 
allegations of detainee sexual abuse 
are promptly reported to the PSA Co-
ordinator and to the appropriate offices 
within the agency and within DHS to 
ensure appropriate oversight of the in-
vestigation. 

(h) The agency shall ensure that any 
alleged detainee victim of sexual abuse 
that is criminal in nature is provided 
timely access to U nonimmigrant sta-
tus information. 

TRAINING AND EDUCATION 

§ 115.31 Staff training. 

(a) The agency shall train, or require 
the training of, all employees who may 
have contact with immigration detain-
ees, and all facility staff, to be able to 
fulfill their responsibilities under this 
part, including training on: 

(1) The agency’s and the facility’s 
zero-tolerance policies for all forms of 
sexual abuse; 

(2) The right of detainees and staff to 
be free from sexual abuse, and from re-
taliation for reporting sexual abuse; 

(3) Definitions and examples of pro-
hibited and illegal sexual behavior; 

(4) Recognition of situations where 
sexual abuse may occur; 

(5) Recognition of physical, behav-
ioral, and emotional signs of sexual 
abuse, and methods of preventing and 
responding to such occurrences; 

(6) How to avoid inappropriate rela-
tionships with detainees; 

(7) How to communicate effectively 
and professionally with detainees, in-
cluding lesbian, gay, bisexual, 
transgender, intersex, or gender non-
conforming detainees; 

(8) Procedures for reporting knowl-
edge or suspicion of sexual abuse; and 

(9) The requirement to limit report-
ing of sexual abuse to personnel with a 
need-to-know in order to make deci-
sions concerning the victim’s welfare 
and for law enforcement or investiga-
tive purposes. 

(b) All current facility staff, and all 
agency employees who may have con-
tact with immigration detention facil-
ity detainees, shall be trained within 
one year of May 6, 2014, and the agency 
or facility shall provide refresher infor-
mation every two years. 

(c) The agency and each facility shall 
document that staff that may have 
contact with immigration facility de-
tainees have completed the training. 

§ 115.32 Other training. 

(a) The facility shall ensure that all 
volunteers and other contractors (as 
defined in paragraph (d) of this section) 
who have contact with detainees have 
been trained on their responsibilities 
under the agency’s and the facility’s 
sexual abuse prevention, detection, 
intervention and response policies and 
procedures. 

(b) The level and type of training pro-
vided to volunteers and other contrac-
tors shall be based on the services they 
provide and level of contact they have 
with detainees, but all volunteers and 
other contractors who have contact 
with detainees shall be notified of the 
agency’s and the facility’s zero-toler-
ance policies regarding sexual abuse 
and informed how to report such inci-
dents. 

(c) Each facility shall receive and 
maintain written confirmation that 
volunteers and other contractors who 
have contact with immigration facility 
detainees have completed the training. 

(d) In this section, the term other 
contractor means a person who provides 
services on a non-recurring basis to the 
facility pursuant to a contractual 
agreement with the agency or facility. 

§ 115.33 Detainee education. 

(a) During the intake process, each 
facility shall ensure that the detainee 
orientation program notifies and in-
forms detainees about the agency’s and 
the facility’s zero-tolerance policies for 
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all forms of sexual abuse and includes 
(at a minimum) instruction on: 

(1) Prevention and intervention 
strategies; 

(2) Definitions and examples of de-
tainee-on-detainee sexual abuse, staff- 
on-detainee sexual abuse and coercive 
sexual activity; 

(3) Explanation of methods for re-
porting sexual abuse, including to any 
staff member, including a staff member 
other than an immediate point-of-con-
tact line officer (e.g., the compliance 
manager or a mental health specialist), 
the DHS Office of Inspector General, 
and the Joint Intake Center; 

(4) Information about self-protection 
and indicators of sexual abuse; 

(5) Prohibition against retaliation, 
including an explanation that report-
ing sexual abuse shall not negatively 
impact the detainee’s immigration pro-
ceedings; and 

(6) The right of a detainee who has 
been subjected to sexual abuse to re-
ceive treatment and counseling. 

(b) Each facility shall provide the de-
tainee notification, orientation, and in-
struction in formats accessible to all 
detainees, including those who are lim-
ited English proficient, deaf, visually 
impaired or otherwise disabled, as well 
as to detainees who have limited read-
ing skills. 

(c) The facility shall maintain docu-
mentation of detainee participation in 
the intake process orientation. 

(d) Each facility shall post on all 
housing unit bulletin boards the fol-
lowing notices: 

(1) The DHS-prescribed sexual assault 
awareness notice; 

(2) The name of the Prevention of 
Sexual Abuse Compliance Manager; 
and 

(3) The name of local organizations 
that can assist detainees who have 
been victims of sexual abuse. 

(e) The facility shall make available 
and distribute the DHS-prescribed 
‘‘Sexual Assault Awareness Informa-
tion’’ pamphlet. 

(f) Information about reporting sex-
ual abuse shall be included in the agen-
cy Detainee Handbook made available 
to all immigration detention facility 
detainees. 

§ 115.34 Specialized training: Inves-
tigations. 

(a) In addition to the general train-

ing provided to all facility staff and 

employees pursuant to § 115.31, the 

agency or facility shall provide special-

ized training on sexual abuse and effec-

tive cross-agency coordination to agen-

cy or facility investigators, respec-

tively, who conduct investigations into 

allegations of sexual abuse at immigra-

tion detention facilities. All investiga-

tions into alleged sexual abuse must be 

conducted by qualified investigators. 

(b) The agency and facility must 

maintain written documentation 

verifying specialized training provided 

to investigators pursuant to this sec-

tion. 

§ 115.35 Specialized training: Medical 
and mental health care. 

(a) The agency shall provide special-

ized training to DHS or agency employ-

ees who serve as full- and part-time 

medical practitioners or full- and part- 

time mental health practitioners in 

immigration detention facilities where 

medical and mental health care is pro-

vided. 

(b) The training required by this sec-

tion shall cover, at a minimum, the fol-

lowing topics: 

(1) How to detect and assess signs of 

sexual abuse; 

(2) How to respond effectively and 

professionally to victims of sexual 

abuse, 

(3) How and to whom to report alle-

gations or suspicions of sexual abuse, 

and 

(4) How to preserve physical evidence 

of sexual abuse. If medical staff em-

ployed by the agency conduct forensic 

examinations, such medical staff shall 

receive the appropriate training to con-

duct such examinations. 

(c) The agency shall review and ap-

prove the facility’s policy and proce-

dures to ensure that facility medical 

staff is trained in procedures for exam-

ining and treating victims of sexual 

abuse, in facilities where medical staff 

may be assigned these activities. 
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ASSESSMENT FOR RISK OF SEXUAL 
VICTIMIZATION AND ABUSIVENESS 

§ 115.41 Assessment for risk of victim-
ization and abusiveness. 

(a) The facility shall assess all de-
tainees on intake to identify those 
likely to be sexual aggressors or sexual 
abuse victims and shall house detain-
ees to prevent sexual abuse, taking 
necessary steps to mitigate any such 
danger. Each new arrival shall be kept 
separate from the general population 
until he/she is classified and may be 
housed accordingly. 

(b) The initial classification process 
and initial housing assignment should 
be completed within twelve hours of 
admission to the facility. 

(c) The facility shall also consider, to 
the extent that the information is 
available, the following criteria to as-
sess detainees for risk of sexual victim-
ization: 

(1) Whether the detainee has a men-
tal, physical, or developmental dis-
ability; 

(2) The age of the detainee; 
(3) The physical build and appearance 

of the detainee; 
(4) Whether the detainee has pre-

viously been incarcerated or detained; 
(5) The nature of the detainee’s 

criminal history; 
(6) Whether the detainee has any con-

victions for sex offenses against an 
adult or child; 

(7) Whether the detainee has self- 
identified as gay, lesbian, bisexual, 
transgender, intersex, or gender non-
conforming; 

(8) Whether the detainee has self- 
identified as having previously experi-
enced sexual victimization; and 

(9) The detainee’s own concerns 
about his or her physical safety. 

(d) The initial screening shall con-
sider prior acts of sexual abuse, prior 
convictions for violent offenses, and 
history of prior institutional violence 
or sexual abuse, as known to the facil-
ity, in assessing detainees for risk of 
being sexually abusive. 

(e) The facility shall reassess each 
detainee’s risk of victimization or abu-
siveness between 60 and 90 days from 
the date of initial assessment, and at 
any other time when warranted based 
upon the receipt of additional, relevant 

information or following an incident of 
abuse or victimization. 

(f) Detainees shall not be disciplined 
for refusing to answer, or for not dis-
closing complete information in re-
sponse to, questions asked pursuant to 
paragraphs (c)(1), (c)(7), (c)(8), or (c)(9) 
of this section. 

(g) The facility shall implement ap-
propriate controls on the dissemina-
tion within the facility of responses to 
questions asked pursuant to this stand-
ard in order to ensure that sensitive in-
formation is not exploited to the de-
tainee’s detriment by staff or other de-
tainees or inmates. 

§ 115.42 Use of assessment informa-
tion. 

(a) The facility shall use the informa-
tion from the risk assessment under 
§ 115.41 of this part to inform assign-
ment of detainees to housing, recre-
ation and other activities, and vol-
untary work. The agency shall make 
individualized determinations about 
how to ensure the safety of each de-
tainee. 

(b) When making assessment and 
housing decisions for a transgender or 
intersex detainee, the facility shall 
consider the detainee’s gender self- 
identification and an assessment of the 
effects of placement on the detainee’s 
health and safety. The facility shall 
consult a medical or mental health 
professional as soon as practicable on 
this assessment. The facility should 
not base placement decisions of 
transgender or intersex detainees sole-
ly on the identity documents or phys-
ical anatomy of the detainee; a detain-
ee’s self-identification of his/her gender 
and self-assessment of safety needs 
shall always be taken into consider-
ation as well. The facility’s placement 
of a transgender or intersex detainee 
shall be consistent with the safety and 
security considerations of the facility, 
and placement and programming as-
signments for each transgender or 
intersex detainee shall be reassessed at 
least twice each year to review any 
threats to safety experienced by the de-
tainee. 

(c) When operationally feasible, 
transgender and intersex detainees 
shall be given the opportunity to show-
er separately from other detainees. 
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§ 115.43 Protective custody. 

(a) The facility shall develop and fol-
low written procedures consistent with 
the standards in this subpart for each 
facility governing the management of 
its administrative segregation unit. 
These procedures, which should be de-
veloped in consultation with the ICE 
Enforcement and Removal Operations 
Field Office Director having jurisdic-
tion for the facility, must document 
detailed reasons for placement of an in-
dividual in administrative segregation 
on the basis of a vulnerability to sex-
ual abuse or assault. 

(b) Use of administrative segregation 
by facilities to protect detainees vul-
nerable to sexual abuse or assault shall 
be restricted to those instances where 
reasonable efforts have been made to 
provide appropriate housing and shall 
be made for the least amount of time 
practicable, and when no other viable 
housing options exist, as a last resort. 
The facility should assign detainees 
vulnerable to sexual abuse or assault 
to administrative segregation for their 
protection until an alternative means 
of separation from likely abusers can 
be arranged, and such an assignment 
shall not ordinarily exceed a period of 
30 days. 

(c) Facilities that place vulnerable 
detainees in administrative segrega-
tion for protective custody shall pro-
vide those detainees access to pro-
grams, visitation, counsel and other 
services available to the general popu-
lation to the maximum extent prac-
ticable. 

(d) Facilities shall implement writ-
ten procedures for the regular review of 
all vulnerable detainees placed in ad-
ministrative segregation for their pro-
tection, as follows: 

(1) A supervisory staff member shall 
conduct a review within 72 hours of the 
detainee’s placement in administrative 
segregation to determine whether seg-
regation is still warranted; and 

(2) A supervisory staff member shall 
conduct, at a minimum, an identical 
review after the detainee has spent 
seven days in administrative segrega-
tion, and every week thereafter for the 
first 30 days, and every 10 days there-
after. 

(e) Facilities shall notify the appro-
priate ICE Field Office Director no 

later than 72 hours after the initial 

placement into segregation, whenever 

a detainee has been placed in adminis-

trative segregation on the basis of a 

vulnerability to sexual abuse or as-

sault. 

(f) Upon receiving notification pursu-

ant to paragraph (e) of this section, the 

ICE Field Office Director shall review 

the placement and consider: 

(1) Whether continued placement in 

administrative segregation is war-

ranted; 

(2) Whether any alternatives are 

available and appropriate, such as plac-

ing the detainee in a less restrictive 

housing option at another facility or 

other appropriate custodial options; 

and 

(3) Whether the placement is only as 

a last resort and when no other viable 

housing options exist. 

REPORTING 

§ 115.51 Detainee reporting. 

(a) The agency and each facility shall 

develop policies and procedures to en-

sure that detainees have multiple ways 

to privately report sexual abuse, retal-

iation for reporting sexual abuse, or 

staff neglect or violations of respon-

sibilities that may have contributed to 

such incidents. The agency and each fa-

cility shall also provide instructions on 

how detainees may contact their con-

sular official, the DHS Office of the In-

spector General or, as appropriate, an-
other designated office, to confiden-
tially and, if desired, anonymously, re-
port these incidents. 

(b) The agency shall also provide, and 
the facility shall inform the detainees 
of, at least one way for detainees to re-
port sexual abuse to a public or private 
entity or office that is not part of the 
agency, and that is able to receive and 
immediately forward detainee reports 
of sexual abuse to agency officials, al-
lowing the detainee to remain anony-
mous upon request. 

(c) Facility policies and procedures 
shall include provisions for staff to ac-
cept reports made verbally, in writing, 
anonymously, and from third parties 
and to promptly document any verbal 
reports. 
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§ 115.52 Grievances. 

(a) The facility shall permit a de-
tainee to file a formal grievance re-
lated to sexual abuse at any time dur-
ing, after, or in lieu of lodging an infor-
mal grievance or complaint. 

(b) The facility shall not impose a 
time limit on when a detainee may 
submit a grievance regarding an alle-
gation of sexual abuse. 

(c) The facility shall implement writ-
ten procedures for identifying and han-
dling time-sensitive grievances that in-
volve an immediate threat to detainee 
health, safety, or welfare related to 
sexual abuse. 

(d) Facility staff shall bring medical 
emergencies to the immediate atten-
tion of proper medical personnel for 
further assessment. 

(e) The facility shall issue a decision 
on the grievance within five days of re-
ceipt and shall respond to an appeal of 
the grievance decision within 30 days. 
Facilities shall send all grievances re-
lated to sexual abuse and the facility’s 
decisions with respect to such griev-
ances to the appropriate ICE Field Of-
fice Director at the end of the griev-
ance process. 

(f) To prepare a grievance, a detainee 
may obtain assistance from another de-
tainee, the housing officer or other fa-
cility staff, family members, or legal 
representatives. Staff shall take rea-
sonable steps to expedite requests for 
assistance from these other parties. 

§ 115.53 Detainee access to outside 
confidential support services. 

(a) Each facility shall utilize avail-
able community resources and services 
to provide valuable expertise and sup-
port in the areas of crisis intervention, 
counseling, investigation and the pros-
ecution of sexual abuse perpetrators to 
most appropriately address victims’ 
needs. The facility shall maintain or 
attempt to enter into memoranda of 
understanding or other agreements 
with community service providers or, if 
local providers are not available, with 
national organizations that provide 
legal advocacy and confidential emo-
tional support services for immigrant 
victims of crime. 

(b) Each facility’s written policies 
shall establish procedures to include 
outside agencies in the facility’s sexual 

abuse prevention and intervention pro-

tocols, if such resources are available. 

(c) Each facility shall make available 

to detainees information about local 

organizations that can assist detainees 

who have been victims of sexual abuse, 

including mailing addresses and tele-

phone numbers (including toll-free hot-

line numbers where available). If no 

such local organizations exist, the fa-

cility shall make available the same 

information about national organiza-

tions. The facility shall enable reason-

able communication between detainees 

and these organizations and agencies, 

in as confidential a manner as possible. 

(d) Each facility shall inform detain-

ees, prior to giving them access to out-

side resources, of the extent to which 

such communications will be mon-

itored and the extent to which reports 

of abuse will be forwarded to authori-

ties in accordance with mandatory re-

porting laws. 

§ 115.54 Third-party reporting. 

Each facility shall establish a meth-

od to receive third-party reports of sex-

ual abuse in its immigration detention 

facilities and shall make available to 

the public information on how to re-

port sexual abuse on behalf of a de-

tainee. 

OFFICIAL RESPONSE FOLLOWING A 

DETAINEE REPORT 

§ 115.61 Staff reporting duties. 

(a) The agency and each facility shall 

require all staff to report immediately 

and according to agency policy any 

knowledge, suspicion, or information 

regarding an incident of sexual abuse 

that occurred in a facility; retaliation 

against detainees or staff who reported 

or participated in an investigation 

about such an incident; and any staff 

neglect or violation of responsibilities 

that may have contributed to an inci-

dent or retaliation. The agency shall 

review and approve facility policies 

and procedures and shall ensure that 

the facility specifies appropriate re-

porting procedures, including a method 

by which staff can report outside of the 

chain of command. 
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(b) Staff members who become aware 

of alleged sexual abuse shall imme-

diately follow the reporting require-

ments set forth in the agency’s and fa-

cility’s written policies and procedures. 

(c) Apart from such reporting, staff 

shall not reveal any information re-

lated to a sexual abuse report to any-

one other than to the extent necessary 

to help protect the safety of the victim 
or prevent further victimization of 
other detainees or staff in the facility, 
or to make medical treatment, inves-
tigation, law enforcement, or other se-
curity and management decisions. 

(d) If the alleged victim is under the 
age of 18 or considered a vulnerable 
adult under a State or local vulnerable 
persons statute, the agency shall re-
port the allegation to the designated 
State or local services agency under 
applicable mandatory reporting laws. 

§ 115.62 Protection duties. 

If an agency employee or facility 
staff member has a reasonable belief 
that a detainee is subject to a substan-
tial risk of imminent sexual abuse, he 
or she shall take immediate action to 
protect the detainee. 

§ 115.63 Reporting to other confine-
ment facilities. 

(a) Upon receiving an allegation that 
a detainee was sexually abused while 
confined at another facility, the agen-
cy or facility whose staff received the 
allegation shall notify the appropriate 
office of the agency or the adminis-
trator of the facility where the alleged 
abuse occurred. 

(b) The notification provided in para-
graph (a) of this section shall be pro-
vided as soon as possible, but no later 
than 72 hours after receiving the alle-
gation. 

(c) The agency or facility shall docu-
ment that it has provided such notifi-
cation. 

(d) The agency or facility office that 
receives such notification, to the ex-
tent the facility is covered by this sub-
part, shall ensure that the allegation is 
referred for investigation in accord-
ance with these standards and reported 
to the appropriate ICE Field Office Di-
rector. 

§ 115.64 Responder duties. 

(a) Upon learning of an allegation 
that a detainee was sexually abused, 
the first security staff member to re-
spond to the report, or his or her super-
visor, shall be required to: 

(1) Separate the alleged victim and 
abuser; 

(2) Preserve and protect, to the great-
est extent possible, any crime scene 
until appropriate steps can be taken to 
collect any evidence; 

(3) If the abuse occurred within a 
time period that still allows for the 
collection of physical evidence, request 
the alleged victim not to take any ac-
tions that could destroy physical evi-
dence, including, as appropriate, wash-
ing, brushing teeth, changing clothes, 
urinating, defecating, smoking, drink-
ing, or eating; and 

(4) If the sexual abuse occurred with-
in a time period that still allows for 
the collection of physical evidence, en-
sure that the alleged abuser does not 
take any actions that could destroy 
physical evidence, including, as appro-
priate, washing, brushing teeth, chang-
ing clothes, urinating, defecating, 
smoking, drinking, or eating. 

(b) If the first staff responder is not a 
security staff member, the responder 
shall be required to request that the al-
leged victim not take any actions that 
could destroy physical evidence and 
then notify security staff. 

§ 115.65 Coordinated response. 

(a) Each facility shall develop a writ-
ten institutional plan to coordinate ac-
tions taken by staff first responders, 
medical and mental health practi-
tioners, investigators, and facility 
leadership in response to an incident of 
sexual abuse. 

(b) Each facility shall use a coordi-
nated, multidisciplinary team ap-
proach to responding to sexual abuse. 

(c) If a victim of sexual abuse is 
transferred between facilities covered 
by subpart A or B of this part, the 
sending facility shall, as permitted by 
law, inform the receiving facility of 
the incident and the victim’s potential 
need for medical or social services. 

(d) If a victim is transferred from a 
DHS immigration detention facility to 
a facility not covered by paragraph (c) 
of this section, the sending facility 
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shall, as permitted by law, inform the 
receiving facility of the incident and 
the victim’s potential need for medical 
or social services, unless the victim re-
quests otherwise. 

§ 115.66 Protection of detainees from 
contact with alleged abusers. 

Staff, contractors, and volunteers 
suspected of perpetrating sexual abuse 
shall be removed from all duties re-
quiring detainee contact pending the 
outcome of an investigation. 

§ 115.67 Agency protection against re-
taliation. 

(a) Staff, contractors, and volunteers, 
and immigration detention facility de-
tainees, shall not retaliate against any 
person, including a detainee, who re-
ports, complains about, or participates 
in an investigation into an allegation 
of sexual abuse, or for participating in 
sexual activity as a result of force, co-
ercion, threats, or fear of force. 

(b) The agency shall employ multiple 
protection measures, such as housing 
changes, removal of alleged staff or de-
tainee abusers from contact with vic-
tims, and emotional support services 
for detainees or staff who fear retalia-
tion for reporting sexual abuse or for 
cooperating with investigations. 

(c) For at least 90 days following a re-
port of sexual abuse, the agency and fa-
cility shall monitor to see if there are 
facts that may suggest possible retalia-
tion by detainees or staff, and shall act 
promptly to remedy any such retalia-
tion. Items the agency should monitor 
include any detainee disciplinary re-
ports, housing or program changes, or 
negative performance reviews or re-
assignments of staff. DHS shall con-
tinue such monitoring beyond 90 days 
if the initial monitoring indicates a 
continuing need. 

§ 115.68 Post-allegation protective cus-
tody. 

(a) The facility shall take care to 
place detainee victims of sexual abuse 
in a supportive environment that rep-
resents the least restrictive housing 
option possible (e.g., protective cus-
tody), subject to the requirements of 
§ 115.43. 

(b) Detainee victims shall not be held 
for longer than five days in any type of 

administrative segregation, except in 

highly unusual circumstances or at the 

request of the detainee. 

(c) A detainee victim who is in pro-

tective custody after having been sub-

jected to sexual abuse shall not be re-

turned to the general population until 

completion of a proper re-assessment, 

taking into consideration any in-

creased vulnerability of the detainee as 

a result of the sexual abuse. 

(d) Facilities shall notify the appro-

priate ICE Field Office Director when-

ever a detainee victim has been held in 

administrative segregation for 72 

hours. 

(e) Upon receiving notification that a 

detainee victim has been held in ad-

ministrative segregation, the ICE Field 

Office Director shall review the place-

ment and consider: 

(1) Whether the placement is only as 

a last resort and when no other viable 

housing options exist; and 

(2) In cases where the detainee has 

been held in administrative segrega-

tion for longer than 5 days, whether 

the placement is justified by highly un-

usual circumstances or at the detain-

ee’s request. 

INVESTIGATIONS 

§ 115.71 Criminal and administrative 
investigations. 

(a) If the facility has responsibility 

for investigating allegations of sexual 

abuse, all investigations into alleged 

sexual abuse must be prompt, thor-

ough, objective, and conducted by spe-

cially trained, qualified investigators. 

(b) Upon conclusion of a criminal in-

vestigation where the allegation was 

substantiated, an administrative inves-

tigation shall be conducted. Upon con-

clusion of a criminal investigation 

where the allegation was unsubstan-

tiated, the facility shall review any 

available completed criminal inves-

tigation reports to determine whether 

an administrative investigation is nec-

essary or appropriate. Administrative 

investigations shall be conducted after 

consultation with the appropriate in-

vestigative office within DHS, and the 

assigned criminal investigative entity. 
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(c)(1) The facility shall develop writ-
ten procedures for administrative in-
vestigations, including provisions re-
quiring: 

(i) Preservation of direct and cir-
cumstantial evidence, including any 
available physical and DNA evidence 
and any available electronic moni-
toring data; 

(ii) Interviewing alleged victims, sus-
pected perpetrators, and witnesses; 

(iii) Reviewing prior complaints and 
reports of sexual abuse involving the 
suspected perpetrator; 

(iv) Assessment of the credibility of 
an alleged victim, suspect, or witness, 
without regard to the individual’s sta-
tus as detainee, staff, or employee, and 
without requiring any detainee who al-
leges sexual abuse to submit to a poly-
graph; 

(v) An effort to determine whether 
actions or failures to act at the facility 
contributed to the abuse; and 

(vi) Documentation of each inves-
tigation by written report, which shall 
include a description of the physical 
and testimonial evidence, the rea-
soning behind credibility assessments, 
and investigative facts and findings; 
and 

(vii) Retention of such reports for as 
long as the alleged abuser is detained 
or employed by the agency or facility, 
plus five years. 

(2) Such procedures shall govern the 
coordination and sequencing of the two 
types of investigations, in accordance 
with paragraph (b) of this section, to 
ensure that the criminal investigation 
is not compromised by an internal ad-
ministrative investigation. 

(d) The agency shall review and ap-
prove the facility policy and proce-
dures for coordination and conduct of 
internal administrative investigations 
with the assigned criminal investiga-
tive entity to ensure non-interference 
with criminal investigations. 

(e) The departure of the alleged 
abuser or victim from the employment 
or control of the facility or agency 
shall not provide a basis for termi-
nating an investigation. 

(f) When outside agencies investigate 
sexual abuse, the facility shall cooper-
ate with outside investigators and 
shall endeavor to remain informed 
about the progress of the investigation. 

§ 115.72 Evidentiary standard for ad-
ministrative investigations. 

When an administrative investiga-
tion is undertaken, the agency shall 
impose no standard higher than a pre-
ponderance of the evidence in deter-
mining whether allegations of sexual 
abuse are substantiated. 

§ 115.73 Reporting to detainees. 

The agency shall, when the detainee 
is still in immigration detention, or 
where otherwise feasible, following an 
investigation into a detainee’s allega-
tion of sexual abuse, notify the de-
tainee as to the result of the investiga-
tion and any responsive action taken. 

DISCIPLINE 

§ 115.76 Disciplinary sanctions for 
staff. 

(a) Staff shall be subject to discipli-
nary or adverse action up to and in-
cluding removal from their position 
and the Federal service for substan-
tiated allegations of sexual abuse or for 
violating agency or facility sexual 
abuse policies. 

(b) The agency shall review and ap-
prove facility policies and procedures 
regarding disciplinary or adverse ac-
tions for staff and shall ensure that the 
facility policy and procedures specify 
disciplinary or adverse actions for 
staff, up to and including removal from 
their position and from the Federal 
service, when there is a substantiated 
allegation of sexual abuse, or when 
there has been a violation of agency 
sexual abuse rules, policies, or stand-
ards. Removal from their position and 
from the Federal service is the pre-
sumptive disciplinary sanction for staff 
who have engaged in or attempted or 
threatened to engage in sexual abuse, 
as defined under the definition of sex-
ual abuse of a detainee by a staff mem-
ber, contractor, or volunteer, para-
graphs (1)–(4) and (7)–(8) of the defini-
tion of ‘‘sexual abuse of a detainee by 
a staff member, contractor, or volun-
teer’’ in § 115.6. 

(c) Each facility shall report all re-
movals or resignations in lieu of re-
moval for violations of agency or facil-
ity sexual abuse policies to appropriate 
law enforcement agencies, unless the 
activity was clearly not criminal. 
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(d) Each facility shall make reason-
able efforts to report removals or res-
ignations in lieu of removal for viola-
tions of agency or facility sexual abuse 
policies to any relevant licensing bod-
ies, to the extent known. 

§ 115.77 Corrective action for contrac-
tors and volunteers. 

(a) Any contractor or volunteer who 
has engaged in sexual abuse shall be 
prohibited from contact with detain-
ees. Each facility shall make reason-
able efforts to report to any relevant 
licensing body, to the extent known, 
incidents of substantiated sexual abuse 
by a contractor or volunteer. Such in-
cidents shall also be reported to law 
enforcement agencies, unless the activ-
ity was clearly not criminal. 

(b) Contractors and volunteers sus-
pected of perpetrating sexual abuse 
shall be removed from all duties re-
quiring detainee contact pending the 
outcome of an investigation. 

(c) The facility shall take appro-
priate remedial measures, and shall 
consider whether to prohibit further 
contact with detainees by contractors 
or volunteers who have not engaged in 
sexual abuse, but have violated other 
provisions within these standards. 

§ 115.78 Disciplinary sanctions for de-
tainees. 

(a) Each facility shall subject a de-
tainee to disciplinary sanctions pursu-
ant to a formal disciplinary process 
following an administrative or crimi-
nal finding that the detainee engaged 
in sexual abuse. 

(b) At all steps in the disciplinary 
process provided in paragraph (a), any 
sanctions imposed shall be commensu-
rate with the severity of the com-
mitted prohibited act and intended to 
encourage the detainee to conform 
with rules and regulations in the fu-
ture. 

(c) Each facility holding detainees in 
custody shall have a detainee discipli-
nary system with progressive levels of 
reviews, appeals, procedures, and docu-
mentation procedure. 

(d) The disciplinary process shall 
consider whether a detainee’s mental 
disabilities or mental illness contrib-
uted to his or her behavior when deter-

mining what type of sanction, if any, 

should be imposed. 

(e) The facility shall not discipline a 

detainee for sexual contact with staff 

unless there is a finding that the staff 

member did not consent to such con-

tact. 

(f) For the purpose of disciplinary ac-

tion, a report of sexual abuse made in 

good faith based upon a reasonable be-

lief that the alleged conduct occurred 

shall not constitute falsely reporting 

an incident or lying, even if an inves-

tigation does not establish evidence 

sufficient to substantiate the allega-

tion. 

MEDICAL AND MENTAL CARE 

§ 115.81 Medical and mental health as-
sessments; history of sexual abuse. 

(a) If the assessment pursuant to 

§ 115.41 indicates that a detainee has ex-

perienced prior sexual victimization or 

perpetrated sexual abuse, staff shall, as 

appropriate, ensure that the detainee is 

immediately referred to a qualified 

medical or mental health practitioner 

for medical and/or mental health fol-

low-up as appropriate. 

(b) When a referral for medical fol-

low-up is initiated, the detainee shall 

receive a health evaluation no later 

than two working days from the date 

of assessment. 

(c) When a referral for mental health 

follow-up is initiated, the detainee 

shall receive a mental health evalua-

tion no later than 72 hours after the re-

ferral. 

§ 115.82 Access to emergency medical 
and mental health services. 

(a) Detainee victims of sexual abuse 

shall have timely, unimpeded access to 

emergency medical treatment and cri-

sis intervention services, including 
emergency contraception and sexually 
transmitted infections prophylaxis, in 
accordance with professionally accept-
ed standards of care. 

(b) Emergency medical treatment 
services provided to the victim shall be 
without financial cost and regardless of 
whether the victim names the abuser 
or cooperates with any investigation 
arising out of the incident. 
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§ 115.83 Ongoing medical and mental 
health care for sexual abuse victims 
and abusers. 

(a) Each facility shall offer medical 
and mental health evaluation and, as 
appropriate, treatment to all detainees 
who have been victimized by sexual 
abuse while in immigration detention. 

(b) The evaluation and treatment of 
such victims shall include, as appro-
priate, follow-up services, treatment 
plans, and, when necessary, referrals 
for continued care following their 
transfer to, or placement in, other fa-
cilities, or their release from custody. 

(c) The facility shall provide such 
victims with medical and mental 
health services consistent with the 
community level of care. 

(d) Detainee victims of sexually abu-
sive vaginal penetration by a male 
abuser while incarcerated shall be of-
fered pregnancy tests. If pregnancy re-
sults from an instance of sexual abuse, 
the victim shall receive timely and 
comprehensive information about law-
ful pregnancy-related medical services 
and timely access to all lawful preg-
nancy-related medical services. 

(e) Detainee victims of sexual abuse 
while detained shall be offered tests for 
sexually transmitted infections as 
medically appropriate. 

(f) Treatment services shall be pro-
vided to the victim without financial 
cost and regardless of whether the vic-
tim names the abuser or cooperates 
with any investigation arising out of 
the incident. 

(g) The facility shall attempt to con-
duct a mental health evaluation of all 
known detainee-on-detainee abusers 
within 60 days of learning of such abuse 
history and offer treatment when 
deemed appropriate by mental health 
practitioners. 

DATA COLLECTION AND REVIEW 

§ 115.86 Sexual abuse incident reviews. 

(a) Each facility shall conduct a sex-
ual abuse incident review at the con-
clusion of every investigation of sexual 
abuse and, where the allegation was 
not determined to be unfounded, pre-
pare a written report within 30 days of 
the conclusion of the investigation rec-
ommending whether the allegation or 
investigation indicates that a change 

in policy or practice could better pre-

vent, detect, or respond to sexual 

abuse. The facility shall implement the 

recommendations for improvement, or 

shall document its reasons for not 

doing so in a written response. Both 

the report and response shall be for-

warded to the agency PSA Coordinator. 

(b) The review team shall consider 

whether the incident or allegation was 

motivated by race; ethnicity; gender 

identity; lesbian, gay, bisexual, 

transgender, or intersex identification, 

status, or perceived status; or gang af-

filiation; or was motivated or other-

wise caused by other group dynamics 

at the facility. 

(c) Each facility shall conduct an an-

nual review of all sexual abuse inves-

tigations and resulting incident re-

views to assess and improve sexual 

abuse intervention, prevention and re-

sponse efforts. If the facility has not 

had any reports of sexual abuse during 

the annual reporting period, then the 

facility shall prepare a negative report. 

The results and findings of the annual 
review shall be provided to the facility 
administrator, Field Office Director or 
his or her designee, and the agency 
PSA Coordinator. 

§ 115.87 Data collection. 

(a) Each facility shall maintain in a 
secure area all case records associated 
with claims of sexual abuse, including 
incident reports, investigative reports, 
offender information, case disposition, 
medical and counseling evaluation 
findings, and recommendations for 
post-release treatment, if necessary, 
and/or counseling in accordance with 
these standards and applicable agency 
policies, and in accordance with estab-
lished schedules. The DHS Office of In-
spector General shall maintain the of-
ficial investigative file related to 
claims of sexual abuse investigated by 
the DHS Office of Inspector General. 

(b) On an ongoing basis, the PSA Co-
ordinator shall work with relevant fa-
cility PSA Compliance Managers and 
DHS entities to share data regarding 
effective agency response methods to 
sexual abuse. 

(c) On a regular basis, the PSA Coor-
dinator shall prepare a report for ICE 
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leadership compiling information re-
ceived about all incidents or allega-
tions of sexual abuse of detainees in 
immigration detention during the pe-
riod covered by the report, as well as 
ongoing investigations and other pend-
ing cases. 

(d) On an annual basis, the PSA Coor-
dinator shall aggregate, in a manner 
that will facilitate the agency’s ability 
to detect possible patterns and help 
prevent future incidents, the incident- 
based sexual abuse data, including the 
number of reported sexual abuse alle-
gations determined to be substan-
tiated, unsubstantiated, or unfounded, 
or for which investigation is ongoing, 
and for each incident found to be sub-
stantiated, information concerning: 

(1) The date, time, location, and na-
ture of the incident; 

(2) The demographic background of 
the victim and perpetrator (including 
citizenship, age, gender, and whether 
either has self-identified as gay, les-
bian, bisexual, transgender, intersex, 
or gender nonconforming); 

(3) The reporting timeline for the in-
cident (including the name of indi-
vidual who reported the incident, and 
the date and time the report was re-
ceived); 

(4) Any injuries sustained by the vic-
tim; 

(5) Post-report follow up responses 
and action taken by the facility (e.g., 
housing placement/custody classifica-
tion, medical examination, mental 
health counseling, etc.); and 

(6) Any sanctions imposed on the per-
petrator. 

(e) Upon request, the agency shall 
provide all data described in this sec-
tion from the previous calendar year to 
the Office for Civil Rights and Civil 
Liberties no later than June 30. 

§ 115.88 Data review for corrective ac-
tion. 

(a) The agency shall review data col-
lected and aggregated pursuant to 
§ 115.87 of this part in order to assess 
and improve the effectiveness of its 
sexual abuse prevention, detection, and 
response policies, practices, and train-
ing, including by: 

(1) Identifying problem areas; 
(2) Taking corrective action on an 

ongoing basis; and 

(3) Preparing an annual report of its 
findings and corrective actions for each 
immigration detention facility, as well 
as the agency as a whole. 

(b) Such report shall include a com-
parison of the current year’s data and 
corrective actions with those from 
prior years and shall provide an assess-
ment of the agency’s progress in pre-
venting, detecting, and responding to 
sexual abuse. 

(c) The agency’s report shall be ap-
proved by the agency head and made 
readily available to the public through 
its Web site. 

(d) The agency may redact specific 
material from the reports, when appro-
priate for safety or security, but must 
indicate the nature of the material re-
dacted. 

§ 115.89 Data storage, publication, and 
destruction. 

(a) The agency shall ensure that data 
collected pursuant to § 115.87 are se-
curely retained in accordance with 
agency record retention policies and 
the agency protocol regarding inves-
tigation of allegations. 

(b) The agency shall make all aggre-
gated sexual abuse data from immigra-
tion detention facilities under its di-
rect control and from any private agen-
cies with which it contracts available 
to the public at least annually on its 
Web site consistent with existing agen-
cy information disclosure policies and 
processes. 

(c) Before making aggregated sexual 
abuse data publicly available, the 
agency shall remove all personal iden-
tifiers. 

(d) The agency shall maintain sexual 
abuse data collected pursuant to 
§ 115.87 for at least 10 years after the 
date of the initial collection unless 
Federal, State, or local law requires 
otherwise. 

AUDITS AND COMPLIANCE 

§ 115.93 Audits of standards. 

(a) During the three-year period 
starting on July 6. 2015, and during 
each three-year period thereafter, the 
agency shall ensure that each immigra-
tion detention facility that has adopt-
ed these standards is audited at least 
once. 
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(b) The agency may require an expe-
dited audit if the agency has reason to 
believe that a particular facility may 
be experiencing problems relating to 
sexual abuse. The agency may also in-
clude referrals to resources that may 
assist the facility with PREA-related 
issues. 

(c) Audits under this section shall be 
conducted pursuant to §§ 115.201 
through 115.205. 

(d) Audits under this section shall be 
coordinated by the agency with the 
DHS Office for Civil Rights and Civil 
Liberties, which may request an expe-
dited audit if it has reason to believe 
that an expedited audit is appropriate. 

ADDITIONAL PROVISIONS IN AGENCY 
POLICIES 

§ 115.95 Additional provisions in agen-
cy policies. 

The regulations in this subpart A es-
tablish minimum requirements for 
agencies and facilities. Agency and fa-
cility policies may include additional 
requirements. 

Subpart B—Standards for DHS 
Holding Facilities 

COVERAGE 

§ 115.110 Coverage of DHS holding fa-
cilities. 

This subpart B covers all DHS hold-
ing facilities. Standards found in sub-
part A of this part are not applicable to 
DHS facilities except ICE immigration 
detention facilities. 

PREVENTION PLANNING 

§ 115.111 Zero tolerance of sexual 
abuse; Prevention of Sexual Assault 
Coordinator. 

(a) The agency shall have a written 
policy mandating zero tolerance to-
ward all forms of sexual abuse and out-
lining the agency’s approach to pre-
venting, detecting, and responding to 
such conduct. 

(b) The agency shall employ or des-
ignate an upper-level, agency-wide 
PSA Coordinator with sufficient time 
and authority to develop, implement, 
and oversee agency efforts to comply 
with these standards in all of its hold-
ing facilities. 

§ 115.112 Contracting with non-DHS 
entities for the confinement of de-
tainees. 

(a) An agency that contracts for the 

confinement of detainees in holding fa-

cilities operated by non-DHS private or 

public agencies or other entities, in-

cluding other government agencies, 

shall include in any new contracts, 

contract renewals, or substantive con-

tract modifications the entity’s obliga-

tion to adopt and comply with these 

standards. 

(b) Any new contracts, contract re-

newals, or substantive contract modi-

fications shall provide for agency con-

tract monitoring to ensure that the 

contractor is complying with these 

standards. 

(c) To the extent an agency contracts 

for confinement of holding facility de-

tainees, all rules in this subpart that 

apply to the agency shall apply to the 

contractor, and all rules that apply to 

staff or employees shall apply to con-

tractor staff. 

§ 115.113 Detainee supervision and 
monitoring. 

(a) The agency shall ensure that each 

facility maintains sufficient super-

vision of detainees, including through 

appropriate staffing levels and, where 

applicable, video monitoring, to pro-

tect detainees against sexual abuse. 

(b) The agency shall develop and doc-

ument comprehensive detainee super-

vision guidelines to determine and 

meet each facility’s detainee super-

vision needs, and shall review those su-

pervision guidelines and their applica-

tion at each facility at least annually. 

(c) In determining adequate levels of 

detainee supervision and determining 

the need for video monitoring, agencies 

shall take into consideration the phys-

ical layout of each holding facility, the 

composition of the detainee popu-

lation, the prevalence of substantiated 

and unsubstantiated incidents of sex-

ual abuse, the findings and rec-

ommendations of sexual abuse incident 

review reports, and any other relevant 

factors, including but not limited to 

the length of time detainees spend in 

agency custody. 
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§ 115.114 Juvenile and family detain-
ees. 

(a) Juveniles shall be detained in the 
least restrictive setting appropriate to 
the juvenile’s age and special needs, 
provided that such setting is consistent 
with the need to protect the juvenile’s 
well-being and that of others, as well 
as with any other laws, regulations, or 
legal requirements. 

(b) Unaccompanied juveniles shall 
generally be held separately from adult 
detainees. The juvenile may tempo-
rarily remain with a non-parental 
adult family member where: 

(1) The family relationship has been 
vetted to the extent feasible, and 

(2) The agency determines that re-
maining with the non-parental adult 
family member is appropriate, under 
the totality of the circumstances. 

§ 115.115 Limits to cross-gender view-
ing and searches. 

(a) Searches may be necessary to en-
sure the safety of officers, civilians and 
detainees; to detect and secure evi-
dence of criminal activity; and to pro-
mote security, safety, and related in-
terests at DHS holding facilities. 

(b) Cross-gender strip searches or 
cross-gender visual body cavity 
searches shall not be conducted except 
in exigent circumstances, including 
consideration of officer safety, or when 
performed by medical practitioners. An 
agency shall not conduct visual body 
cavity searches of juveniles and, in-
stead, shall refer all such body cavity 
searches of juveniles to a medical prac-
titioner. 

(c) All strip searches and visual body 
cavity searches shall be documented. 

(d) The agency shall implement poli-
cies and procedures that enable detain-
ees to shower (where showers are avail-
able), perform bodily functions, and 
change clothing without being viewed 
by staff of the opposite gender, except 
in exigent circumstances or when such 
viewing is incidental to routine cell 
checks or is otherwise appropriate in 
connection with a medical examination 
or monitored bowel movement under 
medical supervision. Such policies and 
procedures shall require staff of the op-
posite gender to announce their pres-
ence when entering an area where de-
tainees are likely to be showering, per-

forming bodily functions, or changing 
clothing. 

(e) The agency and facility shall not 
search or physically examine a de-
tainee for the sole purpose of deter-
mining the detainee’s gender. If the de-
tainee’s gender is unknown, it may be 
determined during conversations with 
the detainee, by reviewing medical 
records (if available), or, if necessary, 
learning that information as part of a 
broader medical examination con-
ducted in private, by a medical practi-
tioner. 

(f) The agency shall train law en-
forcement staff in proper procedures 
for conducting pat-down searches, in-
cluding cross-gender pat-down searches 
and searches of transgender and 
intersex detainees. All pat-down 
searches shall be conducted in a profes-
sional and respectful manner, and in 
the least intrusive manner possible, 
consistent with security needs and 
agency policy, including consideration 
of officer safety. 

§ 115.116 Accommodating detainees 
with disabilities and detainees who 
are limited English proficient. 

(a) The agency shall take appropriate 
steps to ensure that detainees with dis-
abilities (including, for example, de-
tainees who are deaf or hard of hearing, 
those who are blind or have low vision, 
or those who have intellectual, psy-
chiatric, or speech disabilities), have 
an equal opportunity to participate in 
or benefit from all aspects of the agen-
cy’s efforts to prevent, detect, and re-
spond to sexual abuse. Such steps shall 
include, when necessary to ensure ef-
fective communication with detainees 
who are deaf or hard of hearing, pro-
viding access to in-person, telephonic, 
or video interpretive services that en-
able effective, accurate, and impartial 
interpretation, both receptively and 
expressively, using any necessary spe-
cialized vocabulary. In addition, the 
agency shall ensure that any written 
materials related to sexual abuse are 
provided in formats or through meth-
ods that ensure effective communica-
tion with detainees with disabilities, 
including detainees who have intellec-
tual disabilities, limited reading skills, 
or who are blind or have low vision. An 
agency is not required to take actions 
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that it can demonstrate would result in 
a fundamental alteration in the nature 
of a service, program, or activity, or in 
undue financial and administrative 
burdens, as those terms are used in reg-
ulations promulgated under title II of 
the Americans with Disabilities Act, 28 
CFR 35.164. 

(b) The agency shall take reasonable 
steps to ensure meaningful access to 
all aspects of the agency’s efforts to 
prevent, detect, and respond to sexual 
abuse to detainees who are limited 
English proficient, including steps to 
provide in-person or telephonic inter-
pretive services that enable effective, 
accurate, and impartial interpretation, 
both receptively and expressively, 
using any necessary specialized vocab-
ulary. 

(c) In matters relating to allegations 
of sexual abuse, the agency shall pro-
vide in-person or telephonic interpreta-
tion services that enable effective, ac-
curate, and impartial interpretation, 
by someone other than another de-
tainee, unless the detainee expresses a 
preference for another detainee to pro-
vide interpretation, and the agency de-
termines that such interpretation is 
appropriate and consistent with DHS 
policy. The provision of interpreter 
services by minors, alleged abusers, de-
tainees who witnessed the alleged 
abuse, and detainees who have a sig-
nificant relationship with the alleged 
abuser is not appropriate in matters re-
lating to allegations of sexual abuse is 
not appropriate in matters relating to 
allegations of sexual abuse. 

§ 115.117 Hiring and promotion deci-
sions. 

(a) The agency shall not hire or pro-
mote anyone who may have contact 
with detainees, and shall not enlist the 
services of any contractor or volunteer 
who may have contact with detainees, 
who has engaged in sexual abuse in a 
prison, jail, holding facility, commu-
nity confinement facility, juvenile fa-
cility, or other institution (as defined 
in 42 U.S.C. 1997); who has been con-
victed of engaging or attempting to en-
gage in sexual activity facilitated by 
force, overt or implied threats of force, 
or coercion, or if the victim did not 
consent or was unable to consent or 
refuse; or who has been civilly or ad-

ministratively adjudicated to have en-
gaged in such activity. 

(b) When the agency is considering 
hiring or promoting staff, it shall ask 
all applicants who may have contact 
with detainees directly about previous 
misconduct described in paragraph (a) 
of this section, in written applications 
or interviews for hiring or promotions 
and in any interviews or written self- 
evaluations conducted as part of re-
views of current employees. The agen-
cy shall also impose upon employees a 
continuing affirmative duty to disclose 
any such misconduct. 

(c) Before hiring new employees who 
may have contact with detainees, the 
agency shall require a background in-
vestigation to determine whether the 
candidate for hire is suitable for em-
ployment with the agency. The agency 
shall conduct an updated background 
investigation for agency employees 
every five years. 

(d) The agency shall also perform a 
background investigation before enlist-
ing the services of any contractor who 
may have contact with detainees. 

(e) Material omissions regarding such 
misconduct, or the provision of materi-
ally false information, shall be grounds 
for termination or withdrawal of an 
offer of employment, as appropriate. 

(f) Unless prohibited by law, the 
agency shall provide information on 
substantiated allegations of sexual 
abuse involving a former employee 
upon receiving a request from an insti-
tutional employer for whom such em-
ployee has applied to work. 

(g) In the event the agency contracts 
with a facility for the confinement of 
detainees, the requirements of this sec-
tion otherwise applicable to the agency 
also apply to the facility. 

§ 115.118 Upgrades to facilities and 
technologies. 

(a) When designing or acquiring any 
new holding facility and in planning 
any substantial expansion or modifica-
tion of existing holding facilities, the 
agency shall consider the effect of the 
design, acquisition, expansion, or modi-
fication upon the agency’s ability to 
protect detainees from sexual abuse. 

(b) When installing or updating a 
video monitoring system, electronic 
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surveillance system, or other moni-
toring technology in a holding facility, 
the agency shall consider how such 
technology may enhance the agency’s 
ability to protect detainees from sex-
ual abuse. 

RESPONSIVE PLANNING 

§ 115.121 Evidence protocols and fo-
rensic medical examinations. 

(a) To the extent that the agency is 
responsible for investigating allega-
tions of sexual abuse in its holding fa-
cilities, the agency shall follow a uni-
form evidence protocol that maximizes 
the potential for obtaining usable 
physical evidence for administrative 
proceedings and criminal prosecutions. 
The protocol shall be developed in co-
ordination with DHS and shall be de-
velopmentally appropriate for juve-
niles, where applicable. 

(b) In developing the protocol re-
ferred to in paragraph (a) of this sec-
tion, the agency shall consider how 
best to utilize available community re-
sources and services to provide valu-
able expertise and support in the areas 
of crisis intervention and counseling to 
most appropriately address victims’ 
needs. 

(c) Where evidentiarily or medically 
appropriate, at no cost to the detainee, 
and only with the detainee’s consent, 
the agency shall arrange for or refer 
the alleged victim detainee to a med-
ical facility to undergo a forensic med-
ical examination, including a Sexual 
Assault Forensic Examiner (SAFE) or 
Sexual Assault Nurse Examiner 
(SANE) where practicable. If SAFEs or 
SANEs cannot be made available, the 
examination can be performed by other 
qualified health care personnel. 

(d) If, in connection with an allega-
tion of sexual abuse, the detainee is 
transported for a forensic examination 
to an outside hospital that offers vic-
tim advocacy services, the detainee 
shall be permitted to use such services 
to the extent available, consistent with 
security needs. 

(e) To the extent that the agency is 
not responsible for investigating alle-
gations of sexual abuse, the agency 
shall request that the investigating 
agency follow the requirements of 

paragraphs (a) through (d) of this sec-
tion. 

§ 115.122 Policies to ensure investiga-
tion of allegations and appropriate 
agency oversight. 

(a) The agency shall establish a pro-
tocol to ensure that each allegation of 
sexual abuse is investigated by the 
agency, or referred to an appropriate 
investigative authority. 

(b) The agency protocol shall be de-
veloped in coordination with DHS in-
vestigative entities; shall include a de-
scription of the responsibilities of both 
the agency and the investigative enti-
ties; and shall require the documenta-
tion and maintenance, for at least five 
years, of all reports and referrals of al-
legations of sexual abuse. The agency 
shall post its protocol on its Web site, 
redacted if appropriate. 

(c) The agency protocol shall ensure 
that each allegation is promptly re-
ported to the Joint Intake Center and, 
unless the allegation does not involve 
potentially criminal behavior, prompt-
ly referred for investigation to an ap-
propriate law enforcement agency with 
the legal authority to conduct criminal 
investigations. The agency may sepa-
rately, and in addition to the above re-
ports and referrals, conduct its own in-
vestigation. 

(d) The agency shall ensure that all 
allegations of detainee sexual abuse 
are promptly reported to the PSA Co-
ordinator and to the appropriate offices 
within the agency and within DHS to 
ensure appropriate oversight of the in-
vestigation. 

(e) The agency shall ensure that any 
alleged detainee victim of sexual abuse 
that is criminal in nature is provided 
timely access to U nonimmigrant sta-
tus information. 

TRAINING AND EDUCATION 

§ 115.131 Employee, contractor, and 
volunteer training. 

(a) The agency shall train, or require 
the training of all employees, contrac-
tors, and volunteers who may have 
contact with holding facility detainees, 
to be able to fulfill their responsibil-
ities under these standards, including 
training on: 

(1) The agency’s zero-tolerance poli-
cies for all forms of sexual abuse; 



329 

Office of the Secretary, Homeland Security § 115.141 

(2) The right of detainees and em-
ployees to be free from sexual abuse, 
and from retaliation for reporting sex-
ual abuse; 

(3) Definitions and examples of pro-
hibited and illegal sexual behavior; 

(4) Recognition of situations where 
sexual abuse may occur; 

(5) Recognition of physical, behav-
ioral, and emotional signs of sexual 
abuse, and methods of preventing such 
occurrences; 

(6) Procedures for reporting knowl-
edge or suspicion of sexual abuse; 

(7) How to communicate effectively 
and professionally with detainees, in-
cluding lesbian, gay, bisexual, 
transgender, intersex, or gender non-
conforming detainees; and 

(8) The requirement to limit report-
ing of sexual abuse to personnel with a 
need-to-know in order to make deci-
sions concerning the victim’s welfare 
and for law enforcement or investiga-
tive purposes. 

(b) All current employees, contrac-
tors and volunteers who may have con-
tact with holding facility detainees 
shall be trained within two years of the 
effective date of these standards, and 
the agency shall provide refresher in-
formation, as appropriate. 

(c) The agency shall document those 
employees who may have contact with 
detainees have completed the training 
and receive and maintain for at least 
five years confirmation that contrac-
tors and volunteers have completed the 
training. 

§ 115.132 Notification to detainees of 
the agency’s zero-tolerance policy. 

The agency shall make public its 
zero-tolerance policy regarding sexual 
abuse and ensure that key information 
regarding the agency’s zero-tolerance 
policy is visible or continuously and 
readily available to detainees, for ex-
ample, through posters, detainee hand-
books, or other written formats. 

§ 115.133 [Reserved] 

§ 115.134 Specialized training: Inves-
tigations. 

(a) In addition to the training pro-
vided to employees, DHS agencies with 
responsibility for holding facilities 
shall provide specialized training on 

sexual abuse and effective cross-agency 
coordination to agency investigators 
who conduct investigations into allega-
tions of sexual abuse at holding facili-
ties. All investigations into alleged 
sexual abuse must be conducted by 
qualified investigators. 

(b) The agency must maintain writ-
ten documentation verifying special-
ized training provided to agency inves-
tigators pursuant to this section. 

ASSESSMENT FOR RISK OF SEXUAL 
VICTIMIZATION AND ABUSIVENESS 

§ 115.141 Assessment for risk of victim-
ization and abusiveness. 

(a) Before placing any detainees to-
gether in a holding facility, agency 
staff shall consider whether, based on 
the information before them, a de-
tainee may be at a high risk of being 
sexually abused and, when appropriate, 
shall take necessary steps to mitigate 
any such danger to the detainee. 

(b) All detainees who may be held 
overnight with other detainees shall be 
assessed to determine their risk of 
being sexually abused by other detain-
ees or sexually abusive toward other 
detainees; staff shall ask each such de-
tainee about his or her own concerns 
about his or her physical safety. 

(c) The agency shall also consider, to 
the extent that the information is 
available, the following criteria to as-
sess detainees for risk of sexual victim-
ization: 

(1) Whether the detainee has a men-
tal, physical, or developmental dis-
ability; 

(2) The age of the detainee; 
(3) The physical build and appearance 

of the detainee; 
(4) Whether the detainee has pre-

viously been incarcerated or detained; 
(5) The nature of the detainee’s 

criminal history; and 
(6) Whether the detainee has any con-

victions for sex offenses against an 
adult or child; 

(7) Whether the detainee has self- 
identified as gay, lesbian, bisexual, 
transgender, intersex, or gender non-
conforming; 

(8) Whether the detainee has self- 
identified as having previously experi-
enced sexual victimization; and 

(9) The detainee’s own concerns 
about his or her physical safety. 
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(d) If detainees are identified pursu-
ant to the assessment under this sec-
tion to be at high risk of victimization, 
staff shall provide such detainees with 
heightened protection, to include con-
tinuous direct sight and sound super-
vision, single-cell housing, or place-
ment in a cell actively monitored on 
video by a staff member sufficiently 
proximate to intervene, unless no such 
option is determined to be feasible. 

(e) The facility shall implement ap-
propriate controls on the dissemina-
tion of sensitive information provided 
by detainees under this section. 

REPORTING 

§ 115.151 Detainee reporting. 

(a) The agency shall develop policies 
and procedures to ensure that the de-
tainees have multiple ways to pri-
vately report sexual abuse, retaliation 
for reporting sexual abuse, or staff ne-
glect or violations of responsibilities 
that may have contributed to such in-
cidents, and shall provide instructions 
on how detainees may contact the DHS 
Office of the Inspector General or, as 
appropriate, another designated office, 
to confidentially and, if desired, anony-
mously, report these incidents. 

(b) The agency shall also provide, and 
shall inform the detainees of, at least 
one way for detainees to report sexual 
abuse to a public or private entity or 
office that is not part of the agency, 
and that is able to receive and imme-
diately forward detainee reports of sex-
ual abuse to agency officials, allowing 
the detainee to remain anonymous 
upon request. 

(c) Agency policies and procedures 
shall include provisions for staff to ac-
cept reports made verbally, in writing, 
anonymously, and from third parties 
and to promptly document any verbal 
reports. 

§§ 115.152–115.153 [Reserved] 

§ 115.154 Third-party reporting. 

The agency shall establish a method 
to receive third-party reports of sexual 
abuse in its holding facilities. The 
agency shall make available to the 
public information on how to report 
sexual abuse on behalf of a detainee. 

OFFICIAL RESPONSE FOLLOWING A 
DETAINEE REPORT 

§ 115.161 Staff reporting duties. 

(a) The agency shall require all staff 
to report immediately and according to 
agency policy any knowledge, sus-
picion, or information regarding an in-
cident of sexual abuse that occurred to 
any detainee; retaliation against de-
tainees or staff who reported or partici-
pated in an investigation about such an 
incident; and any staff neglect or viola-
tion of responsibilities that may have 
contributed to an incident or retalia-
tion. Agency policy shall include meth-
ods by which staff can report mis-
conduct outside of their chain of com-
mand. 

(b) Staff members who become aware 
of alleged sexual abuse shall imme-
diately follow the reporting require-
ments set forth in the agency’s written 
policies and procedures. 

(c) Apart from such reporting, the 
agency and staff shall not reveal any 
information related to a sexual abuse 
report to anyone other than to the ex-
tent necessary to help protect the safe-
ty of the victim or prevent further vic-
timization of other detainees or staff in 
the facility, or to make medical treat-
ment, investigation, law enforcement, 
or other security and management de-
cisions. 

(d) If the alleged victim is under the 
age of 18 or considered a vulnerable 
adult under a State or local vulnerable 
persons statute, the agency shall re-
port the allegation to the designated 
State or local services agency under 
applicable mandatory reporting laws. 

§ 115.162 Agency protection duties. 

When an agency employee has a rea-
sonable belief that a detainee is subject 
to a substantial risk of imminent sex-
ual abuse, he or she shall take imme-
diate action to protect the detainee. 

§ 115.163 Reporting to other confine-
ment facilities. 

(a) Upon receiving an allegation that 
a detainee was sexually abused while 
confined at another facility, the agen-
cy that received the allegation shall 
notify the appropriate office of the 
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agency or the administrator of the fa-
cility where the alleged abuse oc-
curred. 

(b) The notification provided in para-
graph (a) of this section shall be pro-
vided as soon as possible, but no later 
than 72 hours after receiving the alle-
gation. 

(c) The agency shall document that it 
has provided such notification. 

(d) The agency office that receives 
such notification, to the extent the fa-
cility is covered by this subpart, shall 
ensure that the allegation is referred 
for investigation in accordance with 
these standards. 

§ 115.164 Responder duties. 

(a) Upon learning of an allegation 
that a detainee was sexually abused, 
the first law enforcement staff member 
to respond to the report, or his or her 
supervisor, shall be required to: 

(1) Separate the alleged victim and 
abuser; 

(2) Preserve and protect, to the great-
est extent possible, any crime scene 
until appropriate steps can be taken to 
collect any evidence; 

(3) If the sexual abuse occurred with-
in a time period that still allows for 
the collection of physical evidence, re-
quest the alleged victim not to take 
any actions that could destroy physical 
evidence, including, as appropriate, 
washing, brushing teeth, changing 
clothes, urinating, defecating, smok-
ing, drinking, or eating; and 

(4) If the abuse occurred within a 
time period that still allows for the 
collection of physical evidence, ensure 
that the alleged abuser does not take 
any actions that could destroy physical 
evidence, including, as appropriate, 
washing, brushing teeth, changing 
clothes, urinating, defecating, smok-
ing, drinking, or eating. 

(b) If the first staff responder is not a 
law enforcement staff member, the re-
sponder shall be required to request 
that the alleged victim not take any 
actions that could destroy physical evi-
dence and then notify law enforcement 
staff. 

§ 115.165 Coordinated response. 

(a) The agency shall develop a writ-
ten institutional plan and use a coordi-

nated, multidisciplinary team ap-
proach to responding to sexual abuse. 

(b) If a victim of sexual abuse is 
transferred between facilities covered 
by subpart A or B of this part, the 
agency shall, as permitted by law, in-
form the receiving facility of the inci-
dent and the victim’s potential need 
for medical or social services. 

(c) If a victim is transferred from a 
DHS holding facility to a facility not 
covered by paragraph (b) of this sec-
tion, the agency shall, as permitted by 
law, inform the receiving facility of 
the incident and the victim’s potential 
need for medical or social services, un-
less the victim requests otherwise. 

§ 115.166 Protection of detainees from 
contact with alleged abusers. 

Agency management shall consider 
whether any staff, contractor, or vol-
unteer alleged to have perpetrated sex-
ual abuse should be removed from du-
ties requiring detainee contact pending 
the outcome of an investigation, and 
shall do so if the seriousness and plau-
sibility of the allegation make removal 
appropriate. 

§ 115.167 Agency protection against re-
taliation. 

Agency employees shall not retaliate 
against any person, including a de-
tainee, who reports, complains about, 
or participates in an investigation into 
an allegation of sexual abuse, or for 
participating in sexual activity as a re-
sult of force, coercion, threats, or fear 
of force. 

INVESTIGATIONS 

§ 115.171 Criminal and administrative 
investigations. 

(a) If the agency has responsibility 
for investigating allegations of sexual 
abuse, all investigations into alleged 
sexual abuse must be prompt, thor-
ough, objective, and conducted by spe-
cially trained, qualified investigators. 

(b) Upon conclusion of a criminal in-
vestigation where the allegation was 
substantiated, an administrative inves-
tigation shall be conducted. Upon con-
clusion of a criminal investigation 
where the allegation was unsubstan-
tiated, the agency shall review any 
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available completed criminal inves-

tigation reports to determine whether 

an administrative investigation is nec-

essary or appropriate. Administrative 

investigations shall be conducted after 

consultation with the appropriate in-

vestigative office within DHS and the 

assigned criminal investigative entity. 

(c) The agency shall develop written 

procedures for administrative inves-

tigations, including provisions requir-

ing: 

(1) Preservation of direct and cir-

cumstantial evidence, including any 

available physical and DNA evidence 

and any available electronic moni-

toring data; 

(2) Interviewing alleged victims, sus-

pected perpetrators, and witnesses; 

(3) Reviewing prior complaints and 

reports of sexual abuse involving the 

suspected perpetrator; 

(4) Assessment of the credibility of 

an alleged victim, suspect, or witness, 

without regard to the individual’s sta-

tus as detainee, staff, or employee, and 

without requiring any detainee who al-

leges sexual abuse to submit to a poly-

graph; 

(5) Documentation of each investiga-

tion by written report, which shall in-

clude a description of the physical and 

testimonial evidence, the reasoning be-

hind credibility assessments, and in-

vestigative facts and findings; and 

(6) Retention of such reports for as 

long as the alleged abuser is detained 

or employed by the agency, plus five 

years. Such procedures shall establish 

the coordination and sequencing of the 

two types of investigations, in accord-

ance with paragraph (b) of this section, 

to ensure that the criminal investiga-

tion is not compromised by an internal 

administrative investigation. 

(d) The departure of the alleged 

abuser or victim from the employment 

or control of the agency shall not pro-

vide a basis for terminating an inves-

tigation. 

(e) When outside agencies investigate 

sexual abuse, the agency shall cooper-

ate with outside investigators and 

shall endeavor to remain informed 

about the progress of the investigation. 

§ 115.172 Evidentiary standard for ad-
ministrative investigations. 

When an administrative investiga-
tion is undertaken, the agency shall 
impose no standard higher than a pre-
ponderance of the evidence in deter-
mining whether allegations of sexual 
abuse are substantiated. 

DISCIPLINE 

§ 115.176 Disciplinary sanctions for 
staff. 

(a) Staff shall be subject to discipli-
nary or adverse action up to and in-
cluding removal from their position 
and the Federal service for substan-
tiated allegations of sexual abuse or 
violating agency sexual abuse policies. 

(b) The agency shall review and ap-
prove policy and procedures regarding 
disciplinary or adverse action for staff 
and shall ensure that the policy and 
procedures specify disciplinary or ad-
verse actions for staff, up to and in-
cluding removal from their position 
and from the Federal service, when 
there is a substantiated allegation of 
sexual abuse, or when there has been a 
violation of agency sexual abuse rules, 
policies, or standards. Removal from 
their position and from the Federal 
service is the presumptive disciplinary 
sanction for staff who have engaged in 
or attempted or threatened to engage 
in sexual abuse, as defined under the 
definition of sexual abuse of a detainee 
by a staff member, contractor, or vol-
unteer, paragraphs (1)–(4) and (7)–(8) of 
the definition of ‘‘sexual abuse of a de-
tainee by a staff member, contractor, 
or volunteer’’ in § 115.6. 

(c) Each facility shall report all re-
movals or resignations in lieu of re-
moval for violations of agency or facil-
ity sexual abuse policies to appropriate 
law enforcement agencies, unless the 
activity was clearly not criminal. 

(d) Each agency shall make reason-
able efforts to report removals or res-
ignations in lieu of removal for viola-
tions of agency or facility sexual abuse 
policies to any relevant licensing bod-
ies, to the extent known. 

§ 115.177 Corrective action for contrac-
tors and volunteers. 

(a) Any contractor or volunteer sus-
pected of perpetrating sexual abuse 
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shall be prohibited from contact with 
detainees. The agency shall also con-
sider whether to prohibit further con-
tact with detainees by contractors or 
volunteers who have not engaged in 
sexual abuse, but have violated other 
provisions within these standards. The 
agency shall be responsible for prompt-
ly reporting sexual abuse allegations 
and incidents involving alleged con-
tractor or volunteer perpetrators to an 
appropriate law enforcement agency as 
well as to the Joint Intake Center or 
another appropriate DHS investigative 
office in accordance with DHS policies 
and procedures. The agency shall make 
reasonable efforts to report to any rel-
evant licensing body, to the extent 
known, incidents of substantiated sex-
ual abuse by a contractor or volunteer. 

(b) Contractors and volunteers sus-
pected of perpetrating sexual abuse 
may be removed from all duties requir-
ing detainee contact pending the out-
come of an investigation, as appro-
priate. 

MEDICAL AND MENTAL CARE 

§ 115.181 [Reserved] 

§ 115.182 Access to emergency medical 
services. 

(a) Detainee victims of sexual abuse 
shall have timely, unimpeded access to 
emergency medical treatment and cri-
sis intervention services, including 
emergency contraception and sexually 
transmitted infections prophylaxis, in 
accordance with professionally accept-
ed standards of care. 

(b) Emergency medical treatment 
services provided to the victim shall be 
without financial cost and regardless of 
whether the victim names the abuser 
or cooperates with any investigation 
arising out of the incident. 

DATA COLLECTION AND REVIEW 

§ 115.186 Sexual abuse incident re-
views. 

(a) The agency shall conduct a sexual 
abuse incident review at the conclusion 
of every investigation of sexual abuse 
and, where the allegation was not de-
termined to be unfounded, prepare a 
written report recommending whether 
the allegation or investigation indi-
cates that a change in policy or prac-

tice could better prevent, detect, or re-
spond to sexual abuse. Such review 
shall ordinarily occur within 30 days of 
the agency receiving the investigation 
results from the investigative author-
ity. The agency shall implement the 
recommendations for improvement, or 
shall document its reasons for not 
doing so in a written response. Both 
the report and response shall be for-
warded to the agency PSA Coordinator. 

(b) The agency shall conduct an an-
nual review of all sexual abuse inves-
tigations and resulting incident re-
views to assess and improve sexual 
abuse intervention, prevention and re-
sponse efforts. 

§ 115.187 Data collection. 

(a) The agency shall maintain in a se-
cure area all agency case records asso-
ciated with claims of sexual abuse, in 
accordance with these standards and 
applicable agency policies, and in ac-
cordance with established schedules. 
The DHS Office of Inspector General 
shall maintain the official investiga-
tive file related to claims of sexual 
abuse investigated by the DHS Office of 
Inspector General. 

(b) On an annual basis, the PSA Coor-
dinator shall aggregate, in a manner 
that will facilitate the agency’s ability 
to detect possible patterns and help 
prevent future incidents, the incident- 
based sexual abuse data available, in-
cluding the number of reported sexual 
abuse allegations determined to be sub-
stantiated, unsubstantiated, or un-
founded, or for which investigation is 
ongoing, and for each incident found to 
be substantiated, such information as 
is available to the PSA Coordinator 
concerning: 

(1) The date, time, location, and na-
ture of the incident; 

(2) The demographic background of 
the victim and perpetrator (including 
citizenship, age, gender, and whether 
either has self-identified as gay, les-
bian, bisexual, transgender, intersex, 
or gender nonconforming); 

(3) The reporting timeline for the in-
cident (including the name of indi-
vidual who reported the incident, and 
the date and time the report was re-
ceived); 

(4) Any injuries sustained by the vic-
tim; 
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(5) Post-report follow up responses 
and action taken by the agency (e.g., 
supervision, referral for medical or 
mental health services, etc.); and 

(6) Any sanctions imposed on the per-
petrator. 

(c) The agency shall maintain, re-
view, and collect data as needed from 
all available agency records. 

(d) Upon request, the agency shall 
provide all such data from the previous 
calendar year to the Office for Civil 
Rights and Civil Liberties no later 
than June 30. 

§ 115.188 Data review for corrective 
action. 

(a) The agency shall review data col-
lected and aggregated pursuant to 
§ 115.187 in order to assess and improve 
the effectiveness of its sexual abuse 
prevention, detection, and response 
policies, practices, and training, in-
cluding by: 

(1) Identifying problem areas; 
(2) Taking corrective action on an 

ongoing basis; and 
(3) Preparing an annual report of its 

findings and corrective actions for the 
agency as a whole. 

(b) Such report shall include a com-
parison of the current year’s data and 
corrective actions with those from 
prior years and shall provide an assess-
ment of the agency’s progress in pre-
venting, detecting, and responding to 
sexual abuse. 

(c) The agency’s report shall be ap-
proved by the agency head and made 
readily available to the public through 
its Web site. 

(d) The agency may redact specific 
material from the reports, when appro-
priate for safety or security, but must 
indicate the nature of the material re-
dacted. 

§ 115.189 Data storage, publication, 
and destruction. 

(a) The agency shall ensure that data 
collected pursuant to § 115.187 are se-
curely retained in accordance with 
agency record retention policies and 
the agency protocol regarding inves-
tigation of allegations. 

(b) The agency shall make all aggre-
gated sexual abuse data from holding 
facilities under its direct control and 
from any private agencies with which 

it contracts available to the public at 
least annually on its Web site con-
sistent with agency information disclo-
sure policies and processes. 

(c) Before making aggregated sexual 
abuse data publicly available, the 
agency shall remove all personal iden-
tifiers. 

(d) The agency shall maintain sexual 
abuse data collected pursuant to 
§ 115.187 for at least 10 years after the 
date of the initial collection unless 
Federal, State, or local law requires 
otherwise. 

AUDITS AND COMPLIANCE 

§ 115.193 Audits of standards. 

(a) Within three years of July 6, 2015, 
the agency shall ensure that each of its 
immigration holding facilities that 
houses detainees overnight and has 
adopted these standards is audited. For 
any such holding facility established 
after July 6, 2015, the agency shall en-
sure that the facility is audited within 
three years. Audits of new holding fa-
cilities as well as holding facilities 
that have previously failed to meet the 
standards shall occur as soon as prac-
ticable within the three-year cycle; 
however, where it is necessary to 
prioritize, priority shall be given to fa-
cilities that have previously failed to 
meet the standards. 

(1) Audits required under this para-
graph (a) shall: 

(i) Include a determination whether 
the holding facility is low-risk based 
on its physical characteristics and 
whether it passes the audit conducted 
pursuant to paragraph (a)(1)(ii) of this 
section, 

(ii) Be conducted pursuant to 
§§ 115.201 through 115.205, and 

(iii) Be coordinated by the agency 
with the DHS Office for Civil Rights 
and Civil Liberties, which may request 
an expedited audit if it has reason to 
believe that an expedited audit is ap-
propriate. 

(2) [Reserved] 

(b) Following an audit, the agency 
shall ensure that any immigration 
holding facility that houses detainees 
overnight and is determined to be low- 
risk, based on its physical characteris-
tics and passing its most recent audit, 
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is audited at least once every five 

years. 

(1) Audits required under this para-

graph (b) shall: 

(i) Include a determination whether 

the holding facility is low-risk based 

on its physical characteristics and 

whether it passes the audit conducted 

pursuant to paragraph (b)(1)(ii) of this 

section, 

(ii) Be conducted pursuant to 

§§ 115.201 through 115.205, and 

(iii) Be coordinated by the agency 

with the DHS Office for Civil Rights 

and Civil Liberties, which may request 

an expedited audit if it has reason to 

believe that an expedited audit is ap-

propriate. 

(2) [Reserved] 

(c) Following an audit, the agency 

shall ensure that any immigration 

holding facility that houses detainees 

overnight and is determined to not be 

low-risk, based on its physical charac-

teristics or not passing its most recent 

audit, is audited at least once every 

three years. 

(1) Audits required under this para-

graph (c) shall: 

(i) Include a determination whether 

the holding facility is low-risk based 

on its physical characteristics and 

whether it passes the audit conducted 

by paragraph (c)(1)(ii) of this section, 

(ii) Be conducted pursuant to 

§§ 115.201 through 115.205, and 

(iii) Be coordinated by the agency 

with the DHS Office for Civil Rights 

and Civil Liberties, which may request 

an expedited audit if it has reason to 

believe that an expedited audit is ap-

propriate. 

(2) [Reserved] 

ADDITIONAL PROVISIONS IN AGENCY 

POLICIES 

§ 115.195 Additional provisions in 
agency policies. 

The regulations in this subpart B es-

tablish minimum requirements for 

agencies. Agency policies may include 

additional requirements. 

Subpart C—External Auditing and 
Corrective Action 

§ 115.201 Scope of audits. 

(a) The agency shall develop and 
issue an instrument that is coordinated 
with the DHS Office for Civil Rights 
and Civil Liberties, which will provide 
guidance on the conduct of and con-
tents of the audit; 

(b) The auditor shall review all rel-
evant agency policies, procedures, re-
ports, internal and external audits, and 
accreditations for each facility type. 

(c) The audits shall review, at a min-
imum, a sampling of relevant docu-
ments and other records and informa-
tion for the most recent one-year pe-
riod. 

(d) The auditor shall have access to, 
and shall observe, all areas of the au-
dited facilities. 

(e) The agency shall provide the audi-
tor with relevant documentation to 
complete a thorough audit of the facil-
ity. 

(f) The auditor shall retain and pre-
serve all documentation (including, 
e.g., videotapes and interview notes) 
relied upon in making audit determina-
tions. Such documentation shall be 
provided to the agency upon request. 

(g) The auditor shall interview a rep-
resentative sample of detainees and of 
staff, and the facility shall make space 
available suitable for such interviews. 

(h) The auditor shall review a sam-
pling of any available videotapes and 
other electronically available data 
that may be relevant to the provisions 
being audited. 

(i) The auditor shall be permitted to 
conduct private interviews with detain-
ees. 

(j) Detainees shall be permitted to 
send confidential information or cor-
respondence to the auditor. 

(k) Auditors shall attempt to solicit 
input from community-based or victim 
advocates who may have insight into 
relevant conditions in the facility. 

(l) All sensitive but unclassified in-
formation provided to auditors will in-
clude appropriate designations and 
limitations on further dissemination. 
Auditors will be required to follow all 
appropriate procedures for handling 
and safeguarding such information. 



336 

6 CFR Ch. I (1–1–23 Edition) § 115.202 

§ 115.202 Auditor qualifications. 

(a) An audit shall be conducted by 
entities or individuals outside of the 
agency and outside of DHS that have 
relevant audit experience. 

(b) All auditors shall be certified by 
the agency, in coordination with DHS. 
The agency, in coordination with DHS, 
shall develop and issue procedures re-
garding the certification process, 
which shall include training require-
ments. 

(c) No audit may be conducted by an 
auditor who has received financial 
compensation from the agency being 
audited (except for compensation re-
ceived for conducting other audits, or 
other consulting related to detention 
reform) within the three years prior to 
the agency’s retention of the auditor. 

(d) The agency shall not employ, con-
tract with, or otherwise financially 
compensate the auditor for three years 
subsequent to the agency’s retention of 
the auditor, with the exception of con-
tracting for subsequent audits or other 
consulting related to detention reform. 

§ 115.203 Audit contents and findings. 

(a) Each audit shall include a certifi-
cation by the auditor that no conflict 
of interest exists with respect to his or 
her ability to conduct an audit of the 
facility under review. 

(b) Audit reports shall state whether 
facility policies and procedures comply 
with relevant standards. 

(c) For each of these standards, the 
auditor shall determine whether the 
audited facility reaches one of the fol-
lowing findings: Exceeds Standard 
(substantially exceeds requirement of 
standard); Meets Standard (substantial 
compliance; complies in all material 
ways with the standard for the rel-
evant review period); Does Not Meet 
Standard (requires corrective action). 
The audit summary shall indicate, 
among other things, the number of pro-
visions the facility has achieved at 
each grade level. 

(d) Audit reports shall describe the 
methodology, sampling sizes, and basis 
for the auditor’s conclusions with re-
gard to each standard provision for 
each audited facility, and shall include 
recommendations for any required cor-
rective action. 

(e) Auditors shall redact any person-
ally identifiable detainee or staff infor-
mation from their reports, but shall 
provide such information to the agency 
upon request. 

(f) The agency shall ensure that the 
auditor’s final report is published on 
the agency’s Web site if it has one, or 
is otherwise made readily available to 
the public. The agency shall redact any 
sensitive but unclassified information 
(including law enforcement sensitive 
information) prior to providing such 
reports publicly. 

§ 115.204 Audit corrective action plan. 

(a) A finding of ‘‘Does Not Meet 
Standard’’ with one or more standards 
shall trigger a 180-day corrective ac-
tion period. 

(b) The agency and the facility shall 
develop a corrective action plan to 
achieve compliance. 

(c) The auditor shall take necessary 
and appropriate steps to verify imple-
mentation of the corrective action 
plan, such as reviewing updated poli-
cies and procedures or re-inspecting 
portions of a facility. 

(d) After the 180-day corrective ac-
tion period ends, the auditor shall issue 
a final determination as to whether the 
facility has achieved compliance with 
those standards requiring corrective 
action. 

(e) If the facility does not achieve 
compliance with each standard, it may 
(at its discretion and cost) request a 
subsequent audit once it believes that 
is has achieved compliance. 

§ 115.205 Audit appeals. 

(a) A facility may lodge an appeal 
with the agency regarding any specific 
audit finding that it believes to be in-
correct. Such appeal must be lodged 
within 90 days of the auditor’s final de-
termination. 

(b) If the agency determines that the 
facility has stated good cause for a re- 
evaluation, the facility may commis-
sion a re-audit by an auditor mutually 
agreed upon by the agency and the fa-
cility. The facility shall bear the costs 
of this re-audit. 

(c) The findings of the re-audit shall 
be considered final. 
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PART 126—TRANSPORTATION SE-
CURITY OVERSIGHT BOARD RE-
VIEW PANEL PROCESS AND PRO-
CEDURES 

Sec. 
126.1 Purpose. 
126.3 Definitions. 
126.5 Appointment of TSOB Review Panel 

and TSOB Docket Clerk. 
126.7 Function of TSOB Review Panel. 
126.9 Scope of review and standard of re-

view. 
126.11 Counsel. 
126.13 Notice of appeal and service. 
126.15 Entry of appearance. 
126.17 Procedures for classified information, 

sensitive security information (SSI), and 
other protected information. 

126.19 Filing and supplementing the record. 
126.21 Motions. 
126.23 Briefs. 
126.25 Oral argument. 
126.27 Deliberations and action. 
126.29 Effect of TSOB Review Panel action. 
126.31 Administration of proceedings. 

AUTHORITY: 6 U.S.C. 112, 49 U.S.C. 115, 46111; 
Department of Homeland Security Delega-
tion No. 7071.1. 

SOURCE: 87 FR 48438, Aug. 9, 2022, unless 
otherwise noted. 

§ 126.1 Purpose. 

This part establishes the procedures 
by which a Transportation Security 
Oversight Board (TSOB) Review Panel 
reviews and acts to resolve an appeal 
from an Administrative Law Judge 
(ALJ) decision regarding a Determina-
tion of Security Threat made by the 
Administrator of the Transportation 
Security Administration (TSA). 

§ 126.3 Definitions. 

Classified information has the meaning 
given to that term in Executive Order 
13526 or any successor Executive Order. 

Communication technology means tele-
phone or a videoconferencing platform. 

Other protected information means 
other information that the government 
is authorized by statute, regulation, or 
Executive Order to withhold. 

Sensitive Security Information (SSI) 
means information described in 49 CFR 
1520.5. 

Transportation Security Oversight 
Board (TSOB) means the board estab-
lished pursuant to 49 U.S.C. 115. 

Transportation Security Oversight 
Board (TSOB) Review Panel means the 

panel established pursuant to 49 U.S.C. 
46111(d) to consider an appeal from a 
decision of an administrative law judge 
as the result of a hearing under 49 
U.S.C. 46111(b). 

§ 126.5 Appointment of TSOB Review 
Panel and TSOB Docket Clerk. 

(a) Upon request by the Chairman of 
the TSOB, TSOB members will des-
ignate at least one official who meets 
the criteria in paragraphs (a)(1) 
through (5) of this section to partici-
pate in a TSOB Review Panel pool for 
a period of two years. The Review 
Panel nominees must— 

(1) Be a member of the Senior Execu-
tive Service (SES) or a Senior Level 
(SL) employee; 

(2) Hold a security clearance com-
mensurate with the record under re-
view; 

(3) Not be employed by TSA or FAA; 
(4) To the extent practicable, have a 

legal background and be engaged in the 
practice of law on behalf of the United 
States Government; and 

(5) To the extent practicable, be fa-
miliar with transportation security 
issues. 

(b) Upon the expiration of each two- 
year period, TSOB members will again 
designate officials to participate in the 
TSOB Review Panel pool. 

(c) The General Counsel of the De-
partment of Homeland Security, or the 
General Counsel’s designee, will ap-
point an individual from within the Of-
fice of the General Counsel to serve as 
the TSOB Docket Clerk. The TSOB 
Docket Clerk will serve as the TSOB 
Review Panel’s point of contact for 
both the public and the parties to ALJ 
proceedings. 

(d) When the TSOB Docket Clerk re-
ceives a properly and timely filed ap-
peal from an ALJ’s decision, the TSOB 
Chairperson selects at least three indi-
viduals from the TSOB Review Panel 
pool to serve on a Review Panel to re-
view the ALJ’s decision. The TSOB 
Chairperson has discretion to choose 
which individuals from the pool will 
serve on a TSOB Review Panel. In 
making selections for a TSOB Review 
Panel, the TSOB Chairperson will con-
sider selecting at least one person with 
the qualifications set out in paragraph 
(a)(4) of this section to serve as a Panel 
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Member, and will consider, based upon 
the composition of the pool as well as 
the issues raised in the appeal, appoint-
ing more than one person with the 
qualifications set out in paragraph 
(a)(4) to the TSOB Review Panel. 

§ 126.7 Function of TSOB Review 
Panel. 

A TSOB Review Panel reviews an 
ALJ’s decision regarding a Determina-
tion of Security Threat issued by the 
TSA Administrator and may affirm, 
modify, or reverse the ALJ’s decision, 
or remand the matter to the ALJ with 
instructions to address particular 
issues or consider additional testimony 
or evidence. 

§ 126.9 Scope of review and standard 
of review. 

(a) A TSOB Review Panel reviews an 
ALJ’s decision to address whether the 
decision is supported by substantial 
evidence in the record before the TSOB 
Review Panel. 

(b) A TSOB Review Panel will not 
consider the constitutionality of any 
statute, regulation, Executive Order, 
or order issued by the TSA. 

§ 126.11 Counsel. 

(a)(1) Parties to proceedings before a 
TSOB Review Panel may be rep-
resented by an attorney who is in good 
standing with the bar of any State, dis-
trict, territory, or possession of the 
United States. Parties desiring rep-
resentation must obtain such represen-
tation at their own expense. 

(2) TSA will designate counsel to rep-
resent TSA before a TSOB Review 
Panel. The attorney must hold a secu-
rity clearance that enables access to 
all materials related to the appeal. 

(b) The General Counsel of the De-
partment of Homeland Security, or the 
General Counsel’s designee, appoints 
legal counsel to assist a TSOB Review 
Panel. Counsel appointed to assist the 
TSOB Review Panel facilitates commu-
nication between the TSOB Docket 
Clerk and the TSOB Review Panel, and 
assists with legal research and drafting 
for the Panel, as needed. Appointed 
counsel must hold a security clearance 
that enables access to all materials re-
lated to the appeal. 

§ 126.13 Notice of appeal and service. 

(a) Notice of appeal. A party seeking 
review of the ALJ’s decision must file 
a notice of appeal with the TSOB Dock-
et Clerk via email at 
TSOB_docket@hq.dhs.gov or via cer-
tified U.S. mail at ATTN: TSOB Dock-
et Clerk, Office of the General Counsel, 
Department of Homeland Security, 
Washington, DC 20528–0485. A notice of 
appeal must be filed within 60 calendar 
days of the date of issuance of the 
ALJ’s written decision. 

(b) Service. To file any document with 
a TSOB Review Panel, a party must 
send the document to the TSOB Docket 
Clerk via email at 
TSOB_docket@hq.dhs.gov, or via cer-
tified U.S. mail at ATTN: TSOB Dock-
et Clerk, Office of the General Counsel, 
Department of Homeland Security, 
Washington, DC 20528–0485. Parties are 
strongly encouraged to file all docu-
ments and consent to service via email. 
Any document filed with the TSOB 
Docket Clerk (except a notice of pro-
tected information, the administrative 
record, ex parte motions, and docu-
ments containing classified informa-
tion, Sensitive Security Information 
(SSI), or other protected information 
that accompany a motion to supple-
ment the record) must also be served 
on all other parties by certified U.S. 
mail or email. 

(c) Filing date. For purposes of all 
deadlines in this part, the date of filing 
of a notice of appeal or any document 
filed with a TSOB Review Panel is the 
date on which the document is received 
by the TSOB Docket Clerk. 

(d) Untimely appeals. A TSOB Review 
Panel must reject and summarily dis-
miss a notice of appeal that is filed 
more than 60 calendar days after the 
date of issuance of the ALJ’s written 
decision. A TSOB Review Panel may, 
in its discretion, accept an untimely 
notice of appeal upon a showing of good 
cause for failure to meet the filing 
deadline. 

(e) Failure to perfect the appeal. A 
TSOB Review Panel may dismiss an ap-
peal, on its own initiative or upon mo-
tion of any party, when a party has 
filed a notice of appeal but failed to 
perfect the appeal by timely filing a 
brief in accordance with § 126.23. 
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(f) Effect of dismissal of appeal. Where 

an appeal is dismissed in accordance 

with paragraph (d) or (e) of this section 

the ALJ’s written decision becomes 

final. 

§ 126.15 Entry of appearance. 

(a) All parties to a proceeding before 

a TSOB Review Panel must enter their 

appearances in writing with the TSOB 

Docket Clerk within 15 calendar days 

after filing or being served with a no-

tice of appeal. A party’s written notice 

of entry of appearance must identify 

counsel, if applicable. 

(b) Counsel beginning representation 

of a party after that party has already 

entered an appearance must file a sepa-

rate notice of entry of appearance 

within 15 calendar days of beginning 

representation. 

§ 126.17 Procedures for classified in-
formation, sensitive security infor-
mation (SSI), and other protected 
information. 

(a) Notice of protected information. 

Within 30 calendar days of filing or 

being served with a notice of appeal, 

TSA must file a notice of protected in-

formation indicating whether the 

record of proceedings before the ALJ 

contains classified information, SSI, or 

other protected information. The no-

tice of protected information must be 

filed with the TSOB Docket Clerk in 

accordance with § 126.13(b). If the TSA 

presented classified information, SSI, 

or other protected information to the 

ALJ at an ex parte proceeding or pro-

vided such information for in camera 

review during the ALJ proceedings, 

then the TSOB Review Panel will also 

consider that information at an ex 

parte proceeding or in camera. 

(b) Access to protected information. A 

TSOB Review Panel may not disclose 

Classified Information or other pro-

tected information to any non-govern-

ment party or counsel. A TSOB Review 

Panel may not disclose SSI to any non- 

government party or counsel unless the 

TSA has determined that the party had 

a preexisting need to know specific SSI 

as a covered person pursuant to 49 CFR 

1520.7 and 1520.11. 

§ 126.19 Filing and supplementing the 
record. 

(a) Filing the record. The TSA must 

file a complete record of administra-

tive proceedings, including a certified 

and unredacted transcript of all pro-

ceedings before the ALJ (including ex 

parte proceedings) and all material 

filed with the ALJ (including material 

containing classified information, SSI, 

or other protected information that 

was reviewed by the ALJ in camera), 

with the TSOB Docket Clerk within 30 

calendar days after filing or being 

served with a notice of appeal. Upon 

motion filed by the TSA, or on its own 

initiative, the TSOB Review Panel may 

extend the time to file the record. The 

TSOB Docket Clerk notifies all parties 

of the date when the record is filed. 

Within 30 calendar days of the date the 

record is filed, non-government parties 
may file a motion requesting that the 
TSA provide them with a redacted copy 
of any part of the record (excluding ex 
parte proceedings and materials re-
viewed in camera) that they do not 
possess. The TSA redacts classified in-
formation or other protected informa-
tion from any part of the record it pro-
vides to non-government parties, ex-
cept to the extent that the TSA has de-
termined that the party had a pre-
existing need to know specific SSI as a 
covered person pursuant to 49 CFR 
1520.7 and 1520.11. 

(b) Supplementing the record. (1) A 
party may file a motion to supplement 
the record when anything relevant to 
an issue on appeal occurs after the ALJ 
issued a decision, or the party can 
show good cause, as determined by the 
TSOB Review Panel, for failing to sub-
mit material for the record at an ear-
lier stage of the administrative pro-
ceedings. When the TSA seeks to sup-
plement the record with material that 
contains classified information, SSI or 
other protected information, it may 
file a motion to supplement the record 
ex parte. 

(2) A TSOB Review Panel may grant 
a motion to supplement the record 
when it finds that the supplemental 
material is relevant to an issue on ap-
peal and that a condition described in 
paragraph (b)(1) of this section applies. 



340 

6 CFR Ch. I (1–1–23 Edition) § 126.21 

§ 126.21 Motions. 

(a) Form of motions. (1) A motion filed 
with a TSOB Review Panel must com-
ply with the requirements set forth in 
§ 126.23(c)(1) through (4). 

(2) Motions must be filed with the 
TSOB Docket Clerk and served on all 
parties in accordance with § 126.13(b). 
The TSOB Docket Clerk provides all 
motions to the TSOB Review Panel. 

(b) Duty to confer. Before filing any 
motion, a party must confer or make 
reasonable, good-faith efforts to confer 
with all other parties to resolve the 
issues that are the subject of the mo-
tion. The moving party must state in 
the motion, or in a certificate attached 
to the motion, the specific efforts made 
to comply with this duty to confer. The 
moving party must also state in the 
motion the other parties’ positions 
with regard to the relief requested. If 
no party opposes the relief requested in 
a motion, the moving party includes 
‘‘Unopposed’’ in the motion’s title. 
TSA does not have a duty to confer be-
fore filing an ex parte motion, but 
must provide notice to all parties that 
it has made an ex parte filing. 

(c) Motion hearings. Upon request of 
any party, or on its own initiative, a 
TSOB Review Panel may order the par-
ties to appear for a hearing on any mo-
tion that was not filed ex parte. Motion 
hearings may be conducted via commu-
nication technology unless all parties 
agree to appear in person or the TSOB 
Review Panel in its discretion deter-
mines that an in person appearance is 
necessary for efficient administration 
of the hearing. The Review Panel con-
siders expense and inconvenience to 
the parties, the importance of informa-
tion security, and the quality and reli-
ability of available communication 
technology when making these deter-
minations. 

(d) Disposition. A TSOB Review Panel 
may, consistent with the requirements 
of due process and after providing the 
opposing party with an opportunity to 
review and respond, grant or deny a 
motion at any time after it is filed. 

(e) Additional procedural requirements 
for motion practice. A TSOB Review 
Panel has discretion to establish via 
order served on the parties, additional 
procedural requirements regarding mo-
tion practice in response to the exigen-

cies of a particular appeal. Such re-

quirements may include, for example, 

time periods for filing responses and re-

plies, a deadline for concluding all mo-

tion practice, and page limitations dif-

ferent from the default 35-page limit 

established in § 126.23(c)(3). A TSOB Re-

view Panel may not require disclosure 

of classified information, SSI, or other 

protected information. 

§ 126.23 Briefs. 

(a) Appellant brief. (1) A party appeal-

ing the ALJ’s decision must perfect the 

appeal by filing an appellant brief with 

the TSOB Docket Clerk and serving 

that brief on all other parties in ac-

cordance with § 126.13(b) within 60 cal-

endar days after the date on which 

TSA files the record in accordance with 

§ 126.19(a), unless all parties consent to 

an extension of the filing deadline and 

provide notice of such agreement to 

the TSOB Docket Clerk or the TSOB 

Review Panel extends the filing dead-

line upon a motion by the appellant. 

(2) The appellant brief must enu-

merate the appellant’s objections to 

the ALJ’s decision. 

(b) Appellee brief. Within 30 calendar 

days after being served with an appel-

lant brief, a party may file an appellee 

brief in response with the TSOB Dock-

et Clerk. Any such brief must be served 

on all other parties in accordance with 

§ 126.13(b) at the same time it is filed 

with the TSOB Docket Clerk. The par-

ties may consent to an extension of the 

filing deadline and provide notice of 

such agreement to the TSOB Docket 

Clerk or the TSOB Review Panel may 

extend the deadline for filing an appel-

lee brief upon a motion by the appellee. 

(c) Brief requirements. A brief sub-

mitted to a TSOB Review Panel must 

adhere to the following specifications: 

(1) The brief must be typewritten in 

Times New Roman, 12-point font, dou-

ble-spaced, and, if submitted as a hard 

copy via certified U.S. mail, must be 

printed single-sided on 81/2-by-11 inch 

paper; 

(2) The brief must set forth the name, 

address, email address, and telephone 

number of the party or attorney filing 

it; 
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(3) The brief must contain no more 
than 35 pages of text (excepting any ta-
bles, appendices, or cover sheets) un-
less prior permission to file excess 
pages has been granted by the TSOB 
Review Panel after consideration of a 
duly filed motion showing good cause 
as determined by the TSOB Review 
Panel; 

(4) If submitted as a hard copy via 
certified U.S. mail, the brief must be 
bound in any manner that is secure, 
does not obscure the text, and permits 
easy reproduction; and 

(5) If oral argument is desired, the 
brief should contain a request for oral 
argument that explains why oral argu-
ment will contribute substantially to 
the development of an issue on appeal. 

§ 126.25 Oral argument. 

(a) Upon receipt of a request from 
any party contained in a brief or in a 
motion, or on its own initiative, a 
TSOB Review Panel may order the par-
ties to present oral argument. The Re-
view Panel orders oral argument if it 
determines that oral argument will 
contribute substantially to the devel-
opment of an issue on appeal. 

(b) A TSOB Review Panel has discre-
tion, within the requirements of all rel-
evant statutory and regulatory provi-
sions for information security, to 
choose the method and location of oral 
argument. The Review Panel will con-
sider expense and inconvenience to the 
parties, the importance of information 
security, the quality and reliability of 
available communication technology, 
and concern for the efficient adminis-
tration of proceedings when estab-
lishing the method and location of oral 
argument. 

(c) A TSOB Review Panel has discre-
tion to structure and establish proce-
dural rules for oral argument via order 
served on the parties. Such rules may 
include time limits for argument and 
the order in which parties present ar-
gument. 

(d) Classified information, SSI, or 
other protected information may not 
be disclosed during oral argument. A 
TSOB Review Panel may hold ex parte 
proceedings to allow for the presen-
tation of classified information, SSI, or 
other protected information. 

§ 126.27 Deliberations and action. 

(a) Deliberations. TSOB Review Panel 
deliberations are closed proceedings. 
Any materials created by Review Panel 
members, the TSOB Docket Clerk, and 
the Review Panel’s appointed counsel 
for use in deliberations are not part of 
the final administrative record. 

(b) Action. A TSOB Review Panel may 
affirm, modify, or reverse the ALJ’s de-
cision. It may also remand the matter 
to the ALJ with instructions to address 
particular issues or consider additional 
testimony or evidence. 

(1) A TSOB Review Panel requires a 
simple majority to decide an action. 

(2) In case of a disagreement among 
TSOB Review Panel members, a dis-
senting report may be served with the 
written explanation of the Review Pan-
el’s action. A dissenting report must be 
prepared in accordance with the re-
quirements for the Review Panel’s 
written explanation. 

(c) Written explanation. A TSOB Re-
view Panel will explain its action in 
writing to the maximum extent per-
mitted by prudent concern for the na-
tional security interests of the United 
States and applicable laws and regula-
tions governing information disclosure. 
If necessary, the Review Panel may 
prepare its written explanation in both 
a protected format (which may contain 
classified information, SSI, and other 
protected information) and a non-pro-
tected format (which must not contain 
classified information, SSI, and other 
protected information). The Review 
Panel serves non-government parties 
with the non-protected written expla-
nation and government parties with 
the protected written explanation. The 
Review Panel is prohibited from pro-
viding the protected written expla-
nation to non-government parties. The 
protected written explanation is part 
of the final administrative record that 
TSA must submit to a U.S. Court of 
Appeals in the event that a party seeks 
judicial review of the Review Panel’s 
action. 

(d) Timing. A TSOB Review Panel en-
deavors to resolve an appeal and issue 
a written explanation of its action to 
the parties no later than 60 calendar 
days after the last of the following 
events: 
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(1) Receipt of a timely filed appellant 

brief; 

(2) Receipt of a timely filed appellee 

brief; or 

(3) Oral argument. 

§ 126.29 Effect of TSOB Review Panel 
action. 

(a) Any person substantially affected 

by a TSOB Review Panel’s action, or 

the TSA Administrator when he de-

cides that the Panel’s action will have 

a significant adverse impact on car-

rying out 49 U.S.C. Subt. VII, Pt. A, 

may obtain judicial review in an appro-

priate U.S. Court of Appeals. The Ad-

ministrators of the FAA and TSA must 

be made parties to any civil action 

filed in a U.S. Court of Appeals seeking 

review of a TSOB Review Panel action. 

(b) If judicial review is not obtained, 

the action of the TSOB Review Panel is 

final and binding on the parties for the 

purpose of resolving the particular de-

cision under review. 

§ 126.31 Administration of pro-
ceedings. 

(a) A TSOB Review Panel has author-

ity to govern the conduct of its pro-

ceedings and internal operations by es-

tablishing any additional rules or pro-

cedures that are not inconsistent with 

this part. 

(b) If TSA withdraws its Determina-

tion of Security Threat at any time 

after a notice of appeal has been filed 

pursuant to § 126.13(a), the proceedings 

before the TSOB Review Panel are ren-

dered moot and closed. TSA must file a 

notice of withdrawal of the Determina-

tion of Security Threat with the TSOB 

Docket Clerk within five calendar days 

of such withdrawal. 

(c) TSOB Review Panel proceedings 

will generally be closed to the public. A 

TSOB Review Panel may, in its discre-

tion, open its proceedings to the public. 

Classified information, SSI, or other 

protected information shall not be dis-

closed during administrative pro-

ceedings, in accordance with § 126.25(d). 
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Subpart A—General Provisions 

§ 158.101 Purpose. 

(a) Cybersecurity Talent Management 
System. This part contains regulations 
establishing the Cybersecurity Talent 
Management System (CTMS) and the 
resulting DHS Cybersecurity Service 
(DHS–CS). CTMS is designed to recruit 
and retain individuals with the quali-
fications necessary to execute the DHS 
cybersecurity mission and is also de-
signed to adapt to changes in cyberse-
curity work, the cybersecurity talent 
market, and the DHS cybersecurity 
mission. 

(b) DHS Cybersecurity Service. Under 
this part, the Secretary or designee es-
tablishes and manages the DHS Cyber-
security Service (DHS–CS) described in 
subpart B of this part. 

(c) Regulations & policy. The regula-
tions in this part provide the policy 
framework for establishing and admin-
istering CTMS, and establishing and 
managing the DHS–CS. The Secretary 
or designee implements this part 
through CTMS policy defined in 
§ 158.104. 

§ 158.102 Scope of authority. 

(a) Authority. This part implements 
the Secretary’s authority in 6 U.S.C. 
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658 and governs talent management in-
volving the individuals described in 
§ 158.103. 

(b) Other laws superseded. Unless ex-
plicitly stated otherwise in this part or 
explicitly provided otherwise by Con-
gress, this part supersedes all other 
provisions of law and policy relating to 
appointment, number, classification, 
or compensation of employees that the 
Secretary deems are incompatible with 
the approach to talent management 
under this part. For compensation au-
thorized under this part, the Depart-
ment provides all such compensation 
under the authority in 6 U.S.C. 658, and 
also provides some types of such com-
pensation in accordance with relevant 
provisions of other laws, including pro-
visions in 5 U.S.C. and 5 CFR, to the ex-
tent compatible with the approach to 
talent management under this part. 

(c) Preservation of authority. Nothing 
in this part shall be deemed or con-
strued to limit the Secretary’s author-
ity in 6 U.S.C. 658. 

§ 158.103 Coverage. 

(a) Talent management. This part cov-
ers: 

(1) Establishing and administering 
CTMS; and 

(2) Establishing and managing the 
DHS–CS. 

(b) Individuals. This part applies to 
any individual: 

(1) Being recruited for employment 
under this part; 

(2) Applying for employment under 
this part; 

(3) Serving in a qualified position 
under this part; 

(4) Managing, or participating in the 
management of, any DHS–CS employee 
under this part, including as a super-
visor or any other employee of the De-
partment who has the authority to 
take, direct others to take, rec-
ommend, or approve any talent man-
agement action under this part; or 

(5) Serving on the Cybersecurity Tal-
ent Management Board described in 
§ 158.302. 

§ 158.104 Definitions. 

As used in this part: 

Additional compensation means the 
compensation described in § 158.603(c). 

Advisory appointment means an ap-
pointment to a qualified position under 
subpart J of this part. 

Annuitant has the same meaning as 
that term in 5 CFR 553.102. 

Anticipated mission impact means the 
influence the Department anticipates 
an individual will have on execution of 
the DHS cybersecurity mission based 
on the individual’s CTMS qualifications 
and application of those qualifications 
to successfully and proficiently per-
form DHS–CS cybersecurity work. 

Assignment means a description of a 
specific subset of DHS–CS cybersecurity 
work and a specific subset of CTMS 
qualifications necessary to perform that 
work, the combination of which is as-
sociable with a qualified position. 

Break in service means the time when 
an employee is no longer on the payroll 
of a Federal agency. 

Continuing appointment means an ap-
pointment for an indefinite time period 
to a qualified position. 

CTMS policy means the Department’s 
decisions implementing and 
operationalizing the regulations in this 
part, and includes directives, instruc-
tions, and operating guidance and pro-
cedures. 

CTMS qualifications means qualifica-
tions identified under § 158.402(c). 

Cybersecurity incident has the same 
meaning as the term ‘‘incident’’ in 6 
U.S.C. 659. 

Cybersecurity risk has the same mean-
ing as that term in 6 U.S.C. 659. 

Cybersecurity Talent Management 
Board or CTMB means the group of offi-
cials described in § 158.302. 

Cybersecurity Talent Management Sys-
tem or CTMS means the approach to 
talent management, which encom-
passes the definitions, processes, sys-
tems, and programs, established under 
this part. 

Cybersecurity talent market means the 
availability, in terms of supply and de-
mand, of talent relating to cybersecu-
rity and employment relating to cyber-
security, including at other Federal 
agencies such as the Department of De-
fense. 

Cybersecurity threat has the same 
meaning as that term in 6 U.S.C. 
1501(5). 

Cybersecurity work means activity in-
volving mental or physical effort, or 
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both, to achieve results relating to cy-
bersecurity. 

Department or DHS means the Depart-
ment of Homeland Security. 

DHS cybersecurity mission means the 
cybersecurity mission described in 
§ 158.201. As stated in that section, the 
DHS cybersecurity mission encom-
passes all responsibilities of the De-
partment relating to cybersecurity. 

DHS Cybersecurity Service or DHS–CS 
means the qualified positions des-
ignated and established under this part 
and the employees appointed to those 
positions under this part. 

DHS–CS advisory appointee means a 
DHS–CS employee serving in an advi-
sory appointment under this part. 

DHS–CS cybersecurity work means cy-
bersecurity work identified under 
§ 158.402(b). 

DHS–CS employee means an employee 
serving in a qualified position under 
this part. 

Employee has the same meaning as 
that term in 5 U.S.C. 2105. 

Excepted service has the same mean-
ing as that term in 5 U.S.C. 2103. 

Executive Schedule means the pay lev-
els described in 5 U.S.C. 5311. 

Former DHS–CS employee means an in-
dividual who previously served, but is 
not currently serving, in a qualified po-
sition. 

Functions has the same meaning as 
that term in 6 U.S.C. 101(9). 

Mission impact means a DHS–CS em-
ployee’s influence on execution of the 
DHS cybersecurity mission by applying 
the employee’s CTMS qualifications to 
successfully and proficiently perform 
DHS–CS cybersecurity work. 

Mission-related requirements means 
characteristics of an individual’s ex-
pertise or characteristics of cybersecu-
rity work, or both (including cyberse-
curity talent market-related informa-
tion), that are associated with success-
ful execution of the DHS cybersecurity 
mission, and that are determined by of-
ficials with appropriate decision-mak-
ing authority. 

Preference eligible has the same mean-
ing as that term in 5 U.S.C. 2108. 

Qualification means a quality of an 
individual that correlates with the suc-
cessful and proficient performance of 
cybersecurity work, such as capability, 
experience and training, and education 

and certification. A capability is a 
cluster of interrelated attributes that 
is measurable or observable or both. 
Interrelated attributes include knowl-
edge, skills, abilities, behaviors, and 
other characteristics. 

Qualified position means CTMS quali-
fications and DHS–CS cybersecurity work, 
the combination of which is associable 
with an employee. 

Renewable appointment means a time- 
limited appointment to a qualified po-
sition. 

Salary means an annual rate of pay 
under this part and is basic pay for 
purposes under 5 U.S.C. and 5 CFR. The 
salary for a DHS–CS employee is de-
scribed in § 158.603. 

Secretary means the Secretary of 
Homeland Security. 

Secretary or designee means the Sec-
retary or an official or group of officials 
authorized to act for the Secretary in 
the matter concerned. 

Strategic talent priorities means the 
priorities for CTMS and the DHS–CS 
set under § 158.304. 

Supervisor means an employee of the 
Department who has authority to hire, 
direct, assign, promote, reward, trans-
fer, furlough, layoff, recall, suspend, 
discipline, or remove employees, or to 
effectively recommend such actions. A 
supervisor for a DHS–CS employee may 
be a DHS–CS employee or may be an 
employee of the Department serving in 
a position outside the DHS–CS. 

Talent management means a system-
atic approach to linking employees to 
mission and organizational goals 
through intentional strategies and 
practices for hiring, compensating, and 
developing employees. 

Talent management action has the 
same meaning as the term personnel ac-
tion in 5 U.S.C. 2302(a)(2) for applicable 
actions, and the terms talent manage-
ment action and personnel action may be 
used interchangeably in this part. 

Veteran has the same meaning as 
that term in 5 U.S.C. 2108. 

Work level means a grouping of CTMS 
qualifications and DHS–CS cybersecurity 
work with sufficiently similar charac-
teristics to warrant similar treatment 
in talent management under this part. 

Work valuation means a methodology 
through which an organization defines 
and evaluates the value of work and 
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the value of individuals capable of per-

forming that work. 

Subpart B—DHS Cybersecurity 
Service 

§ 158.201 Cybersecurity mission. 

Cybersecurity is a matter of home-

land security and one of the core mis-

sions of the Department. Congress and 

the President charge the Department 

with responsibilities relating to cyber-

security and grant the Secretary and 

other officials authorities to carry out 

those cybersecurity responsibilities. 

The Department’s cybersecurity mis-

sion is dynamic to keep pace with the 

evolving cybersecurity risks and cyber-

security threats facing the Nation and 

to adapt to any changes in the Depart-

ment’s cybersecurity responsibilities. 

The DHS cybersecurity mission encom-

passes all responsibilities of the De-

partment relating to cybersecurity. 

§ 158.202 Cybersecurity Service (DHS– 
CS). 

The Secretary or designee establishes 

and manages the DHS–CS to enhance 

the cybersecurity of the Nation 

through the most effective execution of 

the DHS cybersecurity mission. 

§ 158.203 Positions in the DHS–CS. 

(a) Qualified positions. The Secretary 

or designee designates and establishes 

qualified positions in the excepted 

service as the Secretary or designee de-

termines necessary for the most effec-

tive execution of the DHS cybersecu-

rity mission. 

(b) Designating qualified positions. The 

Secretary or designee designates quali-

fied positions under the deployment 

program, described in § 158.701, as part 

of determining when the Department 

uses CTMS to recruit and retain indi-

viduals possessing CTMS qualifica-

tions. 

(c) Establishing qualified positions. The 

Secretary or designee establishes a 

qualified position under the talent ac-

quisition system, described in § 158.501 

of this part, by the appointment of an 

individual to a qualified position pre-

viously designated. 

§ 158.204 Employees in the DHS–CS. 

(a) DHS–CS employees. DHS–CS em-

ployees serve in the excepted service, 

and the Department hires, com-

pensates, and develops DHS–CS em-

ployees using CTMS. 

(b) Mission execution and assignments. 

DHS–CS employees execute the DHS 

cybersecurity mission by applying 

their CTMS qualifications to perform 

the DHS–CS cybersecurity work of 

their assignments. 

(c) Mission impact and recognition. Ap-

plication of a DHS–CS employee’s 

CTMS qualifications to successfully 

and proficiently perform DHS–CS cy-

bersecurity work results in mission im-

pact attributable to that employee. 

The Department reviews a DHS–CS em-

ployee’s mission impact as described in 

§ 158.805, which may result in recogni-

tion as described in § 158.630. 

(d) Compensation. In alignment with 

the compensation strategy described in 

§ 158.601, the Department provides com-

pensation to a DHS–CS employee as de-

scribed in § 158.603. 

(e) Recruitment and development. The 

Department strategically and 

proactively recruits individuals as de-

scribed in § 158.510 and develops DHS– 

CS employees under the career devel-

opment program, described in § 158.803, 

that emphasizes continual learning. 

(f) Core values. The Department uses 

the core values, described in § 158.305, 

to manage the DHS–CS. 

§ 158.205 Assignments in the DHS–CS. 

(a) Assignments generally. Each DHS– 

CS employee has one or more assign-

ments during the employee’s service in 

the DHS–CS. The Department des-

ignates and staffs assignments under 

the deployment program, described in 

§ 158.701. 

(b) Initial and subsequent assignments. 

The Department matches an individual 

appointed to a qualified position with 

an initial assignment as described in 

§ 158.703(c). The Department may match 

DHS–CS employees with one or more 

subsequent assignments as described in 

§ 158.703(d). 
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Subpart C—Leadership 

§ 158.301 Administering CTMS and 
Managing the DHS–CS. 

(a) The Secretary or designee is re-
sponsible for administering CTMS and 
managing the DHS–CS, including es-
tablishing and maintaining CTMS pol-
icy. 

(b) The Cybersecurity Talent Man-
agement Board (CTMB) is responsible 
for assisting the Secretary or designee 
in administering CTMS and managing 
the DHS–CS. 

(c) The Secretary or designee, with 
assistance from the CTMB, administers 
CTMS and manages the DHS–CS based 
on: 

(1) Talent management principles de-
scribed in § 158.303; 

(2) Strategic talent priorities de-
scribed in § 158.304; and 

(3) DHS–CS core values described in 
§ 158.305. 

§ 158.302 Cybersecurity Talent Man-
agement Board (CTMB). 

(a) Purpose. As part of assisting the 
Secretary or designee in administering 
CTMS and managing the DHS–CS, the 
CTMB periodically evaluates whether 
CTMS is recruiting and retaining indi-
viduals with the qualifications nec-
essary to execute the DHS cybersecu-
rity mission. 

(b) Composition. The CTMB com-
prises: 

(1) Officials representing DHS organi-
zations involved in executing the DHS 
cybersecurity mission; and 

(2) Officials responsible for devel-
oping and administering talent man-
agement policy within the Department. 

(c) Membership. The Secretary or des-
ignee: 

(1) Appoints officials to serve as 
members of the CTMB; 

(2) Designates the Co-Chairs of the 
CTMB; and 

(3) Ensures CTMB membership ful-
fills the membership requirements in 
this section and includes appropriate 
representation, as determined by the 
Secretary or designee, from across the 
Department. 

(d) Operation. The Secretary or des-
ignee establishes the CTMB and min-
imum requirements for CTMB oper-
ation. 

(e) External Assistance. The CTMB 
may periodically designate an inde-
pendent evaluator to conduct an eval-
uation of CTMS. 

§ 158.303 Talent management prin-
ciples. 

(a) Merit system principles. CTMS is 
designed and the Secretary or designee, 
with assistance from the CTMB, ad-
ministers CTMS based on the prin-
ciples of merit and fairness embodied 
in the merit system principles in 5 
U.S.C. 2301(b). 

(b) Prohibited personnel practices. Any 
employee of the Department who has 
the authority to take, direct others to 
take, recommend, or approve any tal-
ent management action under this part 
must comply with 5 U.S.C. 2302(b) re-
garding talent management actions 
under this part. 

(c) Equal employment opportunity prin-
ciples. CTMS is designed and the Sec-
retary or designee, with assistance 
from the CTMB, administers CTMS and 
manages the DHS–CS in accordance 
with applicable anti-discrimination 
laws and policies. Thus, talent manage-
ment actions under this part that ma-
terially affect a term or condition of 
employment must be free from dis-
crimination. 

§ 158.304 Strategic talent priorities. 

The Secretary or designee, with as-
sistance from the CTMB, administers 
CTMS and manages the DHS–CS based 
on strategic talent priorities, which 
the Secretary or designee sets on an 
ongoing basis using: 

(a) Information from strategic talent 
planning described in § 158.401(c); 

(b) The Department’s financial and 
resources planning functions, including 
the functions described in 6 U.S.C. 
342(b); 

(c) The Department’s comprehensive 
strategic planning, including the plan 
described in 5 U.S.C. 306; and 

(d) Departmental priorities. 

§ 158.305 DHS–CS core values. 

The Secretary or designee, with as-
sistance from the CTMB, manages the 
DHS–CS based on the following core 
values: 
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(a) Expertise, including enhancing in-

dividual and collective expertise re-

garding cybersecurity through con-

tinual learning; 

(b) Innovation, including pursuing 

new ideas and methods regarding cy-

bersecurity work and cybersecurity 

generally; and 

(c) Adaptability, including antici-

pating and adjusting to emergent and 

future cybersecurity risks and cyberse-

curity threats. 

Subpart D—Strategic Talent 
Planning 

§ 158.401 Strategic talent planning 
process. 

(a) Purpose. On an ongoing basis, the 

Secretary or designee engages in a 

strategic talent planning process to en-

sure CTMS adapts to changes in cyber-

security work, the cybersecurity talent 

market, and the DHS cybersecurity 

mission. 

(b) Process. The Secretary or designee 

establishes and administers a strategic 

talent planning process that comprises: 

(1) Identifying DHS–CS cybersecurity 

work and CTMS qualifications based on 

the DHS cybersecurity mission as de-

scribed in § 158.402; 

(2) Analyzing the cybersecurity tal-

ent market as described in § 158.403; 

(3) Describing and valuing DHS–CS 

cybersecurity work under the work 

valuation system described in § 158.404; 

and 

(4) Ensuring CTMS administration 

and DHS–CS management is contin-

ually informed by current, relevant in-

formation as described in paragraph (c) 

of this section. 

(c) Informing CTMS administration and 

DHS–CS management. The Secretary or 

designee aggregates information gen-

erated in the processes described in 

paragraphs (b)(1) through (3) of this 

section and information from admin-

istering CTMS, and uses that aggre-

gated information to inform all other 

CTMS processes, systems, and pro-

grams under this part. 

§ 158.402 DHS–CS cybersecurity work 
and CTMS qualifications identifica-
tion. 

On an ongoing basis, the Secretary or 
designee analyzes the DHS cybersecu-
rity mission to identify: 

(a) The functions that execute the 
DHS cybersecurity mission; 

(b) The cybersecurity work required 
to perform, manage, or supervise those 
functions; and 

(c) The set of qualifications, identi-
fied in accordance with applicable legal 
and professional guidelines, necessary 
to perform that work. 

§ 158.403 Talent market analysis. 

On an ongoing basis, the Secretary or 
designee conducts an analysis of the 
cybersecurity talent market, using 
generally recognized compensation 
principles and practices to: 

(a) Identify and monitor trends in 
both employment for and availability 
of talent related to cybersecurity, in-
cluding variations in the cost of talent 
in local cybersecurity talent markets, 
defined in § 158.612(b)(1), or variations 
in the cost of living in those markets, 
or both; and 

(b) Identify leading strategies for re-
cruiting and retaining talent related to 
cybersecurity. 

§ 158.404 Work valuation system. 

(a) The Secretary or designee estab-
lishes and administers a person-focused 
work valuation system to facilitate 
systematic management of the DHS– 
CS and to address internal equity 
among DHS–CS employees. The work 
valuation system is designed to reflect 
that: 

(1) The DHS cybersecurity mission is 
dynamic; 

(2) Cybersecurity work is constantly 
evolving; and 

(3) Individuals, through application 
of their qualifications, significantly in-
fluence how cybersecurity work is per-
formed. 

(b) The work valuation system is 
based on: 

(1) CTMS qualifications; and 
(2) DHS–CS cybersecurity work. 
(c) The Department uses the work 

valuation system to establish work and 
career structures, such as work levels, 
titles, ranks, and specializations, and 
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the Department uses these work and 
career structures for purposes of talent 
management under this part, such as: 

(1) Describing and categorizing DHS– 
CS employees, qualified positions, and 
assignments; 

(2) Assessing and selecting individ-
uals for appointment to qualified posi-
tions; and 

(3) Compensating DHS–CS employees 
under this part, including establishing 
and administering one or more salary 
structures, described in § 158.611. 

(d) The Department may also use the 
work and career structures described in 
paragraph (c) of this section for budget 
and fiscal purposes related to admin-
istering CTMS and managing the DHS– 
CS. 

§ 158.405 Exemption from General 
Schedule position classification. 

The provisions of 5 U.S.C. Chapter 51 
regarding classification and 5 CFR part 
511 regarding classification under the 
General Schedule, among other similar 
laws, do not apply under CTMS, to the 
DHS–CS, or to talent management in-
volving the individuals described in 
§ 158.103. 

Subpart E—Acquiring Talent 

TALENT ACQUISITION SYSTEM 

§ 158.501 Talent acquisition system. 

(a) The Secretary or designee estab-
lishes and administers a talent acquisi-
tion system, in accordance with appli-
cable legal and professional guidelines 
governing the assessment and selection 
of individuals, to identify and hire in-
dividuals possessing CTMS qualifica-
tions. 

(b) The talent acquisition system 
comprises the strategies, programs, 
and processes described in this subpart 
and in CTMS policy for proactively and 
strategically recruiting individuals, as-
sessing qualifications of individuals, 
and considering and selecting individ-
uals for employment in the DHS–CS 
and appointment to qualified positions. 

§ 158.502 Exemption from other laws 
regarding appointment. 

The provisions of the following laws, 
among other similar laws, do not apply 
under CTMS, to the DHS–CS, or to tal-

ent management involving the individ-
uals described in § 158.103: 

(a) The following provisions of 5 
U.S.C.: 

(1) Section 3320 regarding selection 
and appointment in the excepted serv-
ice; and 

(2) Chapter 51 regarding classifica-
tion; and 

(b) The following provisions of 5 CFR: 

(1) Part 211 regarding veteran pref-
erence; 

(2) Part 302 regarding employment in 
the excepted service (except § 302.203 re-
garding disqualifying factors); 

(3) Part 352 regarding reemployment 
rights (except subpart C regarding de-
tail and transfer of Federal employees 
to international organizations); and 

(4) Part 511 regarding classification 
under the General Schedule. 

SOURCING AND RECRUITING 

§ 158.510 Strategic recruitment. 

(a) On an ongoing basis, the Depart-
ment develops and implements strate-
gies for publicly communicating about 
the DHS cybersecurity mission and the 
DHS–CS and for proactively recruiting 
individuals likely to possess CTMS 
qualifications. 

(b) The Department develops and im-
plements strategies described in para-
graph (a) of this section based on: 

(1) CTMS qualifications and DHS–CS 
cybersecurity work; and 

(2) Strategic talent priorities. 

(c) In developing and implementing 
strategies described in paragraph (a) of 
this section, the Department may col-
laborate with: 

(1) Other Federal agencies including 
the Department of Defense, the Office 
of Personnel Management, and the De-
partment of Veterans Affairs; 

(2) Institutions of higher education, 
as defined in 20 U.S.C. 1001, including 
historically Black colleges or univer-
sities, as described in 20 U.S.C. 1061(2), 
and other minority-serving institu-
tions, as described in 20 U.S.C. 1067q(a); 

(3) National organizations, including 
veterans service organizations recog-
nized by the Department of Veterans 
Affairs, and professional associations 
chartered by Congress under 36 U.S.C. 
Part B; and 
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(4) Other similar organizations and 
groups. 

(d) The Department considers the 
availability of preference eligibles and 
veterans for appointment under this 
part, and develops and implements spe-
cific strategies to proactively recruit 
such individuals. 

§ 158.511 Outreach and sourcing. 

(a) The Department uses a variety of 
sources, including publicly available 
information, to identify individuals or 
groups of individuals for recruitment 
under this subpart. 

(b) CTMS policy implementing this 
subpart addresses: 

(1) Communication of opportunities 
for employment in the DHS–CS; 

(2) Communication of the application 
processes to individuals being recruited 
under this part or applying for employ-
ment under this part; and 

(3) Acceptance and treatment of ap-
plications for employment in the DHS– 
CS, including minimum application re-
quirements established under this part. 

§ 158.512 Interview expenses. 

(a) An individual being considered for 
employment in the DHS–CS may re-
ceive payment or reimbursement for 
travel to and from preemployment 
interviews, which may include partici-
pating in the assessment program de-
scribed in § 158.520. 

(b) The Department pays or reim-
burses interview expenses, described in 
paragraph (a) of this section, in accord-
ance with 5 U.S.C. 5706b and the Fed-
eral Travel Regulations at 41 CFR 
chapters 301 through 304. 

ASSESSMENT AND HIRING 

§ 158.520 Assessment. 

(a) The Department determines indi-
viduals’ CTMS qualifications under the 
assessment program described in this 
section. To be considered for employ-
ment in the DHS–CS, an individual 
must participate in the assessment 
program and meet applicable rating or 
scoring thresholds in each assessment 
process in which that individual par-
ticipates. 

(b) The Department establishes and 
administers an assessment program, 
with one or more assessment processes, 

based on CTMS qualifications. The as-
sessment program is designed to effi-
ciently and accurately determine indi-
viduals’ CTMS qualifications. 

(c) Each assessment process com-
pares the qualifications of an indi-
vidual to CTMS qualifications. The De-
partment develops and administers 
each assessment process in accordance 
with applicable legal and professional 
guidelines governing the assessment 
and selection of individuals. 

(d) An assessment process may use 
standardized instruments and proce-
dures to measure qualifications. An as-
sessment process may also use dem-
onstrations of qualifications deter-
mined appropriate by the Secretary or 
designee, such as rewards earned from 
the cybersecurity competition de-
scribed in Executive Order 13870, pub-
lished, peer-reviewed cybersecurity re-
search, or a cybersecurity invention or 
discovery granted a patent under 35 
U.S.C. Part II. 

(e) The Department makes available 
information to assist individuals in un-
derstanding the purpose of, and pre-
paring for participation in, an assess-
ment process. 

(f) To maintain the objectivity and 
integrity of the assessment program, 
the Department maintains control over 
the security and release of materials 
relating to the assessment program, in-
cluding assessment plans, validation 
studies, and other content. Except as 
otherwise required by law, the Depart-
ment does not release the following: 

(1) Sensitive materials relating to 
the design and administration of the 
assessment program; 

(2) Names or lists of individuals ap-
plying for employment in the DHS–CS; 
and 

(3) Results or relative ratings of indi-
viduals who participated in the assess-
ment program. 

§ 158.521 Employment eligibility re-
quirements and employment-re-
lated criteria. 

(a) Employment eligibility requirements. 
To be eligible for employment in the 
DHS–CS, an individual must: 

(1) Meet U.S. citizenship require-
ments as described in governing Appro-
priation Acts; and 
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(2) Comply with Selective Service 
System requirements described in 5 
U.S.C. 3328. 

(b) Employment-related criteria. The 
Department determines criteria re-
lated to employment in the DHS–CS, 
reviews individuals applying for em-
ployment in the DHS–CS using such 
criteria, and, as part of an offer of ap-
pointment to a qualified position, pro-
vides written notice of specific, appli-
cable employment-related criteria nec-
essary to obtain and maintain, employ-
ment in the DHS–CS. Employment-re-
lated criteria include: 

(1) Fitness standards and similar fac-
tors described in Executive orders, 5 
CFR 302.203, and policies of the Depart-
ment; 

(2) Personnel security requirements 
related to fitness standards and similar 
factors described in paragraph (b)(1) of 
this section; 

(3) Geographic mobility require-
ments; and 

(4) Other criteria related to any as-
pect of appointment or employment, 
including selection, appointments, 
qualified positions, or assignments, or 
some or all of the foregoing. 

(c) Accepting and maintaining employ-
ment-related criteria. To be appointed to 
a qualified position, an individual must 
accept and satisfy the specific, applica-
ble employment-related criteria associ-
ated with the individual’s offer of ap-
pointment concurrent with the individ-
ual’s acceptance of the offer of appoint-
ment. An individual’s acceptance of an 
appointment to a qualified position 
constitutes acceptance of applicable 
employment-related criteria for that 
qualified position and the individual’s 
agreement to satisfy and maintain 
those criteria. 

(d) Changes to employment-related cri-
teria. Employment-related criteria may 
change, and DHS–CS employees may be 
required to accept and satisfy such 
changes to maintain employment in 
the DHS–CS. 

(e) Disqualification. The Department 
may disqualify an individual from con-
sideration for employment in the DHS– 
CS or from appointment to a qualified 
position for: Providing false informa-
tion to the Department, engaging in 
dishonest conduct with the Depart-
ment, unauthorized disclosure of as-

sessment materials for purposes of giv-
ing any applicant an advantage in the 
assessment process, or other actions 
related to an individual’s character or 
conduct that may negatively impact 
the integrity or efficiency of the DHS– 
CS. 

§ 158.522 Selection and appointment. 

(a) The Department selects an indi-
vidual for employment in the DHS–CS 
based on the individual’s CTMS quali-
fications, as determined under the as-
sessment program described in § 158.520. 

(b) Prior to finalizing the selection of 
an individual for employment in the 
DHS–CS, the Department considers the 
availability of preference eligibles for 
appointment under this part, including 
those recruited based on specific strat-
egies described in § 158.510(d), who have 
participated in the assessment program 
and met applicable rating or scoring 
thresholds, as described in § 158.520(a). 
When a selection is imminent and 
there are both preference eligibles and 
non-preference eligibles undergoing 
final consideration, the Department re-
gards status as a preference eligible as 
a positive factor in accordance with 
CTMS policy. 

(c) The Department appoints an indi-
vidual to a qualified position under the 
authority in 6 U.S.C. 658 and this part, 
and all such appointments are in the 
excepted service and are one of the fol-
lowing types of appointment: 

(1) A renewable appointment under 
§ 158.523(a); 

(2) A continuing appointment under 
§ 158.523(b); or 

(3) An advisory appointment under 
§ 158.523(c). 

(d) As part of selecting an individual 
for employment in the DHS–CS and ap-
pointing an individual to a qualified 
position under this part, the Depart-
ment: 

(1) Determines applicable work and 
career structures, including the indi-
vidual’s initial work level, using the 
work valuation system described in 
§ 158.404; 

(2) Sets the individual’s initial salary 
using the salary system as described in 
§ 158.620; and 

(3) Matches the individual with an 
initial assignment as described in 
§ 158.703(c). 
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(e) No qualified position may be es-
tablished through the non-competitive 
conversion of a current Federal em-
ployee from an appointment made out-
side the authority of this part to an ap-
pointment made under this part. 

(f) An individual who accepts an ap-
pointment to a qualified position under 
this part voluntarily accepts an ap-
pointment in the excepted service. 

(g) A DHS–CS employee serves in the 
same qualified position throughout a 
single continuing appointment under 
this part and throughout multiple, con-
secutive renewable or continuing ap-
pointments under this part, regardless 
of any changes in the employee’s as-
signments, including primary DHS or-
ganization, or changes in the employ-
ee’s official worksite. 

§ 158.523 Appointment types and cir-
cumstances. 

(a) Renewable appointment. Appoint-
ment of an individual to a renewable 
appointment is for up to three years. 
The Department may renew a renew-
able appointment for any time period 
of up to three years, subject to any 
limitation in CTMS policy regarding 
the number of renewals. Subject to any 
additional limitation in CTMS policy, 
the Department may change an unex-
pired renewable appointment to a con-
tinuing appointment for a DHS–CS em-
ployee receiving a salary in the stand-
ard range described in § 158.613(b). The 
following types of renewable appoint-
ments include special conditions: 

(1) Reemployed annuitant. Under this 
part, the Department may appoint an 
annuitant to a qualified position and 
must appoint the annuitant to a renew-
able appointment. An annuitant ap-
pointed to a qualified position serves at 
the will of the Secretary. 

(2) Uncompensated service. Under this 
part, the Department may appoint to a 
qualified position an individual to pro-
vide uncompensated service, any such 
service is gratuitous service, and the 
Department must appoint such an indi-
vidual to a renewable appointment. 
The gratuitous nature of service must 
be a condition of employment of such 
an appointment. The Secretary or des-
ignee must approve the appointment of 
each individual providing uncompen-
sated service by name, and such indi-

vidual if not providing gratuitous serv-
ice would otherwise be eligible to re-
ceive a salary under this part at or 
above the amount described in 
§ 158.614(a)(2). An individual providing 
uncompensated service serves at the 
will of the Secretary. An individual for 
appointment to a qualified position to 
provide uncompensated service need 
not be assessed under this part, and the 
documentation associated with that in-
dividual’s qualified position need not 
include all the information listed in 
§ 158.706(c). 

(b) Continuing appointment. Appoint-
ment of an individual to a continuing 
appointment is for an indefinite time 
period. 

(c) Advisory appointment. Appoint-
ment of an individual, including a 
former DHS–CS employee, to an advi-
sory appointment is governed by sub-
part J of this part. 

(d) Former DHS–CS employee. Appoint-
ment under this part of a former DHS– 
CS employee is governed by § 158.525. 

(e) Restoration to duty from uniformed 
service or compensable injury. In accord-
ance with 5 CFR part 353, the Depart-
ment restores to duty a DHS–CS em-
ployee who is a covered person de-
scribed in 5 CFR 353.103. 

(f) Current and former political ap-
pointees. Appointment under this part 
of a current political appointee and a 
former political appointee, both as de-
fined by OPM, may be subject to addi-
tional requirements outside of this 
part, including coordination with OPM. 

§ 158.524 Initial service period. 

(a) All individuals appointed under 
this part serve an initial service period 
that constitutes a probationary period 
of three years beginning on the date of 
appointment. 

(b) Except as stated in paragraph (c) 
of this section, service in the DHS–CS 
counts toward completion of a current 
initial service period under paragraph 
(a) of this section. No other service in 
an appointment made outside the au-
thority of this part may count toward 
completion of an initial service period 
under paragraph (a) of this section. 

(c) Service as a DHS–CS advisory ap-
pointee, as a reemployed annuitant de-
scribed in § 158.523(a)(1), or providing 
uncompensated service described in 
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§ 158.523(a)(2) does not count towards 
completion of an initial service period 
in a subsequent appointment to a 
qualified position. 

(d) CTMS policy implementing this 
section addresses computation of each 
DHS–CS employee’s initial service pe-
riod, including accounting for working 
schedules other than full-time sched-
ules described in § 158.705 and for peri-
ods of absence while in pay and nonpay 
statuses. 

§ 158.525 Hiring of former DHS–CS em-
ployees. 

(a) Rejoining the DHS–CS. To facili-
tate future service in the DHS–CS by 
former DHS–CS employees, the Depart-
ment aims to: 

(1) Maintain communication with 
former DHS–CS employees to under-
stand their interest in future service in 
the DHS–CS; 

(2) Provide opportunities for former 
DHS–CS employees to be considered for 
appointment again to qualified posi-
tions; and 

(3) Acknowledge former DHS–CS em-
ployees’ enhancements to qualifica-
tions while outside the DHS–CS. 

(b) Rehiring. Except as provided in 
paragraphs (c) through (e) of this sec-
tion, to be appointed again to a quali-
fied position a former DHS–CS em-
ployee must: 

(1) Participate again in the assess-
ment program described in § 158.520 for 
the Department to determine the 
former DHS–CS employee’s current 
CTMS qualifications; and 

(2) Meet employment eligibility and 
accept and satisfy applicable employ-
ment-related criteria as described in 
§ 158.521. 

(c) Reassessment. A former DHS–CS 
employee whose most recent appoint-
ment to a qualified position was a re-
newable appointment or a continuing 
appointment must participate again in 
the assessment program described in 
§ 158.520 unless the Department deter-
mines otherwise based on factors rel-
evant to the former DHS–CS employee, 
such as: 

(1) Time elapsed since the former 
DHS–CS employee’s most recent ap-
pointment to a qualified position under 
this part; 

(2) Similarity of cybersecurity work 
performed by the former DHS–CS em-
ployee since that individual’s most re-
cent appointment to a qualified posi-
tion under this part; or 

(3) Similarity of the former DHS–CS 
employee’s CTMS qualifications during 
the former employee’s most recent ap-
pointment under this part to the CTMS 
qualifications of a newly identified as-
signment under the deployment pro-
gram in § 158.701. 

(d) Former advisory and political ap-
pointees. Appointment under this part 
of a former DHS–CS employee who pre-
viously served in an advisory appoint-
ment or other political appointment 
may be subject to additional require-
ments, including coordination with the 
Office of Personnel Management. 

(e) Prospective advisory appointees. Ap-
pointment of any former DHS–CS em-
ployee to an advisory appointment is 
governed by subpart J of this part. 

Subpart F—Compensating Talent 

COMPENSATION SYSTEM 

§ 158.601 Compensation strategy. 

To ensure the DHS–CS fulfills its 
purpose, as stated in § 158.202, the Sec-
retary or designee aims to establish 
and administer a compensation system, 
described in § 158.602, that: 

(a) Ensures the compensation for 
DHS–CS employees is sufficiently com-
petitive to recruit and retain individ-
uals possessing CTMS qualifications; 

(b) Values, encourages, and recog-
nizes, in alignment with the DHS–CS 
core values described in § 158.305: 

(1) Exceptional CTMS qualifications 
and mission impact, 

(2) Excellence and innovation in the 
performance of DHS–CS cybersecurity 
work, and 

(3) Continual learning to adapt to 
evolving cybersecurity risks and cyber-
security threats; and 

(c) Acknowledges the unpredictable 
nature of cybersecurity work and the 
expectation that DHS–CS employees 
occasionally work unusual hours and 
extended hours, as needed, to execute 
the DHS cybersecurity mission, espe-
cially in response to exigent cir-
cumstances and emergencies, including 
cybersecurity incidents; and 
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(d) Reflects an understanding of the 
cybersecurity talent market, includ-
ing: 

(1) Leading compensation practices 
and trends, 

(2) Current cybersecurity work expec-
tations and arrangements, and 

(3) An understanding of the concepts 
of total compensation and total re-
wards. 

§ 158.602 Compensation system. 

(a) The Secretary or designee estab-
lishes and administers a compensation 
system based on: 

(1) The compensation strategy in 
§ 158.601; 

(2) Information from strategic talent 
planning described in § 158.401(c); 

(3) Generally recognized compensa-
tion principles and practices; and 

(4) Strategic talent priorities. 
(b) The compensation system com-

prises: 
(1) The salary system described in 

§ 158.610; and 
(2) Additional compensation de-

scribed in § 158.603. 

§ 158.603 Employee compensation. 

(a) Compensation. As compensation 
for service in the DHS–CS, a DHS–CS 
employee receives a salary as described 
in paragraph (b) of this section. A 
DHS–CS employee may also receive ad-
ditional compensation as described in 
paragraph (c) of this section. 

(b) Salary. Except as provided in 
paragraphs (b)(1) and (2) of this section, 
a DHS–CS employee receives a salary 
under the salary system described in 
§ 158.610. The Department sets a DHS– 
CS employee’s salary as described in 
§ 158.620, and salary may include a local 
cybersecurity talent market supple-
ment described in § 158.612. The Depart-
ment adjusts a DHS–CS employee’s sal-
ary as described in § 158.621. 

(1) Uncompensated service. A DHS–CS 
employee providing uncompensated 
service described in § 158.523(a)(2) does 
not receive a salary under this part. 

(2) Advisory appointees. A DHS–CS ad-
visory appointee receives a salary as 
described under subpart J of this part. 

(c) Additional compensation. In align-
ment with the compensation strategy 
in § 158.601 and subject to the require-
ments of this subpart F, the Depart-

ment may provide the additional com-
pensation described in paragraph (c)(1) 
of this section to DHS–CS employees, 
unless a DHS–CS employee is providing 
uncompensated service under 
§ 158.523(a)(2). 

(1) Types. Additional compensation 
under CTMS is: 

(i) Recognition under §§ 158.632 
through 158.634; 

(ii) Other special payments under 
§§ 158.640 through 158.643; and 

(iii) Other types of compensation, in-
cluding leave and benefits, authorized 
under §§ 158.650 through 158.654 and pro-
vided in accordance with relevant pro-
visions of other laws. 

(2) Combining types. A DHS–CS em-
ployee, except such an employee pro-
viding uncompensated service and a 
DHS–CS advisory appointee, may re-
ceive any type of additional compensa-
tion described in paragraph (c)(1) of 
this section in combination with any 
other such type subject to the require-
ments of this subpart F, and subject to 
the limit described in paragraph (c)(3) 
of this section. 

(3) Limit. Additional compensation 
described in paragraph (c)(1) of this 
section is subject to, and may be lim-
ited by, the aggregate compensation 
limit described in § 158.604. 

(4) Advisory appointees. A DHS–CS ad-
visory appointee may receive addi-
tional compensation as described in 
subpart J of this part. 

(5) Department discretion. Any pay-
ment or nonpayment of additional 
compensation under this part, or the 
amount of any such compensation, is 
under the Department’s discretion, and 
may be reviewable only as provided for 
under subpart I of this part. 

§ 158.604 Aggregate compensation 
limit. 

(a) Limiting aggregate compensation. A 
DHS–CS employee may not receive ad-
ditional compensation listed in in 
paragraphs (b)(1)(i) through (iv) of this 
section if such receipt would cause a 
DHS–CS employee’s aggregate com-
pensation for a calendar year to exceed 
the aggregate compensation limit ap-
plicable to that employee. A DHS–CS 
employee’s applicable aggregate com-
pensation limit is the limit amount as-
signed to the subrange of a salary 
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structure, described in § 158.611, that 
contains the employee’s salary. The 
Department assigns an aggregate com-
pensation limit to each subrange in a 
salary structure by assigning the 
amounts referenced in 5 U.S.C. 
5307(d)(1) in ascending order to the sub-
ranges, such that each subrange has an 
aggregate compensation limit that is 
greater than or equal to the salary 
maximum of that subrange. 

(b) Aggregate compensation. For pur-
poses of this part— 

(1) A DHS–CS employee’s aggregate 
compensation means the total of the 
employee’s salary, including any local 
cybersecurity talent market supple-
ment, and the following types of addi-
tional compensation the employee re-
ceives under this part: 

(i) Recognition payments; 
(ii) Payments for special working 

conditions; 
(iii) Payments for quarters allow-

ances, overseas differentials and allow-
ances, and remote worksite allowances, 
foreign currency allowances, and hos-
tile fire pay; and 

(iv) Other similar payments de-
scribed in CTMS policy as being au-
thorized under this part and provided 
in accordance with other relevant pro-
visions of law. 

(2) The following types of compensa-
tion a DHS–CS employee receives 
under this part are excluded from the 
employee’s aggregate compensation: 

(i) Payments or reimbursements for 
professional development and training; 

(ii) CTMS student loan repayments; 
(iii) CTMS allowances in nonforeign 

areas; 
(iv) Back pay because of an unjusti-

fied or unwarranted talent manage-
ment action; 

(v) Severance pay; 
(vi) Lump-sum payments for accumu-

lated and accrued annual leave; 
(vii) Voluntary separation incentive 

payments; 
(viii) Payments for reservist differen-

tials; and 
(ix) Monetary value of any honorary 

recognition, leave, or other benefits. 
(c) Forfeiture of compensation exceed-

ing limit amount. Except under correc-
tive action described in paragraph (d) 
of this section, a DHS–CS employee 
may not receive any portion of a pay-

ment for the additional compensation 
listed in paragraphs (b)(1)(i) through 
(iv) of this section that would cause 
the employee’s aggregate compensa-
tion in any calendar year to exceed the 
applicable limit amount for that em-
ployee described in paragraph (a) of 
this section and the DHS–CS employee 
forfeits any such portion of a payment. 

(d) Corrective actions. The Department 
may make a corrective action if the 
Department underestimated or over-
estimated a DHS–CS employee’s aggre-
gate compensation in a calendar year, 
including if an applicable aggregate 
compensation limit amount changed, 
resulting in the employee receiving ag-
gregate compensation in excess of the 
applicable limit amount for a DHS–CS 
employee or the Department limiting 
or prohibiting an employee’s aggregate 
compensation incorrectly. Corrective 
actions may include the Secretary or 
designee waiving a debt to the Federal 
Government for a DHS–CS employee 
under 5 U.S.C. 5584, if warranted, or 
making appropriate corrective pay-
ments to a DHS–CS employee. 

§ 158.605 Exemption from other laws 
regarding compensation. 

The provisions of the following laws, 
among other similar laws, do not apply 
under CTMS, to the DHS–CS, or to tal-
ent management involving the individ-
uals described in § 158.103: 

(a) The following provisions of 5 
U.S.C.: 

(1) Chapter 51 regarding classifica-
tion, 

(2) Chapter 53 regarding pay rates 
and systems (except section 5379 re-
garding student loan repayments), 

(3) Chapter 55, Subchapter V regard-
ing premium pay (except section 5550a 
regarding compensatory time off for 
religious observances), 

(4) Chapter 61 regarding work sched-
ules (except sections 6103–6104 regard-
ing holidays), 

(5) Section 4502 regarding cash 
awards and time-off awards, 

(6) Section 4503 regarding agency 
awards (except regarding honorary rec-
ognition), 

(7) Section 4505a regarding perform-
ance-based cash awards, 

(8) Sections 4507 and 4507a regarding 
presidential rank awards, 
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(9) Section 5307 regarding limitation 
on certain payments, 

(10) Section 5384 regarding perform-
ance awards for the Senior Executive 
Service, 

(11) Section 5753 regarding recruit-
ment and relocation bonuses, 

(12) Section 5754 regarding retention 
bonuses, 

(13) Section 5755 regarding super-
visory differentials, and 

(14) Section 5757 regarding extended 
assignment incentives; 

(b) The provisions of 29 U.S.C. 206 and 
207 regarding minimum wage payments 
and overtime pay under the Fair Labor 
Standards Act of 1938, as amended; and 

(c) The following provisions of 5 CFR: 

(1) Part 451 regarding awards (except 
regarding honorary recognition); 

(2) Part 511 regarding classification 
under the General Schedule; 

(3) Part 530 regarding pay rates and 
systems; 

(4) Part 531 regarding pay under the 
General Schedule; 

(5) Part 534 regarding pay under other 
systems; 

(6) Part 536 regarding grade and pay 
retention; 

(7) Part 550, subparts A regarding pre-
mium pay, I regarding pay for duty in-
volving physical hardship or hazard, M 
regarding firefighter pay, N regarding 
compensatory time off for travel, and P 
regarding overtime pay for border pa-
trol agents; 

(8) Part 551 regarding pay adminis-
tration under the Fair Labor Standards 
Act; 

(9) Part 575 regarding recruitment, 
relocation, and retention incentives, 
supervisory differentials; and extended 
assignment incentives; and 

(10) Part 610 regarding hours of duty 
(except subpart B regarding holidays). 

SALARIES 

§ 158.610 Salary system. 

(a) Under the compensation system, 
described in § 158.602 of this part, the 
Department establishes and admin-
isters a salary system with the goals of 
maintaining: 

(1) Sufficiently competitive salaries 
for DHS–CS employees as stated in 
§ 158.601(a); and 

(2) Equitable salaries among DHS–CS 

employees. 

(b) The salary system comprises: 

(1) At least one salary structure, de-

scribed in § 158.611 of this part, bounded 

by the salary range described in 

§ 158.613 and incorporating the salary 

limitations described in § 158.614; 

(2) The process for providing a local 

cybersecurity talent market supple-

ment described in § 158.612; and 

(3) The salary administration frame-

work described in §§ 158.620 through 

158.622. 

§ 158.611 Salary structure. 

(a) Under the salary system, de-

scribed in § 158.610, the Department es-

tablishes and administers one or more 

salary structures based on the strat-

egy, information, principles and prac-

tices, and priorities listed in 

§ 158.602(a). 

(b) A salary structure: 

(1) Is bounded by the salary range de-

scribed in § 158.613; 

(2) Incorporates, as described in para-

graph (d) of this section, the salary 

limitations described in § 158.614; and 

(3) May incorporate other salary and 

cost control strategies, such as control 

points. 

(c) A salary structure includes sub-

ranges, within the salary range de-

scribed in § 158.613 that are associated 

with work levels established by the 

work valuation system, described in 

§ 158.404. Each such subrange is associ-

ated with at least one such work level. 

(d) The Department incorporates the 

salary limitations described in § 158.614 

into a salary structure by assigning 

each such salary limitation to at least 

one subrange of the salary structure. 

The Department assigns such salary 

limitations in ascending order to the 

subranges such that each subrange has 

a salary limitation that is greater than 

or equal to the salary maximum of 

that subrange. 

(e) The Department may adjust a sal-

ary structure annually, or as the Sec-

retary or designee determines nec-

essary, based on the strategy, informa-

tion, principles and practices, and pri-

orities listed in § 158.602(a). 
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§ 158.612 Local cybersecurity talent 
market supplement (LCTMS). 

(a) General. The Department may 
provide a DHS–CS employee a LCTMS 
to ensure the employee receives a suffi-
ciently competitive salary, as de-
scribed in § 158.610(a). A LCTMS ac-
counts for the difference between a sal-
ary as determined under a salary struc-
ture, described in § 158.611, and the De-
partment’s determination as to what 
constitutes a sufficiently competitive 
salary for that local cybersecurity tal-
ent market. The Department deter-
mines whether a LCTMS is necessary, 
and establishes and periodically ad-
justs local cybersecurity talent mar-
kets and local cybersecurity talent 
market supplement percentages, based 
on the strategy, information, prin-
ciples and practices, and priorities list-
ed in § 158.602(a). 

(b) Definitions. As used in this sec-
tion: 

(1) Local cybersecurity talent market 
means the cybersecurity talent market 
in a geographic area that the Depart-
ment defines based on the talent mar-
ket analysis described in § 158.403, and 
that may incorporate any pay locality 
established or modified under 5 U.S.C. 
5304. 

(2) Local cybersecurity talent market 
supplement percentage means a percent-
age the Department assigns to a local 
cybersecurity talent market to in-
crease the amount of a salary provided 
under a salary structure. 

(c) Salary supplement. A LCTMS is 
considered part of salary under this 
part and for purposes of applying the 
aggregate compensation limit de-
scribed in § 158.604. A LCTMS is also 
basic pay for purposes under 5 U.S.C. 
and 5 CFR, except for purposes of de-
termining pay under 5 U.S.C. 7511 and 
7512 and 5 CFR part 752. 

(d) Eligibility and termination. (1) The 
Department determines eligibility for 
a LCTMS under this section and CTMS 
policy implementing this section. A 
DHS–CS employee is eligible for a 
LCTMS if the employee’s official work-
site, as determined under § 158.704, is lo-
cated in a local cybersecurity talent 
market with an assigned local cyberse-
curity talent market supplement per-
centage for the salary structure under 

which the employee’s salary is pro-
vided. 

(2) The Department terminates a 
LCTMS a DHS–CS employee receives 
when the employee’s official worksite, 
as determined under § 158.704, is no 
longer in a local cybersecurity talent 
market with an assigned local cyberse-
curity talent market supplement per-
centage, or the salary structure under 
which the employee’s salary is pro-
vided no longer has an assigned local 
cybersecurity labor market supple-
ment, or both. 

(3) A reduction in salary for a DHS– 
CS employee because of a change in 
any LCTMS for that employee is not a 
reduction in pay for the purposes of 5 
U.S.C. 7512 and 5 CFR part 752. 

(e) Limitation. A DHS–CS employee 
may not receive, and is not entitled to, 
any portion of a LCTMS that would 
cause the employee’s salary to exceed 
the applicable salary limitation as-
signed to the subrange of a salary 
structure as described in § 158.611 that 
contains the employee’s salary, but the 
employee may receive the portion of 
such a LCTMS that would not cause 
the employee’s salary to exceed the ap-
plicable salary limitation. A DHS–CS 
employee may receive a LCTMS that 
would cause the employee’s salary to 
be in the extended range, described in 
§ 158.613(c), only if the Secretary or des-
ignee invokes the extended range under 
§ 158.613(c)(2) for that employee. 

§ 158.613 Salary range. 

(a) Range. The salary range provides 
the boundaries of the salary system de-
scribed in § 158.610. The salary range 
comprises a standard range and an ex-
tended range, and the standard range 
applies unless the Secretary or des-
ignee invokes the extended range under 
paragraph (c) of this section. 

(b) Standard range. The upper limit of 
the standard range is equal to the 
amount of total annual compensation 
payable to the Vice President under 3 
U.S.C. 104. 

(c) Extended range. The upper limit of 
the extended range is 150 percent of the 
annual rate of basic pay for level I of 
the Executive Schedule (150% of EX–I). 
Only DHS–CS employees serving in re-
newable appointments may receive a 
salary amount in the extended range, 
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and only if the Secretary or designee 
invokes the extended range for those 
employees as described in this para-
graph (c). 

(1) The Secretary or designee may in-
voke the extended range for a DHS–CS 
employee when the Secretary or des-
ignee determines, based on the com-
pensation strategy in § 158.601, that the 
employee’s qualifications, the employ-
ee’s mission impact, and mission-re-
lated requirements warrant adjusting 
the employee’s salary beyond the 
standard range. The Secretary or des-
ignee must approve the salary adjust-
ment of each such employee by name, 
and to receive a salary in the extended 
range the employee must either al-
ready be in a renewable appointment or 
accept a renewable appointment. While 
the employee is receiving a salary in 
an amount in the extended range, the 
Department may not change that em-
ployee’s appointment to a continuing 
appointment. 

(2) The Secretary or designee may in-
voke the extended range for an indi-
vidual selected for appointment to a 
qualified position when the Secretary 
or designee determines, based on the 
compensation strategy in § 158.601, that 
the individual’s qualifications, the in-
dividual’s anticipated mission impact, 
and mission-related requirements war-
rant setting the individual’s salary be-
yond the standard range. The Sec-
retary or designee must approve the 
appointment of each such individual to 
a qualified position by name, and the 
individual must be appointed to a re-
newable appointment only. While that 
individual is receiving a salary under 
this part in an amount in the extended 
range, the Department may not change 
that individual’s appointment to a con-
tinuing appointment at any time. 

(d) Maximum. No DHS–CS employee 
may receive a salary under this part in 
excess of 150% of EX–I. 

§ 158.614 Salary limitations. 

(a) The salary system, described in 
§ 158.610, has the following limitations 
on maximum rates of salary that apply 
within the CTMS salary range de-
scribed in § 158.613 of this part: 

(1) The annual rate of basic pay for 
GS–15, step 10 under the General Sched-
ule (excluding locality pay or any 

other additional pay as defined in 5 
CFR chapter 1); 

(2) The annual rate of basic pay for 
level IV of the Executive Schedule; 

(3) The annual rate of basic pay for 
level II of the Executive Schedule; 

(4) The annual rate of basic pay for 
level I of the Executive Schedule; and 

(5) The total annual compensation 
payable to the Vice President under 3 
U.S.C. 104. 

(b) The Department may establish 
additional limitations on maximum 
rates of salary for the salary system. 

(c) The salary system incorporates 
each limitation on maximum rates of 
salary described in this section into 
each salary structure established under 
§ 158.611. 

SALARY ADMINISTRATION 

§ 158.620 Setting salaries. 

(a) The Department sets the salary 
for an individual accepting an appoint-
ment to a qualified position as part of 
selection and appointment of the indi-
vidual, described in § 158.522. The De-
partment sets the individual’s salary 
within a subrange of a salary structure 
described in § 158.611 based on consider-
ation of: 

(1) The individual’s CTMS qualifica-
tions, determined under the assessment 
program described in § 158.520; 

(2) Applicable work and career struc-
tures, including the individual’s initial 
work level, determined as part of selec-
tion and appointment under § 158.522; 

(3) The individual’s anticipated mis-
sion impact; 

(4) Mission-related requirements; and 

(5) Strategic talent priorities. 

(b) In setting the salary for an indi-
vidual appointed to a qualified position 
under this part, the Department may 
set the individual’s salary without re-
gard to any prior salary of the indi-
vidual, including any salary or basic 
pay while serving in a previous ap-
pointment under this part or in an-
other previous Federal appointment 
made outside the authority of this 
part. 

(c) In setting the salary for an indi-
vidual appointed to a qualified position 
under this part, the Department may 
provide a local cybersecurity talent 
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market supplement described in 
§ 158.612. 

§ 158.621 Adjusting salaries. 

(a) The Department adjusts a DHS– 
CS employee’s salary, or the salaries of 
a group of DHS–CS employees, by pay-
ing a recognition adjustment under 
§ 158.631, or paying a local cybersecu-
rity talent market supplement under 
§ 158.612, or both. 

(b) The Department does not provide 
DHS–CS employees with any automatic 
salary increase or any salary increase 
based on length of service in the DHS– 
CS or in any position outside the DHS– 
CS. 

(c) If the Department adjusts a salary 
structure under § 158.611(e) that results 
in an increase to the salary minimum 
for one or more subranges of the salary 
structure, for any DHS–CS employee 
receiving a salary in an affected 
subrange at the affected salary min-
imum, DHS adjusts the employee’s sal-
ary to reflect the adjustment to the 
salary structure and the new salary 
minimum for the affected subrange. 
Such a salary adjustment is not consid-
ered a recognition adjustment under 
§ 158.631. 

§ 158.622 Administering salary in ac-
cordance with relevant provisions 
of other laws. 

(a) Except as stated in paragraph (b) 
of this section, the Department admin-
isters salary under this part in accord-
ance with the provisions of 5 CFR part 
550 regarding pay administration gen-
erally. 

(b) The following provisions of 5 CFR 
part 550 do not apply to administering 
salary under this part and do not apply 
under CTMS, to the DHS–CS, or to tal-
ent management involving the individ-
uals described in § 158.103 of this part: 

(1) Subpart A regarding premium 
pay; 

(2) Subpart I regarding pay for duty 
involving physical hardship or hazard; 

(3) Subpart M regarding firefighter 
pay; 

(4) Subpart N compensatory time-off 
for travel; and 

(5) Subpart P regarding overtime for 
board patrol agents. 

(c) The Department also administers 
salary under this part in accordance 
with the provisions of the following: 

(1) 5 U.S.C. 5520, 42 U.S.C. 659 and 5 
CFR parts 581 and 582, regarding gar-
nishment; 

(2) 31 U.S.C. 3702 and 5 CFR part 178 
regarding claims settlement; 

(3) 31 U.S.C. 3711 and 3716 and 31 CFR 
chapter IX parts 900 through 904 re-
garding debt collection; 

(4) 5 U.S.C. Chapter 55 Subchapter 
VII regarding payments to missing em-
ployees; and 

(5) Other relevant provisions of other 
laws specifically adopted in CTMS pol-
icy. 

(d) For purposes of salary adminis-
tration under this section, the Depart-
ment administers salary based on con-
sideration of a DHS–CS employee’s 
work schedule under the work sched-
uling system, described in § 158.705, and 
may convert the employee’s salary into 
an hourly rate, biweekly rate, or other 
rate. 

RECOGNITION 

§ 158.630 Employee recognition. 

(a) DHS–CS employees. In alignment 
with the compensation strategy in 
§ 158.601 and the performance manage-
ment program described in § 158.802 of 
this part, the Department may provide 
recognition under §§ 158.631 through 
158.634, on a periodic or ad hoc basis, to 
a DHS–CS employee based on the em-
ployee’s mission impact. In providing 
such recognition, the Department may 
also consider mission-related require-
ments and strategic talent priorities. 

(b) Prospective employees. In align-
ment with the compensation strategy 
in § 158.601, the Department may offer, 
and provide upon appointment, rec-
ognition payments under § 158.632(b) 
and recognition time-off under 
§ 158.633(b), on a periodic or ad hoc 
basis, to an individual selected for em-
ployment in the DHS–CS based on: 

(1) The individual’s CTMS qualifica-
tions determined under the assessment 
program described in § 158.520; 

(2) The individual’s anticipated mis-
sion impact; 

(3) Mission-related requirements; and 

(4) Strategic talent priorities. 
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(c) Eligibility. The Department deter-
mines eligibility for recognition under 
this section, §§ 158.631 through 158.634, 
and CTMS policy implementing this 
section. The Department may defer 
providing recognition to a DHS–CS em-
ployee under this part if the Depart-
ment is in the process of determining 
whether the employee’s performance is 
unacceptable, as defined in 5 U.S.C. 
4301(3), or whether the employee has 
engaged in misconduct. If the Depart-
ment determines a DHS–CS employee’s 
performance is unacceptable, as de-
fined in 5 U.S.C. 4301(3), or the em-
ployee receives an unacceptable rating 
of record under § 158.804, or the Depart-
ment determines the employee has en-
gaged in misconduct, the employee is 
ineligible to receive recognition under 
this part. 

(d) Policy. CTMS policy imple-
menting this section addresses: 

(1) Eligibility criteria; 

(2) Requirements for documenting 
the reason and basis for recognition 
provided to a DHS–CS employee; 

(3) Appropriate levels of review and 
approval for providing recognition; 

(4) Any limitations on the total num-
ber, frequency, or amount of recogni-
tion a DHS–CS employee may receive 
within any specific time period; 

(5) Any service agreement require-
ments; and 

(6) Processes for evaluating the effec-
tiveness of recognition in supporting 
the purpose of CTMS described in 
§ 158.101, the purpose of the DHS–CS de-
scribed in § 158.202, and the 
operationalization of the compensation 
strategy described in § 158.601. 

(e) Advisory appointees. Recognition 
under this part for a DHS–CS advisory 
appointee is subject to additional re-
quirements and restrictions in subpart 
J of this part. 

§ 158.631 Recognition adjustments. 

(a) Under this section and § 158.630, 
the Department may provide a recogni-
tion adjustment to a DHS–CS employee 
for the reasons and bases stated in 
§ 158.630(a). A recognition adjustment is 
an adjustment to the DHS–CS employ-
ee’s salary provided under a salary 
structure described in § 158.611. A rec-
ognition adjustment does not alter any 

local cybersecurity talent market sup-
plement for that employee. 

(b) No DHS–CS employee may receive 
a recognition adjustment that would 
cause the employee’s salary to exceed 
the salary range maximum described in 
§ 158.613(d) or the applicable salary lim-
itation assigned to the subrange of a 
salary structure as described in 
§ 158.611(d) that contains the employ-
ee’s salary. A DHS–CS employee may 
not receive a recognition adjustment 
that would cause the employee’s salary 
amount to be in the extended range, 
described in § 158.613(c), unless the Sec-
retary or designee invokes the ex-
tended range for that employee under 
§ 158.613(c)(1). 

(c) A recognition adjustment under 
this section is not a promotion for any 
purpose under Title 5 U.S.C. or 5 CFR. 

(d) A recognition adjustment under 
this section for a DHS–CS advisory ap-
pointee is subject to additional re-
quirements and restrictions in subpart 
J of this part. 

§ 158.632 Recognition payments. 

(a) Under this section and § 158.630, 
and for the reasons and bases stated in 
§ 158.630(a), the Department may pro-
vide a recognition payment to a DHS– 
CS employee in an amount of up to 20 
percent, or up to 50 percent with ap-
proval of the Secretary or designee, of 
the receiving DHS–CS employee’s sal-
ary. The Department may require a 
service agreement of not less than six 
months and not more than three years 
as part of providing a recognition pay-
ment to a DHS–CS employee. 

(b) Under this section and § 158.630, 
and for the reasons and bases stated in 
§ 158.630(b) and as part of an offer of em-
ployment in the DHS–CS, the Depart-
ment may offer a recognition payment 
to an individual selected for employ-
ment in the DHS–CS in an amount of 
up to 20 percent of the receiving indi-
vidual’s initial salary in the DHS–CS. 
The Department requires a service 
agreement of not less than six months 
and not more than three years as part 
of providing, upon appointment, a rec-
ognition payment to an individual se-
lected for employment in the DHS–CS. 

(c) The Department may provide a 
recognition payment as a lump sum 
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payment, an installment payment, or a 
recurring payment. 

(d) The Department may provide a 
recognition payment under this section 
to a former DHS–CS employee or to the 
legal heirs or estate of a former DHS– 
CS employee in accordance with 5 
U.S.C. 4505. 

(e) Acceptance of a recognition pay-
ment constitutes agreement for Fed-
eral Government use of any idea, meth-
od, device, or similar that is the basis 
of the payment. 

(f) A recognition payment under this 
section is subject to and may be lim-
ited by the aggregate compensation 
limit described in § 158.604. 

(g) A recognition payment is not sal-
ary under this part and is not basic pay 
for any purpose under 5 U.S.C. or 5 
CFR. 

(h) A recognition payment under this 
section is based on the following types 
of awards and incentives provided 
under 5 U.S.C.: 

(1) Cash awards under 5 U.S.C. 4502; 

(2) Agency awards under 5 U.S.C. 4503; 

(3) Performance-based cash awards 
under 5 U.S.C. 4505a and 5384; 

(4) Presidential rank awards under 5 
U.S.C. 4507 and 4507a; and 

(5) Recruitment, relocation, and re-
tention incentives 5 U.S.C. 5753 and 
5754. 

(i) A recognition payment under this 
section is in lieu of the types of awards 
and incentives provided under 5 U.S.C. 
listed in paragraph (h) of this section, 
and a DHS–CS employee is ineligible to 
receive any such awards or incentives. 

(j) An individual selected for employ-
ment in the DHS–CS is ineligible to re-
ceive, as part of the offer of employ-
ment, any other offer of a monetary 
award or incentive, a payment in addi-
tion to salary, or other monetary rec-
ognition from the Department except 
as provided in this section and § 158.630. 
An individual appointed to an advisory 
appointment is also ineligible to re-
ceive, as part of an offer of employ-
ment in the DHS–CS, any offer of rec-
ognition under this section. 

(k) A recognition payment under this 
section for a DHS–CS advisory ap-
pointee is subject to additional re-
quirements and restrictions in subpart 
J of this part. 

§ 158.633 Recognition time-off. 

(a) Under this section and § 158.630, 
and for the reasons and bases stated in 
§ 158.630(a), the Department may pro-
vide recognition time-off to a DHS–CS 
employee for use within a designated 
timeframe not to exceed 26 work peri-
ods, as defined in § 158.705(c). Recogni-
tion time-off is time-off from duty 
without charge to leave or loss of com-
pensation. 

(b) Under this section and § 158.630, 
and for the reasons and bases stated in 
§ 158.630(b) and as part of an offer of em-
ployment in the DHS–CS, the Depart-
ment may offer up to 40 hours of rec-
ognition time-off to an individual se-
lected for employment in the DHS–CS 
for use within a designated timeframe 
not to exceed 26 work periods, as de-
fined in § 158.705(b). The Department 
may require a service agreement as 
part of providing, upon appointment, 
recognition time-off to an individual 
selected for employment in the DHS– 
CS. 

(c) All recognition time-off provided, 
and the use of such time-off, must be 
recorded in a timekeeping system for 
purposes of salary administration and 
leave administration under this part. 

(d) Recognition time-off provided 
under this section may not, under any 
circumstances, be converted to a cash 
payment to the receiving DHS–CS em-
ployee or any other type of time-off or 
leave. 

(e) Recognition time-off under this 
section is based on time-off awards pro-
vided under the provisions of 5 U.S.C. 
4502(e). 

(f) Recognition time-off under this 
section is in lieu of the time-off awards 
provided under 5 U.S.C. 4502(e), and a 
DHS–CS employee is ineligible to re-
ceive any such awards. 

(g) An individual selected for employ-
ment in the DHS–CS is ineligible to re-
ceive, as part of the offer of employ-
ment, any other offer of time-off or 
time-off award from the Department 
except as provided in this section and 
§§ 158.630 and 158.651. An individual ap-
pointed to an advisory appointment is 
also ineligible to receive, as part of an 
offer of employment in the DHS–CS, 
any offer of recognition under this sec-
tion. 
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(h) A recognition time-off provided 
under this section to a DHS–CS advi-
sory appointee is subject to additional 
requirements and restrictions in sub-
part J of this part. 

§ 158.634 Honorary recognition. 

(a) Under this section and § 158.630, 
the Department may establish one or 
more honorary recognition programs 
to provide honorary recognition to 
DHS–CS employees for the reasons and 
bases stated in § 158.630(a). The Depart-
ment may incur necessary expenses for 
honorary recognition under an hon-
orary recognition program established 
under this section. 

(b) Honorary recognition under this 
section is based on honorary recogni-
tion provided under the provisions of 5 
U.S.C. 4503, and a DHS–CS employee 
may be eligible to receive honorary 
recognition under 5 U.S.C. 4503 and 5 
CFR part 451 in addition to any hon-
orary recognition under this section. 

(c) The Department may provide hon-
orary recognition under this section to 
a former DHS–CS employee or to the 
legal heirs or estate of a former DHS– 
CS employee in accordance with 5 
U.S.C. 4505. 

(d) Honorary recognition under this 
section for a DHS–CS advisory ap-
pointee is subject to additional re-
quirements in subpart J of this part. 

OTHER SPECIAL PAYMENTS 

§ 158.640 Professional development 
and training. 

(a) In alignment with the compensa-
tion strategy described in § 158.601 and 
the career development program de-
scribed in § 158.803, the Department 
may provide professional development 
and training opportunities, payments, 
and reimbursements for DHS–CS em-
ployees. 

(b) CTMS policy implementing this 
section addresses: 

(1) Eligibility criteria; 

(2) Requirements for documenting 
the reason and basis for professional 
development and training opportuni-
ties, payments, and reimbursements 
provided to a DHS–CS employee; 

(3) Appropriate levels of review and 
approval for providing professional de-

velopment and training opportunities, 
payments, and reimbursements; 

(4) Any limitations on the total num-
ber or frequency of professional devel-
opment and training opportunities, and 
any limitations on the total number, 
frequency, or amount of professional 
development and training payments 
and reimbursements a DHS–CS em-
ployee may receive, within any specific 
time period; 

(5) Any service agreement require-
ments; 

(6) Requirements for communicating 
to DHS–CS employees and their super-
visors about professional development 
and training opportunities; and 

(7) Processes for evaluating the effec-
tiveness of the professional develop-
ment and training in supporting the 
purpose of CTMS described in § 158.101, 
the purpose of the DHS–CS described in 
§ 158.202, and the operationalization of 
the compensation strategy described in 
§ 158.601. 

(c) Any payment or reimbursement 
under this section is excluded from the 
aggregate compensation limit de-
scribed in § 158.604. 

(d) Any payment or reimbursement 
under this section is not salary under 
this part and is not basic pay for any 
purpose under 5 U.S.C. or 5 CFR. 

(e) Professional development and 
training under this section is based on 
the following training and professional 
development opportunities, payments, 
and reimbursements provided under 5 
U.S.C.: 

(1) Sabbaticals under 5 U.S.C. 3396; 
(2) Academic degree training under 5 

U.S.C. 4107; 
(3) Expenses of training under 5 

U.S.C. 4109; 
(4) Expenses of attendance at meet-

ings under 5 U.S.C. 4110; and 
(5) Payment of expenses to obtain 

professional credentials under 5 U.S.C. 
5757. 

(f) In addition to any professional de-
velopment and training under this sec-
tion, a DHS–CS employee may be eligi-
ble to receive the training and profes-
sional development opportunities, pay-
ments, and reimbursements provided 
under 5 U.S.C. listed in paragraph (e) of 
this section. 

(g) Professional development and 
training under this section for a DHS– 
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CS advisory appointee is subject to ad-
ditional requirements and restrictions 
in subpart J of this part. 

§ 158.641 Student loan repayments. 

(a) In alignment with the compensa-
tion strategy described in § 158.601, the 
Department may provide a student 
loan repayment to a DHS–CS employee 
under this section and in accordance 
with 5 U.S.C. 5379 and 5 CFR part 537, 
except that: 

(1) The maximum payment amounts 
under 5 U.S.C. 5379 and 5 CFR part 537 
do not apply, and the Department may 
provide and a DHS–CS employee may 
receive a student loan repayment 
under this section so long as such re-
payment does not exceed $16,500 per 
employee per calendar year and a total 
of $90,000 per employee; 

(2) The minimum service period 
length of three years under 5 U.S.C. 
5379 and 5 CFR part 537 does not apply, 
and instead the length of a minimum 
service period for a DHS–CS employee 
receiving a student loan repayment 
under this section is determined under 
CTMS policy and based on the amount 
of the repayment received by the em-
ployee; and 

(3) Eligibility criteria related to 
time-limited appointments under 5 
U.S.C. 5379 and 5 CFR part 537 do not 
apply, and a DHS–CS employee in a re-
newable appointment may receive a 
student loan payment under this sec-
tion. 

(b) In alignment with eligibility cri-
teria under 5 U.S.C. 5379 and 5 CFR part 
537: 

(1) If the Department determines a 
DHS–CS employee’s performance is un-
acceptable, as defined in 5 U.S.C. 
4301(3), or the employee receives an un-
acceptable rating of record under 
§ 158.804, or the Department determines 
the employee has engaged in mis-
conduct, the employee is ineligible to 
receive a student loan repayment 
under this section. 

(2) A DHS–CS advisory appointee is 
ineligible to receive a student loan re-
payment under this section. 

(c) CTMS policy implementing this 
section addresses: 

(1) Eligibility criteria; 
(2) Requirements for documenting 

the reason and basis for a student loan 

repayment provided to a DHS–CS em-

ployee; 

(3) Appropriate levels of review and 

approval for providing a student loan 

repayment; 

(4) Service agreement requirements, 

including minimum service periods; 

(5) Any additional limitations on stu-

dent loan repayments; and 

(6) Processes for evaluating the effec-

tiveness of student loan repayments in 

supporting the purpose of CTMS de-

scribed in § 158.101, the purpose of the 

DHS–CS described in § 158.202, and the 

operationalization of the compensation 

strategy described in § 158.601. 

(d) Any student loan repayment pro-

vided under this section is excluded 

from the aggregate compensation limit 

described in § 158.604. 

(e) Any student loan repayment pro-

vided under this section is not salary 

under this part and is not basic pay for 

any purpose under 5 U.S.C. or 5 CFR. 

§ 158.642 Special working conditions 
payment program. 

(a) In alignment with the compensa-

tion strategy described in § 158.601, the 

Department may establish a program 

to provide payments to DHS–CS em-

ployees to address special working con-

ditions that are otherwise unaccounted 

for or the Department determines are 

accounted for insufficiently in DHS–CS 

employees’ other types of additional 

compensation and salary. 

(b) Special working conditions in-

clude circumstances in which a super-

visor or other appropriate official re-

quires a DHS–CS employee to perform 

DHS–CS cybersecurity work that in-

volves, as determined by the Depart-

ment: 

(1) Unusual physical or mental hard-

ship; 

(2) Performing work at atypical loca-

tions, at unexpected times, or for an 

uncommon duration of time exceeding 

the expectation described in § 158.601(c) 

about working unusual hours and ex-

tended hours; or 

(3) A combination of the conditions 

described in paragraphs (b)(1) and (2) of 

this section. 
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(c) A payment for special working 
conditions is a payment of up to 25 per-
cent of the receiving DHS–CS employ-
ee’s salary as computed for a work pe-
riod, defined in § 158.705(b), or a series 
of work periods. 

(d) The Department determines 
whether to establish, adjust, or cancel 
a program under this section based on 
information from: 

(1) The work scheduling system de-
scribed in § 158.705; and 

(2) Strategic talent planning de-
scribed in § 158.401(c), including infor-
mation about current compensation 
practices of other cybersecurity em-
ployers analyzed under the talent mar-
ket analysis described in § 158.403. 

(e) The Department determines eligi-
bility for a payment for special work-
ing conditions under this section and 
CTMS policy implementing this sec-
tion. 

(1) A DHS–CS employee who receives 
a payment for special working condi-
tions under a program established 
under this section is not automatically 
eligible or entitled to receive any addi-
tional such payments. 

(2) A DHS–CS employee receiving a 
salary equal to or greater than EX–IV 
is ineligible to receive a payment 
under this section. 

(3) A DHS–CS advisory appointee is 
ineligible to receive a payment for spe-
cial working conditions under this sec-
tion. 

(f) CTMS policy implementing this 
section addresses: 

(1) Eligibility criteria; 
(2) Requirements for documenting 

the reason and basis for payments for 
special working conditions provided to 
a DHS–CS employee; 

(3) Appropriate levels of review and 
approval for providing payments for 
special working conditions; 

(4) Any limitations on payments for 
special working conditions; 

(5) Requirements for determining 
whether a payment for special working 
conditions is a lump sum payment, 
paid in installments, or a recurring 
payment; and 

(6) Processes for evaluating the effec-
tiveness of any special working condi-
tions payment program in supporting 
the purpose of CTMS described in 
§ 158.101, the purpose of the DHS–CS de-

scribed in § 158.202, and the 

operationalization of the compensation 

strategy described in § 158.601. 

(g) Any payment under this section is 

subject to and may be limited by the 

aggregate compensation limit de-

scribed in § 158.604. 

(h) Any payment under this section 

is not salary under this part and is not 

basic pay for any purpose under Title 5 

U.S.C. or 5 CFR. 

(i) A payment for special working 

conditions under this section is based 

on the following types of payments 

provided under 5 U.S.C.: 

(1) Night, standby and hazardous 

duty differential under 5 U.S.C. 5545; 

(2) Pay for Sunday and holiday work 

under 5 U.S.C. 5546; and 

(3) Extended assignment incentives 

under 5 U.S.C. 5757. 

(j) A payment for special working 

conditions under this section is in lieu 

of the types of payment provided under 

5 U.S.C. listed in paragraph (g) of this 

section, and a DHS–CS employee is in-

eligible to receive any such payments 

under 5 U.S.C. 

§ 158.643 Allowance in nonforeign 
areas. 

(a) A DHS–CS employee is eligible for 

and may receive an allowance under 5 

U.S.C. 5941 and implementing regula-

tions in 5 CFR part 591, subpart B, on 

the same basis and to the same extent 

as if the employee is an employee cov-

ered by those authorities. 

(b) The Department provides an al-

lowance described in paragraph (a) of 

this section to any DHS–CS employee 

who is eligible, as described in para-

graph (a), for such allowance. 

(c) Any allowance provided under 

this section is excluded from the aggre-

gate compensation limit described in 

§ 158.604. 

(d) Any allowance provided under 

this section is not salary under this 

part and is not basic pay for any pur-

pose under 5 U.S.C. or 5 CFR. 

(e) Any allowance under this section 

for a DHS–CS advisory appointee is 

subject to additional requirements and 

restrictions in subpart J of this part. 
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OTHER COMPENSATION PROVIDED IN AC-
CORDANCE WITH RELEVANT PROVISIONS 
OF OTHER LAWS 

§ 158.650 Holidays. 

In alignment with salary administra-
tion under § 158.622 and work scheduling 
under § 158.705, the Department pro-
vides holidays to a DHS–CS employee 
under this section and in accordance 
with 5 U.S.C. 6103–6104 and 5 CFR part 
610, subpart B. 

§ 158.651 Leave. 

(a) Leave. In alignment with salary 
administration under § 158.622 and work 
scheduling under § 158.705, the Depart-
ment provides leave to a DHS–CS em-
ployee under this section and in ac-
cordance with 5 U.S.C. Chapter 63 and 5 
CFR part 630, including: 

(1) Annual leave, as described in 5 
U.S.C. Chapter 63, Subchapter I; 

(2) Sick leave, as described in 5 U.S.C. 
Chapter 63, Subchapter I; 

(3) Other paid leave, as described in 5 
U.S.C. Chapter 63, Subchapter II; 

(4) Voluntary transfers of leave, as 
described in 5 U.S.C. Chapter 63, Sub-
chapter III; 

(5) Voluntary leave bank programs, 
as described in 5 U.S.C. Chapter 63, 
Subchapter IV; 

(6) Family and medical leave, as de-
scribed in 5 U.S.C. Chapter 63, Sub-
chapter V; and 

(7) Leave transfer in disasters and 
emergencies, as described in 5 U.S.C. 
Chapter 63, Subchapter VI. 

(b) Annual leave accrual. A DHS–CS 
employee’s annual leave accrual 
amount is determined under 5 U.S.C. 
6303. 

(c) Annual leave accumulation. A DHS– 
CS employee’s annual leave accumula-
tion amount is determined under 5 
U.S.C. 6304, except that the Depart-
ment may apply 5 U.S.C. 6304(f)(2)(A) to 
DHS–CS employees receiving a salary 
under this part that exceeds 120 per-
cent of the minimum annual rate of 
basic pay for GS–15 under the General 
Schedule. 

(d) Leave credits. The annual leave 
and sick leave accrued to the credit of 
a current Federal employee who is ap-
pointed to a qualified position under 
this part without a break in service of 
more than three calendar days is trans-

ferred to the employee’s credit in ac-
cordance with 5 U.S.C. 6308. 

(e) Annual leave balance upon leaving 
the DHS–CS. When a DHS–CS employee 
moves to a position outside of the 
DHS–CS, any leave balance for the em-
ployee is addressed in accordance with 
5 CFR 630.209 and 630.501. 

(f) Leave administration. The Depart-
ment administers leave under this sec-
tion as described in this section and in 
§ 158.655, and in accordance with the 
relevant provisions of other laws ref-
erenced in this section and CTMS pol-
icy. 

§ 158.652 Compensatory time-off for re-
ligious observance. 

In alignment with salary administra-
tion under § 158.622 of this part and 
work scheduling under § 158.705, the De-
partment provides compensatory time- 
off for religious observance to a DHS– 
CS employee under this section and in 
accordance with 5 U.S.C. 5550a and 5 
CFR 550, subpart J. 

§ 158.653 Other benefits. 

(a) In alignment with salary adminis-
tration under § 158.622, leave adminis-
tration under § 158.651, and work sched-
uling under § 158.705, the Department 
provides benefits, including retire-
ment, health benefits, and insurance 
programs, to a DHS–CS employee 
under this section and in accordance 
with 5 U.S.C. Chapters 81–90 and 5 CFR 
parts 831 and 838–894. 

(b) The Department administers the 
benefits of an annuitant appointed to a 
qualified position in accordance with 5 
U.S.C. 8344, 5 U.S.C. 8468, 5 CFR 553.203, 
or 5 CFR part 837, as applicable. 

(c) The Department provides a trans-
portation subsidy to a DHS–CS em-
ployee under this section and in ac-
cordance with 5 U.S.C. 7905. 

§ 158.654 Other payments. 

(a) The Department provides the fol-
lowing other types of payments to a 
DHS–CS employee under this section 
and in accordance with the relevant 
provisions of law referenced in this sec-
tion: 

(1) Severance pay under this section, 
and the Department provides any sev-
erance pay in accordance with 5 U.S.C. 
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5595 and 5 CFR part 550, subpart G, ex-
cept that separation from the DHS–CS 
because of a lapse or nonrenewal of a 
DHS–CS employee’s appointment under 
this part or because of a DHS–CS em-
ployee’s refusal to accepted a directed 
subsequent assignment, described in 
§ 158.708, is not an involuntary separa-
tion, and the former DHS–CS employee 
is not entitled to severance pay. 

(2) Lump-sum leave payouts under 
this section, and the Department pro-
vides any lump-sum leave payouts in 
accordance with 5 U.S.C. 5551 and 5552 
and 5 CFR part 550, subpart L. 

(3) Voluntary separation incentive 
payments under this section, and the 
Department provides any such pay-
ments in accordance with 5 U.S.C. 3521– 
3525 and 5 CFR part 576. 

(4) Reservist differential under this 
section, and the Department provides 
any such differential in accordance 
with 5 U.S.C. 5538. 

(5) Quarters allowances under this 
section, and the Department provides 
any such allowances in accordance 
with 5 U.S.C. Chapter 59, Subchapter II, 
the Department of State Standardized 
Regulations and any implementing 
supplements issued by the Department 
of State, and 5 CFR part 591, subpart C. 

(6) Overseas differentials and allow-
ances under this section, and the De-
partment provides any such differen-
tials and allowances in accordance 
with 5 U.S.C. Chapter 59, Subchapter 
III, the Department of State Standard-
ized Regulations and any implementing 
supplements issued by the Department 
of State, and 5 CFR part 591, subpart C. 

(7) Remote worksite allowances, for-
eign currency allowances, and hostile 
fire pay under this section, and the De-
partment provides any such allowances 
and pay in accordance with 5 U.S.C. 
Chapter 59, Subchapter IV. 

(8) Other similar payments described 
in CTMS policy as being authorized 
under this part and provided in accord-
ance with relevant provisions of other 
laws. 

(b) A payment for any quarter allow-
ances, overseas differentials and allow-
ances, and remote worksite allowances, 
foreign currency allowances, and hos-
tile fire pay under paragraphs (a)(5) 
through (7) of this section is subject to 
and may be limited by the aggregate 

compensation limit described in 
§ 158.604. A payment for any severance 
pay, lump-sum leave payout, voluntary 
separation inventive payment, and re-
servist differential under paragraphs 
(a)(1) through (4) of this section is not 
subject to the aggregate compensation 
limit described in § 158.604. A payment 
under paragraph (a)(8) of this section 
may be subject to and limited by the 
aggregate compensation limit de-
scribed in § 158.604, as described in 
CTMS policy. 

(c) Any payment under this section is 
not salary under this part and is not 
basic pay for any purpose under Title 5 
U.S.C. or 5 CFR. 

§ 158.655 Administering compensation 
in accordance with relevant provi-
sions of other laws. 

(a) For purposes of administering 
compensation authorized under 
§§ 158.650 through 158.654 in accordance 
with relevant provisions of other laws: 

(1) The Department may convert a 
DHS–CS employee’s salary into an 
hourly rate, biweekly rate, or other 
rate, and administer compensation 
based on consideration of the DHS–CS 
employee’s work schedule under the 
work scheduling system described in 
§ 158.705; 

(2) A DHS–CS employee’s hours of 
work and related computations are de-
termined under the relevant provisions 
of law referenced in §§ 158.650 through 
158.654 and CTMS policy implementing 
this section; 

(3) A DHS–CS employee on a part- 
time schedule described in § 158.705 is 
treated as if the employee is serving 
‘‘part-time career employment’’ de-
fined in 5 CFR 340.101; and 

(4) A DHS–CS employee on a contin-
gent schedule described in § 158.705 is 
treated as if the employee is serving 
‘‘intermittent employment’’ defined in 
5 CFR 340.401. 

(b) If, in administering compensation 
under §§ 158.650 through 158.654, the De-
partment determines it is necessary to 
clarify the relationship between those 
sections and the relevant provisions of 
law referenced in those sections and 
any other relevant provisions of other 
laws, the Department will address the 
issue in new or revised CTMS policy. 
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Subpart G—Deploying Talent 

§ 158.701 Deployment program. 

(a) Deployment program. The Sec-
retary or designee establishes and ad-
ministers a deployment program to: 

(1) Guide when the Department uses 
CTMS to recruit and retain individuals 
possessing CTMS qualifications; and 

(2) Operationalize aspects of the work 
valuation system, the talent acquisi-
tion system and the compensation sys-
tem, described in §§ 158.404, 158.501, and 
158.602 respectively. 

(b) Under the deployment program, 
the Department: 

(1) Designates qualified positions as 
described in § 158.702; 

(2) Designates and staffs assignments 
as described in § 158.703; 

(3) Determines and documents a 
DHS–CS employee’s official worksite 
as described in § 158.704; 

(4) Administers a work scheduling 
system as described in § 158.705; and 

(5) Performs necessary recordkeeping 
as described in § 158.706. 

§ 158.702 Designating qualified posi-
tions. 

(a) When a DHS organization requires 
individuals possessing CTMS qualifica-
tions to ensure the most effective exe-
cution of the DHS cybersecurity mis-
sion and the recruitment and retention 
of such individuals would likely be en-
hanced by using CTMS, the Secretary 
or designee designates qualified posi-
tions. 

(b) CTMS policy implementing this 
section addresses: 

(1) Procedures for DHS organizations 
to request using CTMS; 

(2) Requirements for DHS organiza-
tion using CTMS; and 

(3) Information necessary to des-
ignate qualified positions. 

(c) Designating qualified positions 
may result in: 

(1) Establishing one or more qualified 
positions under the talent acquisition 
system, described in § 158.501; or 

(2) Designating and staffing one or 
more assignments as described in 
§ 158.703; or 

(3) Both results described in para-
graphs (c)(1) and (2) of this section. 

(d) Designating qualified positions 
involves budget and fiscal consider-

ations related to establishing one or 
more qualified positions under the tal-
ent acquisition system, described in 
§ 158.501. 

§ 158.703 Designating and staffing as-
signments. 

(a) Designating assignments. The De-
partment designates assignments by 
defining combinations of CTMS quali-
fications and DHS–CS cybersecurity 
work associable with qualified posi-
tions. CTMS policy implementing this 
section addresses procedures for DHS 
organizations to designate assign-
ments, including as a result of desig-
nating qualified positions as described 
in § 158.702. 

(b) Staffing assignments. The Depart-
ment staffs assignments by: 

(1) Matching assignments with DHS– 
CS employees as described in para-
graph (d) of this section; 

(2) Matching assignments with newly 
appointed individuals as described in 
paragraph (c) of this section; or 

(3) Seeking to recruit individuals and 
establish new qualified positions under 
the talent acquisition system described 
in § 158.501 and then matching assign-
ments with newly appointed individ-
uals as described in paragraph (c) of 
this section. 

(c) Initial assignment. Upon appoint-
ment of an individual to a qualified po-
sition, the Department matches the in-
dividual with an assignment based on 
the alignment of the individual’s 
CTMS qualifications, determined under 
the assessment program described in 
§ 158.520, to the CTMS qualifications of 
an assignment. In matching an indi-
vidual with an initial assignment, the 
Department may also consider: 

(1) Input from the individual; 
(2) Input from DHS organizations; 
(3) Mission-related requirements; and 
(4) Strategic talent priorities. 
(d) Subsequent assignments. The De-

partment matches DHS–CS employees 
with assignments subsequent to em-
ployees’ initial assignments, as nec-
essary. 

(1) The Department matches a DHS– 
CS employee with a subsequent assign-
ment based on the alignment of the 
employee’s CTMS qualifications with 
the CTMS qualifications of an assign-
ment. In matching a DHS–CS employee 
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with a subsequent assignment, the De-
partment may also consider: 

(i) Input from the employee; 
(ii) Input from DHS organizations, 

especially the primary DHS organiza-
tion of the employee’s current assign-
ment; 

(iii) Information about the employee 
from the performance management 
program described in § 158.802 and the 
career development program described 
in § 158.803; 

(iv) Mission-related requirements; 
and 

(v) Strategic talent priorities. 
(2) A DHS–CS employee may have 

multiple assignments throughout the 
employee’s service in a qualified posi-
tion, but may only have one assign-
ment at a time. A DHS–CS employee’s 
subsequent assignments may have as-
signment information, described in 
§ 158.706(e), that is different than the 
assignment information of the employ-
ee’s initial assignment, including pri-
mary DHS organization. 

(3) In alignment with the career de-
velopment program described in 
§ 158.803 and based on information from 
development reviews described in 
§ 158.806 the Department communicates 
with DHS–CS employees on an ongoing 
basis about subsequent assignment op-
portunities; 

§ 158.704 Official worksite. 

(a) Definition. A DHS–CS employee’s 
official worksite is the geographic lo-
cation where the employee regularly 
performs DHS–CS cybersecurity work 
or where the employee’s DHS–CS cy-
bersecurity work is based, as deter-
mined and documented by the Depart-
ment under this section. 

(b) Determination. The Department 
determines a DHS–CS employee’s offi-
cial work site for purposes of admin-
istering compensation under this part, 
especially eligibility for any compensa-
tion described in §§ 158.612 and 158.643. 
The Department’s determination of a 
DHS–CS employee’s official worksite 
includes consideration of any of the 
following for the employee: Telework, 
variation in location where the em-
ployee performs DHS–CS cybersecurity 
work, and temporary situations affect-
ing the location where the employee 
performs DHS–CS cybersecurity work. 

(c) Documentation. Upon appointment 
of an individual to a qualified position, 
the Department documents the individ-
ual’s official worksite as part of docu-
menting the employee’s appointment 
to a qualified position and the employ-
ee’s assignment, as described in 
§ 158.706. The Department updates docu-
mentation of a DHS–CS employee’s of-
ficial worksite, if the geographic loca-
tion where the DHS–CS employee regu-
larly performs DHS–CS cybersecurity 
work changes and such change impacts 
the determination of the DHS–CS em-
ployee’s official worksite under para-
graph (a) of this section and such 
change is expected to last, or does last, 
for six months or more. 

§ 158.705 Work scheduling. 

(a) Work scheduling system. The Sec-
retary or designee establishes and ad-
ministers a work scheduling system for 
DHS–CS employees to ensure: 

(1) Agility for the Department in 
scheduling DHS–CS cybersecurity work 
to execute the DHS cybersecurity mis-
sion; 

(2) Availability of DHS–CS employees 
to perform the DHS–CS cybersecurity 
work of their assignments; 

(3) Clear expectations for DHS–CS 
employees about when they are ex-
pected to perform DHS–CS cybersecu-
rity work associated with their assign-
ments; 

(4) Flexibility for DHS–CS employees 
in scheduling and performing DHS–CS 
cybersecurity work associated with 
their assignments; and 

(5) Recording of, accounting for, and 
monitoring of hours worked by DHS– 
CS employees. 

(b) Definitions. For purposes of this 
section— 

(1) Work period means a two-week pe-
riod of 14 consecutive days that begins 
on a Sunday and ends on a Saturday, 
and is the equivalent of a biweekly pay 
period defined in 5 U.S.C. 5504 and 5 
CFR part 550, subpart F. 

(2) Minimum hours of work means the 
minimum number of hours that a DHS– 
CS employee is required to work, or ac-
count for with time-off, during a work 
period, and is the equivalent to the 
term basic work requirement defined in 5 
U.S.C. 6121. 
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(3) Time-off means leave under 
§ 158.651, time-off under § 158.652, and 
recognition time-off under § 158.633, or 
other time-off of duty available for 
DHS–CS employees. 

(4) Full-time schedule means 80 hours 
per work period. 

(5) Part-time schedule means a speci-
fied number of hours less than 80 hours 
per work period. When DHS–CS cyber-
security work associated with a DHS– 
CS employee’s assignment regularly 
requires the DHS–CS employee to ex-
ceed that employee’s specified number 
of hours per work period, the Depart-
ment considers, with input from the 
employee and the employee’s super-
visor, whether to change the employ-
ee’s work schedule from part-time to 
full-time to ensure appropriate com-
pensation under this part, including ac-
crual of leave under § 158.651 and the 
DHS–CS employee’s share of health 
benefits premiums provided under 
§ 158.653. 

(6) Contingent schedule means an ir-
regular number of hours up to 80 hours 
per work period. A contingent schedule 
is appropriate only when the DHS–CS 
cybersecurity work associated with a 
DHS–CS employee’s assignment is spo-
radic and cannot be regularly sched-
uled in advance. When DHS–CS cyber-
security work associated with a DHS– 
CS employee’s assignment is able to be 
scheduled in advance on a regular 
basis, the Department changes the em-
ployee’s work schedule from contin-
gent to part-time or full-time, as ap-
propriate, to ensure appropriate com-
pensation under this part, including ac-
crual of leave under § 158.651 and the 
DHS–CS employee’s share of health 
benefits premiums provided under 
§ 158.653. 

(c) Employee work schedules. (1) A 
DHS–CS employee’s work schedule, and 
any minimum hours of work associated 
with the employee’s schedule, is deter-
mined at the time of appointment and 
recorded as part of documenting the 
employee’s appointment to a qualified 
position under § 158.706. A DHS–CS em-
ployee on a contingent schedule does 
not have a minimum number of hours 
of work but has a maximum number of 
total hours for the employee’s appoint-
ment that is determined at the time of 
appointment and recorded as part of 

documenting the employee’s appoint-
ment to a qualified position under 
§ 158.706. 

(2) A DHS–CS employee’s work sched-
ule, and any minimum hours of work, 
may change during the employee’s 
service in a qualified position and the 
Department records any such changes 
in the documentation associated with 
the employee’s qualified position under 
§ 158.706. 

(d) Work schedule requirements. (1) 
DHS–CS employees are expected to per-
form DHS–CS cybersecurity work asso-
ciated with their assignments to exe-
cute the DHS cybersecurity mission, 
especially in response to exigent cir-
cumstances and emergencies, including 
cybersecurity incidents defined in 6 
U.S.C. 659, without entitlement to 
more compensation than the employ-
ee’s salary described in § 158.603. Hours 
worked by a DHS–CS employee that ex-
ceed the employee’s minimum hours of 
work do not affect the employee’s sal-
ary or result in any automatic com-
pensation, including a type of addi-
tional compensation. 

(2) A DHS–CS employee on a full- 
time schedule is expected to work at 
least 80 hours per work period. 

(3) A DHS–CS employee on a part- 
time schedule is expected to work at 
least the employee’s specified number 
of hours of work per work period. 

(4) A DHS–CS employee on a contin-
gent schedule is expected to work as 
necessary to perform the DHS–CS cy-
bersecurity work associated with the 
employee’s assignment, not to exceed 
the maximum number of total hours 
for the employee’s appointment. 

(5) DHS–CS employees must report 
hours worked by the employee. The De-
partment monitors such hours for pur-
poses of managing the DHS–CS, includ-
ing considering any changes to DHS– 
CS employees’ schedules, and admin-
istering compensation, including as-
sisting in consideration of any addi-
tional compensation for DHS–CS em-
ployees under § 158.642. 

(6) A DHS–CS employee on a full- 
time schedule or a part-time schedule 
must account for minimum hours of 
work by the conclusion of the last day 
of the work period. If the hours worked 
by the employee are less than the em-
ployee’s minimum hours of work, the 
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employee must use time-off approved 
by the employee’s supervisor, or must 
be placed in an appropriate non-pay 
status for the purposes described in 
paragraphs (a)(1) and (2) of this section, 
to account for the difference between 
hours actually worked by the employee 
and the employee’s minimum hours of 
work. 

(7) A DHS–CS employee on a full- 
time schedule or a part-time schedule, 
in coordination with the employee’s su-
pervisor, may adjust when work hours 
are completed in a given work period, 
to ensure time-off for religious observ-
ance, while also completing minimum 
hours of work. A DHS–CS employee on 
a contingent schedule, in coordination 
with the employee’s supervisor, may 
adjust when work hours are completed 
to ensure time-off for religious observ-
ance. 

(e) Hours worked and compensation. 
The Department uses the work sched-
uling system described in this section 
in administering compensation under 
this part, especially salary administra-
tion described in § 158.622 and the com-
pensation described in §§ 158.642, 158.650, 
158.651, and 158.652. In alignment with 
the compensation strategy, described 
in § 158.601, the work scheduling sys-
tem: 

(1) Acknowledges the unpredictable 
nature of cybersecurity work and the 
expectation described in § 158.601(c) 
about working unusual hours and ex-
tended hours as needed; and 

(2) Reflects an understanding of the 
cybersecurity talent market, espe-
cially current work expectations and 
arrangements. 

(f) Policy. CTMS policy implementing 
this section addresses: 

(1) Procedures for determining, re-
cording, and updating as necessary, 
DHS–CS employees’ work schedules; 

(2) Procedures for selecting and com-
municating anticipated work hours in 
advance and communicating variances 
from those work hours; 

(3) Requirements regarding reporting 
and monitoring hours worked; 

(4) Procedures for accounting for 
minimum hours of work; and 

(5) Other work scheduling require-
ments for DHS–CS employees, includ-
ing DHS–CS employees supporting spe-
cific DHS organizations. Such require-

ments may include designated days, 
hours, core hours, or limits on the 
number of work hours per day; 

§ 158.706 Recordkeeping. 

(a) Generally. The Department docu-
ments an individual’s appointment to a 
qualified position and creates records 
of a DHS–CS employee’s employment 
in the DHS–CS in compliance with 5 
U.S.C. 2951 and 5 CFR subchapter A, 
part 9, and subchapter B, parts 293 and 
297. 

(b) Documenting a qualified position. 
The Department documents a qualified 
position established under this part by 
documenting an individual’s appoint-
ment to a qualified position. Such doc-
umentation includes a description of 
the individual’s: 

(1) CTMS qualifications and the 
DHS–CS cybersecurity work that can 
be performed through application of 
those qualifications; 

(2) Applicable work and career struc-
tures established under the work valu-
ation system described in § 158.404; 

(3) Salary under the compensation 
system described in § 158.602; 

(3) Assignment information described 
in paragraph (e) of this section; 

(4) Official worksite described in 
§ 158.704; and 

(5) Work schedule described in 
§ 158.705. 

(c) Updating qualified position docu-
mentation. The Department updates the 
documentation associated with a DHS– 
CS employee’s qualified position, de-
scribed in paragraph (a) of this section, 
to reflect changes affecting the em-
ployee’s qualified position, including 
any changes to the description of infor-
mation listed in paragraph (a), such as 
enhancements to the employee’s CTMS 
qualifications. Except as necessary for 
purposes of recordkeeping under this 
section, any update to the documenta-
tion associated with a DHS–CS employ-
ee’s qualified position is not a pro-
motion, transfer, or reassignment for 
any other purpose under 5 U.S.C. or 5 
CFR. 

(d) Documenting an assignment. The 
Department documents a DHS–CS em-
ployee’s initial assignment as part of 
documenting the employee’s qualified 
position under this section. The De-
partment updates the documentation 
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associated with a DHS–CS employee’s 
qualified position for each of the em-
ployee’s subsequent assignments de-
scribed in § 158.703. 

(e) Assignment information. Docu-
mentation of each assignment under 
this section includes the following 
operational information: 

(1) Statement of cybersecurity work 
activities; 

(2) Timeframe, such as anticipated 
duration; 

(3) Primary DHS organization; 
(4) Personnel security requirements; 
(5) Location, such as official worksite 

determined under § 158.704; 
(6) Information related to work 

scheduling under § 158.705; and 
(7) Information related to the per-

formance management program, in-
cluding information relevant to ap-
praisal reviews, mission impact re-
views, and development reviews, de-
scribed in subpart H of this part. 

(f) Integrating with existing processes. 
For purposes of recordkeeping for 
DHS–CS employees, including docu-
menting positions and assignments 
under this section, the Department 
uses existing Federal personnel record-
keeping processes, standards, require-
ments, and systems of record. CTMS 
policy implementing this section ad-
dresses integration of the approach to 
talent management under this part, in-
cluding definitions used in this part, 
with existing Federal personnel record-
keeping processes, standards, require-
ments, and systems of record, as nec-
essary. 

§ 158.707 Details and opportunities 
outside DHS. 

(a) DHS–CS employees serving in re-
newable appointments or continuing 
appointments may be detailed to: 

(1) A position in the excepted service 
in another agency under 31 U.S.C. 1535; 

(2) A position in the SES in another 
agency under 5 CFR 317.903; 

(3) A position in the competitive 
service in another agency under 31 
U.S.C. 1535 and 5 CFR 300.301, if ap-
proved by the Director of the Office of 
Personnel Management; 

(4) Certain offices of the White House 
under 3 U.S.C.112; 

(5) The Congress under 2 U.S.C. 
4301(f); 

(6) An international organization 
under 5 U.S.C. 3343; or 

(7) Another detail opportunity under 
other provisions of applicable law. 

(b) Individuals from outside the DHS– 
CS may not be detailed to a qualified 
position. 

(c) DHS–CS employees serving in 
continuing appointments may be as-
signed to eligible non-Federal organi-
zations under the Intergovernmental 
Personnel Act in accordance with 5 
U.S.C. 3371–3375 and 5 CFR part 334. 

§ 158.708 Directed assignments. 

(a) Occasionally, the Department 
may direct a subsequent assignment of 
a DHS–CS employee, and such a di-
rected subsequent assignment may re-
quire a change in the employee’s offi-
cial worksite, determined under 
§ 158.704. For such directed subsequent 
assignments of a DHS–CS employee, 
the Department pays or reimburses ex-
penses or allowances under and in ac-
cordance with the Federal Travel Reg-
ulations at 41 CFR chapters 301 and 302, 
and for such directed assignments that 
are not temporary, DHS provides no-
tice to and consultation with the em-
ployee as described in this paragraph. 

(b) Directed subsequent assignments 
expected to last less than six months 
are considered temporary, and for pur-
poses under the Federal Travel Regula-
tions at 41 CFR chapters 301 and 302, 
are temporary duty. 

(c) For such directed subsequent as-
signments expected to last six months 
or more and with an official worksite 
in a DHS–CS employee’s current com-
muting area, defined in 5 CFR 550.703, 
the Department provides the employee 
written notice at least 30 calendar days 
before the effective date of the subse-
quent assignment. This notice require-
ment may be waived only when the em-
ployee consents in writing. 

(d) For such directed subsequent as-
signments expected to last six months 
or more and with an official worksite 
outside of a DHS–CS employee’s cur-
rent commuting area, defined in 5 CFR 
550.703, DHS consults with the em-
ployee on the reasons for, and the em-
ployee’s preferences regarding, the pro-
posed change in assignment. Following 
such consultation, the Department pro-
vides the employee written notice at 
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least 90 calendar days before the effec-
tive date of the assignment. This no-
tice requirement may be waived only 
when the employee consents in writing. 

§ 158.709 Exemption from other laws 
regarding deployment. 

The provisions of laws, among other 
similar laws, listed in §§ 158.405, 158.502, 
and 158.605 do not apply under CTMS, 
to the DHS–CS, or to talent manage-
ment involving the individuals de-
scribed in § 158.103. 

Subpart H—Developing Talent 

AUTHORITY: 5 U.S.C. Chapters 41 and 43; 5 
CFR parts 410 and 430. 

§ 158.801 Definitions. 

As used in this subpart: 

Appraisal has the same meaning as 
that term in 5 CFR 430.203. 

Appraisal period has the same mean-
ing as that term in 5 CFR 430.203. 

Appraisal program has the same mean-
ing as that term in 5 CFR 430.203. 

Appraisal system and performance ap-
praisal system have the same meanings 
as those terms in 5 CFR 430.203. 

Mission impact has the same meaning 
as defined in § 158.104. 

Performance has the same meaning as 
that term in 5 CFR 430.203. 

Performance rating has the same 
meaning as that term in 5 CFR 430.203. 

Progress review has the same meaning 
as that term in 5 CFR 430.203. 

Rating of record has the same mean-
ing as that term in 5 CFR 430.203. 

§ 158.802 Performance management 
program. 

(a) In alignment with the DHS–CS’s 
core values described in § 158.305 and 
the compensation strategy described in 
§ 158.601, the Secretary or designee es-
tablishes and administers a systematic 
performance management program to: 

(1) Establish and maintain individual 
accountability among DHS–CS employ-
ees; 

(2) Manage, recognize, and develop 
the performance of each DHS–CS em-
ployee; and 

(3) Improve effectiveness of DHS–CS 
employees in executing the DHS cyber-
security mission. 

(b) The performance management 
program comprises the following ongo-
ing reviews: 

(1) Appraisal reviews described in 
§ 158.804; 

(2) Mission impact reviews described 
in § 158.805; and 

(3) Development reviews described in 
§ 158.806. 

(c) To complete appraisal reviews, 
mission impact reviews, and develop-
ment reviews for a DHS–CS employee, 
the Department may collect, on a peri-
odic or ongoing basis, information and 
input from: 

(1) The DHS–CS employee; 
(2) Other DHS–CS employees; 
(3) The employee’s supervisor; and 
(4) Other appropriate officials. 

§ 158.803 Career development pro-
gram. 

(a) Career development program. In 
alignment with the DHS–CS’s core val-
ues described in § 158.305 and the com-
pensation strategy described in 
§ 158.601, the Secretary or designee es-
tablishes and administers a career de-
velopment program to: 

(1) Guide the career progression of 
each DHS–CS employee; 

(2) Ensure development of the collec-
tive expertise of DHS–CS employees 
through continual learning; and 

(3) Ensure continued alignment be-
tween the qualifications of DHS–CS 
employees and CTMS qualifications. 

(b) Career progression. Career progres-
sion in the DHS–CS is based on en-
hancement of CTMS qualifications and 
salary progression resulting from rec-
ognition adjustments under § 158.631. 
Career progression in the DHS–CS is 
not based on length of service in the 
DHS–CS or the Federal Government. 
The Department guides the career pro-
gression of DHS–CS employees using 
development strategies based on: 

(1) Information from development re-
views, described in § 158.806; 

(2) Mission-related requirements; and 
(3) Strategic talent priorities. 
(c) Commitment to continual learning. 

The Department establishes, main-
tains, and communicates criteria for 
continual learning. Such criteria in-
clude recommended and required learn-
ing activities, including completion of 
specific courses of study, completion of 
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mission-related training defined in 5 
CFR 410.101, performance of certain 
DHS–CS cybersecurity work as part of 
assignments, and participation in op-
portunities for professional develop-
ment and training described in § 158.640. 
The Department aims to utilize all 
available opportunities for DHS–CS 
employee development, including op-
portunities under this part and under 
or based on authorities in 5 U.S.C. and 
5 CFR relating to continual learning, 
professional development, and train-
ing, as appropriate. 

(d) Verification of qualifications en-
hancements. The Department verifies 
DHS–CS employees’ enhancement of 
CTMS qualifications, which may in-
clude review by the CTMB or assess-
ment using standardized instruments 
and procedures designed to measure 
the extent to which a DHS–CS em-
ployee has enhanced the employee’s 
qualifications. Verification of enhance-
ment to CTMS qualifications may re-
quire updating the documentation as-
sociated with the employee’s qualified 
position, as described in § 158.706. 

§ 158.804 Appraisal reviews. 

(a) Under 5 U.S.C. Chapter 43 and 5 
CFR part 430, the Department estab-
lishes an appraisal program to review 
and evaluate the performance of DHS– 
CS employees to ensure DHS–CS em-
ployees’ individual accountability. 

(b) The appraisal program for DHS– 
CS employees includes one or more 
progress reviews, as defined in 5 CFR 
430.203, and an appraisal of an employ-
ee’s performance that results in a rat-
ing of record, as defined in 5 CFR 
430.203. 

(c) The Department addresses unac-
ceptable performance, as defined in 5 
U.S.C. 4301(3), under the provisions of 5 
CFR part 432 or part 752. The CTMB 
may assist with any decision, or ac-
tion, or both, made under the author-
ity in this section and 5 CFR part 430 
and 5 CFR part 432 or 752. 

(d) If the Department determines a 
DHS–CS employee’s performance is un-
acceptable or the employee receives an 
unacceptable rating of record, the em-
ployee is ineligible to receive recogni-
tion under §§ 158.630 through 158.634 and 
the employee may be excluded from 
mission impact reviews under § 158.805. 

§ 158.805 Mission impact reviews. 

(a) The Department reviews a DHS– 
CS employee’s mission impact 
throughout the employee’s service in 
the DHS–CS and generates a mission 
impact summary at least annually. 
The Department may conduct mission 
impact reviews concurrently with de-
velopment reviews. 

(b) In reviewing a DHS–CS employ-
ee’s mission impact, individually or as 
part of a group of DHS–CS employees, 
or both, the Department considers fac-
tors such as: 

(1) Superior application of CTMS 
qualifications to perform DHS–CS cy-
bersecurity work; 

(2) Significant enhancements to 
CTMS qualifications; 

(3) Special contributions to cyberse-
curity technologies, techniques, tac-
tics, or procedures; and 

(4) Notable improvements to execu-
tion of the DHS cybersecurity mission. 

(c) The Department uses mission im-
pact summary information to make 
distinctions among DHS–CS employ-
ees, such as comparing, categorizing, 
and ranking DHS–CS employees on the 
basis of mission impact to support de-
cisions related to recognition for DHS– 
CS employees under §§ 158.630 through 
158.634. 

§ 158.806 Development reviews. 

(a) The Department reviews a DHS– 
CS employee’s career progression, as 
described in § 158.803(b) throughout the 
employee’s service in the DHS–CS. The 
Department generates a development 
summary, at least annually, which 
may include plans for a DHS–CS em-
ployee’s continual learning in align-
ment with the criteria for continual 
learning under the career development 
program described in § 158.803. 

(b) As part of development reviews, 
the Department may compare, cat-
egorize, and rank DHS–CS employees 
to support decisions related to profes-
sional development and training under 
§ 158.640. The Department may also use 
information from development reviews 
in matching subsequent assignments 
under § 158.703. The Department may 
conduct development reviews concur-
rently with mission impact reviews. 
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Subpart I—Employee Rights, 
Requirements, and Input 

§ 158.901 Federal employee rights and 
processes. 

(a) Adverse actions: Nothing in this 
part affects the rights of CS employees 
under 5 U.S.C. Chapter 75, 5 U.S.C. 4303, 
and 5 CFR parts 432 and 752. 

(b) Reductions in force. The provisions 
of 5 U.S.C. Chapter 35, Subchapter I 
and 5 CFR part 351 regarding reduc-
tions in force apply to talent manage-
ment actions taken under this part. 

(c) Redress with third parties. Nothing 
in this part affects the rights, as pro-
vided by law, of a DHS–CS employee to 
seek review before a third party of a 
talent management action taken under 
this part involving that employee, in-
cluding seeking review before the: 

(1) Equal Employment Opportunity 
Commission, regarding discrimination 
under Federal anti-discrimination 
laws; 

(2) Merit Systems Protection Board, 
regarding matters such as adverse ac-
tions under 5 U.S.C. Chapter 75 or 
Chapter 43 and individual rights of ac-
tion under 5 U.S.C. Chapter 12; 

(3) Office of Special Counsel, regard-
ing matters such as whistleblower re-
taliation and other prohibited per-
sonnel practices under 5 U.S.C. 2302 and 
the Hatch Act (5 U.S.C. 7321 et seq.); and 

(4) Department of Labor, regarding 
matters covered by the Uniformed 
Services Employment and Reemploy-
ment Rights Act (38 U.S.C. 4301 et seq.). 

(d) Back pay. Back pay remains avail-
able under 5 U.S.C. 5596 and 5 CFR part 
550, subpart H, for unjustified or un-
warranted talent management actions. 

§ 158.902 Ethics requirements. 

(a) DHS–CS employees, including 
such employees providing uncompen-
sated service and DHS–CS advisory ap-
pointees, are employees covered by the 
Ethics in Government Act section 
101(f)(3), and are subject to the crimi-
nal conflict of interest rules as well as 
government ethics requirements appli-
cable to Federal employees, including: 

(1) Criminal conflict of interest pro-
visions in 18 U.S.C. 201–209; 

(2) Ethics in Government Act, as 
amended, and implementing regula-
tions in 5 CFR, Chapter XVI, Sub-

chapter B, including financial disclo-
sure reporting in 5 CFR part 2634 and 
the Standards of Ethical Conduct for 
Employees of the Executive Branch in 
5 CFR part 2635; 

(3) Supplemental Standards of Eth-
ical Conduct for Employees of the De-
partment of Homeland Security in 5 
CFR part 4601; and 

(4) Department policy. 

(b) Under the ethics requirements de-
scribed in paragraph (a) of this section, 
DHS–CS employees must seek approval 
for certain outside activities, comply 
with ethics program requirements, and 
other applicable laws, including post- 
government employment restrictions. 

§ 158.903 Employee input program. 

(a) Program. The Department estab-
lishes and administers a program for 
DHS–CS employees to express employ-
ment-related concerns and rec-
ommendations for enhancing CTMS ad-
ministration and DHS–CS manage-
ment. Under such a program, a DHS– 
CS employee may request review of 
certain talent management actions re-
lated to the employee’s employment in 
the DHS–CS or related to the proc-
esses, systems, and programs estab-
lished under this part, or both. The Cy-
bersecurity Talent Management Board 
may use information from this pro-
gram for the periodic evaluation of 
CTMS described in § 158.302. 

(b) Policy. CTMS policy imple-
menting this section addresses: 

(1) Talent management actions cov-
ered by the employee input program; 

(2) The process for DHS–CS employ-
ees to express input; and 

(3) The interaction of the employee 
input program with relevant processes 
for redress with third parties of em-
ployment-related actions, including 
those described in § 158.901. 

Subpart J—Advisory Appointments 

§ 158.1001 Advisory appointments and 
advisory appointees. 

(a) An advisory appointment is an ap-
pointment to a qualified position that: 

(1) The Secretary determines is of a 
policy-determining, policy-making, or 
policy-advocating character or in-
volves a close and confidential working 
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relationship with the Secretary or 
other key appointed officials; 

(2) Does not have a salary set by stat-
ute; and 

(3) Is not required to be filled by an 
appointment by the President. 

(b) An advisory appointment to a 
qualified position is treated as a Sched-
ule C position under 5 CFR 213.3301 ex-
cept regarding appointment and com-
pensation. Talent management for a 
DHS–CS advisory appointee is in ac-
cordance with the provisions of 5 CFR 
applicable to Schedule C appointees, 
except that appointment and com-
pensation for a DHS–CS advisory ap-
pointee is governed by this part. 

(c) Employment restrictions such as 
those concerning the criminal conflict 
of interest statutes, standards of eth-
ical conduct, partisan political activ-
ity, and contained in laws such as Ex-
ecutive Orders, government-wide ethics 
regulations and the Hatch Act (5 U.S.C. 
7321 et seq.), apply to a DHS–CS advi-
sory appointee as if the employee were 
a Schedule C appointee. 

(d) The Department tracks and co-
ordinates advisory appointments with 
the Executive Office of the President 
and the Office of Personnel Manage-
ment (OPM), as appropriate. 

§ 158.1002 Appointment of advisory ap-
pointees. 

(a) Appointment of an individual, in-
cluding a former DHS–CS employee, to 
an advisory appointment is governed 
by this subpart J and subpart E of this 
part. 

(b) An individual for appointment to 
an advisory appointment must partici-
pate in the assessment program de-
scribed in § 158.520. The Secretary or 
designee must approve the appoint-
ment of an individual to an advisory 
appointment by name, and an indi-
vidual appointed to an advisory ap-
pointment serves at the will of the Sec-
retary. 

(c) A DHS–CS advisory appointee 
may be removed at any time. In ac-
cordance with 5 U.S.C. 7511(b), the pro-
visions of 5 U.S.C. Chapter 75, sub-
chapter II do not apply to talent man-
agement actions taken under this part 
for a DHS advisory appointee. 

(d) An advisory appointment termi-
nates no later than the end of the term 

of the U.S. President under which the 
advisory appointee was appointed. 

(e) The Secretary or designee estab-
lishes a limit on the number of advi-
sory appointments under this subpart 
J, and the total number of advisory ap-
pointments under this subpart may not 
exceed that limit at any time. 

(f) The Department may not change 
an advisory appointment to a renew-
able appointment or continuing ap-
pointment. 

(g) The Department may not use an 
advisory appointment solely or pri-
marily for the purpose of detailing any 
individual to the White House. 

§ 158.1003 Compensation for advisory 
appointees. 

(a) General. Compensation for a DHS– 
CS advisory appointee is governed by 
this subpart J and subpart F of this 
part. A DHS–CS advisory appointee 
may provide uncompensated service 
and any such service is gratuitous serv-
ice. 

(b) Compensation. As compensation 
for service in the DHS–CS, a DHS–CS 
advisory appointee receives a salary as 
described in paragraph (c) this section, 
unless the appointee is providing un-
compensated service. A DHS–CS advi-
sory appointee, except such an em-
ployee providing uncompensated serv-
ice, may also receive additional com-
pensation as described in paragraph (d) 
of this paragraph. 

(c) Salary. A DHS–CS advisory ap-
pointee receives a salary under the sal-
ary system described in § 158.610. 

(1) Setting salary. The Department de-
termines the salary for an individual 
accepting an advisory appointment to 
a qualified position under § 158.620. 

(2) Adjusting salary. The Department 
determines any adjustments to salary 
of a DHS–CS advisory appointee under 
§ 158.621. 

(3) Extended range. A DHS–CS advi-
sory appointee is ineligible for a salary 
in the extended range. 

(4) Local cybersecurity talent market 
supplement. The Department may pro-
vide a DHS–CS advisory appointee a 
local cybersecurity talent market sup-
plement under § 158.612. 

(d) Additional compensation. In align-
ment with the compensation strategy 
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in § 158.601, the Department may pro-
vide the following types of additional 
compensation to a DHS–CS advisory 
appointee for the purposes of each such 
type as described under this part and 
subject to the requirements of this sec-
tion. An individual appointed to an ad-
visory appointment is ineligible to re-
ceive any type of additional compensa-
tion under this part as part of an offer 
of employment in the DHS–CS. 

(1) Types. Additional compensation 
under CTMS for a DHS–CS advisory ap-
pointee is: 

(i) Recognition adjustments under 
§ 158.631, except the Secretary or des-
ignee must approve any such recogni-
tion for a DHS–CS advisory appointee; 

(ii) Recognition payments under 
§ 158.632, except the Secretary or des-
ignee must approve any such recogni-
tion for a DHS–CS advisory appointee; 

(iii) Recognition time-off under 
§ 158.633, except the Secretary or des-
ignee must approve any such recogni-
tion for a DHS–CS advisory appointee; 

(iv) Honorary recognition under 
§ 158.634; 

(v) Professional development and 
training under § 158.640, so long as a 
professional development and training 
program described in § 158.640 explicitly 
covers DHS–CS advisory appointee and 
prohibits such employees from receiv-
ing any payment or reimbursement for 
costs of academic degree training or 
expenses to obtain professional creden-
tials, including examinations to obtain 
such credentials; 

(vi) Allowances in nonforeign areas 
under § 158.643; and 

(vii) Other types of compensation, in-
cluding leave and benefits, authorized 
under §§ 158.650 through 158.655 and pro-
vided in accordance with relevant pro-
visions of other laws. 

(2) Combining types. A DHS–CS advi-
sory appointee may receive any type of 
additional compensation described in 
paragraph (c)(1) of this section in com-
bination with any other such type sub-
ject to the requirements of subpart F 
of this part and the requirements and 
restrictions of this section. 

(3) Restrictions. Additional compensa-
tion described in paragraph (d)(1) of 
this section is subject to, and may be 
limited by: 

(i) The aggregate compensation limit 
described in § 158.604; 

(ii) Prohibitions in 5 U.S.C. 4508, 
guidance from the Office of Manage-
ment and Budget and Office of Per-
sonnel Management, and any other 
provisions of law governing compensa-
tion for political appointees; and 

(iii) Other requirements and restric-
tions in CTMS policy. 

(e) Compensation administration. For 
purposes of administering compensa-
tion under this part for a DHS–CS advi-
sory appointee, the Department admin-
isters salary and other compensation, 
including leave, based on consideration 
of the employee’s work schedule under 
the work scheduling system described 
in § 158.705, and may convert the ap-
pointee’s salary into an hourly rate, bi-
weekly rate, or other rate. 

PARTS 159–199 [RESERVED] 
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PART 1000—ORGANIZATION AND 
DELEGATION OF POWERS AND 
DUTIES OF THE PRIVACY AND 
CIVIL LIBERTIES OVERSIGHT 
BOARD 

Sec. 

1000.1 Purpose. 

1000.2 Definitions. 

1000.3 Organization. 

1000.4 Functions. 

1000.5 Delegations of authority. 

AUTHORITY: 5 U.S.C. 552. 

SOURCE: 78 FR 33689, June 5, 2013, unless 
otherwise noted. 

§ 1000.1 Purpose. 

This part describes the organization 
of the Board, and the assignment of au-
thorities and the responsibilities of the 
Board, individual Board members, and 
employees. 

§ 1000.2 Definitions. 

As used in this part: 
Board means the Privacy and Civil 

Liberties Oversight Board, established 
by the Implementing Recommenda-
tions of the 9/11 Commission Act of 
2007, Public Law 110–53. 

Chairman means the Chairman of the 
Board, as appointed by the President 
and confirmed by the Senate under sec-
tion 801(a) of the Implementing Rec-
ommendations of the 9/11 Commission 
Act of 2007, Public Law 110–53. 

Executive Director means the indi-
vidual appointed by the Chairman to 
act as the Executive Director (or, in 
the event the Chairman position is va-
cant, by the Board) to discharge the re-
sponsibilities assigned to the Executive 
Director. 

General Counsel means the individual 
appointed by the Chairman to act as 
the chief legal officer of the Board or, 
if the General Counsel is absent or un-
available, the Deputy General Counsel, 
or in the event both positions are va-
cant, the individual(s) designated by 
the Chairman (or, in the event the 
Chairman position is vacant, by the 
Board) to discharge the responsibilities 
assigned to the General Counsel. If 
both the General Counsel and Deputy 
General Counsel are absent and un-
available for a prolonged period of 
time, the Chairman (or the Board in 

the event the Chairman position is va-

cant) may designate any Staff Member 

who is an active member of the bar of 

any state, territory, or the District of 

Columbia to temporarily discharge the 

responsibilities assigned to the General 

Counsel until the General Counsel or 

Deputy General Counsel is again avail-

able or a successor has been duly ap-

pointed. 

Member means an individual ap-

pointed by the President, with the ad-

vice and consent of the Senate, to be a 

member of the Board. 

[78 FR 33689, June 5, 2013, as amended at 84 

FR 36456, July 29, 2019] 

§ 1000.3 Organization. 

(a) The Board is comprised of four 

part-time Board members and a full- 

time Chairman, each appointed by the 

President with the advice and consent 

of the Senate. 

(b) The Board’s staff is comprised of 

the following: 

(1) Mission staff who assist the Board 

with its advice, oversight, and other 

mission functions, as described in 42 

U.S.C. 2000ee(d) and 6 CFR 1000.4; and 

(2) Administrative staff who support 

the Board’s operations on a variety of 

administrative matters, such as budg-

et, contracts, information technology 

and information assurance, and secu-

rity; and 

(3) Legal staff who provide the Board 

and agency employees with legal ad-

vice and ethical guidance. 

[78 FR 33689, June 5, 2013, as amended at 84 

FR 36456, July 29, 2019] 

§ 1000.4 Functions. 

(a) The Board provides advice and 

counsel to the President and executive 

departments and agencies to ensure 

that privacy and civil liberties are ap-

propriately considered in proposed leg-

islation, regulations, and policies, and 

in the implementation of new and ex-

isting legislation, regulations, and 

policies, related to efforts to protect 

the Nation from terrorism; 

(b) The Board oversees actions by the 

executive branch relating to efforts to 

protect the Nation from terrorism to 
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determine whether such actions appro-
priately protect privacy and civil lib-
erties and are consistent with gov-
erning laws, regulations, and policies 
regarding privacy and civil liberties; 
and 

(c) The Board receives and reviews 
reports and other information from pri-
vacy and civil liberties officers under 
42 U.S.C. 2000ee-1 and, when appro-
priate, makes recommendations to and 
coordinates the activities of privacy 
and civil liberties officers on relevant 
interagency matters. 

§ 1000.5 Delegations of authority. 

(a) The Board. The Board is the head 
of the agency. The Board is responsible 
for the overall planning, direction, and 
control of the agency’s agenda. The 
delegations of authority in this part do 
not extend to the following actions 
which are reserved to the Board: 

(1) Disposition of all rulemaking and 
similar proceedings involving the pro-
mulgation of rules or the issuance of 
statements of general policy. 

(2) Determination of advice or rec-
ommendations to the President or ex-
ecutive departments and agencies re-
garding the matters described in 42 
U.S.C. 2000ee(d). 

(3) Determination of the Board’s an-
nual agenda or other statement of 
operational priorities; and 

(4) Redelegation to one or more 
Board members or staff of those re-
sponsibilities delegated to the Chair-
man in § 1000.3(b), in the event of a va-
cancy. 

(5) Formulation and implementation 
of policies designed to assure the effec-
tive administration of the Board’s op-
erations and the efficient operations of 
the staff. 

(6) Any authority that is not dele-
gated by the Board in this part, or oth-
erwise vested in officials other than 
the Board, is reserved to the Board. 
The Board may reverse delegations at 
any time, and all delegated authority 
reverts to the Board upon the termi-
nation or expiration of the delegation. 

(b) The Chairman. The Chairman is 
the executive and administrative head 
of the Board. The Chairman has the au-
thority, duties, and responsibilities as-
signed to the Chairman under 42 U.S.C. 
2000ee(h)(5) and (j)(1) and is responsible 

for the agency’s day-to-day operations. 
The Chairman is delegated the author-
ity to: 

(1) Exercise control over the Board’s 
management and functioning; 

(2) Implement and execute the 
Board’s budget; 

(3) Develop and effectively use staff 
support to carry out the functions of 
the Board, including, but not limited 
to, the supervision and removal of 
Board employees and the assignment 
and distribution of work among staff; 

(4) Convene and preside at all meet-
ings of the Board and ensure that every 
vote and official act of the Board re-
quired by law to be recorded is accu-
rately and promptly recorded by the 
General Counsel; 

(5) Redelegate to one or more Board 
staff persons those responsibilities to 
the Executive Director or General 
Counsel under this part, in the event 
that either position is unfilled. 

(6) Authorize any officer or employee 
of the Board to perform a function 
vested in, delegated, or otherwise des-
ignated to the Chairman. 

(c) Executive Director. The Executive 
Director manages the staff and assists 
with the day-to-day operation of the 
agency. The Executive Director is dele-
gated authority to— 

(1) Manage the Board’s mission-re-
lated projects in accordance with the 
priorities set by the Board; 

(2) Supervise the Board’s mission 
staff; and 

(3) Authorize any officer or employee 
of the Board to perform a function 
vested in, delegated, or otherwise des-
ignated to the Executive Director. 

(d) General Counsel. The General 
Counsel is the Board’s chief legal offi-
cer, and serves as the Board’s legal ad-
visor. The General Counsel is delegated 
authority to— 

(1) Serve as the Board’s Designated 
Ethics Official in accordance with 5 
CFR 2638.202; 

(2) Certify Board votes and conduct 
other necessary corporate secretary 
functions consistent with Board poli-
cies and procedures; and 

(3) Authorize any officer or employee 
of the Board to perform a function 
vested in, delegated, or otherwise des-
ignated to the General Counsel. 
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(e) Individual Board Members. Any 
member delegated authority vested in 
the Chairman under paragraph (a) of 
this section may redelegate that au-
thority to one or more Board employ-
ees. 

(f) Exercise of authority. In carrying 
out any functions delegated under this 
part, members and staff are governed 
in the exercise of those functions by all 
applicable Federal statutes and regula-
tions, and by the regulations, orders, 
and rules of the Board. 

[78 FR 33689, June 5, 2013, as amended at 78 
FR 38811, June 28, 2013; 84 FR 36456, July 29, 
2019] 

PART 1001—PROCEDURES FOR DIS-
CLOSURE OF RECORDS UNDER 
THE FREEDOM OF INFORMATION 
ACT 

Sec. 
1001.1 Purpose and scope. 
1001.2 Definitions. 
1001.3 Availability of records. 
1001.4 Categories of exemptions. 
1001.5 Requests for records. 
1001.6 Responsibility for responding to re-

quests. 
1001.7 Administrative appeals. 
1001.8 Time frame for Board response. 
1001.9 Business information. 
1001.10 Fees. 
1001.11 Other rights and services. 

AUTHORITY: 5 U.S.C. 552, as amended; Exec-
utive Order 12600. 

SOURCE: 78 FR 66997, Nov. 8, 2013, unless 
otherwise noted. 

§ 1001.1 Purpose and scope. 

The regulations in this part imple-
ment the provisions of the FOIA. 

§ 1001.2 Definitions. 

The following definitions apply to 
this part: 

Board means the Privacy and Civil 
Liberties Oversight Board, established 
by the Implementing Recommenda-
tions of the 9/11 Commission Act of 
2007, Public Law 110–53. 

Chairman means the Chairman of the 
Board, as appointed by the President 
and confirmed by the Senate under sec-
tion 801(a) of the Implementing Rec-
ommendations of the 9/11 Commission 
Act of 2007, Public Law 110–53, or any 
person to whom the Board has dele-

gated authority for the matter con-
cerned. 

Chief FOIA Officer means the senior 
official to whom the Board delegated 
responsibility for efficient and appro-
priate compliance with the FOIA. 

Commercial use request means a FOIA 
request from or on behalf of a person 
who seeks information for a use or pur-
pose that furthers his or her commer-
cial, trade, or profit interests, includ-
ing pursuit of those interests through 
litigation. 

Confidential business information 
means trade secrets and confidential, 
privileged, or proprietary business or 
financial information submitted to the 
Board by a person. 

Direct costs mean in the case of com-
mercial use requesters those expenses 
the Board has actually incurred to 
search for, duplicate, and review docu-
ments in response to a FOIA request. 
Direct costs include, but are not lim-
ited to, the salary of the employee per-
forming the work and costs associated 
with duplication. 

Educational institution means a pre-
school, a public or private elementary 
or secondary school, an institution of 
undergraduate or graduate higher edu-
cation, an institution of professional 
education, or an institution of voca-
tional education, which operates a pro-
gram or programs of scholarly re-
search. 

Fee waiver means the waiver or re-
duction of processing fees if a requester 
can demonstrate that OMB’s Fee 
Guidelines’ standards are satisfied, in-
cluding that the information is in the 
public interest and is not a commercial 
interest. 

FOIA means the Freedom of Informa-
tion Act, 5 U.S.C. 552, as amended. The 
FOIA applies to third-party requests 
for documents concerning the general 
activities of the government and the 
Board in particular. A request by a 
U.S. citizen or an individual lawfully 
admitted for permanent residence for 
access to his or her own records is con-
sidered a Privacy Act request, under 
the Privacy Act of 1974, 5 U.S.C. 552a, 
as amended. See 6 CFR 1002.3. 

FOIA Officer means the individual to 
whom the Board has delegated author-
ity to carry out the Board’s day-to-day 
FOIA administration. 
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FOIA Public Liaison means the indi-
vidual designated by the Chairman to 
assist FOIA requesters with concerns 
about the Board’s processing of their 
FOIA request, including assistance in 
resolving disputes. 

Non-commercial scientific institution 
means an organization operated solely 
for the purpose of conducting scientific 
research, the results of which are not 
intended to promote any product or re-
search, and not operated on a commer-
cial basis. 

Person includes an individual, part-
nership, corporation, association, or 
public or private organization other 
than an agency. 

Record means any writing, drawing, 
map, recording, diskette, DVD, CD– 
ROM, tape, film, photograph, or other 
documentary material, regardless of 
medium, by which information is pre-
served, including documentary mate-
rial stored electronically. 

Redact means delete or mark over. 

Representative of the news media 
means any person or entity that gath-
ers information of potential public in-
terest to a segment of the public, uses 
its editorial skills to turn the raw ma-
terials into a distinct work, and dis-
tributes that work to an audience. 

Requester category means one of the 
three categories in which requesters 
will be placed for the purpose of deter-
mining whether a requester will be 
charged fees for search, review, or du-
plication. They are: 

(1) Commercial requestors, 

(2) Non-commercial scientific or edu-
cational institutions or news media re-
questors, and 

(3) All other requestors. 

Submitter means any person or entity 
from whom the Board obtains confiden-
tial business information, directly or 
indirectly. 

Unusual circumstances means, to the 
extent reasonably necessary for the 
proper processing of a FOIA request: 

(1) The need to search for and collect 
the requested records from physically 
separate facilities; 

(2) The need to search for, collect and 
appropriately examine a voluminous 
amount of separate and distinct 
records which are demanded in a single 
request; or 

(3) The need for consultation, which 
shall be conducted with all practicable 
speed, with another agency having a 
substantial interest in the determina-
tion of the request. 

[78 FR 66997, Nov. 8, 2013, as amended at 82 

FR 34835, July 27, 2017] 

§ 1001.3 Availability of records. 

(a) In accordance with 5 U.S.C. 
552(a)(1), the Board publishes the fol-
lowing records in the FEDERAL REG-
ISTER and makes an index of the 
records publicly available: 

(1) Descriptions of the Board’s orga-
nization and the established places at 
which, the employees from whom, and 
the methods by which, the public may 
obtain information, submit documents, 
or obtain decisions; 

(2) Statements of the general course 
and method by which the Board’s func-
tions are channeled and determined, in-
cluding the nature and requirements of 
all formal and informal procedures 
available; 

(3) Rules of procedure, descriptions of 
forms available or the places at which 
forms may be obtained, and instruc-
tions as to the scope and contents of 
all papers, reports, or examinations; 

(4) Substantive rules of general appli-
cability adopted as authorized by law 
and statements of general policy or in-
terpretations of general applicability 
formulated and adopted by the Board; 
and 

(5) Each amendment, revision, or re-
peal of any material listed in para-
graphs (a)(1) through (4) of this section. 

(b) In accordance with 5 U.S.C. 
552(a)(2), the Board shall make the fol-
lowing materials available for public 
inspection and copying: 

(1) Statements of policy and interpre-
tation that have been adopted by the 
Board and not published in the FED-
ERAL REGISTER; 

(2) Administrative staff manuals and 
instructions to staff that affect a mem-
ber of the public; 

(3) Copies of all records, regardless of 
the form or format, which have been 
released to any person under paragraph 
(c) of this section and that, because of 
their nature or subject matter, the 
Board determines have become or are 
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likely to become the subject of subse-
quent requests for substantially the 
same records; and 

(4) A general index of the records re-
ferred to in paragraph (b)(3) of this sec-
tion. 

(c) In accordance with 5 U.S.C. 
552(a)(3), the Board shall make avail-
able, upon proper request, as described 
in section 5 of this part, all non-exempt 
Board records, or portions of records, 
not previously made public under para-
graphs (a) and (b) of this section. 

(d) The FOIA applies only to Board 
records in existence at the time of the 
request; the FOIA does not require that 
the Board create new records in order 
to respond to FOIA requests. When re-
sponsive records are located, the Board 
adopts a presumption of disclosure and 
openness. 

§ 1001.4 Categories of exemptions. 

(a) The FOIA does not require disclo-
sure of matters that are: 

(1) Specifically authorized under cri-
teria established by an executive order 
to be kept secret in the interest of na-
tional defense or foreign policy and 
are, in fact, properly classified under 
executive order; 

(2) Related solely to the internal per-
sonnel rules and practices of the Board; 

(3) Specifically exempted from disclo-
sure by statute (other than the Govern-
ment in the Sunshine Act, 5 U.S.C. 
552b, as amended), provided that such 
statute: 

(i) Requires that the matters be with-
held from the public in such a manner 
as to leave no discretion on the issue, 
establishes particular criteria for with-
holding, or refers to particular types of 
matters to be withheld; and 

(ii) If enacted after October 28, 2009, 
specifically cites to Exemption 3 of the 
FOIA, 5 U.S.C. 552(b)(3); 

(4) Trade secrets and commercial or 
financial information obtained from a 
person and privileged or confidential; 

(5) Inter-agency or intra-agency 
memoranda or letters, which would not 
be available at law to a party other 
than an agency in litigation with the 
Board; 

(6) Personnel and medical files and 
similar files the disclosure of which 
would constitute a clearly unwarranted 
invasion of personal privacy; 

(7) Records or information compiled 
for law enforcement purposes, but only 
to the extent that the production of 
such law enforcement records or infor-
mation: 

(i) Could reasonably be expected to 
interfere with enforcement pro-
ceedings; 

(ii) Would deprive a person of a right 
to a fair trial or impartial adjudica-
tion; 

(iii) Could reasonably be expected to 
constitute an unwarranted invasion of 
personal privacy; 

(iv) Could reasonably be expected to 
disclose the identity of a confidential 
source, including a state, local, or for-
eign agency or authority or any pri-
vate institution that furnished infor-
mation on a confidential basis, and, in 
the case of a record or information 
compiled by a criminal investigation, 
or by an agency conducting a lawful 
national security intelligence inves-
tigation, information furnished by a 
confidential source; 

(v) Would disclose techniques and 
procedures for law enforcement inves-
tigations or prosecutions or would dis-
close guidelines for law enforcement 
investigations or prosecutions if such 
disclosure could reasonably be ex-
pected to risk circumvention of the 
law; or 

(vi) Could reasonably be expected to 
endanger the life or physical safety of 
any individual. 

(8) Contained in or related to exam-
ination, operating, or condition reports 
prepared by, on behalf of, or for the use 
of an agency responsible for the regula-
tion or supervision of financial institu-
tions; or 

(9) Geological and geophysical infor-
mation and data, including maps, con-
cerning wells. 

(b) [Reserved] 

§ 1001.5 Requests for records. 

(a) You may request copies of records 
under this part by email to 
FOIA@pclob.gov or in writing addressed 
to FOIA Officer, Privacy and Civil Lib-
erties Oversight Board. Requestors 
should check the Board’s Web site at 
https://www.pclob.gov for the Board’s 
current mailing address. Please provide 
contact information, such as your 
phone number, email address, and/or 
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mailing address, to assist the Board in 
communicating with you and providing 
released records. 

(b) Your request shall reasonably de-
scribe the records sought with suffi-
cient specificity, and when possible, in-
clude names, dates, and subject matter, 
in order to permit the FOIA Officer to 
locate the records with a reasonable 
amount of effort. If the FOIA Officer 
cannot locate responsive records based 
on your written description, you will 
be notified and advised that further 
identifying information is necessary 
before the request can be fulfilled. Re-
questers who are attempting to refor-
mulate or modify such a request may 
discuss their request with the Board’s 
FOIA Officer or FOIA Public Liaison. If 
a request does not reasonably describe 
the records sought, the Board’s re-
sponse to the request is likely to be de-
layed. 

(c) Although requests are considered 
either FOIA or Privacy Act requests, 
the Board processes requests for 
records in accordance with both laws 
so as to provide the greatest degree of 
lawful access while safeguarding an in-
dividual’s personal privacy. 

(d) Your request should specify your 
preferred form or format (including 
electronic formats) for the records you 
seek. We will accommodate your re-
quest if the record is readily available 
in that form or format. When you do 
not specify the form or format of the 
response, we will provide responsive 
records in the form or format most 
convenient to us. 

[82 FR 34835, July 27, 2017] 

§ 1001.6 Responsibility for responding 
to requests. 

(a) In general. The Board delegates 
authority to grant or deny FOIA re-
quests in whole or in part to the FOIA 
Officer. When conducting a search for 
responsive records, the FOIA Officer 
generally will search for records in ex-
istence on the date of the search. If an-
other date is used, the FOIA Officer 
shall inform the requester of the date 
used. 

(b) Responses. The FOIA Officer will 
notify you of his or her determination 
to grant or deny your FOIA request in 
the time frame stated in § 1001.8. The 
Board will release reasonably seg-

regable non-exempt information. For 
any adverse determination, including 
those regarding any disputed fee mat-
ter; a denial of a request for a fee waiv-
er; or a determination to withhold a 
record, in whole or in part, that a 
record does not exist or cannot be lo-
cated; or to deny a request for expe-
dited processing; the notice shall in-
clude the following information: 

(1) The name(s) of any person respon-
sible for the determination to deny the 
request in whole or in part; 

(2) A brief statement of the reason(s) 
for the denial, including any FOIA ex-
emption applied in denying the re-
quest. The FOIA Officer will indicate, 
if technically feasible, the amount of 
information deleted and the exemption 
under which a deletion is made on the 
released portion of the record, unless 
including that indication would harm 
an interest protected by the exemp-
tion; 

(3) An estimate of the volume of in-
formation withheld, if applicable. This 
estimate does not need to be provided 
if it is ascertainable based on 
redactions in partially disclosed 
records or if the disclosure of the esti-
mate would harm an interest protected 
by an applicable FOIA exemption; 

(4) A statement that the adverse de-
termination may be appealed and a de-
scription of the requirements for an ap-
peal under § 1001.7; and 

(5) A statement notifying you of the 
assistance available from the Board’s 
FOIA Public Liaison and the dispute 
resolution services offered by OGIS. 

(c) Consultations and referrals. (1) 
Upon receipt of a FOIA request for a 
record within the Board’s possession, 
the FOIA Officer should determine if 
the Board or another federal agency is 
best able to determine eligibility for 
disclosure under the FOIA. If the FOIA 
Officer determines that another agency 
is better able to evaluate the 
releasibility of the record, the FOIA 
Officer shall: 

(1) Upon receipt of a FOIA request for 
a record within the Board’s possession, 
the FOIA Officer should determine if 
the Board or another federal agency is 
best able to determine eligibility for 
disclosure under the FOIA. As to any 
such record, the FOIA Officer must 
proceed in one of the following ways: 
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(i) Consultation. When records origi-
nated with the Board, but contain 
within them information of interest to 
or originated by another agency or 
Federal Government office, the FOIA 
Officer must consult with that other 
entity prior to making a release deter-
mination. 

(ii) Referral. When the FOIA Officer 
believes that a different agency is best 
able to determine whether to disclose 
the record the FOIA Officer will refer 
the responsibility for responding to the 
request regarding that record to that 
agency (but only if that other depart-
ment or agency is subject to FOIA). Or-
dinarily, the department or agency 
that originated the record will be pre-
sumed best able to determine whether 
to disclose it. However, if the FOIA Of-
ficer and the originating agency jointly 
agree that the Board is in the best po-
sition to respond regarding the record, 
then the record may be handled as a 
consultation. 

(2) Whenever a request is made for in-
formation that is classified, the FOIA 
Officer shall refer the responsibility for 
responding to that portion of the re-
quest to the agency that originated the 
information, or has the primary inter-
est in it, as appropriate. Whenever a 
record contains information that the 
Board has derivatively classified be-
cause it contains information classified 
by another agency, the FOIA Officer 
shall refer the responsibility for re-
sponding to the request regarding that 
information to the agency that classi-
fied the underlying information or 
originated the record. 

(3) If responsibility for responding to 
a request is referred to another depart-
ment or agency, the FOIA Officer shall 
notify you of the referral. This notice 
shall identify the part of the request 
that has been referred and the name of 
each department or agency to which 
the request, or part of the request, has 
been referred, when appropriate and 
available, the notice will include a 
point of contact for the referral agency 
or department. 

(d) Coordination. The standard refer-
ral procedure is not appropriate where 
disclosure of the identity of the agency 
to which the referral would be made is 
classified for national security reasons 
or otherwise could harm an interest 

protected by an applicable exemption, 

such as the exemptions that protect 

personal privacy or national security 

interests. For instance, if the Board lo-

cates within its files materials origi-

nating with an Intelligence Commu-

nity agency, and the involvement of 
that agency in the matter is classified 
and not publicly acknowledged, then to 
disclose or give attribution to the in-
volvement of that Intelligence Commu-
nity agency could cause national secu-
rity harms. In such an instance, in 
order to avoid harm to an interest pro-
tected by an applicable exemption, the 
Board will coordinate with the origi-
nating agency to seek its views on the 
disclosability of the record. The release 
determination for the record that is 
the subject of the coordination will 
then be conveyed to the requester by 
the Board. 

[78 FR 66997, Nov. 8, 2013, as amended at 82 

FR 34836, July 27, 2017] 

§ 1001.7 Administrative appeals. 

(a) You may appeal an adverse deter-
mination related to your FOIA request, 
or the Board’s failure to respond to 
your FOIA request within the pre-
scribed time limits, to the Chief FOIA 
Officer, Privacy and Civil Liberties 
Oversight Board. Requestors should 
check the Board’s Web site at https:// 
www.pclob.gov for the Board’s current 
mailing address. 

(b) Your appeal must be in writing, 
sent to the address posted on the 
Board’s Web site in accordance with 
paragraph (a) of this section, and it 
must be postmarked, or in the case of 
electronic submissions, transmitted, 
within 90 calendar days after the date 
of the letter denying your request, in 
whole or in part. The appeal should 
clearly identify the agency determina-
tion that is being appealed and the as-
signed case request number. In case of 
the Board’s failure to respond within 
the statutory time frame, you may 
submit an administrative appeal at any 
time until an agency response has been 
provided. For the most expeditious 
handling, your appeal letter and enve-
lope, or subject line of the electronic 
transmission, should be marked ‘‘Free-
dom of Information Act appeal.’’ 
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(c) Your appeal letter should state 
facts and may cite legal or other au-
thorities in support of your request. 

(d) On receipt of any appeal involving 
classified information, the Chief FOIA 
Officer must take appropriate action to 
ensure compliance with applicable 
classification rules. 

(e) The Chief FOIA Officer shall re-
spond to all administrative appeals in 
writing and within the time frame 
stated in § 1001.8(d). If the decision af-
firms, in whole or in part, the FOIA Of-
ficer’s determination, the letter shall 
contain a statement of the reasons for 
the affirmance, including any FOIA ex-
emption(s) applied, and will inform you 
of the FOIA’s provisions for court re-
view. If the Chief FOIA Officer reverses 
or modifies the FOIA Officer’s deter-
mination, in whole or in part, you will 
be notified in writing and your request 
will be reprocessed in accordance with 
that decision. The Board may work 
with Office of Government Information 
Services (OGIS) to resolve disputes be-
tween FOIA requestors and the Board. 
A requester may also contact OGIS in 
the following ways: Via mail to OGIS, 
National Archives and Records Admin-
istration, 8601 Adelphi Road—OGIS, 
College Park, MD 20740 
(ogis.archives.gov), via email at 
ogis@nara.gov, or via the telephone at 
202–741–5770 or 877–684–6448. Facsimile is 
also available at 202–741–5769. 

[82 FR 34836, July 27, 2017] 

§ 1001.8 Time frame for Board re-
sponse. 

(a) In general. The Board ordinarily 
shall respond to requests according to 
their order of receipt. 

(b) Multi-track processing. The Board 
may use two or more processing tracks 
by distinguishing between simple and 
more complex requests based on the 
amount of work or time needed to 
process the request. 

(c) Initial decisions. The Board shall 
determine whether to comply with a 
FOIA request within 20 working days 
after our receipt of the request, unless 
the time frame for response is extended 
due to unusual circumstances as fur-
ther described in paragraph (f) of this 
section. A request is received by the 
Board, for purposes of commencing the 
20-day timeframe for its response, on 

the day it is received by the FOIA Offi-
cer or, in any event, not later than ten 
days after the request is first received 
by any Board office. 

(d) Administrative appeals. The Chief 
FOIA Officer shall determine whether 
to affirm or overturn a decision subject 
to administrative appeal within 20 
working days after receipt of the ap-
peal, unless the time frame for re-
sponse is extended in accordance with 
subsection (e) of this section. 

(e) Tolling timelines. We may toll the 
20-day timeframe set forth in para-
graphs (c) or (d) of this section: 

(1) One time to await information 
that we reasonably requested from you, 
as permitted by 5 U.S.C. 
552(a)(6)(A)(iii)(I); 

(2) As necessary to clarify with you 
issues regarding the fee assessment. 

(3) If we toll the time frame for re-
sponse under paragraphs (e)(1) or (2) of 
this section, the tolling period ends 
upon our receipt of your response. 

(f) Unusual circumstances. In the 
event of unusual circumstances, we 
may extend the time frame for re-
sponse provided in paragraphs (c) or (d) 
of this section by providing you with 
written notice of the unusual cir-
cumstances and the date on which a de-
termination is expected to be made. 
Where the extension is for more than 
ten working days, we will provide you 
with an opportunity either to modify 
your request so that it may be proc-
essed within the statutorily-prescribed 
time limits or to arrange an alter-
native time period for processing your 
request or modified request. 

(g) Aggregating requests. When we rea-
sonably believe that multiple requests 
submitted by a requester, or by a group 
of requesters acting in concert, involv-
ing clearly related matters, can be 
viewed as a single request that involves 
unusual circumstances, we may aggre-
gate the requests for the purposes of 
fees and processing activities, which 
may result in an extension of the proc-
essing time. 

(h) Expedited processing. You may re-
quest that the Board expedite proc-
essing of your FOIA request. To receive 
expedited processing, you must dem-
onstrate a compelling need for such 
processing. 
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(1) For requests for expedited proc-
essing, a ‘‘compelling need’’ involves: 

(i) Circumstances in which the lack 
of expedited treatment could reason-
ably be expected to pose an imminent 
threat to the life or physical safety of 
an individual; or 

(ii) A request made by a person pri-
marily engaged in disseminating infor-
mation, with a time urgency to inform 
the public of actual or alleged federal 
government activity. 

(2) Your request for expedited proc-
essing must be in writing and may be 
made at the time of the initial FOIA 
request or at any later time. 

(3) Your request for expedited proc-
essing must include a statement, cer-
tified to be true and correct to the best 
of your knowledge and belief, explain-
ing in detail the basis for requesting 
expedited processing. If you are a per-
son primarily engaged in disseminating 
information, you must establish a par-
ticular urgency to inform the public 
about the federal government activity 
involved in the request. 

(4) The FOIA Officer will decide 
whether to grant or deny your request 
for expedited processing within ten cal-
endar days of receipt. You will be noti-
fied in writing of the determination. 
Appeals of adverse decisions regarding 
expedited processing shall be processed 
expeditiously. 

§ 1001.9 Business information. 

(a) Designation of confidential business 
information. In the event a FOIA re-
quest is made for confidential business 
information previously submitted to 
the Government by a commercial enti-
ty or on behalf of it (hereinafter ’sub-
mitter’), the regulations in this section 
apply. When submitting confidential 
business information, you must use a 
good-faith effort to designate, by use of 
appropriate markings, at the time of 
submission or at a reasonable time 
thereafter, any portions of your sub-
mission that you consider to be exempt 
from disclosure under FOIA Exemption 
4, 5 U.S.C. 552(b)(4). Your designation 
will expire ten years after the date of 
submission unless you request, and 
provide justification for, a longer des-
ignation period. 

(b) Notice to submitters. Whenever you 
designate confidential business infor-

mation as provided in paragraph (a) of 
this section, or the Board has reason to 
believe that your submission may con-
tain confidential business information, 
we will provide you with prompt writ-
ten notice of a FOIA request that seeks 
your business information. The notice 
shall: 

(1) Give you an opportunity to object 
to disclosure of your information, in 
whole or in part; 

(2) Describe the business information 
requested or include copies of the re-
quested records or record portions con-
taining the information; and 

(3) Inform you of the time frame in 
which you must respond to the notice. 

(c) Opportunity to object to disclosure. 
The Board shall allow you a reasonable 
time to respond to the notice described 
in paragraph (b) of this section. If you 
object to the disclosure of your infor-
mation, in whole or in part, you must 
provide us with a detailed written 
statement of your objection. The state-
ment must specify all grounds for with-
holding any portion of the information 
under any FOIA exemption and, when 
relying on FOIA Exemption 4, it must 
explain why the information is a trade 
secret or commercial or financial infor-
mation that is privileged and confiden-
tial. If you fail to respond within the 
time frame specified in the notice, the 
Board will conclude that you have no 
objection to disclosure of your infor-
mation. The Board will only consider 
information that we receive within the 
time frame specified in the notice. Any 
information provided by a submitter 
under this subpart may itself be sub-
ject to disclosure under the FOIA. 

(d) Notice of intent to disclose. The 
Board will consider your objection and 
specific grounds for non-disclosure in 
deciding whether to disclose business 
information. Whenever the Board de-
cides to disclose business information 
over your objection, we will provide 
you with written notice that includes: 

(1) A statement of the reasons why 
each of your bases for withholding were 
not sustained; 

(2) A description of the business in-
formation to be disclosed; and 

(3) A specified disclosure date, which 
shall be a reasonable time after the no-
tice. 
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(e) Exceptions to the notice requirement. 
The notice requirements of paragraphs 
(c) and (d) of this section shall not 
apply if: 

(1) The Board determines that the in-
formation shall not be disclosed; 

(2) The information lawfully has been 
published or has been officially made 
available to the public; 

(3) Disclosure of the information is 
required by statute (other than the 
FOIA) or by a regulation issued in ac-
cordance with the requirements of Ex-
ecutive Order 12600; 

(4) The designation made by the sub-
mitter under paragraph (a) of this sec-
tion appears obviously frivolous, ex-
cept that, in such a case, the Board 
shall, within a reasonable time prior to 
the date the disclosure will be made, 
give the submitter written notice of 
the final decision to disclose the infor-
mation. 

(f) Notice to requesters. Whenever we 
provide a submitter with the notice de-
scribed in paragraph (b) of this section, 
we also will provide notice to the re-
quester that notice and opportunity to 
object to the disclosure are being pro-
vided to the submitter. The Board also 
must notify the requester when it noti-
fies the submitter of its intent to dis-
close the requested information, and 
whenever a submitter files a lawsuit to 
prevent the disclosure of the informa-
tion. 

[78 FR 66997, Nov. 8, 2013, as amended at 82 
FR 34836, July 27, 2017] 

§ 1001.10 Fees. 

(a) We will charge fees that recoup 
the full allowable direct costs we incur 
in processing your FOIA request. Fees 
may be charged for search, review or 
duplication. As a matter of administra-
tive discretion, the Board may release 
records without charge or at a reduced 
rate whenever the Board determines 
that the interest of the United States 
government would be served. We will 
use the most efficient and least costly 
methods to comply with your request. 
The Board may charge for search time 
even if no records are located or the 
records located are exempt from disclo-
sure. If the Board fails to comply with 
the FOIA’s time limits in which to re-
spond to a request, it may not charge 
search fees, unless the circumstances 

outlined in paragraph (o) of this sec-
tion are met. 

(b) With regard to manual searches 
for records, we will charge the salary 
rate(s) (calculated as the basic rate of 
pay plus 16 percent of that basic rate to 
cover benefits) of the employee(s) per-
forming the search. 

(c) In calculating charges for com-
puter searches for records, we will 
charge at the actual direct cost of pro-
viding the service, including the cost of 
operating computers and other elec-
tronic equipment, such as photocopiers 
and scanners, directly attributable to 
searching for records potentially re-
sponsive to your FOIA request and the 
portion of the salary of the operators/ 
programmers performing the search. 

(d) We may only charge requesters 
seeking documents for commercial use 
for time spent reviewing records to de-
termine whether they are exempt from 
mandatory disclosure. Charges may be 
assessed only for the initial review— 
that is, the review undertaken the first 
time we analyze the applicability of a 
specific exemption to a particular 
record or portion of a record. Records 
or portions of records withheld in full 
under an exemption that is subse-
quently determined not to apply may 
be reviewed again to determine the ap-
plicability of other exemptions not pre-
viously considered. We may assess the 
costs for such subsequent review. No 
charge will be made for review at the 
administrative appeal stage of exemp-
tions applied at the initial review 
stage. 

(e) Records will be duplicated at a 
rate of $.10 per page, except that the 
Board may adjust this rate from time 
to time by rule published in the FED-
ERAL REGISTER. For copies prepared by 
computer, such as tapes, CDs, DVDs, or 
printouts, we will charge the actual 
cost, including operator time, of pro-
duction. For other methods of repro-
duction or duplication, we will charge 
the actual direct costs of producing the 
document(s). If we estimate that dupli-
cation charges are likely to exceed $25, 
we will notify you of the estimated 
amount of fees, unless you indicated in 
advance your willingness to pay fees as 
high as those anticipated. Our notice 
will offer you an opportunity to confer 
with Board personnel to reformulate 
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the request to meet your needs at a 
lower cost. If the Board notifies you 
that the actual or estimated fees are in 
excess of $25.00, your request will not 
be considered received and further 
work will not be completed until you 
commit in writing to pay the actual or 
estimated total fee, or designate some 
amount of fees you are willing to pay, 
or in the case of a noncommercial use 
requester who has not yet been pro-
vided with your statutory entitle-
ments, you designate that you seek 
only that which can be provided by the 
statutory entitlements. The Board’s 
FOIA Officer or Public Liaison are 
available to assist you in reformu-
lating your request to meet your needs 
at a lower cost. 

(f) We will charge you the full costs 
of providing you with the following 
services: 

(1) Certifying that records are true 
copies; or 

(2) Sending records by special meth-
ods such as express mail. 

(g) We may assess interest charges on 
an unpaid bill starting on the 31st cal-
endar day following the day on which 
the billing was sent. Interest shall be 
at the rate prescribed in 31 U.S.C. 3717 
and will accrue from the date of the 
billing until payment is received by 
the Board. 

(h) We will not charge a search fee 
for requests by educational institu-
tions, non-commercial scientific insti-
tutions, or representatives of the news 
media. A search fee will be charged for 
a commercial use request. 

(i) The Board will not charge duplica-
tion fees for requests by educational 
institutions, non-commercial scientific 
institutions, or representatives of the 
news media for a non-commercial use 
request if the agency fails to comply 
with the FOIA’s time limits in which 
to respond to a request. 

(j) Except for a commercial use re-
quest, we will not charge you for the 
first 100 pages of duplication and the 
first two hours of search. 

(k) You may not file multiple re-
quests, each seeking portions of a docu-
ment or documents, solely for the pur-
pose of avoiding payment of fees. When 
the Board reasonably believes that a 
requester, or a group of requesters act-
ing in concert, has submitted requests 

that constitute a single request involv-
ing clearly related matters, we may ag-
gregate those requests and charge ac-
cordingly. 

(l) We may not require you to make 
payment before we begin work to sat-
isfy the request or to continue work on 
a request, unless: 

(1) We estimate or determine that the 
allowable charges that you may be re-
quired to pay are likely to exceed $250; 
or 

(2) You have previously failed to pay 
a fee charged within 30 calendar days of 
the date of billing. 

(m) In cases in which the Board re-
quires advance payment, the request 
will not be considered received and fur-
ther work will not be completed until 
the required payment is received. If 
you do not pay the advance payment 
within 30 calendar days after the date 
of the Board’s fee determination, the 
request will be closed. 

(n) Upon written request, we may 
waive or reduce fees that are otherwise 
chargeable under this part. If you re-
quest a waiver or reduction in fees, you 
must demonstrate that a waiver or re-
duction in fees is in the public interest 
because disclosure of the requested 
records is likely to contribute signifi-
cantly to the public understanding of 
the operations or activities of the gov-
ernment and is not primarily in your 
commercial interest. After processing, 
actual fees must exceed $25, for the 
Board to require payment of fees. 

(o) If the Board has determined that 
unusual circumstances, as defined by 
the FOIA, apply and more than 5,000 
pages are necessary to respond to the 
request, the Board may charge search 
fees, or, in the case of requesters de-
scribed in paragraph (h) of this section, 
may charge duplication fees, if the fol-
lowing steps are taken. The Board 
must have provided timely written no-
tice of unusual circumstances to the 
requester in accordance with the FOIA 
and the agency must have discussed 
with the requester via written mail, 
email, or telephone (or made not less 
than three good-faith attempts to do 
so) how the requester could effectively 
limit the scope of the request in ac-
cordance with 5 U.S.C. 552(a)(6)(B)(ii). 
If this exception is satisfied, the Board 
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may charge all applicable fees incurred 
in the processing of the request. 

[82 FR 34847, July 27, 2017] 

§ 1001.11 Other rights and services. 

Nothing in this subpart shall be con-
strued to entitle any person, as of 
right, to any service or to the disclo-
sure of any record to which such person 
is not entitled under the FOIA. 

[82 FR 34837, July 27, 2017] 

PART 1002—IMPLEMENTATION OF 
THE PRIVACY ACT OF 1974 

Sec. 
1002.1 Purpose and scope. 
1002.2 Definitions. 
1002.3 Privacy Act requests. 
1002.4 Responses to Privacy Act requests. 
1002.5 Administrative appeals. 
1002.6 Fees. 
1002.7 Penalties. 

AUTHORITY: 5 U.S.C. 552a. 

SOURCE: 78 FR 66997, Nov. 8, 2013, unless 
otherwise noted. 

§ 1002.1 Purpose and scope. 

The regulations in this part imple-
ment the provisions of the Privacy Act. 

§ 1002.2 Definitions. 

The following terms used in this part 
are defined in the Privacy Act: Indi-
vidual, maintain, record, system of 
records, statistical record, and routine 
use. The following definitions also 
apply in this part: 

Board means the Privacy and Civil 
Liberties Oversight Board, established 
by the Implementing Recommenda-
tions of the 9/11 Commission Act of 
2007, Pub. L. 110–53. 

Chairman means the Chairman of the 
Board, as appointed by the President 
and confirmed by the Senate under sec-
tion 801(a) of the Implementing Rec-
ommendations of the 9/11 Commission 
Act of 2007, Pub. L. 110–53, or any per-
son to whom the Board has delegated 
authority in the matter concerned. 

General Counsel means the Board’s 
principal legal advisor, or his or her 
designee. 

Privacy Act means the Privacy Act of 
1974, 5 U.S.C. 552a, as amended. 

Privacy Act Officer means the person 
designated by the Board to be respon-

sible for the day-to-day administration 
of the Privacy Act. 

§ 1002.3 Privacy Act requests. 

(a) Requests to determine if you are the 
subject of a record. You may request 
that the Board inform you if we main-
tain a system of records that contains 
records about you. Your request must 
follow the procedures described in 
paragraph (b) of this section. 

(b) Requests for access. You may re-
quest access to a Board record about 
you in writing or by appearing in per-
son. You should direct your request to 
the Privacy Act Officer. Written re-
quests may be sent to: Privacy Act Of-
ficer, Privacy and Civil Liberties Over-
sight Board, 2100 K Street NW., Suite 
500, Washington, DC 20427. Your request 
should include the following informa-
tion: 

(1) Your name, address, and tele-
phone number; 

(2) The system(s) of records in which 
the requested information is contained; 
and 

(3) At your option, authorization for 
copying expenses. 

(4) Written requests. In addition to the 
information described in paragraphs 
(b)(1) through (3) of this section, writ-
ten requests must include a statement 
affirming your identity, signed by you 
and witnessed by two persons (includ-
ing witnesses’ addresses) or notarized. 

(i) Witnessed. If your statement is 
witnessed, it must include a sentence 
above the witnesses’ signatures attest-
ing that they personally know you or 
that you have provided satisfactory 
proof of your identity. 

(ii) Notarized. If your statement is no-
tarized, you must provide the notary 
with adequate proof of your identity in 
the form of a drivers’ license, passport, 
or other identification acceptable to 
the notary. 

(iii) The Board, in its discretion, may 
require additional proof of identifica-
tion depending on the nature and sensi-
tivity of the records in the system of 
records. 

(iv) For the quickest possible han-
dling, your letter and envelope should 
be marked ‘‘Privacy Act Request’’. 

(5) In person requests. In addition to 
the information described in para-
graphs (b)(1) through (3) of this section, 
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if you make your request in person, 
you must provide adequate proof of 
identification at the time of your re-
quest. Adequate proof of identification 
includes a valid drivers’ license, valid 
passport, or other current identifica-
tion that includes your address and 
photograph. 

(c) Requests for amendment or correc-
tion of records. You may request an 
amendment to or correction of a record 
about you in person or by writing to 
the Privacy Act Officer following the 
procedures described in paragraph (b) 
of this section. Your request for 
amendment or correction should iden-
tify each particular record at issue, 
state the amendment or correction 
sought, and describe why the record is 
not accurate, relevant, timely, or com-
plete. 

(d) Requests for an accounting of disclo-
sures. Except for those disclosures for 
which the Privacy Act does not require 
an accounting, you may request an ac-
counting of any disclosure by the 
Board of a record about you. Your re-
quest for an accounting of disclosures 
must be made in writing following the 
procedures described in subsection (b) 
of this section. 

(e) Requests for access on behalf of 
someone else. (1) If you are making a re-
quest on behalf of someone else, your 
request must include a statement from 
that individual verifying his or her 
identity, as provided in paragraph 
(b)(4) of this section. Your request also 
must include a statement certifying 
that individual’s agreement that 
records about him or her may be re-
leased to you. 

(2) If you are the parent or guardian 
of the individual to whom the re-
quested record pertains, or the indi-
vidual to whom the record pertains has 
been deemed incompetent by a court, 
your request for access to records 
about that individual must include: 

(i) The identity of the individual who 
is the subject of the record, including 
his or her name, current address, and 
date and place of birth; 

(ii) Verification of your identity in 
accordance with paragraph (b)(4) of 
this section; 

(iii) Verification that you are the 
subject’s parent or guardian, which 
may be established by a copy of the 

subject’s birth certificate identifying 

you as his or her parent, or a court 

order establishing you as guardian; and 

(iv) A statement certifying that you 

are making the request on the subject’s 

behalf. 

§ 1002.4 Responses to Privacy Act re-
quests. 

(a) Acknowledgement. The Privacy Act 

Officer shall provide you with a written 

acknowledgment of your written re-

quest under section 3 within ten busi-

ness days of our receipt of your re-

quest. 

(b) Grants of requests. If you make 

your request in person, the Privacy Act 

Officer shall respond to your request 

directly, either by granting you access 

to the requested records, upon payment 

of any applicable fee and with a writ-

ten record of the grant of your request 
and receipt of the records, or by in-
forming you when a response may be 
expected. If you are accompanied by 
another person, you must authorize in 
writing any discussion of the records in 
the presence of the third person. If 
your request is in writing, the Privacy 
Act Officer shall provide you with writ-
ten notice of the Board’s decision to 
grant your request and the amount of 
any applicable fee. The Privacy Act Of-
ficer shall disclose the records to you 
promptly, upon payment of any appli-
cable fee. 

(c) Denials of requests in whole or in 
part. The Privacy Act Officer shall no-
tify you in writing of his or her deter-
mination to deny, in whole or in part, 
your request. This writing shall in-
clude the following information: 

(1) The name and title or position of 
the person responsible for the denial; 

(2) A brief statement of the reason 
for the denial(s), including any applica-
ble Privacy Act exemption; 

(3) A statement that you may appeal 
the denial and a brief description of the 
requirements for appeal under § 1002.5. 

(d) Request for records not covered by 
the Privacy Act or subject to Privacy Act 
exemption. If the Privacy Act Officer 
determines that a requested record is 
not subject to the Privacy Act or the 
records are subject to Privacy Act ex-
emption, your request will be processed 
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in accordance with the Board’s Free-
dom of Information Act procedures at 6 
CFR part 1001. 

§ 1002.5 Administrative appeals. 

Appeal procedures. 
(1) You may appeal any decision by 

the Board to deny, in whole or in part, 
your request under § 1002.3 no later 
than 60 days after the decision is ren-
dered. 

(2) Your appeal must be in writing, 
sent to the General Counsel at the ad-
dress specified in § 1002.3(b) and contain 
the following information: 

(i) Your name; 
(ii) Description of the record(s) at 

issue; 
(iii) The system of records in which 

the record(s) is contained; 
(iv) A statement of why your request 

should be granted. 
(3) The General Counsel shall deter-

mine whether to uphold or reverse the 
initial determination within 30 work-
ing days of our receipt of your appeal. 
The General Counsel shall notify you 
of his or her decision, including a brief 
statement of the reasons for the deci-
sion, in writing. The General Counsel’s 
decision will be the final action of the 
Board. 

(b) Statement of disagreement. If your 
appeal of our determination related to 
your request for amendment or correc-
tion is denied in whole or in part, you 
may file a Statement of Disagreement 
that states the basis for your disagree-
ment with the denial. Statements of 
Disagreement must be concise and 
must clearly identify each part of any 
record that is disputed. The Privacy 
Act Officer will place your Statement 
of Disagreement in the system of 
records in which the disputed record is 
maintained and shall mark the dis-
puted record to indicate that a State-
ment of Disagreement has been filed 
and where it may be found. 

(c) Notification of amendment, correc-
tion, or disagreement. Within 30 working 
days of the amendment or correction of 
a record, the Privacy Act Officer shall 
notify all persons, organizations, or 
agencies to which the Board previously 
disclosed the record, if an accounting 
of that disclosure was made, that the 
record has been corrected or amended. 
If you filed a Statement of Disagree-

ment, the Privacy Act Officer shall ap-
pend a copy of it to the disputed record 
whenever it is disclosed and also may 
append a concise statement of its rea-
son(s) for denying the request to amend 
or correct the record. 

§ 1002.6 Fees. 

We will not charge a fee for search or 
review of records requested under this 
part, or for the correction of records. If 
you request copies of records, we may 
charge a fee of $.10 per page. 

§ 1002.7 Penalties. 

Any person who makes a false state-
ment in connection with any request 
for a record or an amendment or cor-
rection thereto under this part is sub-
ject to the penalties prescribed in 18 
U.S.C. 494 and 495 and 5 U.S.C. 
552a(i)(3). 

PART 1003—IMPLEMENTATION OF 
THE GOVERNMENT IN THE SUN-
SHINE ACT 

Sec. 

1003.1 Purpose and scope. 

1003.2 Definitions. 

1003.3 Open meetings. 

1003.4 Procedures for public announcement 
of meetings. 

1003.5 Grounds on which meetings may be 
closed or information withheld. 

1003.6 Procedures for closing meetings or 
withholding information, and requests by 
affected persons to close a meeting. 

1003.7 Changes following public announce-
ment. 

1003.8 Transcripts, recordings, or minutes of 
closed meetings. 

1003.9 Public availability and retention of 
transcripts, recordings, and minutes, and 
applicable fees. 

AUTHORITY: 5 U.S.C. 552b. 

SOURCE: 78 FR 67002, Nov. 8, 2013, unless 
otherwise noted. 

§ 1003.1 Purpose and scope. 

(a) The regulations in this part im-
plement the provisions of the Sunshine 
Act. 

(b) Requests for all records other 
than those described in § 1003.9, shall be 
governed by the Board’s Freedom of In-
formation Act procedures at 6 CFR 
part 1001. 
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§ 1003.2 Definitions. 

The following definitions apply in 
this part: 

Board means the Privacy and Civil 
Liberties Oversight Board, established 
by the Implementing Recommenda-
tions of the 9/11 Commission Act of 
2007, Public Law 110–53. 

Chairman means the Chairman of the 
Board, as appointed by the President 
and confirmed by the Senate under sec-
tion 801(a) of the Implementing Rec-
ommendations of the 9/11 Commission 
Act of 2007, Public Law 110–53, or any 
person to whom the Board delegated 
authority in the matter concerned. 

General Counsel means the Board’s 
principal legal advisor, or his or her 
designee. 

Meeting means the deliberations of 
three or more Board members that de-
termine or result in the joint conduct 
or disposition of official Board busi-
ness. A meeting does not include: 

(1) Notational voting or similar con-
sideration of business for the purpose 
of recording votes, whether by circula-
tion of material to members’ individ-
ually in writing or by a polling of the 
members individually by phone. 

(2) Action by three or more members 
to: 

(i) Open or close a meeting or to re-
lease or withhold information pursuant 
to section 1003.6 of this part; 

(ii) Set an agenda for a proposed 
meeting; 

(iii) Call a meeting on less than seven 
days’ notice, as permitted by § 1003.4; or 

(iv) Change the subject matter or the 
determination to open or to close a 
publicly announced meeting under 
§ 1003.7. 

(3) A session attended by three or 
more members for the purpose of hav-
ing the Board’s staff or expert consult-
ants, another federal agency, or other 
persons or organizations brief or other-
wise provide information to the Board 
concerning any matters within the pur-
view of the Board, provided that the 
members do not engage in delibera-
tions that determine or result in the 
joint conduct or disposition of official 
business on such matters. 

(4) A gathering of members for the 
purpose of holding informal, prelimi-
nary discussions or exchanges of views 

which do not effectively predetermine 
official action. 

Member means an individual duly ap-
pointed and confirmed to the Board. 

Public observation means attendance 
by the public at a meeting of the 
Board, but does not include public par-
ticipation. 

Public participation means the presen-
tation or discussion of information, 
raising of questions, or other manner 
of involvement in a meeting of the 
Board by the public in a manner that 
contributes to the disposition of offi-
cial Board business. 

Sunshine Act means the Government 
in the Sunshine Act, 5 U.S.C. 552b. 

§ 1003.3 Open meetings. 

(a) Except as otherwise provided in 
this part, every portion of a Board 
meeting shall be open to public obser-
vation. 

(b) Board meetings, or portions 
thereof, shall be open to public partici-
pation when an announcement to that 
effect is published under § 1003.4. Public 
participation shall be conducted in an 
orderly, non-disruptive manner and in 
accordance with any procedures the 
Chairman may establish. Public par-
ticipation may be terminated for good 
cause as determined by the Board upon 
the advice of the General Counsel based 
on unanticipated developments. 

§ 1003.4 Procedures for public an-
nouncement of meetings. 

(a) Except as otherwise provided in 
this section, the Board shall make a 
public announcement at least seven 
days prior to a meeting. The public an-
nouncement shall include: 

(1) The time and place of the meet-
ing; 

(2) The subject matter of the meet-
ing; 

(3) Whether the meeting is to be 
open, closed, or portions of a meeting 
will be closed; 

(4) Whether public participation will 
be allowed; 

(5) The name and telephone number 
of the person who will respond to re-
quests for information about the meet-
ing; 

(b) The seven day prior notice re-
quired by paragraph (a) of this section 
may be reduced only if: 
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(1) A majority of all members deter-
mine by recorded vote that Board busi-
ness requires that such meeting be 
scheduled in less than seven days; and 

(2) The public announcement re-
quired by this section is made at the 
earliest practicable time. 

(c) When a meeting has been called 
by the Chairman, the notice shall con-
tain such agenda items as the Chair-
man designates. The notice shall be 
circulated to Members in advance of 
publication and Members, by majority 
vote, may add additional agenda items. 

(d) When a meeting is called by a ma-
jority of Members, the notice shall con-
tain such agenda items as have been 
approved by a majority of the Board. 

(e) The Executive Director will en-
sure that the final agenda for the meet-
ing conforms to the notice published in 
the FEDERAL REGISTER. 

(f) If public notice is provided by 
means other than publication in the 
FEDERAL REGISTER, notice will be 
promptly submitted to the FEDERAL 
REGISTER for publication. 

[78 FR 67002, Nov. 8, 2013, as amended at 82 
FR 34838, July 27, 2017] 

§ 1003.5 Grounds on which meetings 
may be closed or information with-
held. 

A meeting, or portion thereof, may 
be closed and information pertinent to 
such meeting withheld if the Board de-
termines that the meeting or release of 
information is likely to disclose mat-
ters that are: 

(a) Specifically authorized under cri-
teria established by an executive order 
to be kept secret in the interests of na-
tional defense or foreign policy; and, in 
fact, are properly classified pursuant to 
such executive order. In making the de-
termination that this exemption ap-
plies, the Board shall rely on the clas-
sification assigned to the document or 
assigned to the information from the 
federal agency from which the docu-
ment was received. 

(b) Related solely to the internal per-
sonnel rules and practices of the Board; 

(c) Specifically exempt from disclo-
sure by statute (other than 5 U.S.C. 
552), provided that such statute: 

(1) Requires that the matters be 
withheld from the public in such a 

manner as to leave no discretion on the 
issue; or 

(2) Establishes particular criteria for 
withholding or refers to particular 
types of matters to be withheld; 

(d) Trade secrets and commercial or 
financial information obtained from a 
person and privileged or confidential; 

(e) Involved with accusing any person 
of a crime or formally censuring any 
person; 

(f) Of a personal nature, if disclosure 
would constitute a clearly unwarranted 
invasion of personal privacy; 

(g) Either investigatory records com-
piled for law enforcement purposes or 
information which, if written, would be 
contained in such records, but only to 
the extent that the production of 
records or information would: 

(1) Interfere with enforcement pro-
ceedings; 

(2) Deprive a person of a right to ei-
ther a fair trial or an impartial adju-
dication; 

(3) Constitute an unwarranted inva-
sion of personal privacy; 

(4) Disclose the identity of a con-
fidential source or sources and, in the 
case of a record compiled either by a 
criminal law enforcement authority or 
by an agency conducting a lawful na-
tional security intelligence investiga-
tion, confidential information fur-
nished only by the confidential 
source(s); 

(5) Disclose investigative techniques 
and procedures; or 

(6) Endanger the life or physical safe-
ty of law enforcement personnel; 

(h) Contained in or relating to exam-
ination, operating, or condition reports 
prepared by, on behalf of, or for the use 
of an agency responsible for the regula-
tion or supervision of financial institu-
tions; 

(i) If prematurely disclosed, likely to 
significantly frustrate implementation 
of a proposed action of the Board, ex-
cept that this subsection shall not 
apply in any instance where the Board 
has already disclosed to the public the 
content or nature of its proposed ac-
tion or is required by law to make such 
disclosure on its own initiative prior to 
taking final action on such proposal; 
and 

(j) Specifically concerned with the 
Board’s issuance of a subpoena, or its 
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participation in a civil action or pro-
ceeding, an action in a foreign court or 
international tribunal, or an arbitra-
tion, or the initiation, conduct, or dis-
position by the Board of a particular 
case or formal agency adjudication 
pursuant to the procedures in 5 U.S.C. 
554 or otherwise involving a determina-
tion on the record after opportunity for 
a hearing. 

§ 1003.6 Procedures for closing meet-
ings or withholding information, 
and requests by affected persons to 
close a meeting. 

(a) A meeting or portion of a meeting 
may be closed and information per-
taining to a meeting withheld under 
§ 1003.5 only by vote of a majority of 
members. 

(b) A separate vote of the members 
shall be taken with respect to each 
meeting or portion of a meeting pro-
posed to be closed and with respect to 
information which is proposed to be 
withheld. A single vote may be taken 
with respect to a series of meetings or 
portions of a meeting that are proposed 
to be closed, so long as each meeting or 
portion thereof in the series involves 
the same particular matter and is 
scheduled to be held no more than 30 
days after the initial meeting in the se-
ries. The vote of each member shall be 
recorded and no proxies shall be al-
lowed. 

(c) A person whose interests may be 
directly affected by a portion of a 
meeting may request in writing that 
the Board close that portion for any of 
the reasons referred to in § 1003.5(e), (f) 
and (g). Upon the request of a member, 
a recorded vote shall be taken whether 
to close such meeting or portion there-
of. 

(d) For every meeting closed, the 
General Counsel shall publicly certify 
that, in his or her opinion, the meeting 
may be closed to the public and shall 
state each relevant basis for closing 
the meeting. If the General Counsel in-
vokes the bases set forth in § 1003.5(a) 
or (c), he/she shall rely upon the classi-
fication or designation assigned to the 
information by the originating agency. 
A copy of such certification, together 
with a statement by the presiding offi-
cer setting forth the time and place of 
the meeting and the persons present, 

shall be retained by the Board as part 
of the transcript, recording, or minutes 
required by § 1003.8. 

§ 1003.7 Changes following public an-
nouncement. 

(a) The time, place, and agenda items 
of a meeting following the public an-
nouncement described in § 1003.4, or the 
determination of the Board to open or 
close a meeting, or a portion thereof, 
to the public may be changed following 
public announcement only if: 

(1) A majority of all members deter-
mine by recorded vote that Board busi-
ness so requires and that no earlier an-
nouncement of the change was pos-
sible; and 

(2) The Board publicly announces 
such change and the vote of each mem-
ber thereon at the earliest practicable 
time. 

(b) Changes to the time, place and 
agenda items of a meeting called by 
the Chairman pursuant to § 1003.4(c) 
must be made with the concurrence of 
the Chairman, except that when Mem-
bers have, by majority vote, added ad-
ditional agenda items, the addition of 
those agenda items does not require 
the Chairman’s concurrence. 

[82 FR 34838, July 27, 2017] 

§ 1003.8 Transcripts, recordings, or 
minutes of closed meetings. 

Along with the General Counsel’s 
certification and presiding officer’s 
statement referred to in § 1003.6(d), the 
Board shall maintain a complete tran-
script or electronic recording adequate 
to record fully the proceedings of each 
meeting, or a portion thereof, closed to 
the public. Alternatively, for any meet-
ing closed pursuant to § 1003.5(h) or (j), 
the Board may maintain a set of min-
utes adequate to record fully the pro-
ceedings, including a description of 
each of the views expressed on any 
item and the record of any roll call 
vote. 

§ 1003.9 Public availability and reten-
tion of transcripts, recordings, and 
minutes, and applicable fees. 

(a) The Board shall make available, 
in a place easily accessible, such as 
www.pclob.gov, to the public the tran-
script, electronic recording, or minutes 
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of a meeting, except for items of dis-

cussion or testimony related to mat-

ters the Board determines may be 

withheld under § 1003.6. 

(b) Copies of the nonexempt portions 

of the transcripts or minutes shall be 

provided upon receipt of the actual 

costs of the transcription or duplica-

tion. 

(c) The Board shall maintain meeting 
transcripts, recordings, or minutes of 
each meeting closed to the public for a 
period ending at the later of two years 
following the date of the meeting, or 
one year after the conclusion of any 
Board proceeding with respect to the 
closed meeting. 

PARTS 1004–1099 [RESERVED] 
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(Parts 3100—3199) 

XXXII Office of Procurement and Property Management, Department 
of Agriculture (Parts 3200—3299) 

XXXIII Office of Transportation, Department of Agriculture (Parts 
3300—3399) 

XXXIV National Institute of Food and Agriculture (Parts 3400—3499) 

XXXV Rural Housing Service, Department of Agriculture (Parts 3500— 
3599) 

XXXVI National Agricultural Statistics Service, Department of Agri-
culture (Parts 3600—3699) 

XXXVII Economic Research Service, Department of Agriculture (Parts 
3700—3799) 

XXXVIII World Agricultural Outlook Board, Department of Agriculture 
(Parts 3800—3899) 

XLI [Reserved] 

XLII Rural Business-Cooperative Service and Rural Utilities Service, 
Department of Agriculture (Parts 4200—4299) 
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Chap. 
Title 7—Agriculture—Continued 

L Rural Business-Cooperative Service, and Rural Utilities Service, 
Department of Agriculture (Parts 5000—5099) 

Title 8—Aliens and Nationality 

I Department of Homeland Security (Parts 1—499) 

V Executive Office for Immigration Review, Department of Justice 
(Parts 1000—1399) 

Title 9—Animals and Animal Products 

I Animal and Plant Health Inspection Service, Department of Ag-
riculture (Parts 1—199) 

II Agricultural Marketing Service (Fair Trade Practices Program), 
Department of Agriculture (Parts 200—299) 

III Food Safety and Inspection Service, Department of Agriculture 
(Parts 300—599) 

Title 10—Energy 

I Nuclear Regulatory Commission (Parts 0—199) 

II Department of Energy (Parts 200—699) 

III Department of Energy (Parts 700—999) 

X Department of Energy (General Provisions) (Parts 1000—1099) 

XIII Nuclear Waste Technical Review Board (Parts 1300—1399) 

XVII Defense Nuclear Facilities Safety Board (Parts 1700—1799) 

XVIII Northeast Interstate Low-Level Radioactive Waste Commission 
(Parts 1800—1899) 

Title 11—Federal Elections 

I Federal Election Commission (Parts 1—9099) 

II Election Assistance Commission (Parts 9400—9499) 

Title 12—Banks and Banking 

I Comptroller of the Currency, Department of the Treasury (Parts 
1—199) 

II Federal Reserve System (Parts 200—299) 

III Federal Deposit Insurance Corporation (Parts 300—399) 

IV Export-Import Bank of the United States (Parts 400—499) 

V [Reserved] 

VI Farm Credit Administration (Parts 600—699) 

VII National Credit Union Administration (Parts 700—799) 

VIII Federal Financing Bank (Parts 800—899) 

IX (Parts 900—999) [Reserved] 

X Bureau of Consumer Financial Protection (Parts 1000—1099) 
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Chap. 
Title 12—Banks and Banking—Continued 

XI Federal Financial Institutions Examination Council (Parts 
1100—1199) 

XII Federal Housing Finance Agency (Parts 1200—1299) 

XIII Financial Stability Oversight Council (Parts 1300—1399) 

XIV Farm Credit System Insurance Corporation (Parts 1400—1499) 

XV Department of the Treasury (Parts 1500—1599) 

XVI Office of Financial Research, Department of the Treasury (Parts 
1600—1699) 

XVII Office of Federal Housing Enterprise Oversight, Department of 
Housing and Urban Development (Parts 1700—1799) 

XVIII Community Development Financial Institutions Fund, Depart-
ment of the Treasury (Parts 1800—1899) 

Title 13—Business Credit and Assistance 

I Small Business Administration (Parts 1—199) 

III Economic Development Administration, Department of Com-
merce (Parts 300—399) 

IV Emergency Steel Guarantee Loan Board (Parts 400—499) 

V Emergency Oil and Gas Guaranteed Loan Board (Parts 500—599) 

Title 14—Aeronautics and Space 

I Federal Aviation Administration, Department of Transportation 
(Parts 1—199) 

II Office of the Secretary, Department of Transportation (Aviation 
Proceedings) (Parts 200—399) 

III Commercial Space Transportation, Federal Aviation Adminis-
tration, Department of Transportation (Parts 400—1199) 

V National Aeronautics and Space Administration (Parts 1200— 
1299) 

VI Air Transportation System Stabilization (Parts 1300—1399) 

Title 15—Commerce and Foreign Trade 

SUBTITLE A—OFFICE OF THE SECRETARY OF COMMERCE (PARTS 0— 
29) 

SUBTITLE B—REGULATIONS RELATING TO COMMERCE AND FOREIGN 
TRADE 

I Bureau of the Census, Department of Commerce (Parts 30—199) 

II National Institute of Standards and Technology, Department of 
Commerce (Parts 200—299) 

III International Trade Administration, Department of Commerce 
(Parts 300—399) 

IV Foreign-Trade Zones Board, Department of Commerce (Parts 
400—499) 

VII Bureau of Industry and Security, Department of Commerce 
(Parts 700—799) 
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Chap. 
Title 15—Commerce and Foreign Trade—Continued 

VIII Bureau of Economic Analysis, Department of Commerce (Parts 
800—899) 

IX National Oceanic and Atmospheric Administration, Department 
of Commerce (Parts 900—999) 

XI National Technical Information Service, Department of Com-
merce (Parts 1100—1199) 

XIII East-West Foreign Trade Board (Parts 1300—1399) 

XIV Minority Business Development Agency (Parts 1400—1499) 

XV Office of the Under-Secretary for Economic Affairs, Department 
of Commerce (Parts 1500—1599) 

SUBTITLE C—REGULATIONS RELATING TO FOREIGN TRADE AGREE-
MENTS 

XX Office of the United States Trade Representative (Parts 2000— 
2099) 

SUBTITLE D—REGULATIONS RELATING TO TELECOMMUNICATIONS 
AND INFORMATION 

XXIII National Telecommunications and Information Administration, 
Department of Commerce (Parts 2300—2399) [Reserved] 

Title 16—Commercial Practices 

I Federal Trade Commission (Parts 0—999) 

II Consumer Product Safety Commission (Parts 1000—1799) 

Title 17—Commodity and Securities Exchanges 

I Commodity Futures Trading Commission (Parts 1—199) 

II Securities and Exchange Commission (Parts 200—399) 

IV Department of the Treasury (Parts 400—499) 

Title 18—Conservation of Power and Water Resources 

I Federal Energy Regulatory Commission, Department of Energy 
(Parts 1—399) 

III Delaware River Basin Commission (Parts 400—499) 

VI Water Resources Council (Parts 700—799) 

VIII Susquehanna River Basin Commission (Parts 800—899) 

XIII Tennessee Valley Authority (Parts 1300—1399) 

Title 19—Customs Duties 

I U.S. Customs and Border Protection, Department of Homeland 
Security; Department of the Treasury (Parts 0—199) 

II United States International Trade Commission (Parts 200—299) 

III International Trade Administration, Department of Commerce 
(Parts 300—399) 

IV U.S. Immigration and Customs Enforcement, Department of 
Homeland Security (Parts 400—599) [Reserved] 
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Chap. 
Title 20—Employees’ Benefits 

I Office of Workers’ Compensation Programs, Department of 
Labor (Parts 1—199) 

II Railroad Retirement Board (Parts 200—399) 

III Social Security Administration (Parts 400—499) 

IV Employees’ Compensation Appeals Board, Department of Labor 
(Parts 500—599) 

V Employment and Training Administration, Department of Labor 
(Parts 600—699) 

VI Office of Workers’ Compensation Programs, Department of 
Labor (Parts 700—799) 

VII Benefits Review Board, Department of Labor (Parts 800—899) 

VIII Joint Board for the Enrollment of Actuaries (Parts 900—999) 

IX Office of the Assistant Secretary for Veterans’ Employment and 
Training Service, Department of Labor (Parts 1000—1099) 

Title 21—Food and Drugs 

I Food and Drug Administration, Department of Health and 
Human Services (Parts 1—1299) 

II Drug Enforcement Administration, Department of Justice (Parts 
1300—1399) 

III Office of National Drug Control Policy (Parts 1400—1499) 

Title 22—Foreign Relations 

I Department of State (Parts 1—199) 

II Agency for International Development (Parts 200—299) 

III Peace Corps (Parts 300—399) 

IV International Joint Commission, United States and Canada 
(Parts 400—499) 

V United States Agency for Global Media (Parts 500—599) 

VII U.S. International Development Finance Corporation (Parts 
700—799) 

IX Foreign Service Grievance Board (Parts 900—999) 

X Inter-American Foundation (Parts 1000—1099) 

XI International Boundary and Water Commission, United States 
and Mexico, United States Section (Parts 1100—1199) 

XII United States International Development Cooperation Agency 
(Parts 1200—1299) 

XIII Millennium Challenge Corporation (Parts 1300—1399) 

XIV Foreign Service Labor Relations Board; Federal Labor Relations 
Authority; General Counsel of the Federal Labor Relations 
Authority; and the Foreign Service Impasse Disputes Panel 
(Parts 1400—1499) 

XV African Development Foundation (Parts 1500—1599) 

XVI Japan-United States Friendship Commission (Parts 1600—1699) 

XVII United States Institute of Peace (Parts 1700—1799) 
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Chap. 
Title 23—Highways 

I Federal Highway Administration, Department of Transportation 
(Parts 1—999) 

II National Highway Traffic Safety Administration and Federal 
Highway Administration, Department of Transportation 
(Parts 1200—1299) 

III National Highway Traffic Safety Administration, Department of 
Transportation (Parts 1300—1399) 

Title 24—Housing and Urban Development 

SUBTITLE A—OFFICE OF THE SECRETARY, DEPARTMENT OF HOUSING 
AND URBAN DEVELOPMENT (PARTS 0—99) 

SUBTITLE B—REGULATIONS RELATING TO HOUSING AND URBAN DE-
VELOPMENT 

I Office of Assistant Secretary for Equal Opportunity, Department 
of Housing and Urban Development (Parts 100—199) 

II Office of Assistant Secretary for Housing-Federal Housing Com-
missioner, Department of Housing and Urban Development 
(Parts 200—299) 

III Government National Mortgage Association, Department of 
Housing and Urban Development (Parts 300—399) 

IV Office of Housing and Office of Multifamily Housing Assistance 
Restructuring, Department of Housing and Urban Develop-
ment (Parts 400—499) 

V Office of Assistant Secretary for Community Planning and De-
velopment, Department of Housing and Urban Development 
(Parts 500—599) 

VI Office of Assistant Secretary for Community Planning and De-
velopment, Department of Housing and Urban Development 
(Parts 600—699) [Reserved] 

VII Office of the Secretary, Department of Housing and Urban Devel-
opment (Housing Assistance Programs and Public and Indian 
Housing Programs) (Parts 700—799) 

VIII Office of the Assistant Secretary for Housing—Federal Housing 
Commissioner, Department of Housing and Urban Develop-
ment (Section 8 Housing Assistance Programs, Section 202 Di-
rect Loan Program, Section 202 Supportive Housing for the El-
derly Program and Section 811 Supportive Housing for Persons 
With Disabilities Program) (Parts 800—899) 

IX Office of Assistant Secretary for Public and Indian Housing, De-
partment of Housing and Urban Development (Parts 900—1699) 

X Office of Assistant Secretary for Housing—Federal Housing 
Commissioner, Department of Housing and Urban Develop-
ment (Interstate Land Sales Registration Program) (Parts 
1700—1799) [Reserved] 

XII Office of Inspector General, Department of Housing and Urban 
Development (Parts 2000—2099) 

XV Emergency Mortgage Insurance and Loan Programs, Depart-
ment of Housing and Urban Development (Parts 2700—2799) 
[Reserved] 
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Chap. 
Title 24—Housing and Urban Development—Continued 

XX Office of Assistant Secretary for Housing—Federal Housing 
Commissioner, Department of Housing and Urban Develop-
ment (Parts 3200—3899) 

XXIV Board of Directors of the HOPE for Homeowners Program (Parts 
4000—4099) [Reserved] 

XXV Neighborhood Reinvestment Corporation (Parts 4100—4199) 

Title 25—Indians 

I Bureau of Indian Affairs, Department of the Interior (Parts 1— 
299) 

II Indian Arts and Crafts Board, Department of the Interior (Parts 
300—399) 

III National Indian Gaming Commission, Department of the Inte-
rior (Parts 500—599) 

IV Office of Navajo and Hopi Indian Relocation (Parts 700—899) 

V Bureau of Indian Affairs, Department of the Interior, and Indian 
Health Service, Department of Health and Human Services 
(Part 900—999) 

VI Office of the Assistant Secretary, Indian Affairs, Department of 
the Interior (Parts 1000—1199) 

VII Office of the Special Trustee for American Indians, Department 
of the Interior (Parts 1200—1299) 

Title 26—Internal Revenue 

I Internal Revenue Service, Department of the Treasury (Parts 1— 
End) 

Title 27—Alcohol, Tobacco Products and Firearms 

I Alcohol and Tobacco Tax and Trade Bureau, Department of the 
Treasury (Parts 1—399) 

II Bureau of Alcohol, Tobacco, Firearms, and Explosives, Depart-
ment of Justice (Parts 400—799) 

Title 28—Judicial Administration 

I Department of Justice (Parts 0—299) 

III Federal Prison Industries, Inc., Department of Justice (Parts 
300—399) 

V Bureau of Prisons, Department of Justice (Parts 500—599) 

VI Offices of Independent Counsel, Department of Justice (Parts 
600—699) 

VII Office of Independent Counsel (Parts 700—799) 

VIII Court Services and Offender Supervision Agency for the District 
of Columbia (Parts 800—899) 

IX National Crime Prevention and Privacy Compact Council (Parts 
900—999) 
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Chap. 
Title 28—Judicial Administration—Continued 

XI Department of Justice and Department of State (Parts 1100— 
1199) 

Title 29—Labor 

SUBTITLE A—OFFICE OF THE SECRETARY OF LABOR (PARTS 0—99) 

SUBTITLE B—REGULATIONS RELATING TO LABOR 

I National Labor Relations Board (Parts 100—199) 

II Office of Labor-Management Standards, Department of Labor 
(Parts 200—299) 

III National Railroad Adjustment Board (Parts 300—399) 

IV Office of Labor-Management Standards, Department of Labor 
(Parts 400—499) 

V Wage and Hour Division, Department of Labor (Parts 500—899) 

IX Construction Industry Collective Bargaining Commission (Parts 
900—999) 

X National Mediation Board (Parts 1200—1299) 

XII Federal Mediation and Conciliation Service (Parts 1400—1499) 

XIV Equal Employment Opportunity Commission (Parts 1600—1699) 

XVII Occupational Safety and Health Administration, Department of 
Labor (Parts 1900—1999) 

XX Occupational Safety and Health Review Commission (Parts 
2200—2499) 

XXV Employee Benefits Security Administration, Department of 
Labor (Parts 2500—2599) 

XXVII Federal Mine Safety and Health Review Commission (Parts 
2700—2799) 

XL Pension Benefit Guaranty Corporation (Parts 4000—4999) 

Title 30—Mineral Resources 

I Mine Safety and Health Administration, Department of Labor 
(Parts 1—199) 

II Bureau of Safety and Environmental Enforcement, Department 
of the Interior (Parts 200—299) 

IV Geological Survey, Department of the Interior (Parts 400—499) 

V Bureau of Ocean Energy Management, Department of the Inte-
rior (Parts 500—599) 

VII Office of Surface Mining Reclamation and Enforcement, Depart-
ment of the Interior (Parts 700—999) 

XII Office of Natural Resources Revenue, Department of the Interior 
(Parts 1200—1299) 

Title 31—Money and Finance: Treasury 

SUBTITLE A—OFFICE OF THE SECRETARY OF THE TREASURY (PARTS 
0—50) 

SUBTITLE B—REGULATIONS RELATING TO MONEY AND FINANCE 
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Chap. 
Title 31—Money and Finance: Treasury—Continued 

I Monetary Offices, Department of the Treasury (Parts 51—199) 

II Fiscal Service, Department of the Treasury (Parts 200—399) 

IV Secret Service, Department of the Treasury (Parts 400—499) 

V Office of Foreign Assets Control, Department of the Treasury 
(Parts 500—599) 

VI Bureau of Engraving and Printing, Department of the Treasury 
(Parts 600—699) 

VII Federal Law Enforcement Training Center, Department of the 
Treasury (Parts 700—799) 

VIII Office of Investment Security, Department of the Treasury 
(Parts 800—899) 

IX Federal Claims Collection Standards (Department of the Treas-
ury—Department of Justice) (Parts 900—999) 

X Financial Crimes Enforcement Network, Department of the 
Treasury (Parts 1000—1099) 

Title 32—National Defense 

SUBTITLE A—DEPARTMENT OF DEFENSE 

I Office of the Secretary of Defense (Parts 1—399) 

V Department of the Army (Parts 400—699) 

VI Department of the Navy (Parts 700—799) 

VII Department of the Air Force (Parts 800—1099) 

SUBTITLE B—OTHER REGULATIONS RELATING TO NATIONAL DE-
FENSE 

XII Department of Defense, Defense Logistics Agency (Parts 1200— 
1299) 

XVI Selective Service System (Parts 1600—1699) 

XVII Office of the Director of National Intelligence (Parts 1700—1799) 

XVIII National Counterintelligence Center (Parts 1800—1899) 

XIX Central Intelligence Agency (Parts 1900—1999) 

XX Information Security Oversight Office, National Archives and 
Records Administration (Parts 2000—2099) 

XXI National Security Council (Parts 2100—2199) 

XXIV Office of Science and Technology Policy (Parts 2400—2499) 

XXVII Office for Micronesian Status Negotiations (Parts 2700—2799) 

XXVIII Office of the Vice President of the United States (Parts 2800— 
2899) 

Title 33—Navigation and Navigable Waters 

I Coast Guard, Department of Homeland Security (Parts 1—199) 

II Corps of Engineers, Department of the Army, Department of De-
fense (Parts 200—399) 

IV Great Lakes St. Lawrence Seaway Development Corporation, 
Department of Transportation (Parts 400—499) 
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Chap. 
Title 34—Education 

SUBTITLE A—OFFICE OF THE SECRETARY, DEPARTMENT OF EDU-
CATION (PARTS 1—99) 

SUBTITLE B—REGULATIONS OF THE OFFICES OF THE DEPARTMENT 
OF EDUCATION 

I Office for Civil Rights, Department of Education (Parts 100—199) 

II Office of Elementary and Secondary Education, Department of 
Education (Parts 200—299) 

III Office of Special Education and Rehabilitative Services, Depart-
ment of Education (Parts 300—399) 

IV Office of Career, Technical, and Adult Education, Department of 
Education (Parts 400—499) 

V Office of Bilingual Education and Minority Languages Affairs, 
Department of Education (Parts 500—599) [Reserved] 

VI Office of Postsecondary Education, Department of Education 
(Parts 600—699) 

VII Office of Educational Research and Improvement, Department of 
Education (Parts 700—799) [Reserved] 

SUBTITLE C—REGULATIONS RELATING TO EDUCATION 

XI [Reserved] 

XII National Council on Disability (Parts 1200—1299) 

Title 35 [Reserved] 

Title 36—Parks, Forests, and Public Property 

I National Park Service, Department of the Interior (Parts 1—199) 

II Forest Service, Department of Agriculture (Parts 200—299) 

III Corps of Engineers, Department of the Army (Parts 300—399) 

IV American Battle Monuments Commission (Parts 400—499) 

V Smithsonian Institution (Parts 500—599) 

VI [Reserved] 

VII Library of Congress (Parts 700—799) 

VIII Advisory Council on Historic Preservation (Parts 800—899) 

IX Pennsylvania Avenue Development Corporation (Parts 900—999) 

X Presidio Trust (Parts 1000—1099) 

XI Architectural and Transportation Barriers Compliance Board 
(Parts 1100—1199) 

XII National Archives and Records Administration (Parts 1200—1299) 

XV Oklahoma City National Memorial Trust (Parts 1500—1599) 

XVI Morris K. Udall Scholarship and Excellence in National Environ-
mental Policy Foundation (Parts 1600—1699) 

Title 37—Patents, Trademarks, and Copyrights 

I United States Patent and Trademark Office, Department of 
Commerce (Parts 1—199) 

II U.S. Copyright Office, Library of Congress (Parts 200—299) 



413 

Chap. 
Title 37—Patents, Trademarks, and Copyrights—Continued 

III Copyright Royalty Board, Library of Congress (Parts 300—399) 

IV National Institute of Standards and Technology, Department of 
Commerce (Parts 400—599) 

Title 38—Pensions, Bonuses, and Veterans’ Relief 

I Department of Veterans Affairs (Parts 0—199) 

II Armed Forces Retirement Home (Parts 200—299) 

Title 39—Postal Service 

I United States Postal Service (Parts 1—999) 

III Postal Regulatory Commission (Parts 3000—3099) 

Title 40—Protection of Environment 

I Environmental Protection Agency (Parts 1—1099) 

IV Environmental Protection Agency and Department of Justice 
(Parts 1400—1499) 

V Council on Environmental Quality (Parts 1500—1599) 

VI Chemical Safety and Hazard Investigation Board (Parts 1600— 
1699) 

VII Environmental Protection Agency and Department of Defense; 
Uniform National Discharge Standards for Vessels of the 
Armed Forces (Parts 1700—1799) 

VIII Gulf Coast Ecosystem Restoration Council (Parts 1800—1899) 

IX Federal Permitting Improvement Steering Council (Part 1900) 

Title 41—Public Contracts and Property Management 

SUBTITLE A—FEDERAL PROCUREMENT REGULATIONS SYSTEM 
[NOTE] 

SUBTITLE B—OTHER PROVISIONS RELATING TO PUBLIC CONTRACTS 

50 Public Contracts, Department of Labor (Parts 50–1—50–999) 

51 Committee for Purchase From People Who Are Blind or Severely 
Disabled (Parts 51–1—51–99) 

60 Office of Federal Contract Compliance Programs, Equal Employ-
ment Opportunity, Department of Labor (Parts 60–1—60–999) 

61 Office of the Assistant Secretary for Veterans’ Employment and 
Training Service, Department of Labor (Parts 61–1—61–999) 

62—100 [Reserved] 

SUBTITLE C—FEDERAL PROPERTY MANAGEMENT REGULATIONS 
SYSTEM 

101 Federal Property Management Regulations (Parts 101–1—101–99) 

102 Federal Management Regulation (Parts 102–1—102–299) 

103—104 [Reserved] 

105 General Services Administration (Parts 105–1—105–999) 
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Chap. 
Title 41—Public Contracts and Property Management—Continued 

109 Department of Energy Property Management Regulations (Parts 
109–1—109–99) 

114 Department of the Interior (Parts 114–1—114–99) 

115 Environmental Protection Agency (Parts 115–1—115–99) 

128 Department of Justice (Parts 128–1—128–99) 

129—200 [Reserved] 

SUBTITLE D—FEDERAL ACQUISITION SUPPLY CHAIN SECURITY 

201 Federal Acquisition Security Council (Parts 201–1—201–99) 

SUBTITLE E [RESERVED] 

SUBTITLE F—FEDERAL TRAVEL REGULATION SYSTEM 

300 General (Parts 300–1—300–99) 

301 Temporary Duty (TDY) Travel Allowances (Parts 301–1—301–99) 

302 Relocation Allowances (Parts 302–1—302–99) 

303 Payment of Expenses Connected with the Death of Certain Em-
ployees (Part 303–1—303–99) 

304 Payment of Travel Expenses from a Non-Federal Source (Parts 
304–1—304–99) 

Title 42—Public Health 

I Public Health Service, Department of Health and Human Serv-
ices (Parts 1—199) 

II—III [Reserved] 

IV Centers for Medicare & Medicaid Services, Department of Health 
and Human Services (Parts 400—699) 

V Office of Inspector General-Health Care, Department of Health 
and Human Services (Parts 1000—1099) 

Title 43—Public Lands: Interior 

SUBTITLE A—OFFICE OF THE SECRETARY OF THE INTERIOR (PARTS 
1—199) 

SUBTITLE B—REGULATIONS RELATING TO PUBLIC LANDS 

I Bureau of Reclamation, Department of the Interior (Parts 400— 
999) 

II Bureau of Land Management, Department of the Interior (Parts 
1000—9999) 

III Utah Reclamation Mitigation and Conservation Commission 
(Parts 10000—10099) 

Title 44—Emergency Management and Assistance 

I Federal Emergency Management Agency, Department of Home-
land Security (Parts 0—399) 

IV Department of Commerce and Department of Transportation 
(Parts 400—499) 
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Chap. 
Title 45—Public Welfare 

SUBTITLE A—DEPARTMENT OF HEALTH AND HUMAN SERVICES 
(PARTS 1—199) 

SUBTITLE B—REGULATIONS RELATING TO PUBLIC WELFARE 

II Office of Family Assistance (Assistance Programs), Administra-
tion for Children and Families, Department of Health and 
Human Services (Parts 200—299) 

III Office of Child Support Enforcement (Child Support Enforce-
ment Program), Administration for Children and Families, 
Department of Health and Human Services (Parts 300—399) 

IV Office of Refugee Resettlement, Administration for Children and 
Families, Department of Health and Human Services (Parts 
400—499) 

V Foreign Claims Settlement Commission of the United States, 
Department of Justice (Parts 500—599) 

VI National Science Foundation (Parts 600—699) 

VII Commission on Civil Rights (Parts 700—799) 

VIII Office of Personnel Management (Parts 800—899) 

IX Denali Commission (Parts 900—999) 

X Office of Community Services, Administration for Children and 
Families, Department of Health and Human Services (Parts 
1000—1099) 

XI National Foundation on the Arts and the Humanities (Parts 
1100—1199) 

XII Corporation for National and Community Service (Parts 1200— 
1299) 

XIII Administration for Children and Families, Department of Health 
and Human Services (Parts 1300—1399) 

XVI Legal Services Corporation (Parts 1600—1699) 

XVII National Commission on Libraries and Information Science 
(Parts 1700—1799) 

XVIII Harry S. Truman Scholarship Foundation (Parts 1800—1899) 

XXI Commission of Fine Arts (Parts 2100—2199) 

XXIII Arctic Research Commission (Parts 2300—2399) 

XXIV James Madison Memorial Fellowship Foundation (Parts 2400— 
2499) 

XXV Corporation for National and Community Service (Parts 2500— 
2599) 

Title 46—Shipping 

I Coast Guard, Department of Homeland Security (Parts 1—199) 

II Maritime Administration, Department of Transportation (Parts 
200—399) 

III Coast Guard (Great Lakes Pilotage), Department of Homeland 
Security (Parts 400—499) 

IV Federal Maritime Commission (Parts 500—599) 
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Chap. 
Title 47—Telecommunication 

I Federal Communications Commission (Parts 0—199) 

II Office of Science and Technology Policy and National Security 
Council (Parts 200—299) 

III National Telecommunications and Information Administration, 
Department of Commerce (Parts 300—399) 

IV National Telecommunications and Information Administration, 
Department of Commerce, and National Highway Traffic Safe-
ty Administration, Department of Transportation (Parts 400— 
499) 

V The First Responder Network Authority (Parts 500—599) 

Title 48—Federal Acquisition Regulations System 

1 Federal Acquisition Regulation (Parts 1—99) 

2 Defense Acquisition Regulations System, Department of Defense 
(Parts 200—299) 

3 Department of Health and Human Services (Parts 300—399) 

4 Department of Agriculture (Parts 400—499) 

5 General Services Administration (Parts 500—599) 

6 Department of State (Parts 600—699) 

7 Agency for International Development (Parts 700—799) 

8 Department of Veterans Affairs (Parts 800—899) 

9 Department of Energy (Parts 900—999) 

10 Department of the Treasury (Parts 1000—1099) 

12 Department of Transportation (Parts 1200—1299) 

13 Department of Commerce (Parts 1300—1399) 

14 Department of the Interior (Parts 1400—1499) 

15 Environmental Protection Agency (Parts 1500—1599) 

16 Office of Personnel Management Federal Employees Health Ben-
efits Acquisition Regulation (Parts 1600—1699) 

17 Office of Personnel Management (Parts 1700—1799) 

18 National Aeronautics and Space Administration (Parts 1800— 
1899) 

19 Broadcasting Board of Governors (Parts 1900—1999) 

20 Nuclear Regulatory Commission (Parts 2000—2099) 

21 Office of Personnel Management, Federal Employees Group Life 
Insurance Federal Acquisition Regulation (Parts 2100—2199) 

23 Social Security Administration (Parts 2300—2399) 

24 Department of Housing and Urban Development (Parts 2400— 
2499) 

25 National Science Foundation (Parts 2500—2599) 

28 Department of Justice (Parts 2800—2899) 

29 Department of Labor (Parts 2900—2999) 

30 Department of Homeland Security, Homeland Security Acquisi-
tion Regulation (HSAR) (Parts 3000—3099) 

34 Department of Education Acquisition Regulation (Parts 3400— 
3499) 
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Chap. 
Title 48—Federal Acquisition Regulations System—Continued 

51 Department of the Army Acquisition Regulations (Parts 5100— 
5199) [Reserved] 

52 Department of the Navy Acquisition Regulations (Parts 5200— 
5299) 

53 Department of the Air Force Federal Acquisition Regulation 
Supplement (Parts 5300—5399) [Reserved] 

54 Defense Logistics Agency, Department of Defense (Parts 5400— 
5499) 

57 African Development Foundation (Parts 5700—5799) 

61 Civilian Board of Contract Appeals, General Services Adminis-
tration (Parts 6100—6199) 

99 Cost Accounting Standards Board, Office of Federal Procure-
ment Policy, Office of Management and Budget (Parts 9900— 
9999) 

Title 49—Transportation 

SUBTITLE A—OFFICE OF THE SECRETARY OF TRANSPORTATION 
(PARTS 1—99) 

SUBTITLE B—OTHER REGULATIONS RELATING TO TRANSPORTATION 

I Pipeline and Hazardous Materials Safety Administration, De-
partment of Transportation (Parts 100—199) 

II Federal Railroad Administration, Department of Transportation 
(Parts 200—299) 

III Federal Motor Carrier Safety Administration, Department of 
Transportation (Parts 300—399) 

IV Coast Guard, Department of Homeland Security (Parts 400—499) 

V National Highway Traffic Safety Administration, Department of 
Transportation (Parts 500—599) 

VI Federal Transit Administration, Department of Transportation 
(Parts 600—699) 

VII National Railroad Passenger Corporation (AMTRAK) (Parts 
700—799) 

VIII National Transportation Safety Board (Parts 800—999) 

X Surface Transportation Board (Parts 1000—1399) 

XI Research and Innovative Technology Administration, Depart-
ment of Transportation (Parts 1400—1499) [Reserved] 

XII Transportation Security Administration, Department of Home-
land Security (Parts 1500—1699) 

Title 50—Wildlife and Fisheries 

I United States Fish and Wildlife Service, Department of the Inte-
rior (Parts 1—199) 

II National Marine Fisheries Service, National Oceanic and Atmos-
pheric Administration, Department of Commerce (Parts 200— 
299) 

III International Fishing and Related Activities (Parts 300—399) 
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Chap. 
Title 50—Wildlife and Fisheries—Continued 

IV Joint Regulations (United States Fish and Wildlife Service, De-
partment of the Interior and National Marine Fisheries Serv-
ice, National Oceanic and Atmospheric Administration, De-
partment of Commerce); Endangered Species Committee Reg-
ulations (Parts 400—499) 

V Marine Mammal Commission (Parts 500—599) 

VI Fishery Conservation and Management, National Oceanic and 
Atmospheric Administration, Department of Commerce (Parts 
600—699) 
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Alphabetical List of Agencies Appearing in the CFR 
(Revised as of January 1, 2023) 

Agency 

CFR Title, Subtitle or 

Chapter 

Administrative Conference of the United States 1, III 
Advisory Council on Historic Preservation 36, VIII 
Advocacy and Outreach, Office of 7, XXV 
Afghanistan Reconstruction, Special Inspector General for 5, LXXXIII 
African Development Foundation 22, XV 

Federal Acquisition Regulation 48, 57 
Agency for International Development 2, VII; 22, II 

Federal Acquisition Regulation 48, 7 
Agricultural Marketing Service 7, I, VIII, IX, X, XI; 9, II 
Agricultural Research Service 7, V 
Agriculture, Department of 2, IV; 5, LXXIII 

Advocacy and Outreach, Office of 7, XXV 
Agricultural Marketing Service 7, I, VIII, IX, X, XI; 9, II 
Agricultural Research Service 7, V 
Animal and Plant Health Inspection Service 7, III; 9, I 
Chief Financial Officer, Office of 7, XXX 
Commodity Credit Corporation 7, XIV 
Economic Research Service 7, XXXVII 
Energy Policy and New Uses, Office of 2, IX; 7, XXIX 
Environmental Quality, Office of 7, XXXI 
Farm Service Agency 7, VII, XVIII 
Federal Acquisition Regulation 48, 4 
Federal Crop Insurance Corporation 7, IV 
Food and Nutrition Service 7, II 
Food Safety and Inspection Service 9, III 
Foreign Agricultural Service 7, XV 
Forest Service 36, II 
Information Resources Management, Office of 7, XXVII 
Inspector General, Office of 7, XXVI 
National Agricultural Library 7, XLI 
National Agricultural Statistics Service 7, XXXVI 
National Institute of Food and Agriculture 7, XXXIV 
Natural Resources Conservation Service 7, VI 
Operations, Office of 7, XXVIII 
Procurement and Property Management, Office of 7, XXXII 
Rural Business-Cooperative Service 7, XVIII, XLII 
Rural Development Administration 7, XLII 
Rural Housing Service 7, XVIII, XXXV 
Rural Utilities Service 7, XVII, XVIII, XLII 
Secretary of Agriculture, Office of 7, Subtitle A 
Transportation, Office of 7, XXXIII 
World Agricultural Outlook Board 7, XXXVIII 

Air Force, Department of 32, VII 
Federal Acquisition Regulation Supplement 48, 53 

Air Transportation Stabilization Board 14, VI 
Alcohol and Tobacco Tax and Trade Bureau 27, I 
Alcohol, Tobacco, Firearms, and Explosives, Bureau of 27, II 
AMTRAK 49, VII 
American Battle Monuments Commission 36, IV 
American Indians, Office of the Special Trustee 25, VII 
Animal and Plant Health Inspection Service 7, III; 9, I 
Appalachian Regional Commission 5, IX 
Architectural and Transportation Barriers Compliance Board 36, XI 
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Agency 

CFR Title, Subtitle or 

Chapter 

Arctic Research Commission 45, XXIII 
Armed Forces Retirement Home 5, XI; 38, II 
Army, Department of 32, V 

Engineers, Corps of 33, II; 36, III 
Federal Acquisition Regulation 48, 51 

Benefits Review Board 20, VII 
Bilingual Education and Minority Languages Affairs, Office of 34, V 
Blind or Severely Disabled, Committee for Purchase from 

People Who Are 
41, 51 

Federal Acquisition Regulation 48, 19 
Career, Technical, and Adult Education, Office of 34, IV 
Census Bureau 15, I 
Centers for Medicare & Medicaid Services 42, IV 
Central Intelligence Agency 32, XIX 
Chemical Safety and Hazard Investigation Board 40, VI 
Chief Financial Officer, Office of 7, XXX 
Child Support Enforcement, Office of 45, III 
Children and Families, Administration for 45, II, III, IV, X, XIII 
Civil Rights, Commission on 5, LXVIII; 45, VII 
Civil Rights, Office for 34, I 
Coast Guard 33, I; 46, I; 49, IV 
Coast Guard (Great Lakes Pilotage) 46, III 
Commerce, Department of 2, XIII; 44, IV; 50, VI 

Census Bureau 15, I 
Economic Affairs, Office of the Under-Secretary for 15, XV 
Economic Analysis, Bureau of 15, VIII 
Economic Development Administration 13, III 
Emergency Management and Assistance 44, IV 
Federal Acquisition Regulation 48, 13 
Foreign-Trade Zones Board 15, IV 
Industry and Security, Bureau of 15, VII 
International Trade Administration 15, III; 19, III 
National Institute of Standards and Technology 15, II; 37, IV 
National Marine Fisheries Service 50, II, IV 
National Oceanic and Atmospheric Administration 15, IX; 50, II, III, IV, VI 
National Technical Information Service 15, XI 
National Telecommunications and Information 

Administration 
15, XXIII; 47, III, IV 

National Weather Service 15, IX 
Patent and Trademark Office, United States 37, I 
Secretary of Commerce, Office of 15, Subtitle A 

Commercial Space Transportation 14, III 
Commodity Credit Corporation 7, XIV 
Commodity Futures Trading Commission 5, XLI; 17, I 
Community Planning and Development, Office of Assistant 

Secretary for 
24, V, VI 

Community Services, Office of 45, X 
Comptroller of the Currency 12, I 
Construction Industry Collective Bargaining Commission 29, IX 
Consumer Financial Protection Bureau 5, LXXXIV; 12, X 
Consumer Product Safety Commission 5, LXXI; 16, II 
Copyright Royalty Board 37, III 
Corporation for National and Community Service 2, XXII; 45, XII, XXV 
Cost Accounting Standards Board 48, 99 
Council on Environmental Quality 40, V 
Council of the Inspectors General on Integrity and Efficiency 5, XCVIII 
Court Services and Offender Supervision Agency for the 

District of Columbia 
5, LXX; 28, VIII 

Customs and Border Protection 19, I 
Defense, Department of 2, XI; 5, XXVI; 32, 

Subtitle A; 40, VII 
Advanced Research Projects Agency 32, I 
Air Force Department 32, VII 
Army Department 32, V; 33, II; 36, III; 48, 

51 
Defense Acquisition Regulations System 48, 2 
Defense Intelligence Agency 32, I 
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CFR Title, Subtitle or 

Chapter 

Defense Logistics Agency 32, I, XII; 48, 54 
Engineers, Corps of 33, II; 36, III 
National Imagery and Mapping Agency 32, I 
Navy, Department of 32, VI; 48, 52 
Secretary of Defense, Office of 2, XI; 32, I 

Defense Contract Audit Agency 32, I 
Defense Intelligence Agency 32, I 
Defense Logistics Agency 32, XII; 48, 54 
Defense Nuclear Facilities Safety Board 10, XVII 
Delaware River Basin Commission 18, III 
Denali Commission 45, IX 
Disability, National Council on 5, C; 34, XII 
District of Columbia, Court Services and Offender Supervision 

Agency for the 
5, LXX; 28, VIII 

Drug Enforcement Administration 21, II 
East-West Foreign Trade Board 15, XIII 
Economic Affairs, Office of the Under-Secretary for 15, XV 
Economic Analysis, Bureau of 15, VIII 
Economic Development Administration 13, III 
Economic Research Service 7, XXXVII 
Education, Department of 2, XXXIV; 5, LIII 

Bilingual Education and Minority Languages Affairs, Office 
of 

34, V 

Career, Technical, and Adult Education, Office of 34, IV 
Civil Rights, Office for 34, I 
Educational Research and Improvement, Office of 34, VII 
Elementary and Secondary Education, Office of 34, II 
Federal Acquisition Regulation 48, 34 
Postsecondary Education, Office of 34, VI 
Secretary of Education, Office of 34, Subtitle A 
Special Education and Rehabilitative Services, Office of 34, III 

Educational Research and Improvement, Office of 34, VII 
Election Assistance Commission 2, LVIII; 11, II 
Elementary and Secondary Education, Office of 34, II 
Emergency Oil and Gas Guaranteed Loan Board 13, V 
Emergency Steel Guarantee Loan Board 13, IV 
Employee Benefits Security Administration 29, XXV 
Employees’ Compensation Appeals Board 20, IV 
Employees Loyalty Board 5, V 
Employment and Training Administration 20, V 
Employment Policy, National Commission for 1, IV 
Employment Standards Administration 20, VI 
Endangered Species Committee 50, IV 
Energy, Department of 2, IX; 5, XXIII; 10, II, 

III, X 
Federal Acquisition Regulation 48, 9 
Federal Energy Regulatory Commission 5, XXIV; 18, I 
Property Management Regulations 41, 109 

Energy, Office of 7, XXIX 
Engineers, Corps of 33, II; 36, III 
Engraving and Printing, Bureau of 31, VI 
Environmental Protection Agency 2, XV; 5, LIV; 40, I, IV, 

VII 
Federal Acquisition Regulation 48, 15 
Property Management Regulations 41, 115 

Environmental Quality, Office of 7, XXXI 
Equal Employment Opportunity Commission 5, LXII; 29, XIV 
Equal Opportunity, Office of Assistant Secretary for 24, I 
Executive Office of the President 3, I 

Environmental Quality, Council on 40, V 
Management and Budget, Office of 2, Subtitle A; 5, III, 

LXXVII; 14, VI; 48, 99 
National Drug Control Policy, Office of 2, XXXVI; 21, III 
National Security Council 32, XXI; 47, II 
Science and Technology Policy, Office of 32, XXIV; 47, II 
Trade Representative, Office of the United States 15, XX 

Export-Import Bank of the United States 2, XXXV; 5, LII; 12, IV 
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CFR Title, Subtitle or 

Chapter 

Family Assistance, Office of 45, II 
Farm Credit Administration 5, XXXI; 12, VI 
Farm Credit System Insurance Corporation 5, XXX; 12, XIV 
Farm Service Agency 7, VII, XVIII 
Federal Acquisition Regulation 48, 1 
Federal Acquisition Security Council 41, 201 
Federal Aviation Administration 14, I 

Commercial Space Transportation 14, III 
Federal Claims Collection Standards 31, IX 
Federal Communications Commission 2, LX; 5, XXIX; 47, I 
Federal Contract Compliance Programs, Office of 41, 60 
Federal Crop Insurance Corporation 7, IV 
Federal Deposit Insurance Corporation 5, XXII; 12, III 
Federal Election Commission 5, XXXVII; 11, I 
Federal Emergency Management Agency 44, I 
Federal Employees Group Life Insurance Federal Acquisition 

Regulation 
48, 21 

Federal Employees Health Benefits Acquisition Regulation 48, 16 
Federal Energy Regulatory Commission 5, XXIV; 18, I 
Federal Financial Institutions Examination Council 12, XI 
Federal Financing Bank 12, VIII 
Federal Highway Administration 23, I, II 
Federal Home Loan Mortgage Corporation 1, IV 
Federal Housing Enterprise Oversight Office 12, XVII 
Federal Housing Finance Agency 5, LXXX; 12, XII 
Federal Labor Relations Authority 5, XIV, XLIX; 22, XIV 
Federal Law Enforcement Training Center 31, VII 
Federal Management Regulation 41, 102 
Federal Maritime Commission 46, IV 
Federal Mediation and Conciliation Service 29, XII 
Federal Mine Safety and Health Review Commission 5, LXXIV; 29, XXVII 
Federal Motor Carrier Safety Administration 49, III 
Federal Permitting Improvement Steering Council 40, IX 
Federal Prison Industries, Inc. 28, III 
Federal Procurement Policy Office 48, 99 
Federal Property Management Regulations 41, 101 
Federal Railroad Administration 49, II 
Federal Register, Administrative Committee of 1, I 
Federal Register, Office of 1, II 
Federal Reserve System 12, II 

Board of Governors 5, LVIII 
Federal Retirement Thrift Investment Board 5, VI, LXXVI 
Federal Service Impasses Panel 5, XIV 
Federal Trade Commission 5, XLVII; 16, I 
Federal Transit Administration 49, VI 
Federal Travel Regulation System 41, Subtitle F 
Financial Crimes Enforcement Network 31, X 
Financial Research Office 12, XVI 
Financial Stability Oversight Council 12, XIII 
Fine Arts, Commission of 45, XXI 
Fiscal Service 31, II 
Fish and Wildlife Service, United States 50, I, IV 
Food and Drug Administration 21, I 
Food and Nutrition Service 7, II 
Food Safety and Inspection Service 9, III 
Foreign Agricultural Service 7, XV 
Foreign Assets Control, Office of 31, V 
Foreign Claims Settlement Commission of the United States 45, V 
Foreign Service Grievance Board 22, IX 
Foreign Service Impasse Disputes Panel 22, XIV 
Foreign Service Labor Relations Board 22, XIV 
Foreign-Trade Zones Board 15, IV 
Forest Service 36, II 
General Services Administration 5, LVII; 41, 105 

Contract Appeals, Board of 48, 61 
Federal Acquisition Regulation 48, 5 
Federal Management Regulation 41, 102 



423 

Agency 
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Chapter 

Federal Property Management Regulations 41, 101 
Federal Travel Regulation System 41, Subtitle F 
General 41, 300 
Payment From a Non-Federal Source for Travel Expenses 41, 304 
Payment of Expenses Connected With the Death of Certain 

Employees 
41, 303 

Relocation Allowances 41, 302 
Temporary Duty (TDY) Travel Allowances 41, 301 

Geological Survey 30, IV 
Government Accountability Office 4, I 
Government Ethics, Office of 5, XVI 
Government National Mortgage Association 24, III 
Grain Inspection, Packers and Stockyards Administration 7, VIII; 9, II 
Great Lakes St. Lawrence Seaway Development Corporation 33, IV 
Gulf Coast Ecosystem Restoration Council 2, LIX; 40, VIII 
Harry S. Truman Scholarship Foundation 45, XVIII 
Health and Human Services, Department of 2, III; 5, XLV; 45, 

Subtitle A 
Centers for Medicare & Medicaid Services 42, IV 
Child Support Enforcement, Office of 45, III 
Children and Families, Administration for 45, II, III, IV, X, XIII 
Community Services, Office of 45, X 
Family Assistance, Office of 45, II 
Federal Acquisition Regulation 48, 3 
Food and Drug Administration 21, I 
Indian Health Service 25, V 
Inspector General (Health Care), Office of 42, V 
Public Health Service 42, I 
Refugee Resettlement, Office of 45, IV 

Homeland Security, Department of 2, XXX; 5, XXXVI; 6, I; 
8, I 

Coast Guard 33, I; 46, I; 49, IV 
Coast Guard (Great Lakes Pilotage) 46, III 
Customs and Border Protection 19, I 
Federal Emergency Management Agency 44, I 
Human Resources Management and Labor Relations 

Systems 
5, XCVII 

Immigration and Customs Enforcement Bureau 19, IV 
Transportation Security Administration 49, XII 

HOPE for Homeowners Program, Board of Directors of 24, XXIV 
Housing and Urban Development, Department of 2, XXIV; 5, LXV; 24, 

Subtitle B 
Community Planning and Development, Office of Assistant 

Secretary for 
24, V, VI 

Equal Opportunity, Office of Assistant Secretary for 24, I 
Federal Acquisition Regulation 48, 24 
Federal Housing Enterprise Oversight, Office of 12, XVII 
Government National Mortgage Association 24, III 
Housing—Federal Housing Commissioner, Office of 

Assistant Secretary for 
24, II, VIII, X, XX 

Housing, Office of, and Multifamily Housing Assistance 
Restructuring, Office of 

24, IV 

Inspector General, Office of 24, XII 
Public and Indian Housing, Office of Assistant Secretary for 24, IX 
Secretary, Office of 24, Subtitle A, VII 

Housing—Federal Housing Commissioner, Office of Assistant 
Secretary for 

24, II, VIII, X, XX 

Housing, Office of, and Multifamily Housing Assistance 
Restructuring, Office of 

24, IV 

Immigration and Customs Enforcement Bureau 19, IV 
Immigration Review, Executive Office for 8, V 
Independent Counsel, Office of 28, VII 
Independent Counsel, Offices of 28, VI 
Indian Affairs, Bureau of 25, I, V 
Indian Affairs, Office of the Assistant Secretary 25, VI 
Indian Arts and Crafts Board 25, II 
Indian Health Service 25, V 



424 

Agency 

CFR Title, Subtitle or 
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Industry and Security, Bureau of 15, VII 
Information Resources Management, Office of 7, XXVII 
Information Security Oversight Office, National Archives and 

Records Administration 
32, XX 

Inspector General 
Agriculture Department 7, XXVI 
Health and Human Services Department 42, V 
Housing and Urban Development Department 24, XII, XV 

Institute of Peace, United States 22, XVII 
Inter-American Foundation 5, LXIII; 22, X 
Interior, Department of 2, XIV 

American Indians, Office of the Special Trustee 25, VII 
Endangered Species Committee 50, IV 
Federal Acquisition Regulation 48, 14 
Federal Property Management Regulations System 41, 114 
Fish and Wildlife Service, United States 50, I, IV 
Geological Survey 30, IV 
Indian Affairs, Bureau of 25, I, V 
Indian Affairs, Office of the Assistant Secretary 25, VI 
Indian Arts and Crafts Board 25, II 
Land Management, Bureau of 43, II 
National Indian Gaming Commission 25, III 
National Park Service 36, I 
Natural Resource Revenue, Office of 30, XII 
Ocean Energy Management, Bureau of 30, V 
Reclamation, Bureau of 43, I 
Safety and Environmental Enforcement, Bureau of 30, II 
Secretary of the Interior, Office of 2, XIV; 43, Subtitle A 
Surface Mining Reclamation and Enforcement, Office of 30, VII 

Internal Revenue Service 26, I 
International Boundary and Water Commission, United States 

and Mexico, United States Section 
22, XI 

International Development, United States Agency for 22, II 
Federal Acquisition Regulation 48, 7 

International Development Cooperation Agency, United 
States 

22, XII 

International Development Finance Corporation, U.S. 5, XXXIII; 22, VII 
International Joint Commission, United States and Canada 22, IV 
International Organizations Employees Loyalty Board 5, V 
International Trade Administration 15, III; 19, III 
International Trade Commission, United States 19, II 
Interstate Commerce Commission 5, XL 
Investment Security, Office of 31, VIII 
James Madison Memorial Fellowship Foundation 45, XXIV 
Japan–United States Friendship Commission 22, XVI 
Joint Board for the Enrollment of Actuaries 20, VIII 
Justice, Department of 2, XXVIII; 5, XXVIII; 

28, I, XI; 40, IV 
Alcohol, Tobacco, Firearms, and Explosives, Bureau of 27, II 
Drug Enforcement Administration 21, II 
Federal Acquisition Regulation 48, 28 
Federal Claims Collection Standards 31, IX 
Federal Prison Industries, Inc. 28, III 
Foreign Claims Settlement Commission of the United 

States 
45, V 

Immigration Review, Executive Office for 8, V 
Independent Counsel, Offices of 28, VI 
Prisons, Bureau of 28, V 
Property Management Regulations 41, 128 

Labor, Department of 2, XXIX; 5, XLII 
Benefits Review Board 20, VII 
Employee Benefits Security Administration 29, XXV 
Employees’ Compensation Appeals Board 20, IV 
Employment and Training Administration 20, V 
Federal Acquisition Regulation 48, 29 
Federal Contract Compliance Programs, Office of 41, 60 
Federal Procurement Regulations System 41, 50 
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Labor-Management Standards, Office of 29, II, IV 
Mine Safety and Health Administration 30, I 
Occupational Safety and Health Administration 29, XVII 
Public Contracts 41, 50 
Secretary of Labor, Office of 29, Subtitle A 
Veterans’ Employment and Training Service, Office of the 

Assistant Secretary for 
41, 61; 20, IX 

Wage and Hour Division 29, V 
Workers’ Compensation Programs, Office of 20, I, VI 

Labor-Management Standards, Office of 29, II, IV 
Land Management, Bureau of 43, II 
Legal Services Corporation 45, XVI 
Libraries and Information Science, National Commission on 45, XVII 
Library of Congress 36, VII 

Copyright Royalty Board 37, III 
U.S. Copyright Office 37, II 

Management and Budget, Office of 5, III, LXXVII; 14, VI; 
48, 99 

Marine Mammal Commission 50, V 
Maritime Administration 46, II 
Merit Systems Protection Board 5, II, LXIV 
Micronesian Status Negotiations, Office for 32, XXVII 
Military Compensation and Retirement Modernization 

Commission 
5, XCIX 

Millennium Challenge Corporation 22, XIII 
Mine Safety and Health Administration 30, I 
Minority Business Development Agency 15, XIV 
Miscellaneous Agencies 1, IV 
Monetary Offices 31, I 
Morris K. Udall Scholarship and Excellence in National 

Environmental Policy Foundation 
36, XVI 

Museum and Library Services, Institute of 2, XXXI 
National Aeronautics and Space Administration 2, XVIII; 5, LIX; 14, V 

Federal Acquisition Regulation 48, 18 
National Agricultural Library 7, XLI 
National Agricultural Statistics Service 7, XXXVI 
National and Community Service, Corporation for 2, XXII; 45, XII, XXV 
National Archives and Records Administration 2, XXVI; 5, LXVI; 36, 

XII 
Information Security Oversight Office 32, XX 

National Capital Planning Commission 1, IV, VI 
National Counterintelligence Center 32, XVIII 
National Credit Union Administration 5, LXXXVI; 12, VII 
National Crime Prevention and Privacy Compact Council 28, IX 
National Drug Control Policy, Office of 2, XXXVI; 21, III 
National Endowment for the Arts 2, XXXII 
National Endowment for the Humanities 2, XXXIII 
National Foundation on the Arts and the Humanities 45, XI 
National Geospatial-Intelligence Agency 32, I 
National Highway Traffic Safety Administration 23, II, III; 47, VI; 49, V 
National Imagery and Mapping Agency 32, I 
National Indian Gaming Commission 25, III 
National Institute of Food and Agriculture 7, XXXIV 
National Institute of Standards and Technology 15, II; 37, IV 
National Intelligence, Office of Director of 5, IV; 32, XVII 
National Labor Relations Board 5, LXI; 29, I 
National Marine Fisheries Service 50, II, IV 
National Mediation Board 5, CI; 29, X 
National Oceanic and Atmospheric Administration 15, IX; 50, II, III, IV, VI 
National Park Service 36, I 
National Railroad Adjustment Board 29, III 
National Railroad Passenger Corporation (AMTRAK) 49, VII 
National Science Foundation 2, XXV; 5, XLIII; 45, VI 

Federal Acquisition Regulation 48, 25 
National Security Council 32, XXI; 47, II 
National Technical Information Service 15, XI 
National Telecommunications and Information 

Administration 
15, XXIII; 47, III, IV, V 
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Chapter 

National Transportation Safety Board 49, VIII 
Natural Resource Revenue, Office of 30, XII 
Natural Resources Conservation Service 7, VI 
Navajo and Hopi Indian Relocation, Office of 25, IV 
Navy, Department of 32, VI 

Federal Acquisition Regulation 48, 52 
Neighborhood Reinvestment Corporation 24, XXV 
Northeast Interstate Low-Level Radioactive Waste 

Commission 
10, XVIII 

Nuclear Regulatory Commission 2, XX; 5, XLVIII; 10, I 
Federal Acquisition Regulation 48, 20 

Occupational Safety and Health Administration 29, XVII 
Occupational Safety and Health Review Commission 29, XX 
Ocean Energy Management, Bureau of 30, V 
Oklahoma City National Memorial Trust 36, XV 
Operations Office 7, XXVIII 
Patent and Trademark Office, United States 37, I 
Payment From a Non-Federal Source for Travel Expenses 41, 304 
Payment of Expenses Connected With the Death of Certain 

Employees 
41, 303 

Peace Corps 2, XXXVII; 22, III 
Pennsylvania Avenue Development Corporation 36, IX 
Pension Benefit Guaranty Corporation 29, XL 
Personnel Management, Office of 5, I, IV, XXXV; 45, VIII 

Federal Acquisition Regulation 48, 17 
Federal Employees Group Life Insurance Federal 

Acquisition Regulation 
48, 21 

Federal Employees Health Benefits Acquisition Regulation 48, 16 
Human Resources Management and Labor Relations 

Systems, Department of Homeland Security 
5, XCVII 

Pipeline and Hazardous Materials Safety Administration 49, I 
Postal Regulatory Commission 5, XLVI; 39, III 
Postal Service, United States 5, LX; 39, I 
Postsecondary Education, Office of 34, VI 
President’s Commission on White House Fellowships 1, IV 
Presidio Trust 36, X 
Prisons, Bureau of 28, V 
Privacy and Civil Liberties Oversight Board 6, X 
Procurement and Property Management, Office of 7, XXXII 
Public and Indian Housing, Office of Assistant Secretary for 24, IX 
Public Contracts, Department of Labor 41, 50 
Public Health Service 42, I 
Railroad Retirement Board 20, II 
Reclamation, Bureau of 43, I 
Refugee Resettlement, Office of 45, IV 
Relocation Allowances 41, 302 
Research and Innovative Technology Administration 49, XI 
Rural Business-Cooperative Service 7, XVIII, XLII, L 
Rural Development Administration 7, XLII 
Rural Housing Service 7, XVIII, XXXV, L 
Rural Utilities Service 7, XVII, XVIII, XLII, L 
Safety and Environmental Enforcement, Bureau of 30, II 
Science and Technology Policy, Office of 32, XXIV; 47, II 
Secret Service 31, IV 
Securities and Exchange Commission 5, XXXIV; 17, II 
Selective Service System 32, XVI 
Small Business Administration 2, XXVII; 13, I 
Smithsonian Institution 36, V 
Social Security Administration 2, XXIII; 20, III; 48, 23 
Soldiers’ and Airmen’s Home, United States 5, XI 
Special Counsel, Office of 5, VIII 
Special Education and Rehabilitative Services, Office of 34, III 
State, Department of 2, VI; 22, I; 28, XI 

Federal Acquisition Regulation 48, 6 
Surface Mining Reclamation and Enforcement, Office of 30, VII 
Surface Transportation Board 49, X 
Susquehanna River Basin Commission 18, VIII 
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CFR Title, Subtitle or 
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Tennessee Valley Authority 5, LXIX; 18, XIII 
Trade Representative, United States, Office of 15, XX 
Transportation, Department of 2, XII; 5, L 

Commercial Space Transportation 14, III 
Emergency Management and Assistance 44, IV 
Federal Acquisition Regulation 48, 12 
Federal Aviation Administration 14, I 
Federal Highway Administration 23, I, II 
Federal Motor Carrier Safety Administration 49, III 
Federal Railroad Administration 49, II 
Federal Transit Administration 49, VI 
Great Lakes St. Lawrence Seaway Development Corporation 33, IV 
Maritime Administration 46, II 
National Highway Traffic Safety Administration 23, II, III; 47, IV; 49, V 
Pipeline and Hazardous Materials Safety Administration 49, I 
Secretary of Transportation, Office of 14, II; 49, Subtitle A 
Transportation Statistics Bureau 49, XI 

Transportation, Office of 7, XXXIII 
Transportation Security Administration 49, XII 
Transportation Statistics Bureau 49, XI 
Travel Allowances, Temporary Duty (TDY) 41, 301 
Treasury, Department of the 2, X; 5, XXI; 12, XV; 17, 

IV; 31, IX 
Alcohol and Tobacco Tax and Trade Bureau 27, I 
Community Development Financial Institutions Fund 12, XVIII 
Comptroller of the Currency 12, I 
Customs and Border Protection 19, I 
Engraving and Printing, Bureau of 31, VI 
Federal Acquisition Regulation 48, 10 
Federal Claims Collection Standards 31, IX 
Federal Law Enforcement Training Center 31, VII 
Financial Crimes Enforcement Network 31, X 
Fiscal Service 31, II 
Foreign Assets Control, Office of 31, V 
Internal Revenue Service 26, I 
Investment Security, Office of 31, VIII 
Monetary Offices 31, I 
Secret Service 31, IV 
Secretary of the Treasury, Office of 31, Subtitle A 

Truman, Harry S. Scholarship Foundation 45, XVIII 
United States Agency for Global Media 22, V 
United States and Canada, International Joint Commission 22, IV 
United States and Mexico, International Boundary and Water 

Commission, United States Section 
22, XI 

U.S. Copyright Office 37, II 
U.S. Office of Special Counsel 5, CII 
Utah Reclamation Mitigation and Conservation Commission 43, III 
Veterans Affairs, Department of 2, VIII; 38, I 

Federal Acquisition Regulation 48, 8 
Veterans’ Employment and Training Service, Office of the 

Assistant Secretary for 
41, 61; 20, IX 

Vice President of the United States, Office of 32, XXVIII 
Wage and Hour Division 29, V 
Water Resources Council 18, VI 
Workers’ Compensation Programs, Office of 20, I, VII 
World Agricultural Outlook Board 7, XXXVIII 
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List of CFR Sections Affected 
All changes in this volume of the Code of Federal Regulations (CFR) 

that were made by documents published in the FEDERAL REGISTER since 
January 1, 2018 are enumerated in the following list. Entries indicate the 
nature of the changes effected. Page numbers refer to FEDERAL REGISTER 
pages. The user should consult the entries for chapters, parts and sub-
parts as well as sections for revisions. 

For changes to this volume of the CFR prior to this listing, consult 
the annual edition of the monthly List of CFR Sections Affected (LSA). 
The LSA is available at www.govinfo.gov. For changes to this volume of 
the CFR prior to 2001, see the ‘‘List of CFR Sections Affected, 1949–1963, 
1964–1972, 1973–1985, and 1986–2000’’ published in 11 separate volumes. The 
‘‘List of CFR Sections Affected 1986–2000’’ is available at 
www.govinfo.gov. 

2018 
6 CFR 83 FR 

Page 

Chapter I 

Chapter I Notification.................. 30031 
Chapter I Policy statement .......... 63775 
5 Authority citation revised ......... 35537 
5 Appendix C amended ......... 35537, 66558 
27.300 (b)(3) revised ....................... 13834 
46 Regulation at 82 FR 7269 eff. 

date delayed to 7-19-18 ................ 2885 
46.101 (l)(1) through (4) revised; 

interim ...................................... 2890 
46.101 (l)(1) heading and (5) added; 

(l)(2), (3), and (4) revised............. 28510 

2019 
6 CFR 84 FR 

Page 

Chapter I 

5 Appendix C amended ........ 17942, 20241, 
45643 

27 Authority citation revised........ 13508 
27.300 (b)(3) revised ....................... 13508 
37 Technical correction ................ 48045 
37.3 Amended................................ 46426 
37.5 (c) revised .............................. 55019 

Chapter X 

1000.2 Amended............................. 36456 
1000.3 (b) revised ........................... 36456 
1000.5 (a)(5), (b)(5), (6), (c), (d) in-

troductory text, and (2) re-
vised; (a)(6) added; (b)(7) 
through (10) removed ................ 36456 

2020 
6 CFR 85 FR 

Page 

Chapter I 

Chapter I Notification.................. 59651 
5.24 Amended................................ 11830 
5.25 (a) and (b) amended................. 11830 
5.26 (c) amended............................ 11830 
5.27 (c) amended............................ 11830 
5.42 (a) revised .............................. 22582 
5.43 (a) introductory text revised; 

(g) added................................... 22582 
5.41—5.49 (Subpart C) Appendix A 

added........................................ 22582 
5 Appendix C amended ........ 14733, 14735, 

45967, 62933 
19 Authority citation revised; eff. 
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